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1 Introduction

Reducing environment pollution and achieving greater sustainability into
urban mobility are two of the major challenges that big cities confront in the
21st century. Promoting a rational use of vehicles, such as vehicle sharing
incentives or electric vehicles use, are just some of the current strategies. On
this basis, many cities have started establishing the so-called Low Emission
Zones (LEZ), which are zones where a number of restrictions and penalties
are applied to their users. These measures are aimed at reducing the traffic of
combustion engine vehicles and encouraging the use of less polluting and low
emission ones, preferably electric vehicles.

Although these strategies have proven to be effective in large cities, on a
practical level, their implementation is neither simple nor economical. One of
the main technological challenges regarding the LEZ scheme is to design a
secure and reliable system which automatically controls the access of vehicles
to these areas. Privacy also arises important challenges to the field and reveals
that alternative user detection systems should be proposed instead of the use
of video cameras that record all the vehicles plates that access the LEZs.

Our general objective is to provide secure protocols that automatically
control the vehicle accesses to LEZ, but preserving the privacy of the drivers
as long as they behave honestly.

2 Related Work

In recent years, several LEZ access control approaches, known as Elec-
tronic Road Pricing systems (ERP), on the basis of privacy by design have
been proposed [1, 2, 3, 4, 5, 6, 7, 8]. All these systems require the use of an
On-Board Unit (OBU) fitted with a GPS and a wireless communication sys-
tem. The price of the fare is calculated according to the route the vehicle has
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traveled. On the one hand, in [1] and [2], the information related to the ex-
ternal server is sent by the OBU to the external server, owned by the Service
Provider (SP), which is in charge of setting the prices in each billing period.
On the other hand, in [3, 4, 5, 6] it is the OBU which calculates the fees and
sends them to the SP server in each billing period. In that way, the revealed
information relating to the location of the vehicle is minimal. These systems
use cryptographic evidences along with physical random-located checkpoints
to demonstrate that the OBU has been honest when calculating the amounts
corresponding to the traveled routes. The work in [7] presents a user privacy
preserving protocol based on a time approach which, unlike the aforemen-
tioned works, offers a non-probabilistic fraud control. A further improvement
of this protocol has been published in [8]. This proposal enhances the pricing
system to dynamically adapt fares to the traffic changing conditions aiming
at a better traffic distribution. Even when these protocols tackle the most
important drawbacks of the systems proposed to date, due to their particu-
larities, specific OBUs and full access to some of its functionalities are required
for their feasibility. Nevertheless, OBUs integration in nowadays vehicles is
not widespread and, as proprietary devices, most of their capabilities can be
restricted to third parties.

3 Model of the system

Our general objective consists of encouraging the smartphone integration
to the LEZ access control systems. The current anonymous approaches to
control access to LEZs rely on the vehicles’ On Board Units (OBUs), never-
theless, their integration in nowadays vehicles is not widespread. The adoption
of the drivers’ smartphone for this purpose may ease the rollout and accep-
tance of these zones. In any case, privacy is a mandatory issue and should be
preserved as long as the drivers do not try to commit fraud. Only when a user
accesses the LEZ without the proper authorization she should be identified
and her anonymity revoked.

The scheme we propose in [9] presents a lightweight ERP solution that con-
trols the access to a LEZ in a secure and reliable way, while providing privacy
to honest users. In contrast to other systems, our approach uses the drivers’
smartphone to validate their access instead of relying on an OBU. Those users
who access the LEZ without proper authorization are automatically identi-
fied for their subsequent sanction. Accordingly, all anti-fraud measures do not
affect the privacy of honest drivers.

The lifecycle of our system is divided into eight phases: i) Registration; ii)
Installation; iii) Vehicle Registration; iv) Access; v) Exit; vi) Payment; vii)
Fraud Control and; viii) Privacy Configuration.

Before a user could start using the proposed access model, she should com-
plete the Registration (i), Installation (ii) and Vehicle Registration phases (iii);
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Fig. 1: Access infrastructure.

where she registers her personal data to the Competent Administration of the
LEZ (CALEZ), installs the mobile application into her smartphone and reg-
isters the vehicles she will use to access the LEZ, respectively. Figure 1 shows
a general scheme of the LEZ Access (iv) and Exit (v) phases. Both phases
are presented together as they perform the same operations. When the vehicle
approaches the LEZ access area, a Bluetooth Low Energy (BLE) tag awakens
the application on the user’s smartphone. This process is automatically done
without the intervention of the user. For its part, the Input Sensor notifies
to the Access Control (AC) entity that a vehicle has entered the LEZ access
area. The mobile phone application establishes a secure communication with
the AC entity through a cryptographic protocol and proves that it is a valid
user. During the process, the user’s anonymity is preserved through the use
of a pseudonym. Then, the AC verifies whether the user’s access permissions
are correct or not. Moreover, the access and exit points are equipped with
several sensors to obtain the vehicle’s profile (height and length). If the user’s
credentials are valid, the access is registered and the user can privately ac-
cess the LEZ. This access information will be used during the Payment phase
(vi) to calculate the fee the user has to pay. Conversely, if the user does not
have valid access permissions, the AC will take a photo of the vehicle license
plate. With this photo the system will be able to identify the offending user.
Additional anti-fraud measures are performed in Fraud Control phase (vii),
where an independent entity looks for inconsistent patterns in the registered
accesses and exits. Finally, to avoid that all the registered accesses of a user
could be bind together though her pseudonym, a user can ask for a new one
by running the protocol defined on the Privacy configuration phase (viii).
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