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Resum

Recentment, 1'ts d’aplicacions descentralitzades basades en blockchain (dApps)
ha augmentat significativament. Per tal de gestionar les claus necessaries per
connectar-se a aquestes dApps, els usuaris necessiten una cartera virtual. La
gestio i sincronitzacié segura de claus a través de diversos dispositius presenta
un repte considerable. A més, la pérdua o substitucié de dispositius pot supo-
sar un problema greu, ja que l'usuari perdria ’accés a la seva cartera virtual i
als seus fons. Per abordar aquests problemes, proposem una solucié que inclou
una aplicacié mobil i un plugin per al navegador. L’aplicacié mobil constitueix
I’element central que permet emmagatzemar i visualitzar les claus generades en
qualsevol moment. Per altra banda, es preveu disposar d’un plugin instal-lable a
les principals plataformes. En aquest treball s’ha desenvolupat per Google Chro-
me. Aquest plugin permet gestionar 'accés a les dApps i la creacio de les claus
associades de manera transparent. El sistema utilitza un contracte intel-ligent
desplegat a la blockchain per facilitar la comunicacié entre ’aplicaci6 i els plu-
gins, aixi com 'IPFS per emmagatzemar les claus de manera segura, facilitant-ne
la recuperacié en cas de pérdua o canvi de dispositiu mobil. El sistema imple-
mentat ha estat avaluat pel que fa a la seva usabilitat i rendiment. Proporciona
un entorn segur i intuitiu, amb temps d’execucié rapids en operacions critiques
com so6n 'afegiment de dApps o la recuperacié de claus.

Paraules clau— Recuperacié de Claus, Moneder Criptografic, Aplicacions Descentralitza-
des, Contracte Intel-ligent, Seguretat, Privadesa



Resumen

Recientemente, el uso de aplicaciones descentralizadas basadas en blockchain
(dApps) ha aumentado significativamente. Con el fin de gestionar las claves nece-
sarias para conectarse a estas dApps, los usuarios necesitan una cartera virtual.
La gestion y sincronizaciéon segura de claves a través de diversos dispositivos supo-
ne un reto considerable. Ademés, la pérdida o sustitucion de dispositivos puede
suponer un problema grave, ya que el usuario perderia el acceso a su cartera
virtual y a sus fondos. Para abordar estos problemas, se propone una solucién
que incluye una aplicacion movil y un plugin para el navegador. La aplicaciéon
movil constituye el elemento central y permite almacenar y visualizar las claves
generadas en cualquier momento. Por otro lado, se prevee disponer de un plugin
instalable en las principales plataformas. En este trabajo se ha desarrollado para
Google Chrome. El plugin permite gestionar el acceso a las dApps y la creacion
de las claves asociadas de manera transparente. El sistema utiliza un contrato
inteligente desplegado en la blockchain para comunicar la aplicaciéon y los plu-
gins, ademas de IPFS para almacenar las claves de manera segura, facilitando su
recuperacion en caso de pérdida o cambio del dispositivo mévil. El sistema imple-
mentado ha sido evaluado en términos de usabilidad y rendimiento. Proporciona
un entorno seguro e intuitivo, con tiempos de ejecucién rapidos en operaciones
criticas como son la inclusiéon de nuevas dApps o la recuperaciéon de claves.

Palabras clave— Recuperacion de Claves, Cartera Criptogréfica, Aplicaciones Descentrali-
zadas, Contratos Inteligentes, Seguridad, Privacidad
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Abstract

Recently, the use of decentralized applications (dApps) based on blockchain
has significantly increased. To manage the keys required to connect to these
dApps, users need a virtual wallet. The secure management and synchronization
of keys across multiple devices presents a considerable challenge. Additionally,
the loss or replacement of devices could pose a serious problem, as it would result
in the user losing access to their virtual wallet and funds. To address these
issues, a solution is proposed that includes a mobile application and a browser
plugin. The mobile application acts as the central component, allowing users to
store and view the generated keys at any time. On the other hand, the plugin
is expected to be available for installation on major platforms. In this work, it
has been developed for Chrome. It transparently manages access to the dApps
and the creation of associated keys. The system uses a smart contract deployed
on the blockchain to facilitate communication between the application and the
plugins, and it utilizes the IPFS to securely store the keys, enabling their recovery
in case of device loss. The implemented system has been evaluated in terms of
usability and performance. It provides a secure and intuitive environment with
fast execution times for critical operations such as the addition of new dApps or
key recovery.

Keywords— Key Recovery, Crypto wallet, Decentralized applications, Smart contract,
Security, Privacy
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While the traditional client-server paradigm offers a straightforward and speedy
approach for many applications, it comes with significant drawbacks compared to de-
centralized systems. Centralization presents a single point of failure, making the entire
system more vulnerable to attacks and data leaks. Additionally, having to rely on a
centralized authority can lead to privacy and trust issues. Centralized systems also
tend to create bottlenecks, limiting the platform’s scalability. In contrast, decentral-
ization enhances system resilience, transparency, and security, making it an interesting
choice over centralization.

The decentralized paradigm has numerous applications that enhance security and
transparency, mainly by eliminating central authorities. Notable examples include
blockchain and cryptocurrency (such as Ethereum, Bitcoin, and Solana), peer-to-peer
networks (like BitTorrent, IPFS, and Gnutella), or decentralized finance (DeF1i) plat-
forms (such as Uniswap or Compound) [1]. These systems distribute control and data
among various nodes, reducing the risk of a single point of failure and ensuring the
availability of the network remains unaffected even if individual nodes fail.

The use of the blockchain technology offers several benefits, including resiliency,
immutability, accessibility, and audibility. When a new block is added to the chain,
the information it contains cannot be modified or removed. This data is replicated
across all nodes that take part in the distributed network, enhancing failure resistance
and enabling the easy tracking of attackers.

To interact with the blockchain, users must have a key pair (consisting of a private
and public key). This key pair is a sensible piece of information that is critical for
engaging with the blockchain, as it securely links the user to the network and demon-
strates their ownership of assets. However, managing these sensitive keys requires a
secure solution—this is where a wallet comes in. A wallet serves as a crucial tool that
not only generates and stores these keys but also authenticates the user and man-
ages their digital cryptocurrency, acting as a secure bridge between the user and the
blockchain.

To secure access to the wallet, users must set a password. However, it is well
known that people often choose passwords that are easy to remember, even if they
compromise security. As a result, many online services now enforce composition policies
that require users to create strong passwords, incorporating elements such as numbers,
special characters, and both lowercase and uppercase letters [2].

Given the critical nature of the information stored in a wallet—particularly the key
pair needed for blockchain interactions—using a strong password is crucial. There-
fore, these composition policies are implemented in this project. Additionally, losing
access to the wallet could mean losing access to the blockchain and any related smart
contracts, with the most severe consequence being the potential loss of all assets.

Additionally, in the blockchain environment, users face heightened risks if they reuse
the same cryptographic key pair across multiple decentralized apps (dApps). Attackers
can exploit this pattern through record linkage attacks to gain access to user data. To
reduce this risk, users should generate a unique key pair for each dApp they access.

One of the major challenges users face today is managing and recovering the many
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keys needed to access different decentralized services. Additionally, keeping all this
information synchronized across multiple devices adds another layer of complexity.

1.1 Proposal

To address these challenges, a fully decentralized wallet for secure key management
is proposed. This wallet will create, store, and manage cryptographic keys transpar-
ently and automatically, ensuring their security while relieving users of the burden of
manual management. Additionally, it will provide a robust recovery mechanism in case
the user loses or changes their device.

The proposed system must meet the stringent requirements of modern devices,
ensuring secure key management and synchronization across multiple platforms. The
wallet will operate seamlessly within a multi-platform ecosystem while maintaining the
advantages of a decentralized framework.

To achieve this description, we propose the usage of well-established security stan-
dards such as BIP39 and BIP32 to generate robust keys based on a user-provided
password, also allowing their recovery if needed. To minimize dependence on central-
ized entities, the solution will utilize the decentralized nature of technologies such as
the InterPlanetary File System (IPFS) and the blockchain, both of which are based on
peer-to-peer networks.

The solution features a mobile application and a browser plugin. The plugin handles
the seamless creation of keys for newly accessed dApps, while the mobile application is
responsible for the secure management and visualization of these keys. The application
deploys a smart contract on the blockchain to ensure system integrity and transparency.
This setup not only guarantees the security of transactions but also facilitates smooth
communication between the device and the browser.
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The literature presents multiple approaches to designing functional and secure wal-
lets. Depending on how the wallets create, store, recover, and utilize blockchain keys,
they can be broadly categorized into three main types:

1. Trusted Third-Party-Dependent Wallets: The first category, often the most
common, involves storing keys in one or more external storage locations. These
repositories could be servers managed by a service provider or other third parties
selected by the users. Some key contributions to this category are [3-10]. For ex-
ample, [3| describes a two-server password-authenticated secret sharing (2PASS)
approach. Initially, users distribute shares of their password and secret key to two
servers. Users can later retrieve these shares by providing new secret shares of
their password to the same servers, which then jointly verify whether the received
secrets correspond to shares of the same password. Likewise, [7]| uses a threshold
secret-sharing algorithm to distribute shares of cryptographic keys among third
parties for key backup and recovery. HasDPSS [11] advances this concept by
incorporating a blockchain-based hierarchical access structure for decentralized
key management. Eventually, recent works [8, 10] have enhanced these methods’
security with biometric encryption of key shares. Despite these advancements, a
significant limitation is the reliance on external entities for key protection.

2. Multi-Signature Wallets: This category includes solutions that focus on safe-
guarding cryptographic keys through multi-signature schemes. For instance, [12]
presents a threshold-optimal signature algorithm where the secret key is dis-
tributed among n parties and that requires a subset of them to sign transactions,
while [13] improves this proposal by using homomorphic encryption to decrease
computational costs. The main drawbacks of these approaches are dependency
on participant availability for key recovery and reliance on external entities.

3. Seed-Derived Wallets: These wallets generate cryptographic keys based on an
initial mnemonic seed. Popular web systems like Metamask ! use this approach,
where the user must remember or securely store their mnemonic words to allow
key recovery. Alternative methods have been explored to address the risks of
relying solely on mnemonic phrases, such as using biometric data [14| or per-
sonal information [15, 16] for key recovery. For example, [14] employs biosensors
for key recovery but faces limitations due to physiological changes (e.g., alter-
ations in physiological conditions after an accident can drastically affect biosen-
sor responses, making key recovery impossible). In [15], the "Partial Knowledge
Recovery Scheme" (PKRS) is introduced. This scheme is used to recover an en-
crypted private key by asking personal security questions. Similarly, [16] explores
image-based methods for key recovery rather than security questions. Lastly, [17]
suggests using hardware wallets with Elliptic-Curve Diffie-Hellman (ECDH) pro-
tocols for secure backup, although this method may be impractical due to the
substantial manual key management it requires.

Metamask: https://metamask.io/


https://metamask.io/

3 Technologies

3 Technologies

In this section, we present a comprehensive explanation of the technologies used
within the project.

3.1 Blockchain

The first approach to Blockchain technology was introduced in 1991 by Stuart
Haber and W. Scott Stornetta [18|. Initially, they proposed an algorithm to time-
stamp documents that makes it impossible for a user to back-date or forward-date her
document. Later on, more work was developed in the field, with the contribution of
the group under the pseudonym of Satoshi Nakamoto in 2008. The article not only
conceptualized the blockchain theory but also introduced the concept of the bitcoin
cryptocurrency [19].

The blockchain is a database of transactions that is continuously updated and
shared across a decentralized network. It is constituted of blocks, each of which is
formed by transactions. Various public blockchains enable users to easily add new
blocks to the chain while preventing the removal of existing blocks. This means that
any attempt by an attacker to alter any information would require modifying the data
on the majority of the nodes in the network, thereby making it more secure [20].

In order to interact with the blockchain, an individual has to create an account and
fund it with tokens, since transactions require digital money to be successful. These
tokens can be acquired with real money or via token faucets. A token faucet provides
an easy method for users to earn cryptocurrency without needing technical expertise or
making any purchase of digital assets. They are typically developed to attract users to
newly established networks, although such tools are becoming less common nowadays.

The common procedure of a faucet involves providing a small amount of tokens to a
specified account, with usage generally restricted to once every 24 or 48 hours. Alterna-
tively, some faucets utilize the computational power of your device for mining activities
and reward you with tokens after a designated period based on your contribution.

In this project, the Sepolia PoW Faucet ? has been used. This tool dispenses tokens
used on the Ethereum testnet (Sepolia) in exchange for mining contributions, with a
maximum allocation of 2.5 ETH per mining session. It is highly sought after by Web3
developers who wish to test their smart contracts and dApps on the testnet before
deploying them on the main Ethereum network. Additionally, the faucet employs
security policies to prevent bots from monopolizing the tokens, ensuring that other
users have the opportunity to receive some funds [21]. An example of this tool can be
seen in Figure 1.

The decentralized blockchain platform Ethereum was conceived in 2013 by Vitalik
Buterin as an improvement of Bitcoin’s technology. It would encompass a platform
that extends beyond financial transactions to support a diverse range of applications
[22], just as it is explained on their webpage, "While Bitcoin is only a payment network,
Ethereum is more like a marketplace of financial services, games, social networks and
other apps." [20]. Unlike Bitcoin, it is programmable and supports the deployment of
smart contracts written in Solidity. Its native cryptocurrency, Ether (ETH), is often

2Sepolia faucet: https://sepolia-faucet.pk910.de/
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mistakenly referred to by the same name as the blockchain, Ethereum.

Some concepts commonly used within the Ethereum blockchain technology will be
introduced below:

Accounts Accounts are virtual wallets used to store cryptocurrency and allow user
interaction with the blockchain. Two different kinds of accounts can be created in
Ethereum: user accounts and contract accounts. Each account is uniquely identified
by an address, which will be explained in the following section.

Addresses FEthereum addresses are generated by appending the hexadecimal prefix
"0x" to the rightmost 20 bytes of the Keccak-256 hash applied to the ECDSA public
key.

Example of public key:
0x049d89cab9d7b54831c865£6d48cc864f5e8e3531£99687d4cabel14b9c9707b7e2
ef9c£8966d49f12c1b081b3cf9bf8eaf79599c7c8a21825ef61d90fe6£9d5a
Keccak-256 hash:
0x428ce0b3bfd786fe2c62348c80fc6725d928cc39a77dcfd7£386b634519£8d0a
Address:

0x80£fc6725d928cc39a77dcfd7£386b634519£8d0a

Gas On the Ethereum network, gas is the standard unit used to measure the compu-
tational effort required for a transaction (that is, the transaction fee). Miners charge
fees in ETH to the sender so that their transaction is included in the blockchain. Think
of it as paying for computing power to process the transaction. However, if the gas
provided for a transaction is insufficient, validators may reject it, resulting in the loss
of the offered funds and the transaction being reverted. To ensure a successful trans-
action, two gas-related requirements must be met: gas price and gas limit. The gas
price fluctuates based on the network’s current state (e.g. if the demand is high, the
gas price will grow and vice-versa). The gas limit, on the other hand, depends on the
type of transaction being committed. For instance, a simple fund transfer requires a
gas limit of 21,000 units of gas. Nevertheless, if the transaction involves interacting
with a smart contract, the gas limit increases significantly [23].

Contracts A smart contract is a program that runs on the Ethereum blockchain,
encompassing both logic (functions) and data (state). These contracts are written in
Solidity *, a specific programming language designed for defining smart contracts on
Ethereum. In Solidity, functions and variables can be specified as an interface that
serves as the rules and agreements between different parties. Once deployed, the code
becomes immutable, guaranteeing it cannot be altered. Additionally, all transactions
and codes are publicly visible on the blockchain, ensuring transparency [24].

As an example, a smart contract featuring a simple data storage application is
shown in Code 1.

3Solidity: https://soliditylang.org/
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Sepolia PoW Faucet Sepolia PoW Faucet
New sessions require a minimum gitcoin passport score of at least 2. New sessions require a minimum gitcoin passport score of at least 2.
Please visit Gitcoin Passport to increase your passport score. Please visit Gitcoin Passport to increase your passport score.

Target Address:
0x2be7268d90B418af669BFf590f2F31Cf73068916

Your Mining Reward: Current Hashrate:

0.023 SepETH 816.89 H/s

Number of Workers: 32/32 [ X -}
Minimum Claim Reward: 0.05 SepETH
Maximum Claim Reward: 2.5 SepETH
0x2be7268d90B418af669BFf590f2F31Cf73068916 - . ) .
Remaining Session Time: 11h 58min
Total Shares: 6
™
\/ No soy un robot L =3 Avg. Reward per Hour: 1.427 SepETH/h
e Reward Boost: + 0%
>oP g
(a) Faucet home page. (b) Faucet in mining session.

Figure 1: Example of the PoW Sepolia Faucet.

Code 1 Contract example written in Solidity.

pragma solidity ~0.8.0;

contract SimpleStorage {
uint256 public storedData;

function set(uint256 x) public {
storedData = x;

function get() public view returns (uint256) {
return storedData;

¥

If somebody wants the contract to store funds (such as for an exchange between
two parties), it is necessary to define a method using the payable modifier.

3.1.1 Ganache

Ganache is a tool that allows running a local blockchain for fast and secure Ethereum
application development [25]. It is typically used to test dApps in a safe and controlled
environment before moving to production.
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® Ganache

() accounTs

CURRENT BLOCK GAS LIMIT HARDFORK NETWORK ID RPC SERVER MINING STATUS WORKSPACE
6 5777

GAS PRICE 5
20000000000 6721975 MUIRGLACIER HTTP://127.0.0.1:7545 AUTOMINING TRUFFLE-SHUFFLE

MNEMONIC HD PATH )
candy maple cake sugar pudding cream honey rich smooth crumble sweet treat m/44'/60'/0"/@/account_index

ADDRESS BALANCE TX COUNT INDEX
0x627306090abaB3A6e1400e9345bC60c78aBBEF57 99.46 ETH 32 ] &
ADDRESS BALANCE TX COUNT INDEX &7
0xf17f52151EbEF6C7334FADO8BOC5704D77216b732 100.00 ETH 0 1

ADDRESS BALANCE TX COUNT INDEX
0xC5fdf4076b8F3A5357c5E395ab970B5B54098Fef  100.00 ETH 0 2 &
ADDRESS BALANCE TX COUNT INDEX
0x821aEa9a577a9b44299B9c15c88cf3087F3b5544 100.00 ETH 0 3 &
ADDRESS BALANCE TX COUNT INDEX P

Figure 2: Example of the Ganache GUI homepage.

One significant advantage of Ganache is the virtually unlimited availability of funds,
along with the instant mining of transactions, introducing minimal delay in the app
operations. It provides several initial accounts with preloaded funding (e.g. 100 ETH),
allowing straightaway interaction with the blockchain, deployment of smart contracts,
and transaction execution. See an example of the Ganache UI in Figure 2.

Nevertheless, Ganache has proven not to be adequate for this project due to its
restriction on dynamic account creation. Our solution aims to create new accounts
based on keys generated using the BIP32 protocol. Furthermore, in September 2023,
the blockchain software technology company Consensys  announced the discontinua-
tion of Ganache [26], advising clients to transition to other ecosystems like Remix °,
Thirdweb ¢ or Hardhat 7.

Consequently, Ethereum’s Sepolia testnet has been used as an alternative. This
testnet offers a production-like environment that closely resembles the Ethereum main-
net.

3.1.2 Sepolia

Sepolia was a proof-of-authority (PoA) testnet created in October 2021 by Ethereum
developers and it has been maintained ever since, although it transitioned to a proof-
of-stake (PoS) consensus mechanism.

Tesnets function as blockchain environments that replicate the conditions of the
mainnet, but operate on separate registers. They provide a risk-free platform for
developers to test their applications and smart contracts before deploying them on
Ethereum’s mainnet [27].

4Consensys: https://consensys.io/
Remix IDE: https://remix.ethereum.org/
5Thirdweb: https://thirdweb.com/
"Hardhat: https://hardhat.org/
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3.1.3 Etherscan

Etherscan ® is a free Ethereum block explorer that provides search, API, and an-

alytics capabilities. It supports both the Ethereum mainnet and the Sepolia testnet.
This tool is invaluable for developers, offering detailed information on successful and
reverted transactions, including the reasons for reversion, which can significantly sim-
plify the debugging process. Users can search by account address, transaction hash,
block hash, and more.

3.2 Web3 library

Web3 is a new concept of the internet based on decentralized blockchain services,
as opposed to the current Web2, where centralized platforms like Google, Amazon, or
Facebook dominate the network. Here, users will have more control over their data,
online identity, and digital assets [28].

Some examples of Web3 applications are:

e Decentralized Finance (DeFi): Blockchain-based financial services that offer
alternatives to traditional banking.

e Non-Fungible Tokens (NFTs): Unique digital assets representing ownership
of virtual or physical items.

e Decentralized Autonomous Organizations (DAOs): Collectives governed
by smart contracts, operating without traditional hierarchies.

In order to ease the transition to this new generation of the internet, several libraries
have been implemented for different programming languages. For instance, web3j ¥ is
the library used for Java, whereas web3js 'V is used for JavaScript. A simple overview
of the interaction with the blockchain using the aforementioned libraries can be seen
in Figure 3.

Web3 interface
S
= | websy |
Java
JavaScript

Web3js

Ethereum blockchain

Figure 3: Web3 libraries’ interface architecture.

8Etherscan: https://etherscan.io/
9Web3j: https://docs.web3j.i0/
10Web3js: https://web3js.org/
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3.3 Bitcoin Improvement Proposal (BIP)

Since Bitcoin is a software program, it needs periodic improvements and bug fixes.
This is generally done through Bitcoin Improvement Proposals (BIP), which often
enhance security and efficiency.

Anyone can suggest a BIP to the Bitcoin community. Since Bitcoin is not cen-
trally managed, the network’s users and developers collectively handle the approval
and testing of new contributions and proposals [29].

3.3.1 BIP39

The BIP39, introduced by Palatinus in 2013, outlines the implementation of a
mnemonic code or mnemonic phrase for generating deterministic wallets. This mnemonic
sentence consists of a sequence of easy-to-remember words [30].

The process involves two main steps: generating the mnemonic and converting it
into a binary seed, for further use in deterministic wallet creation, such as in BIP32.

First, a certain number of entropy bytes are generated (ranging from 128 to 256
bytes). The length of the entropy determines the number of words in the mnemonic

sentence.
ENT = GenerateRandom(size)

Next, a SHA256 hash is performed on the entropy. The first ENT /32 bits are taken
as the checksum (CS).

CS = TakeFirst(|ENT|/32) (HASH)

The checksum is then appended to the initial entropy. The concatenated bits are split
into groups of 11 bits, with each group encoding a number from 0 to 2047. These
numbers serve as indices into a predefined wordlist.

INDICES = diUidellbitS(ENT|CS>

Finally, the indices are converted into their corresponding words to build up the
mnemonic sentence (MS).

MS = parse(INDICES)

In Table 1, the relation between the initial entropy length |[ENT|, the checksum length
|CSJ, and the length of the mnemonic sentence |MS| is described.

IENT| IcS| | [ENT| + [CS| | |MS|
128 4 132 12
160 5) 165 15
192 6 198 18
224 7 231 21
256 8 264 24

Table 1: Size relation between ENT, CS and MS in BIP39.
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Once the mnemonic phrase is generated, it is converted into a seed using the
PBKDEF2 function. The UTF-8 encoding of the mnemonic sentence is used as the pass-
word, and the salt is formed by concatenating the string "mnemonic" with a passphrase
(if no passphrase is provided, an empty string is used by default).

seed = PBK DF2(password = M S, salt = "mnemonic" + passphrase)

The iteration count is set to 2048, and HMAC-SHA512 is used as a pseudo-random
function. The length of the derived key is 64 bytes.

3.3.2 BIP32

In early 2012, Pieter Wuille introduced the BIP32 protocol. This protocol revolu-
tionized the management of cryptocurrency wallets by enabling the creation of hier-
archical deterministic wallets (from now on HD Wallets) [31]. This protocol permits
the generation of a tree of key pairs from a single seed, thereby allowing users to hold
a unified wallet system across different clients, each capable of accessing all generated
key pairs.

The BIP32 specification is divided into two main components:

1. A method for generating key pairs: this involves deriving a hierarchical tree
of key pairs from an initial seed.

2. Wallet structure construction: how to build a wallet structure utilizing the
aforementioned tree.

For the purposes of this protocol, we assume the use of elliptic curve cryptography
based on the secp256kl parameters defined by Brown [32].

The assumed standard conversion functions are:

e point(p): returns the coordinate (x,y) resulting from Elliptic Curve (EC) point
multiplication of the secp256k1 base point with the integer p.

e sersy(i): serializes a 32-bit unsigned integer i into a 4-byte array, with the most
significant byte first.

o seryse(p): serializes the integer p into a 32-byte array, with the most significant
byte first.

e serp(P): serializes the coordinate pair P = (z,y) into a byte sequence using the
compressed form specified in SEC1. It combines 0202 or 0203 with sergse(x),
where the header byte is determined by the parity of the omitted y coordinate.

e parseyss(p): translates a 32-byte array into a 256-bit number, with the most

significant byte first.

The derivation protocol includes a method to obtain several child keys from a parent
key. To ensure these do not depend solely on the parent key, both private and public
keys are first extended with an additional 256 bits of entropy, known as the chain
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code. The 32-byte chain code is identical for both keys. The extended key is written
as (SK,c), with SK as the private key, PK = point(SK) as the public key, and ¢ as
the chain code.

Each extended key can generate 23! normal child keys and 23! hardened child keys,
each assigned a specific index. Normal child keys are indexed from 0 to 23* — 1, while
hardened child keys uses indices from 23! to 232 — 1.

The Child Key Derivation (CKD) functions take an extended parent key as input
and return an extended child key. The algorithm varies whether the child key is
hardened or unhardened, and it also differs based on whether the key is private or
public. A notable vulnerability in BIP32 wallets was found. If an attacker has access
to the master public key and any child private key, she can derive the master private
key. Addressing this issue the protocol included hardened child keys, which do not
compromise the master private key if exposed. These hardened keys also prevent the
generation of public child keys from the master public key, avoiding brute force attacks.
As a result, only the hardened child key derivation function will be explained.

CKDprivate((SKparenta CpaTent)y Z) — (SKZ7 Ci) (1)

Based on the parent private key, extended child private keys are derived as specified
in equation 1, following the next steps:

1. Determine whether i > 23! to identify if the child is a hardened key.
(a) For a hardened child key:
I = HMAC—SHAs13(Key = ¢parent, Data = 0200 || serase (S Kparent) || sersa(i))

(Note: The prefix 0200 extends the private key to a length of 33 bytes.)

(b) For a normal child key: i+ = 23! to attempt the derivation of a hardened
child.

2. Divide [ into two 32-byte arrays, denoted as [}, and Ig.
3. Compute the child key SK; as follows:

SK; = parseass(1L) + SKparent mod n

4. Set the child chain code ¢; to Ig.

5. If parsessg(Ir) > n or SK; = 0, the resulting key is invalid, and the process
should move to the next value for 7.
(Note: The likelihood of this occurrence is less than 11 2127).

For this derivation protocol to be started, an initial parent key, known as the master
key, is required:

1. Randomly generate a seed byte array, denoted as S (of length ranging from 128
to 512, although 256 is recommended). In this project, the seed is produced using
the BIP39 protocol, as described earlier.

11
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2. Compute I = HMAC — SH A512(Key = "Bitcoin seed", Data = 5)
3. Divide [ into two 32-byte arrays, I, and Ig.

4. The master private key, SKj will be parsesss(11), and the master chain code ¢
will be I.

3.4 Android Studio

Android Studio ' is the official IDE for Android app development. It is based on the
IntelliJ IDEA code editor and tools, but it offers a wide variety of extra features to make
Android programming smoother [33]. These tools encompass a Gradle-based build
system, an Android emulator for testing all kinds of Android devices (smartphones,
watches, TVs, cars...), GitHub version control integration, and much more.

Applications developed for Android OS are typically programmed using either Java
or Kotlin. In 2017, Google declared Kotlin as the "Official language for Android De-
velopment" [34]. This announcement has led to discussions about which language
to select. Both Java and Kotlin have their respective advantages and disadvantages.
My preference for Kotlin over Java relies on several key benefits. Firstly, Kotlin is
a relatively new and modern programming language, having been launched in 2016.
Secondly, it provides null safety, allowing variables to be declared as either nullable
or non-nullable, which enhances code reliability. In Java, developers often face issues
with NullPointerException when object references have null values, leading to signif-
icant problems. In contrast, Kotlin ensures that all types are non-nullable by default.
If a null value is assigned or returned, it will cause a compilation error. To handle
null values, Kotlin requires variables to be explicitly marked as nullable using the "?"
operator. Lastly, Kotlin reduces code verbosity compared to Java, resulting in more
concise code. For instance, Kotlin’s data classes simplify code by eliminating the need
to manually define getters and setters for variables. Instead, these variables can be
accessed directly.

All libraries natively programmed in Java can also be used in Kotlin. Therefore,
the interoperability between these two languages makes it easier for the programmer
to develop Android apps without further restrictions when moving to Kotlin.

3.5 Plugin

A plugin is a piece of code that can be integrated into a browser to enhance its
functionality beyond what is originally supported [35]. Extensions are developed us-
ing web-based technologies such as HTML, CSS and JavaScript. Popular extensions
include ad blockers, browser personalization tools, and writing aids like Grammarly 2.
These tools significantly enhance user experience by providing additional features and
customization options.

The anatomy of an extension lies in the manifest. json file, which is compulsory
for all extensions. This file contains essential metadata such as the extension’s name,
version, and permissions. Additionally, it includes references to other project files.

1 Android Studio: https://developer.android.com/studio
2Grammarly: https://app.grammarly.com/
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Figure 4: Plugin anatomy.

Such files include background scripts, icons, popups, content scripts, or web-accessible
resources, as illustrated in Figure 4 [36].

3.6 IPFS

The InterPlanetary File System (IPFS), introduced by Juan Benet in 2014, is
a distributed peer-to-peer file system designed to connect all the nodes within the
same global namespace file system [37|. Files are uniquely identified through content-
addressing, allowing users to store and retrieve files based on their content address
from any node in the network using a distributed hash table (DHT).

Notably, IPFS is implemented in various technologies and languages, reflecting its
versatility as a protocol. Much like BitTorrent, IPFS facilitates both the hosting and
retrieval of content across the network.

As stated in previous sections, the key advantages of a decentralized architecture
are resilience and reliability, security and privacy, and improved scalability. IPFS
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> °
Client |
Server
[
Q
(a) Centralized network: Client - Server. (b) IPFS network: Peer-to-peer.

Figure 5: Client-server centralized model vs. IPFS decentralized model.

exemplifies these benefits through its distributed file storage approach. By dispersing
data across multiple nodes, IPFS enhances resilience and reliability, ensuring that
files remain accessible even if some nodes fail. The use of content-addressing and
cryptographic hashing in IPFS reinforces security and privacy, as each file is uniquely
identified and verified, reducing the risk of manipulation and unauthorized access.
Furthermore, IPFS improves scalability by allowing the network to grow gradually;
as new nodes join, the system’s capacity to manage increased data and traffic also
expands. In addition, IPFS reduces costs by utilizing the resources of individual nodes
rather than relying on a centralized infrastructure, thus providing a more cost-effective
solution.

In Figure 5, we show a comparison between the centralized client-server paradigm
and the decentralized IPFS network architectures.
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4 Requirements

After exploring the existing literature (Section 2), and analyzing the identified weak-
nesses, several key aspects that the system must address have been determined. These
system requirements are categorized into functional and non-functional requirements
and are introduced in the following sections.

4.1 Functional requirements
R1: Allow the creation of new accounts in the smartphone device.

R2: Enable the addition of new devices (plugins) to the app.

R3: Facilitate access to new dApps, ensuring transparent creation and management
of the keys used within those dApps.

R4: Allow the visualization of all generated keys.

R5: Ensure secure synchronization of cryptographic keys and related data across mul-
tiple devices and platforms to provide seamless access for users.

R6: Include a robust recovery mechanism for all cryptographic keys to ensure users
can regain access to their wallet in case of device loss or damage.

4.2 Non-functional requirements
4.2.1 Security and privacy requirements

R7: Passwords set by users must be secure enough to prevent common risks, such as
dictionary attacks.

R8: The application must allow users to set two-factor authentication for enhanced
security.

R9: Cryptographic keys must not be stored on any third-party system, avoiding re-
liance on external entities.

4.2.2 Design and implementation requirements

R10: The system must ensure high availability and fault tolerance in case of individual
node failures.

4.2.83 Usability requirements
R11: The application and browser plugin must provide an intuitive, user-friendly in-

terface that simplifies key management and recovery processes.

4.2.4 Performance requirements

R12: Ensure feasible execution times for key generation, management and recovery.

15



5 Design and architecture

5 Design and architecture

In this section, we first outline the overall architecture of the system. Following
that, a detailed specification of the smart contract is provided. Lastly, we examine the
various use cases, accompanied by their respective sequence diagrams.

5.1 General structure

.
\ /

Y

L

Keys Management

K < >

x
Web Browser Plugin

A
Secure Key Management SC

a0 &

=\ -00-
Smartphone App

Blockchain

Figure 6: Architecture of the proposal.

The overall structure of the proposed system, illustrated in Figure 6, is composed
of six main modules with which the user will interact via the smartphone app and
browser plugins:

1.

Blockchain: Enables the deployment of smart contracts for decentralized, secure
key management and facilitates smooth communication between the app and the
plugin.

IPFS: Offers decentralized and encrypted storage for the dApp keys, enabling
secure communication between the smartphone and other devices.

Secure Key Management Smart Contract: Defines the rules and interfaces
for interaction between the app and the plugins.

Smartphone App: Allows users to add newly installed plugins and monitor all
associated keys through an intuitive interface. It also supports key recovery in
case of device loss.

. Browser Plugin: Installed on the user’s web browser, this plugin creates and

manages keys for various dApps, integrating with the smartphone app via the
smart contract to maintain secure and consistent key usage.

. Dapps: Decentralized or peer-to-peer applications running on a blockchain net-

work. The plugin transparently manages the keys for dApps accessed by the
user.
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The system is designed to provide secure management and recovery of cryptographic
keys for decentralized applications (dApps). Users start by installing the app on their
smartphones. Next, they install a plugin on their web browsers—typically one plugin
per device. Once the plugin is installed, it needs to be set up. During setup, the
plugin generates a QR code, which the user scans with the smartphone app. This
process registers the current browser as a trusted device and generates a new key pair
specifically for that plugin.

After the setup is complete, users can browse the web, and whenever they access a
new dApp, the plugin automatically generates a unique key pair based on the plugin’s
root key pair to authenticate the user in that dApp. All generated keys can be visualized
and managed at any time through the smartphone app.

Additionally, if users change or lose their smartphone, they can easily recover all
previously generated keys and restore their access to dApps, returning the system to
its previous state. For more detailed information on each step, refer to Section 5.3.

5.2 Secure Key Management Smart Contract - SKM SC

The Secure Key Management SC not only facilitates the access to the cryptographic
keys stored in the IPFS, but also acts as an intermediary, providing seamless commu-
nication between the smartphone app and the registered plugins during the setup of
the system.

To achieve this behavior, the SKM SC includes a unique class that contains:

e Smartphone app identifier: This value, represented by the smartphonelD
variable, uniquely identifies the smartphone app in the form of an Ethereum
address. It is automatically assigned during the smart contract deployment, cor-
responding to the address of the transaction sender (the smartphone). This ad-
dress is used to restrict certain functions to be callable only from the smartphone,
thereby preventing unauthorized calls from the plugin.

e Smartphone public key: Represented by the publicKey variable, this master
public key is generated when the user signs up and is stored in the smart con-
tract during deployment. It is later used by the plugins to encrypt the dApp
cryptographic keys.

e Authorized plugins: This list, represented by the whiteList mapping, stores
the addresses of plugins authorized to interact with the smart contract. Each
entry in the list is a Devicelnfo struct that includes a boolean ezists, indicating
whether the plugin has been added, and an IPFSref, which points to a file stored
in IPFS.

¢ References to cryptographic keys: The IPFSref in each Devicelnfo struct
within the whiteList mapping is a hash reference to a file in IPFS. This file
contains links to other files that store the encrypted cryptographic keys.

e Temporal field: A temporary data field represented by the temp variable, used
for exchanging information between the app and registered plugins.
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Algorithm 1 SKM SC constructor.

Input: smartphoneAddress addr, smartphonePubKey PK),, digitalSignature ds,
Output: res
res < error
if verify(PKs,,dss,) then
smartphonel D < addr
publicKey < PK,
temp < null
whitelist << K,V >
res <— success
end if

return res

After successfully deploying the Secure Key Management Smart Contract (Algo-
rithm 1), the user can interact with it through the following functions:

e addDevice(): This method, detailed in Algorithm 2, adds a new plugin address
to the whiteList. It is exclusively callable from the smartphone app, which uses
the smartphone’s private key to sign the transaction.

Algorithm 2 Add device to the SC.

Input: devicelD devAddr, digitalSignature dss,
Output: res
res < error
if verify(smartphonelD,dsg,) then
if lwhiteList[devAddr].exists then
whiteList[devAddr].exists = true
res <— success
end if
end if
return res

e removeDevice(): In contrast to the addDevice() method, this function, de-
scribed in Algorithm 3, removes a previously added plugin by setting the exists
variable to false in the corresponding entry of the whiteList.

e storeRef (): This function (Algorithm 4) updates the whiteList mapping with
a new value at the position corresponding to the address of the calling device.
The value stored is a reference to the IPFS file where the dApp keys associated
with a specific plugin are securely encrypted and stored. Only registered plugins
or the smartphone app are authorized to invoke this function.

e getRef (): Under the same conditions as the storeRef () method, this function
(shown in Algorithm 5) retrieves the value stored in the mapping for the calling
device’s address, returning the IPFS reference associated with the plugin.

e modTemp (): This function, detailed in Algorithm 6, updates the temporary value
of the smart contract. It can only be invoked from the app.
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Algorithm 3 Remove device from the SC.

Input: devicelD devAddr, digitalSignature dss,
Output: res
res < error
if verify(smartphonelD,dsg,) then
if whiteList[devAddr].exists then
white List[devAddr|.exists = false
res <— success
end if
end if

return res

Algorithm 4 Store the IPFS reference associated with a specific plugin.

Input: devicelD devAddr, IPFSreference ref, digitalSignature dss,
Output: res
res < error
if verify(smartphonel D, dss,) OR verify(devAddr,dss,) then
if deviceAddr is in whiteList then
whiteList[devAddr|.IPFSref < ref
Tes <— Success
end if
end if

return res

Algorithm 5 Get the IPFS reference associated with a specific plugin.

Input: devicelD devAddr, digitalSignature dsg,
Output: res
res < error
if verify(smartphonel D, dss,) OR verify(devAddr,dss,) then
if whiteList[devAddr].exists then
res <— whiteList[devAddr].I PF Sref
end if
end if

return res

Algorithm 6 Modify the temporary value of the temp field of the SC.

Input: temporary value newT'emp, digitalSignature dsg,
Output: res
res <— error
if verify(smartphonelD,ds,) then
temp < newl'emp
res <— success
end if
return res

e getTemp(): This function, detailed in Algorithm 7, retrieves the current tempo-
rary value of the smart contract. It is exclusively callable from the plugins.
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Algorithm 7 Get the temporary value of the temp field of the SC.

Input: devicelD devAddr, digitalSignature dspygin
Output: res
res < error
if verify(devAddr,dss,) then
res <— temp
end if

return res

e getSmartphoneID(): This method (Algorithm 8) retrieves the smartphone’s ac-
count address.

Algorithm 8 Get the smartphone’s account address (smartphonelD field of the SC).

Input: devicelD devAddr, digitalSignature dspygin,
Output: res
res < error
if verify(smartphonel D, dss,) OR verify(devAddr,dss,) then
res <— smartphonel D
end if

return res

e getPublicKey(): This method, outlined in Algorithm 9, returns the smart-
phone’s public key, which the plugin uses to encrypt a session key when generating
new cryptographic keys for a dApp.

Algorithm 9 Get the smartphone’s public key (publicKey field of the SC).

Input: devicelD devAddr, digitalSignature dspygin
Output: res
res < error
if verify(smartphonel D, dsg,) OR verify(devAddr,dss,) then
res <— publicK ey
end if

return res

5.3 Use cases

The complete protocol description is outlined in a forthcoming paper [38|, which is
currently under submission. A general overview of the actions that can be performed
by the User in both the app and the plugin is shown in Figure 7. Each use case will
be detailed in the following subsections. When applicable, the corresponding protocol
steps will be presented in a tabular format. Note that the order followed to describe
the protocol steps adheres to the original sequence, rather than the order defined in
the use case diagram.
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Figure 7: App and plugin use cases.

5.3.1 Smartphone App

The User can perform the following actions through the smartphone app:

0. SignUp This functionality (Figure 8) presents a sign-up page where Users must
enter a valid email and password. The system continuously monitors both fields, up-
dating the interface to indicate whether the email and password meet the necessary
criteria. Once both fields are correctly filled out, the User can tap on the sign-up
button, initiating a process that follows the steps shown in Table 2.

1. Login The User is presented with a login interface where they will enter their
email and password. Upon attempting to log in, the provided credentials are compared
with those stored in the app. If either field is incorrect, an error message is displayed.
However, if the credentials are correct, the app will check if the User has enabled two-
factor authentication and will prompt for biometric authentication accordingly. Upon
successful authentication, the app will navigate to the home page. This is illustrated
in Figure 9.

2. VisualizeKeys Allows the User to view cryptographic keys on the keys page.
These keys are securely retrieved from the Android secure storage, where they have
been encrypted and stored. Each key pair is displayed as a private key, public key,
and chain code, with master keys also showing the associated SC address, although
all keys are hidden by default for security reasons. The root keys linked to various
plugins are also visible on this page. Additionally, Users can view keys associated
with decentralized apps (dApps) using the 3. VisualizeDappKeys function and reveal
hidden keys through the 4. ShowKeys function. The detailed process is available in
Figure 10.
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H | | I I I
| | | | | |
i ! ! ! ! !

Figure 8: Use case 0. SignUp.
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Step Description
911 The User installs the Smartphone App in her smartphone and creates a
’ new secure login, by specifying a username and a password pw.
The Smartphone App executes the BIP39 protocol using pw as input,
S1.2 generating 24 mnemonic words and a 512-bit seed, known as the BIP39
seed.
The User securely stores the 24 mnemonic words, as they are essential
S1.3 for key recovery in the event of compromise to either the smartphone or
the key storage.
The Smartphone App executes the BIP32 protocol using the BIP39
31 4 seed as input. This process generates the Root Secret Key SKj and the
’ Root Chain Code Cj. The Smartphone App derives the Root Public
Key PKj as follows: PKy= SKy x G.
S1.5 The Smartphone App stores SKj in the smartphone’s secure storage.
The Smartphone App uses the Root Key pair (SKy, PKjy) to deploy a
316 new Secure Key Management Smart Contract (SKM SC) onto the

blockchain, resulting in the generation of a hash ASC' that uniquely
identifies the published smart contract.

Table 2: "Setting up the Smartphone App" protocol step.

interaction 1. Login| @ 1. Login ])

tUser

SmartphoneApp

I
1: Introduce email and password :

L 6 navigateToHomePage() = — — — — — = - - —

: showaAlert("Iincorrect credentials™)

2: checkCredentials()

alt
[correctCredentialz]

alt 3 is24Fenabled()

2AFenabled
[ enabled] ref

9. AskBiometric

th

4: askBiometric()

5 (success)

Figure 9: Use case 1. Login.
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interaction Z. Visualizekeys [ @ 2. VisualizeKeys ]’J

% SmartphoneApp KeyManagement | |Android5ecure5torage
T

tUser | |
| 1. Access the keys page | |

2: decryptRSAL) :

T
I
]
I
I
I
|

3. getMasterKey ()

t: (master key pair) e 4: (master key pair) _’U

8: showMasterKeys()

7: getBrowserKeysPaths()

|
|
|
|
|
|
2. (list of paths) |
|
|
|
|
|

= - - - - - — — T
loop T
. |
[for path in paths] 3: decryptRSA() |
10: getBrowserkKeys()
11: (browser key pair)
" 12 (browser key pairy = - - — — — —

_______________1

]
|
|
13:; showBrowserKeys() :
|
|
|
]
|
|
|

Figure 10: Use case 2. VisualizeKeys.

3. VisualizeDappKeys When the User swipes left on a browser key item, a new
page displays all the dApp keys associated with that specific plugin. To achieve this,
the app follows the steps specified in Table 3. The process can be seen in Figure 11.

4. ShowKeys By default, keys are hidden. To view them, the User can simply tap
on a key item to expand it, revealing the private key, public key, and chain code. See
the process in Figure 12.

5. HideKeys If the User has previously revealed the keys, they can return them to
the hidden state by tapping on the key item again. This action will collapse the view,
displaying only the device name for browser keys or the dApp URL for dApp keys.
Figure 13 depicts this procedure.

6. RecoverKeys As shown in Figure 14, this process facilitates the recovery of keys
in case the User loses access to them. This option appears as a "Lost device?" prompt
on the login page. When selected, the User is directed to a page resembling the signup
screen. The User must enter a valid email address and a secure password that meets all
requirements, which must be the same as the one used during the initial signup. The
app then navigates to a page where the User can input mnemonic words by selecting
them from a provided list. After entering all 24 words, the User taps on the Recover
keys button, prompting the app to request the number of previously registered devices.
The user scans the corresponding number of QR codes. Once all QR codes are scanned,
the recovery process begins with the steps shown in Table 4.
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interaction 3. VisualizeDappKeys [ @ 3. VisualizeDappKeys ])

SmartphoneApp Blockchain IPFS KeyManagement

tUser |
1 I

| 1: Swipe left on browser key tem _ | 3. getSelectedPluginAddress() > (pluginAddress)

3: getlPFSReference()

4: getRef()

5: (IPFS reference)

§: (IPFS reference)

7: getDataFromIPFS(} |

8: getString(}

9: (IPFS hash es}J

10: (IPFS hashes)

|
fosipe s o I s S e S e i

1
— 1
1 1
& &
loop T i
11: getDataFromIPFS(} | |

[for hash in IPFS hashes] L 12: getString() : -
13: (encrypted keys}:

14: (encrypted keys) N, s o
1 e i o |
15: decryptiPFSdata() : ! .

1 1
] I
L 16: (decrypted keys) . !

17: showDappKeys(}

Figure 11: Use case 3. VisualizeDappKeys.

interaction 4. Showkeys | @ 4 Showkeys ])

% SmartphoneApp
I

rUser i
i 1: Tap on hidden key item |

2. (expand key item to show keys)

Figure 12: Use case 4. ShowKeys.

25



5 Design and architecture

interaction 5. Hidekeys| @ E. Hidekeys ]/J

SmartphoneApp

T

s User I

I 1. Tap on =shown key tem !
2: (collapse key item to hide keys)

|

|

|

|

T |

| |

] |

Figure 13: Use case 5. HideKeys.

interaction 6 RecoverKeys [ [ifi| 6 Ra:nvarKeys])
SmartphoneApp .y ‘ ‘ | ‘
% T T T
‘User i i i i i
| 1: Introduce email and password | 2 igValidinput() | | | |
an i i i i
i i i i
[isValidinput] ! ! ! I
i i i i
i i i i
! 3: show/MnemonicPage() | i i i
s —————— == —-= - - - — 7T 1 1 1 I
i i i i i
i i i i i
£ Introduce mnemenic words 1 | | | i
i i i i
i i i i
lo0p i i i i
- . 1o i i i
L Twords 1= 26] 5 checkforiordUpdstes() | i i !
i i i i i
i i i i I
| i i i I
| i i i i
| &: snableButton() i i i I
e — — = — — — — — — - — - =4 i i i i
i i i i I
i i i i I
7: Tap Recover keys button ! ! ! ! !
@ deviceNumberinput() ]_| | | i i
| = | I | |
9 Select number of devices o ! ! ! !
i i i I
10: openCamera() i i i i
e — — TR e | i i i
i i i i I
11: Scan OR codes. i | ! ! !
12: recoverKeys(} | | | |
i i I
13: generateKeyPair(mnemonic, password) ! ! !
i I
14: (master key pair) H |
£ ——=—=—=—=="=--- T i I
i i i
15: encryptRSA(master key pair) i i I
i I
18: storeKeys(master key pair) ! !
I
17: IookFor5ChashinBC() |
18: fetchsC()

n T

19: (sc hash} | |

) i i
K- —-——-—-"—"—"—"—"—-—"7T—-—"—-——-—=—-=-—-=-- | T
20: savelserCredentials() ! ! !
| |
loop i i
for device in devibek] 21: generateBrowserkeyPair() ! !
. i) i I
L owserkeypar) | | ! ‘
i i I
23: encryptRSA(browser key pair) ! ! !
24: storsKsys(browser key pair) | [
i
i
] i

L _ e 0 _- - - ___ 0 - - —___ - — — —

L i i i i
[else] I 1 1 1 I
L i i i i I
T i i i i i
| | | | | |
| I i i i I

Figure 14: Use case 6. RecoverKeys.
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Step

Description

S4.1

The Smartphone App periodically retrieves the refsList value from the
SKM SC, which includes the hash references h; to the files stored in
IPFS, each one linked to a certain Plug-in ¢ and storing all encrypted
cryptographic keys generated by this entity.

54.2

If a certain IPFS h; has been modified, such as the reference h;
changing or a new file being added (when a Plug-in generates a new key
pair for the first time), the Smartphone App retrieves the corresponding
file filey, from the IPFS. Otherwise, the protocol goes to the first step.

S54.3

The Smartphone App gets the encrypted keys linked to the updated
f’ilehi. This iS, EncKij(SKij, PKij,j>, E?’LCPK()(KZ])

S4.4

The Smartphone App decrypts the session key K;; using the Root
Secret Key SKj. This is, DecSKy(EncPKy(K;j)).

54.5

The Smartphone App decrypts the set EncK;;(SK;;, PK;;, j) using the
session key K;;. This is, DecK;;(EncK;;(SK;j, PK;;,j)). The
decrypted set is stored in the Smartphone App’s file system.

54.6

The Smartphone App shows to the User each generated key pair
(SKi;, PK;j) associated with a particular Plug-in ¢ and a specific dApp
7]

Table 3: "Key Visualization" protocol step.

Step

Description

S5.1

The User installs the Smartphone App on a new smartphone device
and establishes a new secure login, by setting up her username and
password pw.

55.2

The User inputs the 24 mnemonic words generated during the Set-up
protocol into the Smartphone App, along with the initial password pw
used during the wallet’s initial configuration.

55.3

The Smartphone App runs the BIP-39 protocol using the provided 24
mnemonic words and the initial password pw, thereby generating the
original 512-bit seed known as the BIP-39 seed.

S5.4

The Smartphone App executes the BIP-32 protocol using the BIP-39
seed as input. This process generates the original Root Secret Key SK|
and Root Chain code Cy. The Smartphone App derives the Root
Public Key PKj, by means of SKj as follows: PKq= SKj x G.

S5.5

The Smartphone App stores SKj in the smartphone’s secure storage

S5.6

The Smartphone App fetches the SKM SC published on the blockchain
using the Root Key pair (SKy, PKjy) and stores its hash hSC' in the
app’s storage.

S5.7

The Smartphone App follows the procedure explained in Table 3 to
retrieve all cryptographic key pairs previously generated.

Table 4: "Key Recovery" protocol step.

7. Change2FAState This use case can be initiated in various scenarios. During
the sign-up process, Users have the option to activate or deactivate the two-factor
authentication (2FA) by selecting or deselecting a checkbox. If the User decides to
change this preference later, they can do so from the settings page by toggling a switch.
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interaction 7. Change2AFState [ @ 7. Change2AFState ])

g SmartphoneApp

tUser |

|
: 1: Change 2AF checkbox state |

It
g 2. updatePreference(true)
[checked] :|
[el=e] 3: updatePreference(false)

Figure 15: Use case 7. Change2FAState.

When 2FA is enabled, the preference is set to true; when it is disabled, the preference
is set to false. These steps can be seen in Figure 15.

8. AskBiometric As shown in Figure 16, when 2FA is enabled, the system will
request biometric verification. If the biometric sensor fails to recognize the User, they
will be prompted to enter their device PIN or password as an alternative authentication
method.

5.3.2 Browser Plugin

Through the browser plugin, the User can perform the next actions:

9. SetUpPlugin This step involves the initial configuration of the browser plugin
as well as its integration with the smartphone app. The steps for the whole process
are explained in Table 5. The sequence is illustrated in Figure 17.

10. RecoverQR If the User loses access to the app, they will need to recover all
their keys. This process requires scanning a QR code for each device previously added.
Unlike the QR code used for adding a device, the recovery QR code contains only the
browser identifier. The recovery QR code can be generated from the plugin’s settings
page. Figure 18 shows the process.

11. NewDapp This process (Figure 19) facilitates the addition of the cryptographic
keys of a new decentralized app (dApp) to the system through the plugin. To do so,
the plugin performs the steps in Table 6.
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interaction 2. AskBiometric [ @ 8. AskBiometric ]J
% AndroidApp
I
s User i
I ' 1: [askBiometric)
|
|
! 2. askBiometrici)
it
3. Touch biometric 2ensor
alt
[recognized]
4. (RUCCERE)
_ % lsuccess) |
elzg
[else] 5. (not success
L | |- — — — —
! !
|
i |
i |

Figure 16: Use case 8. AskBiometric.
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interaction 9. SetUpPIugm[@ 9. SetUpPlugin ]J

A i Storag | ‘

‘ Plugin | ‘ SmartphoneApp | | PluginKeyManager | |Contro\ | y gement
iUser | | |

| 1: Introduce SC hash

|
2: getidentifier(} -> (id ent\ﬁer}

______ U

3: generateSessionKeyi|

4: (session key)

5: generateQRcode()

|
6: Scan OR code

7 handleQRresut) -» (RRcontent)
| |
i
I

T
|
|
|
|
|
|
|
1
|
|
|
1
|
|
|
|
|
|
|
|
|

| |

8: generateBrowserKeys() |

|

11: encryptRSA() |

12: encryptStoreKeyPair()

13: addDevice()

|
|
0
|
|
|
|
|
|
|
|
|
|

L
i
i
i
i
| i
i
i
i
| i i
\ i i
| | |
i i i
H i i
\ i i
| i i
i ! ! 14: addDevice()
H LI
\ i i i
i i L . " |
i ! ! . T_osns)
! h h
opt | | 1 T
! fopt ] | | 18: sendFunds() |
i [status ok] ! Il 17: send()
\ i i i i
| : : : :
i : \
! ! ! e - - v MEmhe)
i i i I
: 1 | ! 19: modTemp(} !
| ! ! 20: modTemp()
! i i i i
| | | | 21: (status) |
i ! ! 22 (statls) F-——————- A e b
! 23: updatel|WithStatus() ff _____ T T T T o T i i i
77777 B IR T IR 1 I 1 I 1
i T T T T T T
I i i I i I i
: : : : 24: getTemp() : : : )
- i i i y | 25: gefTemp()
H i i I i I
| i i [ i i
1 1 I emp) 1 I
! e ————-- - - — = = = = Y . s j——— = — = L]
! 27: decryptAES() | i |
! T 28 Br erkeys() i
i I
\ i i
| i I
i i i
| : :
i
H i I
| i i
| i i
| i i

Figure 17: Use case 9. SetUpPlugin.

interaction 10. RecoverQR [ @ 10. RecoverQR ]J
tUser |
]
: 1: Click on Regenerate QR code :
2. getidentifier() -= (identifier)
3: generateQRCode(identifier)
4: showQR(}
.-_“_ _— — — — — — — — — -
T
]
| ]
| I

Figure 18: Use case 10. RecoverQR.
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Step Description
S2.1 The User installs the provided Plug-in in a browser of her choice.
9.9 The User introduces the hSC (i.e., the SKM SC address) into the
’ Plug-in.
S2.3 The Plug-in retrieves PKj from the smart contract.
99 4 The Plug-in uses a secure symmetric cryptosystem (AES) to generate a

new session key K.

The Plug-in generates a QR image containing the computed session key

52.5 K; and the browser’s identifier 7.

The Smartphone App scans the QR image shown in the web browser by

526 the Plug-in and retrieves K; and 1.

The Smartphone App employs SKj, Cy, and the hashed browser’s
identifier, denoted as S H Ags6(7), as inputs to the BIP32 protocol. This
process generates the Master Secret Key SK; and the Master Chain

S2.7 Code Cj specific to that particular Plug-in. The Smartphone App
derives the corresponding Master Public Key PK; as follows:
PK; = SK; x G. This element unequivocally identifies that specific
Plug-in component.

The Smartphone App adds PK; to the authorized Plug-in components
52.8 list of the SKM SC (referred to as the whiteList argument) using the
addDevice() method.

The Smartphone App uses the session key K; to encrypt the set

The Smartphone App stores the pair (Encg,(SK;, PK;,C;),1) in the
S2.10 | temporary data field of the SKM SC (referred to as the temp argument)
using the modTemp() method.

The Plug-in retrieves the pair (Encg,(SK;, PK;,C;),1) from the temp

S2.11 argument of the SKM SC.

The Plug-in uses the session key K; to decrypt Encg,(SK;, PK;, C;),

52.12 obtaining the set (SK;, PK;, C}).

Table 5: "Setting up the Browser Plugin" protocol step.
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interaction 11. Newl}app[@ 11. NewDapp ])

% | Bip32 | | KeyManager | | Blockchain | | IPFSManager

| 1: Access new dApp

______ fupy

T T T
] ] ] ]
I I ] I
I I ] I
2: SHA2SS(dAppURL) | | i |
I I ] I
1 ] ] 1
I I ] I
I I ] I
3: deriveMasterBrow serkeyPair() _ ! : : :
I ] I
4: (child keypair) | i |
- === - - T | I |
I I ] I
5: generateSessionKey() | | H |
I ] I
I ] I
6: (=ession key) | U | |
é - - - - - - - - = - - - = ] ] I
. E 1 I I ] ]
7' getPublicKey() | | o 8 getPublicKey()
I I I
I I I
] ] ]
8 (public key) | | |
= e —— — - - - - -+ - - — — i
] ] ] 1
10: encryptWithPubKey(zession ke}r} : : :
11: (encrypted session key) : : :
<_ TR R T T T e I ] I
12: encryptAES({child keypair) : N : : :
T ] I
. il iry | 1 I
o 1 vyt ke | _ [} | |
14: getRef() I I o | 15 getRef() i
] ] ]
I I I
I I I
16: (ref) | | |
é - - - — — - L - 0 - - - - T — - — - |
m o o o @
z 17: storelnNew (encrypted data) | | H | ] o
[ref==null i i 1 18: addFile()
I I ]
| | | 19 storeRef()
L I ]
| | | 20: storeRef()
L | | |
| I I I
| | 21: (status) | | L
| = = — — — — — = — — e |
I I I
: 1 ] 1
| I I I
. = = = = L - — - - - - - = = - e e e - - - - e - = = = A = =
L I I ] I
! [EISE] ] ] ] ] 1
: I I I ] I
| I I I ] I
| | 22 storelnPrevious({encrypted data) ! | I | - dToFi(
i L + + + L . appendToFile()
I I 1
: 1 ] ]
: | | | 24 storeRef() :l
: T | | 25; storeRef()
| I I I
I | . 1 | |
: Le____%istﬂusj___}_____:_____;
| I
| |
]
| _27: showStatusiMessage() :
I
I
]
I
I
]
I

Figure 19: Use case 11. NewDapp.
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Step

Description

S3.1

The User accesses a new blockchain-based dApp.

53.2

The Plug-in computes a hash value based on the domain name j of the
dApp service provider, which serves to uniquely identify the specific
dApp. This hash value is generated using the function SH Ass6(7).

53.3

The Plug-in uses the browser’s Master Private Key SK;, Master Chain
Code Cj, and the dApp identifier SH Ags6(j) as inputs to the BIP-32
protocol. This process generates a Secret Key SK;; and a Chain Code
C;; specific to that particular dApp. Then, the Plug-in derives the
corresponding Public Key PK; as follows: PK;; = SK;; X G.

S53.4

The Plug-in uses a secure symmetric cryptosystem (e.g., AES) to
generate a new session key Kj;.

53.5

The Plug-in uses the session key Kj;; to encrypt the set SK;;, PK;;, j.
This is, EncK;;(SK;;, PK;j, 7).

53.6

The Plug-in uses the Root Public Key PKj to encrypt the session key
K;j. This is, EncPKy(K;j).

S3.7

The Plug-in stores the set EncK;;(SK;;, PK;;, j), EncPKy(K;;) in the
IPFS. This process entails a series of automated sub-steps that facilitate
subsequent access to the cryptographic keys by the Smartphone App.

53.7.1

The Plug-in obtains the hash reference h; of the file stored in the IPFS,
which contains all the encrypted cryptographic keys generated by the
Plug-in. This retrieval is fulfilled by leveraging its identifier PK; within
the refsList mapping contained in its associated SKM SC. If the
refsList field is empty, the procedure goes directly to step 8c, where the
plug-in generates a new file with a new IPFS reference.

53.7.2

The Plug-in gathers the file h; from the IPFS.

53.7.3

The Plug-in updates file h; by appending the set
EncK,;;(SK;j, PK;;, j), EncPKy(K;;). This process generates an
updated reference A’ for the stored file.

53.7.4

The Plug-in uses the storeRef() method of its associated SKM SC to
update the refsList mapping with the new reference.

Table 6: "Adding a new dApp" protocol step.
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6 Implementation

The system’s architecture comprises two main components: an Android Application
and a Chrome Browser Plugin. Blockchain and IPFS technologies have been used to
fulfill the necessity of building a decentralized system. In the following subsections, a
detailed explanation of the implementation of each component will be provided.

6.1 Android App

The development of the Android application was carried out using the Android
Studio IDE. Kotlin was chosen as the programming language instead of Java, as pre-
viously discussed in Section 3.4. The code can be accessed in https://github.com/
imiguelrodriguez/TFGwallet.

The application was built following the MVC (Model-View-Controller) architec-
ture. It is a common-spread paradigm in application development due to its numerous
benefits. In this architecture, the Model represents the back-end where all the logic is
implemented. The View handles the front-end or graphical user interface (GUI). Fi-
nally, the Controller acts as an intermediary, facilitating communication between the
Model and the View. Employing the MVC paradigm enhances the application’s scala-
bility and maintainability. This concept was first introduced in the late 1970s by Trygve
Reenskaug. The main advantage of this architecture is that the same logic (Model) can
be displayed in multiple ways (such as mobile, desktop, or web applications) without
the need to reimplement the entire back-end [39].

All the screens within the app are defined as activities. An Activity'® is the basic
class that represents a single screen with a user interface in the app. To navigate
from one Activity to another, an Intent'* is created and passed as an argument to the
startActivity () function. Additionally, data can be transferred to the new Activity
by using the putExtra("key", value) method. This project uses this mechanism to
pass information inputted by the user on one screen to the next, for example when
entering credentials in the key recovery section.

The MainActivity that defines the main app screen uses Android Fragments'®
(lighter versions of an Activity) to provide all the available screens shown in the lower
navigation bar.

The graphical interface is defined using XML files. Traditionally, Android develop-
ers accessed Ul components using the R resource ID system. This approach involves
calling findViewById() to obtain references to the views in the layout, as shown in

Code 2.

13 Activities: https://developer.android.com/guide/components/activities/intro-
activities

4Tntents: https://developer.android.com/reference/android/content/Intent

I5Fragments: https://developer.android.com/guide/fragments
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Code 2 Traditional approach using resource 1Ds.

override fun onCreate(savedInstanceState: Bundle?) {
super.onCreate(savedInstanceState
setContentView(R.layout.my_layout)

val textView: TextView = findViewById(R.id.my_text_view)
textView.text = "Hello, World!"

However, View Binding'® simplifies this process by generating a binding class for

each XML layout file, providing direct references to the graphical elements without the
need to call findViewById(), as shown in Code 3. The project adopts this alternative
as it enhances code safety by removing null references, and also reduces boilerplate
code.

Code 3 Using Binding to access GUI elements.

private lateinit var binding: ActivityMainBinding

override fun onCreate(savedInstanceState: Bundle?) {
super.onCreate(savedInstanceState)
binding = ActivityMainBinding.inflate(layoutInflater)
val view = binding.root
setContentView(view)

binding.myTextView.text = "Hello, World!"

6.1.1 QR scanner

To enable QR scanning functionality, the app includes the zxing-android-embedded
library'”. Camera access is required to scan QR codes, so the app requests this permis-
sion the first time it needs to use the camera. The QRCodeScannerActivity is utilized
in two different scenarios:

1. Adding a New Device: In this case (identified with the isBasicFunctionality
flag), the QR code is expected to contain the session key and browser ID. Once
scanned, the application generates keys for the new plugin, deriving them from
the device’s master key pair.

2. Key Recovery: Here, the QR code only includes the browser ID. The pro-
cess is slightly different as it focuses on recovering the existing keys rather than
generating new ones.

16View Binding: https://developer.android.com/topic/libraries/view-binding
17Zxing’s GitHub: https://github.com/journeyapps/zxing-android-embedded
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6.1.2 Android Secure Storage

To ensure the secure storage of all cryptographic keys, the Android KeyStore module
is employed. This module supports the storage of keys generated within its environment
but does not directly support the storage of BIP32 keys created by the app. To work
around this, an RSA key is generated to encrypt the BIP32 keys (Code 4). The RSA
key itself is securely stored in the Android KeyStore, while the encrypted BIP32 keys
are stored in a binary file within the app’s private directory. Further details on the
encryption and decryption process can be found in Section 6.2.

Code 4 Generating and storing the RSA key in the Android KeyStore.

private fun generateRSAkey(userId: String): KeyPair {
val keyPairGenerator =
KeyPairGenerator.getInstance (KeyProperties.KEY_ALGORITHM_RSA,
< "AndroidKeyStore")
keyPairGenerator.initialize(
KeyGenParameterSpec.Builder (
"user_rsa_key_$userId",
KeyProperties.PURPOSE_ENCRYPT or
— KeyProperties.PURPOSE_DECRYPT

.setKeySize (2048) .

< setEncryptionPaddings (KeyProperties.ENCRYPTION_PADDING_RSA_OAEP)

.build ()

)

return keyPairGenerator.generateKeyPair ()

6.1.3 Network operations

Since Android restricts network operations on the main thread to avoid impacting
user experience, Kotlin coroutines '®, which function similarly to threads, are utilized
instead. When prolonged interactions are expected, a loading alert is shown. This
alert has been implemented to provide feedback during operations that are not instan-
taneous. The message displayed in the dialog can be customized at the time of its
creation. Some examples of this dialogue can be found in Section 7.

6.1.4 Shared preferences

The Android SharedPreferences API'Y is used to store key-value pairs. In this
project, it serves several purposes:

e Smart Contract Address Storage: Stores the smart contract address for each
registered user, enabling easy retrieval when interacting with the blockchain or
when showing the master keys.

8Kotlin Coroutines: https://developer.android.com/kotlin/coroutines

19Qhared Preferences:
preferences

https://developer.android.com/training/data-storage/shared-
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e Last Logged-In User: Saves the email of the last logged-in user, so it is auto-
matically filled in when the app is reopened, smoothing the login process.

e Session Management: Records a sign-in timestamp to implement a session
timeout. The session expires after 15 minutes of inactivity, enhancing security.

e Two-Factor Authentication State (2FA): Stores the status of the 2FA for
each user. If enabled, the biometric prompt will be displayed; otherwise, the user
is taken directly to the home page after login validation.

6.1.5 Showing keys

An Android RecyclerView?? is utilized with a custom adapter to display crypto-
graphic keys. Specifically, a KeyItemAdapter serves as the base adapter, and two
specialized adapters are derived from it: MasterKeyItemAdapter for showing mas-
ter keys and BrowserKeyItemAdapter for displaying browser and dApp keys. These
adapters handle data classes like KeyItem and MasterKeyItem, with MasterKeyItem
inheriting from KeyItem by composition.

The RecyclerView is populated differently based on the type of keys:

e Master Keys: Although represented as a dynamic list, this list is only populated
once by retrieving the master keys encrypted in a binary file. The smart contract
address is obtained from SharedPreferences, as detailed in Section 6.1.4.

e Browser Keys: Similarly, the list of keys associated with registered devices is
dynamically populated.

e dApp Keys: For accessing keys used by dApps within a particular plugin, a
swipe layout is implemented using a RecyclerView decorator?'. This allows users
to swipe left on a list item to reveal the corresponding dApp keys. The dApp
keys are retrieved from the IPFS every time an item is swiped.

To enhance security, all list items are collapsed by default. Users can tap on any
item to expand it and view the associated keys.

6.1.6 Biometric access

To enhance security, two-factor authentication can be enabled at any time. The app
utilizes the Android Biometric Prompt to request user biometric data (such as finger-
print or facial recognition). If the biometric sensor fails to recognize the user—perhaps
due to issues like a dirty sensor—the app provides an alternative by allowing PIN in-
put. The implementation of this feature adheres to the official guidelines provided for
Android developers?.

6.2 Cryptography

This project involves the generation and usage of both symmetric and asymmetric
cryptographic keys to ensure secure communication and data protection.

2RecyclerView: https://developer.android.com/develop/ui/views/layout/recyclerview

2lSwipeDecorator’s GitHub: https://github.com/xabaras/RecyclerViewSwipeDecorator

22Biometric Authentication: https://developer.android.com/identity/sign-
in/biometric-auth
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6.2.1 Symmetric keys

Symmetric keys are also referred to as session keys in this document. Within the
project, 256-bit size symmetric keys are generated using the AES (Advanced Encryp-
tion Standard) algorithm in GCM (Galois/Counter Mode). The GCM mode offers
several advantages:

e Confidentiality and integrity: The GCM mode not only provides confiden-
tiality by encrypting the data but also ensures its integrity by generating an
authentication tag. This tag is used to make sure the data has not been modi-
fied.

e Parallelism: Different blocks of data can be encrypted simultaneously, therefore
enhancing performance.

An Initialization Vector (IV) is essential for AES encryption and decryption. More
specifically, in GCM mode, the recommended length for the IV is 12 bytes. In this
implementation, the IV is generated pseudo-randomly. When encrypting, both the
app and the plugin prepend the IV to the encrypted data. Since the IV can be safely
shared without compromising security, the receiving part can then extract it and use
it to decrypt the data.

6.2.2 Asymmelric keys

Asymmetric cryptography relies on a pair of keys: a public key and a private key.
The private key is kept secret, while the public key is distributed openly. Common
algorithms used for asymmetric key generation in this project include RSA (Rivest-
Shamir-Adleman) and ECDSA (Elliptic Curve Digital Signature Algorithm). Modules
like android.security, java.security, javax.crypto, org.bitcoinj.crypto, org.web3.crypto,
and org.bouncycastle.jce have been used in the smartphone application.

6.2.3 Encryption and decryption processes

The RSA algorithm with padding version PKCS2.2 (OAEP) [40] is utilized to en-
crypt the BIP32-generated master and browser keys, as introduced in Section 6.1.2.
Figure 20, illustrates this process. During encryption, the byte lengths of the private
and public keys are first placed in the initial two positions of a byte array. Following
this, the byte array is populated with the concatenated bytes of the private key, public
key, and chain code. The byte array is then encrypted with a unique RSA key securely
stored in the Android KeyStore, with the RSA key being assigned to each user for
the master key pair or to a specific plugin within the user’s account for the browser
key pairs. Once encrypted, the data is saved as a binary file within the app’s private
directory. Decryption follows the reverse procedure.

The process for retrieving dApp key pairs differs from that of master and browser
keys. As detailed in Table 6 and illustrated in Figure 21, the steps involved are next
explained. The ECIES Hybrid Encryption Scheme ?* is used by the plugin when calling
the encryptWithPubKey () function, which performs the following steps:

BECIES: https://cryptobook.nakov.com/asymmetric-key-ciphers/ecies-public-key-
encryption
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1 byte 1 byte # private key bytes # public key bytes 32 byles
& p;:;ate & T‘;?hc private key bytes | public key bytes | chain code bytes

save/retrieve RSA key

Android KeyStore

encryptRSA() decryptRSA() <

Y

encrypted bytes

save/read .bin file

encrypted
keys

Figure 20: RSA encryption/decryption for master and browser keys.

. Public Key Conversion: Convert the provided public key PK| into an elliptic
curve key object, represented as y4 = ¢* mod p, where g is the curve generator
point. « is the smartphone’s private key S Ky, and p is the curve’s prime number.

. Generating Exponent r: Generate a large exponent r such that 1 <r <p—1.

. Session Key Calculation: Compute the session key (distinct from K;;) using
y mod p = (¢*)" mod p = z. Concatenate the X and Y coordinates of the
resulting elliptic curve point to form x. Hash this value to obtain the session key
as k = SHAgs6().

. Message Encryption: Encrypt the message with the AES session key k, pro-
ducing the first cryptogram c;.

. Generating the Second Cryptogram: Create the second cryptogram c; using
g" mod p. This cryptogram allows the app to retrieve the exponent r and decrypt
c; to obtain the dApp session key K;;.

. Concatenating Data: Concatenate ¢y, co, and the length of ¢; into a byte array.

This process results in Encpg,(K;;). The BIP32 new dApp key pair and the dApp
ID (dAppData) are then encrypted with K;; using the encryptWithAES() function,
producing Encg,; (SK;j, PKij, cij, j). All the encrypted data is stored on IPFS.

To retrieve the dApp key pair, the app first gets the IPFS file and calls the
decryptWithPrivKey () function, which follows these steps:
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1. Deriving the Session Key from c,: Calculate the session key k& by multiplying
the elliptic curve point derived from ¢, with the smartphone’s private key (SKj),
yielding (¢")* mod p = z.

2. Generating the AES Session Key: Perform a SHA-256 hash on = to get the
AES session key k = SHAg56(x).

3. Decrypting the First Cryptogram c;: Use the AES session key k to decrypt
¢1. This involves extracting the IV (the first 12 bytes) from the encrypted data
and using the AES session key k to recover the original dApp AES session key
Kij‘

Finally, the app uses Kj; to decrypt Encg,, (SKi;, PKyj, cij, j) and obtain the dAppData.

6.3 Blockchain

The Sepolia Network, Ethereum’s testnet, was used as the blockchain for this
project. This test network closely mirrors the Ethereum mainnet, enabling the system
to operate in an environment that closely resembles real-world conditions. Addition-
ally, alternatives like Ganache were not suitable for programmatically creating new
accounts using self-generated key pairs, such as those derived from the BIP39 and
BIP32 protocols, as stated in Section 3.1.1.

To interact with the testnet, web3 libraries tailored to the respective programming
languages were used: web3j for the Android app and web3js for the Chrome plugin.
These libraries provide the essential APIs for interacting with the specified blockchain.

Initialization of the library is done as shown in Code 5 and Code 6.

Code 5 Web3 library initialization in JavaScript.

const web3 = new Web3(BLOCKCHAIN-URL)

Code 6 Web3 library initialization in Kotlin.

var web3 = Web3j.build(HttpService (BLOCKCHAIN-URL))

Once the instance is initialized, methods to send funds, check account details, or
interact with smart contracts can be called. To facilitate the deployment and interac-
tion with smart contracts using the web3j library, a Java wrapper can be generated,
as further explained in Section 6.4.

In the app, before any blockchain method is called, the initialization state of the
web3 variable is checked. If it hasn’t been initialized yet, the class automatically
invokes a connect () method to initialize it. This approach relieves the programmer

40



6 Implementation

.
N
3
: I
I
|
| Plugin |
I
|
[ dApp session key Smartphone's |
I (®s4) Public Key (pxg)
I
I
I
' encryptWithAES () |
I
| encryptWithPubKey() |
| Y |
| c1 c2 #c1 v encryptedDAppData l
I
I
| Encrypted dApp session key Encrypted dApp BIP32 key pair + dApp ID !
FncPEq (E; = ) EncE; - (5K;5, EEss, Cia, 3) I
| 1] 130=51g i3 -1]
\ Save to IPFS /
7
N
S - Y e e - 4
IPFS
- ~
' Encrypted data A
| ((EncPrg [Kij) | (EncKij (SKij » PRj4. Cig. 33D |
|
. App '
Smartphone's [
| Private Key (sKg) [
l decryptWithPrivKey() [
: |
[
| |
| 4 [
| dApp session key . [
. F——decryptWithAES ()=
l (X 3) |
| r
\ /
“ - -

Figure 21: DApp key generation and retrieval. Interaction between the app and the plugin
via IPFS.
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from having to manually call the connect () method before other operations, as the
initialization is transparently handled within the class.

During key recovery, the initial smart contract address needs to be retrieved from
the blockchain. To accomplish this, the Etherscan API** is utilized. Transactions
involving contract deployment are identifiable by an empty "to" field, meaning no
recipient address is specified. The app examines the deploying account’s transaction
history until it locates a transaction with no receiver. From this transaction, the
contract address can be extracted.

Similarly, the initialization state of the smart contract object is handled internally
in both the app and the plugin, with the initContract () method being called auto-
matically before executing any smart contract method.

To minimize waiting times for blockchain transactions, the gas cost for each transac-
tion is estimated using the ethEstimateGas () method provided by the web3 libraries.
The gas price is dynamically updated based on the network status through the Bea-
concha.in API?. This API provides real-time gas prices depending on the current
pending transactions in the execution pool, offering different values for various trans-
action speeds (rapid, fast, standard, slow). In this project, the gas price corresponding
to the rapid transaction speed is consistently used to provide a more streamlined user
experience.

6.4 Smart Contract

The SKM smart contract, used for smooth communication between the app and
the plugin and that ensures secure key storage, was developed using the Solidity pro-
gramming language. The code can be found in Appendix A.

To compile the code and generate its ABI (Application Binary Interface), the Truffle
Suite, as mentioned in Section 6.3, or tools like Remix IDE can be utilized. The ABI
is crucial for interacting with the smart contract through the web3js library, as no
wrappers can be generated. Instead, a contract instance is initialized using the ABI in
JSON format.

To interact with the contract in Kotlin, a Java wrapper?® can be generated through
the command-line tools provided by the developers of the library. The next steps must
be followed to achieve this:

1. Write the smart contract in solidity.
2. Compile the smart contract to obtain its JSON format. truffle compile

3. Generate Java wrapper based on the JSON file. web3j generate truffle
--truffle-json /path/to/<smart-contract>.json --outputDir
/path/to/src/main/java -p com.your.organisation.name

These instructions assume that the Truffle library is installed. Alternatively, the
smart contract’s binary can be obtained, and the Java wrapper generated from it.

24Etherscan’s API: https://docs.etherscan.io/api-endpoints/accounts

2>Beaconcha.in’s API: https://sepolia.beaconcha.in/api/v1/execution/gasnow

26Java wrapper for smart contracts: https://docs.web3j.io/4.11.0/getting_started/
deploy_interact_smart_contracts/
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6.5 Chrome Plugin

The browser plugin has been specifically developed for Google Chrome, utilizing
technologies such as HTML, CSS, and JavaScript. Google Chrome was selected as the
target platform due to its dominance, accounting for over 65% of global browser usage in
the past year?”. To enhance the plugin’s design and layout, Bootstrap ** was integrated,
complemented by custom CSS to achieve a fully personalized appearance. The source
code is available at https://github.com/imiguelrodriguez/TFGwalletplugin.

Typically, plugins are displayed as popups when opened. However, if the user clicks
outside the popup, the current page’s state is lost. To avoid this issue, this plugin
opens in a new browser tab, functioning like a standard webpage. This behavior is
handled by the openTab. js file, which utilizes the browser API to open the plugin’s
main page in a new tab.

6.5.1 Minified packages

Chrome imposes restrictions on the use of Content Delivery Networks (CDNs)
within plugins. CDNs allow external libraries to be loaded via a URL, eliminating
the need to include them directly in the project. Due to this limitation, all external
libraries used in the plugin have been incorporated in their minified versions. A mini-
fied version is a compressed and optimized format of a library, typically stored in a
single JavaScript file, which reduces file size and improves loading times. Specifically,
the included libraries are web3??, qrcode®, elliptic®!, and bootstrap?>.

6.5.2 QR generator

QR codes are generated using the qrcode. js library, already mentioned in Section
6.5.1. The content of the QR code is provided as a hexadecimal string and varies based
on the specific functionality required:

e Setting up the Plugin: For plugin setup, the QR code includes an AES session
key and the browser identifier.

e Device Recovery: In the case of device recovery, the QR code contains only
the browser identifier.

6.5.3 Background script

A background script, also known as a service worker, has been developed to handle
functionalities that cannot be executed within the main script. For example, tasks like
fetching content from a file must be managed by the service worker. Communication
between the main script and the service worker occurs through message passing, al-
lowing the retrieval of the IP address where the IPFS is running. This IP address is
written to a file, thereby avoiding the need to hard-code it into the source code and
facilitating future configuration changes.

2"Browsers’ usage: https://gs.statcounter.com/browser-market-share

Z8Bootstrap: https://getbootstrap.com/

2Web3js library: https://web3js.readthedocs.io/en/v1.10.0/

30Qrcodejs library: https://davidshimjs.github.io/qrcodejs/

31Ellipticjs library: https://github.com/indutny/elliptic

32Bootstrap library: https://getbootstrap.com/docs/4.0/getting-started/download/
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6.5.4 BIP32

In contrast to the Android app, which utilized existing libraries for BIP32, the
browser plugin implements these protocols using an object-oriented approach to en-
hance modularity and maintainability. Specifically, the BIP32 protocol was custom-
developed for the plugin, since a suitable BIP32 library was only available for Node.js
and not for the plugin environment.

The BIP32 class is responsible for generating key pairs for new dApps. It uses the
plugin’s root key pair to derive child key pairs, which are then assigned to each dApp
as it is accessed. This implementation follows the specifications outlined in [31]. The
secp256k1 elliptic curve’s base point (G) is used for point multiplication, where the
public key is derived by multiplying the private key by the base point G.

6.5.5 Utility functions

Some utility functions such as conversion between array buffers and hexadecimal
strings, or communication between the main script and the service worker have been
implemented in the utils. js file.

6.6 IPFS

Currently, running an IPFS node directly on an Android device is not a straight-
forward task, and implementing such a solution is beyond the scope of this project.
Instead, we implemented a gateway to an IPFS daemon running on a computer within
the same LAN as the smartphone hosting the app. This computer works as the IPFS
node, enabling both the app and the plugin to interact with the decentralized network
for file retrieval and upload.

To interact with IPFS, different approaches have been used for the app and the
plugin:

e App: The ipfs-api-kotlin library®® is used. This library offers an API for
connecting the app to IPFS, allowing operations such as uploading or retrieving
files via methods like add () and get ().

e Plugin: The RPC API** provided by the IPFS node is utilized. HTTP requests
are used to invoke various RPC methods to add or retrieve content from files.

6.6.1 Setting up IPFS

This section explains the steps required to set up the IPFS daemon. Detailed
instructions will ensure a smooth configuration process, enabling seamless interaction
with the decentralized storage network. First, the IPFS daemon must be installed
following the steps provided in the official webpage *°. Then, the PC’s IP must be set
in the configuration file (Figure 22).

33IPFS API for Kotlin: https://github.com/komputing/ipfs-api-kotlin

3IPFS’ RPC API: https://docs.ipfs.tech/reference/kubo/rpc/

35Install IPFS:  https://docs.ipfs.tech/install/command-line/#install-official-
binary-distributions
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B config

Archivo Editar Ver

{
"API™: {
"HTTPHeaders": {

"Access-Control-Allow-Methods™: [
"GET",
"PUT",
“POST™

]J

"Access-Control-Allow-Origin
"

1
}
}J

"Addresses": {

"API": "/ip4/192.168.1.6@/tcp/5601",

"Announce": [1,

"AppendAnnounce”: [1,

"Gateway": "/ip4/192.168.1.68/tcp/8888",

"NoAnnounce": [],

"Swarm": [
"/ip4/192.168.1.60/tcp/40081",
"/ipe/::/tcp/4001",
"/ip4/192.168.1.68/udp/40881/quic-v1",
"/ip4/192.168.1.68/udp/40801/quic-v1l/webtransport”,
"/ip6/::/udp/4001/quic-v1",
"/ip6/::/udp/4081/quic-vl/webtransport”

1

}J

"AutoNAT": {3},

"Bootstrap”: [
"/dnsaddr/bootstrap.libp2p.io/p2p/QmNnooDu7bfjPFoTZYXMNLWUQIyrVwtbZg5gBMjTezGAIN",
"/dnsaddr/bootstrap.libp2p.io/p2p/QmQCU2EcMgAqQPR2i9bChDtGNIchTbq5TbXIJ16ul%ulTa",
"/dnsaddr/bootstrap.libp2p.io/p2p/QmbLHANMOIPWSCR5Zhtx6BHIX9KiKNN6tpvbUcgqanj75Nb",
"/dnsaddr/bootstrap.libp2p.io/p2p/QmcZf59bWwKSXFi76CZX8chI4BhTZzZzA3gU1ZIYZCcYW3dwt",
"/ip4/104.131.131.82/tcp/4001/p2p/QmaCpDMGVV2BGHeYERUENRQAWe3N8SzbUtfsmvsqQLuvul”,
"/ip4/184.131.131.82/udp/408081/quic-v1/p2p/QmaCpDMGVV2BGHeYERUENRQAWe3N8SzbUtfsmvsqQLuvul”

IIE

Ln 24, Col 25 3.771 caracteres. 100% Unix (LF) UTF-8

Figure 22: IPFS daemon configuration file.

After that, the IPFS daemon can be run in the command line by typing ipfs
daemon, as shown in Figure 23.

PS C:\Users\User> ipfs daemon

Initializing daemon. ..

Kubo version: 0.29.0

Repo version: 15

System version: amd64/windows

Golang version: gol.22.4

Swarm listening on /ip#4/192.168.1.60/tcp/U4001

Swarm listening on /ip4/192.168.1.60/udp/4001/quic-v1

Swarm listening on /ip#4/192.168.1.60/udp/4001/quic-v1/webtransport/certhash/uEiCAC95fJ-aKs17At9aibTc-9AziDZBjAWxHb—
XGVSYCZw/certhash/uEiBz02zvCViWOg1VUuODZ3FBOYB385s18hrcsTEaLSgM93g

Swarm listening on /ip6/::1/tcp/u4001

Swarm listening on /ip6/::1/udp/U4001/quic-v1

Swarm listening on /ip6/::1/udp/U4001/quic-vl/webtransport/certhash/uEiCAC95fJ-aKs17At9aibTc—9AziDZBjAWXHb-XxGVSYCZw/
certhash/uEiBz02zvCVWOg1VUuODZ3FBOYB385s18hresTEaLSgM93g

Swarm listening on /p2p-circuit

Swarm announcing /ip4/192.168.1.60/tcp/U001

Swarm announcing /ip4/192.168.1.60/udp/4001/quic-vl

Swarm announcing /ip#4/192.168.1.60/udp/4001/quic-vl/webtransport/certhash/uEiCAC95fJI-aKs17At9aibTc~9AziDZBjAWxXHb-XG
VSYCZw/certhash/uEiBz02zvCVWOg1VUu@DZ3FBOYB385s18hrcsTEaLSgM93g

Swarm announcing /ip6/::1/tcp/4601

Swarm announcing /ip6/::1/udp/4001/quic-vl

Swarm announcing /ip6/::1/udp/4001/quic-vl/webtransport/certhash/uEiCAC95fJ-aKs17At9aibTc-9AziDZBjAWXHb-XxGVSYCZw/ce
rthash/uEiBz02zvCVWOg1VUu®DZ3FBOYB385s18hresTEaLSgM93g

RPC API server listening on /ipi/192.168.1.60/tcp/5001

WebUI: http://192.168.1.60:5001/webui

Gateway server listening on /ip4/192.168.1.60/tcp/8080

Daemon is ready

Figure 23: IPFS daemon running.

The utilized IP must also be changed in the IPFS_IP.txt file inside the plugin’s
directory, or the IPFS_IP string resource of the Android app.
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7 Evaluation

In this section, we evaluate the functionality of the system to ensure that the
aforementioned actions, such as adding a new device, adding a dApp, recovering keys,
etc. can be effectively performed. Additionally, we assess the time required for these
operations to verify that they can be completed within a feasible timeframe.

7.1 App setup

The procedure to set up the smartphone app is detailed in the next subsections.

7.1.1 App installation

Provisionally named TFGuwallet, the app has been installed on an Android device
and is ready for use. This section covers the app’s setup, user registration, and login.
The app icon, as shown in Figure 24, represents the TFGuwallet application on an
Android device.

330 6 D V4l

5 tfigw X

TFGwallet

Figure 24: App icon on an Android device.

7.1.2 App navigation

Upon opening the app, the user is presented with the login page (Figure 25a).
Navigation options include the sign up page (Figure 25b) and the recovery page (Figure
25c¢).

7.1.3 User registration

To set up the app, the user must register by providing a valid email and a secure
password. The sign up button is disabled until both fields are correctly filled to avoid
errors.

If the email is invalid, an error message is displayed (Figure 26a). Similarly, if the
password does not meet the five required criteria (Figure 26b), the user cannot register.
Red crosses indicate unmet requirements, while green ticks indicate fulfilled ones. All
requirements must be met for the sign up button to be enabled, as shown in Figure 27.
The user can also activate two-factor authentication by tapping on the checkbox.

Upon successful registration, a new account is created, keys are generated, and the
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blockchain account is funded. The user must wait for this process to complete (Figure

28).

& Username

@ Password (o3

Lost your device?

Don't have an account yet? Sign up!

(a) Login page.

& Username

8 Password Lo

XA ALK

[J Enable 2AF in future accesses

. —— |
(b) Sign up page.

7 Evaluation

85709 @ *40

2 Username

@ Password o

KA ALK

RECOVER KEYS

L — |
(c) Key recovery page.

Figure 25: App navigation.

2 ex (1]
Invalid email address
8 Password ©®©

At least one uppercase letter

At least one lowercase letter

At least one special character

At least 8 characters

X
X
M At least one number
X
X

[J Enable 2AF in future accesses

88 () signup_correct 9
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(a) Invalid email during sign up.

2 example@gmail.com

8 Abcd1| o3

/ Atleast one uppercase letter

 Atleast one lowercase letter

/ Atleast one number

M At least one special character

X At least 8 characters

[J Enable 2AF in future accesses

(b) Invalid password.

Figure 26: Error handling on app sign up page.
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2 example@gmail.com

@ Abcd1234@ o]

/ Atleast one uppercase letter
/ Atleast one lowercase letter
/ Atleast one number

/ Atleast one special character >

«/ Atleast 8 characters

Generating keys, wait for your
) mnemonics... This process may
[J Enable 2AF in future accesses take up some time, please be

patient.

. ______—
Figure 27: Password fulfills the Figure 28: Key generation dur-
requirements for sign up. ing app setup.

After key generation, the user is presented with their 24 mnemonic words (Figure
29), essential for key recovery. Finally, the smart contract is deployed, and its address
(smart contract hash) is displayed (Figure 30).

7.1.4 Signing In and Home Page

After creating an account, the user can sign in to the app. FError handling for
sign in has been simplified to display a generic message to avoid revealing sensitive
information. For example, if the password is incorrect (Figure 31a), the error message
does not specify whether the email or password is incorrect (Figure 31b).

If the user has enabled two-factor authentication during sign up, biometric ver-
ification will be prompted before navigating to the main page (Figure 32a). Upon
successful recognition of the biometric factor, a green tick will indicate success (Figure
32c). However, if not recognized, a red cross will be displayed (Figure 32b). After sev-
eral failed attempts (e.g., due to a dirty sensor), the app will offer alternative methods
for authentication, such as using the device PIN or password (Figure 32d).

Once the user successfully signs in, the main page is displayed. This main page
consists of four different sections: the home page (where QR codes are scanned, as
shown in Figure 33a), the keys section (Figure 33b), the preferences section (Figure
33c), and the information page (Figure 33d).
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Mnemonic words

These are your mnemonic words, please

store them safely. Smart contract address

0x7a821254f32015b0367fdd5f264e74b18

soccer sister already artwork dolphin rapid 56b8068

okay axis piece van vocal left equal empty

volcano medal year wave viable caution

account canal attack spice ACCEPT

ACCEPT

Figure 29: Mnemonic list dur- Figure 30: Newly-created SC
ing app setup. address during app setup.
7.2 Plugin setup

In the next subsections, we explain how to set up the browser plugin.

7.2.1 Plugin installation

After installing the plugin, it will appear in the extensions section of Google Chrome
(Figure 34). The first time opening the plugin, users will find a message informing them
that it has not been configured yet (Figure 35). To proceed, users should follow the
instructions and navigate to the setup page (Figure 36).

7.2.2 Plugin configuration

To configure the plugin, the user must introduce the smart contract address pro-
vided during app sign up (Figure 37). After entering the address, the QR code genera-
tor button will become active. Pressing this button will generate the QR code (Figure
38). Note that if the provided address is not valid, an error message will be prompted
(Figure 39).

7.2.3 Adding devices

After successfully signing up and logging in to the smartphone app, the user can add
new devices. To do this, assuming that the steps in Section 7.2.2 have been completed,
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2 example@gmail.com

8 Abcd1234 0]

Error

Invalid email or password

Lost your device?

ACCEPT

Don't have an account yet? Sign up!

(a) Incomplete password during
sign in.

(b) Generic error message on sign
in page.

Figure 31: Error handling on app sign in page.

o]

Biometric login

Log in using your biometric credential

TFGwallet

Biometric login

Log in using your biometric credential

Use PIN

TFGwallet

Biometric login

Log in using your biometric credential

Use PIN

TFGwallet

Biometric login

Log in using your biometric credential

1 2 nsc 3 oer

4 cni 5 6 mno
Touch the fingerprint sensor Not recognized 7 pors 8 w Q wxrz

& 0] i

(b) Biometric factor
not recognized.

(d) Backup 2FA if bio-
metrics fail.

(c) Recognized biomet-
ric factor.

(a) Biometric prompt
when 2FA is enabled.

Figure 32: Biometric access.
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Scan QR to add a new
plugin
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(a) QR code scan page.
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Master key

Click to show or hide keys

Browser keys

There aren't any keys at the moment.

(b) Keys page.

3340 6 0 %40
a gin

Enable 2AF in future accesses

(c) Preferences page.

Figure 33: Main page navigation.

0 TPB (N )

Figure 34: Plugin icon in Google Chrome.

DApp key management

1. Click the button below to register a new dApp to the app.

2. Then, wait until an alert window is shown.
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How to Proceed

. Please, scan the QR code to register the
plugin in the app.

[

You will find all the devices in the keys
section. Swipe left in the browser keys to
see information about the dApps.

w

Click an item to expand/collapse it and
see information about the keys.

Eal

You can enable/disable 2AF at anytime in
the settings section.

(d) Information page.

3. If the transaction has been successful, the new keys will be available from the app.

Your plugin is not configured yet. Please, go to the Configuration ¢ section first

Figure 35: Plugin home page when not yet configured.

a QR code must be scanned from the scan page (33a). Upon clicking the scan button,
the device’s camera will open, allowing the user to scan the QR code (Figure 40a). Once
the QR code is scanned, a loading message will be displayed while the app interacts
with the blockchain (Figure 40Db).

If the transaction is successful, a success message will be shown (Figure 40c). If the
transaction fails, an error message will be displayed instead (Figure 40d).

7.3 Adding a new dApp

After generating the QR code and successfully adding the current device to the
app, the user can access dApps by clicking the New Dapp button (Figure 41). Since
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Set up

1. To configure the plugin, paste the Smart Contract address (in hexadecimal with "0x" prefix).
2. Then, click the button to generate the QR code.

3. Scan the code with the smartphone to add the plugin.

Insert the SKM SC hash

& Have you lost your device?

Don't worry, here you can regenerate the QR to recover your keys.

Figure 36: Plugin set up page when not yet configured.

Set up

1. To configure the plugin, paste the Smart Contract address (in hexadecimal with "Ox" prefix).
2. Then, click the button to generate the QR code.

3. Scan the code with the smartphone to add the plugin.

[0x7a821 2543201 5b0367f]

Generate QR Code

& Have you lost your device?

Don't worry, here you can regenerate the QR to recover your keys.

Figure 37: Plugin set up.

7.4 Key management
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this process may take a few seconds, a loading message is displayed while waiting for
a response (Figure 42). Finally, the user will receive a notification indicating whether
the transaction was successful (Figure 43).

When devices are added, the keys section will list them by name only (Figure 44a).
If the user wants to see the cryptographic keys associated with a specific device, they
can simply tap on the device item, causing the listing to expand and reveal the keys
(Figure 44c). This behavior applies to both browser keys and dApps keys. To enhance
security, the master keys are not shown by default, preventing potential data leaks
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Set up

1. To configure the plugin, paste the Smart Contract address (in hexadecimal with "0x" prefix).

2. Then, click the button to generate the QR code.

3. Scan the code with the smartphone to add the plugin.

0x7a821254f32015b0367f

& Have you lost your device?

Don't worry, here you can regenerate the QR to recover your keys.

Figure 38: QR code generation.

B Flaixbac o= O
SCplugin

a: Invalid value given "6b8068". Error: invalid ethereum address.

1. To configure the plugin, paste the Smart Contract address (in hexadecimal with "Ox" prefix).
2. Then, click the button to generate the QR code.

3. Scan the code with the smartphone to add the plugin.

6b8068

Generate QR Code
Figure 39: Invalid smart contract address.

(e.g., someone nearby taking a picture of the master keys, which could compromise the
derived keys).

To access the dApps associated with a specific device, the user can swipe left (Figure
44d). This action will bring up a new screen displaying all accessed dApps (Figure 45a),
and the associated keys can be viewed by tapping on the corresponding item (Figure
45b). If no dApps have been accessed from the device yet, a message is shown (Figure
45c¢).
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Adding device to Smart
Contract... This process can
take up some minutes, be
patient

SCAN QR CODE

(a) QR code scanning
after plugin’s set up.

(b) Loading message
while adding device.

Transaction successful.
Plugin configured
correctly. If you want to
register a new plugin,
please go back and scan a
new QR code.

(c) Successful transac-
tion.
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4430 @ B A2 |

Transaction failed. Please,
try again later. Error
message: Plugin already
configured

(d) Unsuccessful trans-
action.

Figure 40: QR scanning process and error handling.

DApp key management

1. Click the button below to register a new dApp to the app.

2. Then, wait until an alert window is shown.

3. If the transaction has been successful, the new keys will be available from the app.

New dApp

Figure 41: Adding a new dApp.

DApp key management

1. Click the button below to register a new dApp to the app.

2. Then, wait until an alert window is shown.

3. If the transaction has been successful, the new keys will be available from the app.

Figure 42: Loading message when adding a new dApp.

7.5 Key recovery

On the recovery page, similar to the sign up page, the system verifies that the
provided email is valid and that the password meets the required criteria.

After validating both fields, the app navigates to a page where the mnemonic words
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inbkaaad/html/index.html

Flaixbac &= Op

SCplugin
Transaction successful. Please, reload the keys in the app to visualize

the new credentials.

Aceptar

1. Click the button below to register a new dApp to the app.
2. Then, wait until an alert window is shown.

3. If the transaction has been successful, the new keys will be available from the app.

Figure 43: Successful transaction when adding new dApp.
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Figure 44: Master and Browser keys.

can be easily entered (Figure 46a). To minimize input errors, users can only select
words from a predefined list of mnemonic words. Users can search for specific words,
and the app will suggest matching options, as shown in Figure 46b. Selected words
are displayed so that users can review and correct any mistakes (Figure 46¢). Once
all 24 mnemonic words are introduced, the search bar is disabled (Figure 46d) and the
user can proceed with the recovery process. When the recover button is tapped on,
the app prompts the user to enter the number of devices previously registered (Figure
47). Based on this number, the user will have to scan the corresponding number of QR
codes. After scanning, the recovery process will take place and the user will be allowed
to sign in as usual.

25



6360 @

https://anchorprotocol.com

https://terra.money

https://akash.network

https://opensea.io

https://yearn.finance

https://ref.finance

https://cosmos.network

https://pancakeswap.finance

https://rarible.com

40

. — |
(a) Collapsed dApp keys.

9000 & 40

Select mnemonic word -

Words: 0

Here your
mnemonics.

______— |
(a) Mnemonics input
page.

7.6 Performance

Select mnemonic word

Q soc

6360 @ 940

https://anchorprotocol.com

Private Key:
0xe98482ba22e5a9768c3208¢26f87d71312d2396d2
aac43a19c04dee927d95145

Public Key:
0xc4eb6b0940d4a5e1b42b15ed412¢cb41a9fh2d6fb51
b460ae5b92aeadf00c938d34e0a36553c52375bd646

868a30d36a061fce1ce8b2992ac371bfbaa80642a9d
1

Chain Code:

0x8efefc8e595144d8ce41b6314f4483dd00b6a5ac70
7b44490e5ecbe66077257¢

https://terra.money

https://akash.network

https://opensea.io

https://yearn.finance

https://ref.finance

. — |
(b) Extended dApp keys.

Figure 45: dApp keys.

soccer

social

sock

88

2 s
qw e
a s d
& oz ox

2723 , ©

|—pan .

7 Evaluation

7170 @ *40

No dApps have been registered yet.

(c) No registered dApps.
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Q

troduced.

soccer sister already
artwork dolphin rapid

DELETE LAST
DELETE ALL

_ - — |
(b) Words search bar
with suggestions.

(c) Multiple words in-

soccer sister already
artwork dolphin rapid Words: 24
okay axis piece van

vocal left equal
empty volcano medal

year wave viable
caution account

canal attack spice

RECOVER KEYS

(d) All 24 words intro-
duced.

Figure 46: Mnemonic words input page.

Since performance is a critical and defining factor in information systems, it is
essential to guarantee that operations are executed promptly. Moreover, key operations
must be completed with minimal delay. In the next subsections, we will present the
measurement results for each component of the protocol, along with a comprehensive
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How many devices do you want to
recover (you will have to scan a recovery
QR code per each device)

How many devices do you want to
recover (you will have to scan a recovery
QR code per each device)

1

CANCEL oK

(a) Prompt to pick the number of (b) Extended prompt showing pos-
devices. sible picks.

Figure 47: Dialog to select the number of devices to recover.

analysis of the findings. A summary table highlighting overall execution times for each
step is shown in Table 7.

Protocol step Average time Nt (o) Standard deviation
(ms) (ms)
Setting up the
Smartphone App 26595 19074 10707
Setting up the web 44953 42410 6788
browser Plugin
Session key pair 18816 17193 8118
generation
Key visualization 182 71 272
Key recovery 690 695 95

Table 7: Performance metrics.

7.6.1 Environment and methodology

Performance monitoring tools were integrated into the development environment to
measure the execution time of the different protocol components. This data, measured
in milliseconds, will help assess the wallet’s performance and suitability for real-world
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use cases. The testing device was an Android device running Android version 13.

To interact with the blockchain, Sepolia ETH cryptocurrency is required. However,
as discussed in Section 3.1, funding the account is challenging due to limited mining op-
erations, which restricts the number of tests. Despite this, each procedure was repeated
10 times to ensure data reliability. It is important to note that operations heavily in-
fluenced by user interaction, such as password entry or mnemonic word selection, were
not measured (although displayed), as they might introduce a huge variability in the
results.

Actions done by the User are marked with the (U) tag, whereas steps involving
interaction with the blockchain are marked with the (BC) tag.

7.6.2 Setting up the smartphone app

The time measurements presented in Table 8 highlight the time execution of the
smartphone app’s setup. It is worth noting that the variability in the overall times is
attributed to fluctuations in the Sepolia Test network, where factors such as changes
in gas prices and the number of pending transactions can significantly impact execu-
tion time. Another notable observation is the initial measurement of the BIP39 seed
generation, which is nearly ten times greater than the subsequent measurements. This
discrepancy is due to the initialization of the cryptographic libraries used in the process.
Overall, and in standard network conditions, the app setup takes about 19 seconds.
All the previous analysis is valid for the following subsections.

Step Iterations (time measured in ms)

1 2 3 4 5 6 7 8 9 10

S1.1 (U) - - - - - - - - - -

S1.2 106 16 15 16 19 18 16 17 17 18

S1.3 (U) - - - - - - - - - -

S1.4 84 18 18 18 20 19 18 18 19 19

S1.5 42 99 68 32 49 74 49 7 49 66
S1.6 (BC) 18495 | 34009 | 18972 | 19006 | 34150 | 18963 | 34293 | 18937 | 49111 | 18939
Subtotals | 18727 | 34102 | 19073 | 19072 | 34238 | 19074 | 34376 19049 | 49196 | 19042

Table 8: Setting up the Smartphone App performance.

7.6.3 Setting up the web browser plugin

Table 9 presents the execution times of this step. The time taken by cryptographic
operations is almost negligible compared to blockchain operations and the overall exe-
cution time. Within the blockchain operations, there is a significant difference between
getter and setter operations. Steps involving getters (S2.3, S2.11) are completed very
quickly since they do not consume gas. In contrast, operations that require gas (S2.8,
S2.10) account for nearly the entire time spent on the current step. Configuring the
plugin takes about 42 seconds to complete. Given the infrequency of setup operations
for both the app and plugin, the resulting times are not a significant concern.
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Iterations (time measured in ms)

S 1 2 3 4 5 6 7 8 9 10
S2.1 (U) | - - - - - § i i i :
S22 (U) | - - - - - : : : i i
S2.3 (BC) | 998 | 1104 | 995 | 991 | 1000 | 997 | 993 | 1003 | 1004 | 997

S2.4 1.29 1.79 0.67 0.57 0.69 0.93 0.66 0.64 0.54 0.82

S2.5 17 30 12 12 12 12 12 12 12 12
$2.6 (U) | - i : : : § § - - -

S2.7 13 17 2 2 4 2 1 5 7 3
S2.8 (BC) 18336 | 20790 | 35211 | 20160 | 20212 | 35531 | 20241 | 19107 | 20180 | 20107

S2.9 2 0 0 0 0 0 0 0 0 0

S2.10 (BC) 21069 | 21229 | 21230 | 21041 | 21075 | 21051 | 21056 | 19087 | 20098 | 21050
S2.11 (BC) | 127 | 213 | 126 | 179 | 128 | 132 | 129 | 142 | &7 | 110

S2.12 1.63 1.08 0.63 0.63 0.58 0.57 0.82 0.36 0.79 0.75

Subtotals | 40565 | 43387 | 57577 | 42387 | 42432 | 57725 | 42433 | 39358 | 41389 | 42281

7.6.4 Adding a new dApp

Table 9: Setting up the browser plugin performance.

This is the most critical and frequently executed step, as it occurs each time a
user accesses a new dApp via their browser. The execution times for this step are
detailed in Table 10. While the entire process takes approximately 17 seconds, which
is considerable given its importance, the user only experiences a brief wait of around
270 milliseconds. This is because the longest operation (S3.7) runs in the background.
Moreover, this operation only occurs the first time the user connects to a specific dApp.

Overall, the time required for this step is considered acceptable given its nature.

Iterations (time measured in ms)

SE 1 2 3 4 5 6 7 8 9 10
S3.1 (U) ; ; : - 3 3 3 3 3 _
S3.2 0.65 0.16 0.71 0.61 0.57 0.40 0.11 1.13 0.12 0.42
S3.3 2.51 0.74 2.10 2.45 0.83 0.59 0.60 0.69 0.67 0.56
S3.4 0.13 0.14 0.20 0.10 0.41 0.09 0.08 0.06 0.16 0.07
S3.5 0.20 0.71 0.22 0.17 0.27 0.33 0.20 0.15 0.50 0.14
S3.6 11 4.47 10 11 4.26 4.33 3.59 3.24 3.93 3.16
S3.7 18154 | 18205 | 16405 | 35598 | 30913 | 15068 | 11225 | 11950 | 17962 | 12596
S3.7.1
(BC) 116 117 300 584 389 49 177 362 305 121
S3.7.2 7 5 5 4 6 3 5 4 5 4
S3.7.3 14 12 18 16 16 16 18 17 15 14
S3.7.4
(BC) 18018 | 18071 | 16082 | 34994 | 30502 | 15000 | 11025 | 11568 | 17637 | 12456
Subtotals | 18169 | 18211 | 16419 | 35612| 30919 | 15074 | 11230 | 11956 | 17967 | 12601

Table 10: Performance data for adding a new dApp.
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7.6.5 Key visualization

The performance of this step is shown in Table 11. It is the fastest of all, taking
approximately 71 milliseconds to execute, considering standard blockchain conditions.

Iterations (time measured in ms)
Step

1 2 3 4 5 6 7 8 9 10

S4.1 (BC) | 877 67 314 58 52 52 o7 56 61 49

S4.2 28 7 12 5 6 6 6 6 6 5
S4.3 5 | 6 | 5 | 4 | 7 | 5 5 | 4 | 4 | 6
S4.4 7 6 4 3 3 2 3 2 3 2
S4.5 1 0 0 1 0 1 0 0 0 0
S16(U) | - - - - - - - - - -

Subtotals | 918 86 335 71 68 66 71 68 74 62

Table 11: Performance data for key visualization.

7.6.6 Key recovery

The tests conducted in this step involved key recovery when the number of added
devices is 1, 2, and 5. The results of these tests are presented in Tables 12, 13 and 14.
For an overall comparison, a summary of the metrics is provided in Table 15. Although
an increase in recovery time was expected as the number of devices increased, the
results do not show this trend. This is likely because most of the time is consumed by
blockchain interactions. However, a closer look at step S5.7 reveals a slight increase in
time corresponding to the number of recovered devices.

Step Iterations for 1 Device (time measured in ms)

1 2 3 4 5 6 7 8 9 10

S5.1 (U) - - - - - - - - - -

S5.2 (U) - - - - - - - - - -
S5.3 35 49 74 33 39 41 61 40 34 49
S5.4 93 101 98 32 77 94 120 30 60 83
S5.5 39 90 105 | 111 76 153 | 115 | 145 92 94
S5.6 (BC) | 516 | 209 | 377 | 518 | 474 | 395 | 531 | 462 | 570 | 431
S5.7 14 15 20 14 15 14 15 16 14 14
Subtotals | 697 | 464 | 674 | 708 | 681 | 697 | 842 | 693 | 770 | 671

Table 12: Performance data for key recovery when the number of devices is 1.

Additionally, to assess how recovery time varies with the number of dApps on a
single device, tests were carried out for the recovery of 5, 10, 15, 20, 25, and 30 different
dApp keys. As shown in Figure 48, there is a direct correlation between the number
of dApps and the time required to recover their keys. On average, each additional 5
dApps increases the recovery time by 59 milliseconds. This time increase is generally
imperceptible to users.

Based on Nielsen’s findings in [41], users can maintain their attention for up to
10 seconds before losing focus. The optimal response time, however, falls between 0.1
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measured in ms)

Step Iterations for 2 Devices (time
1 2 3 4 5 6 7 8 9 10
S5.1 (U) - - - - - - - - - -
S5.2 (U) - - - - - - - - - -
S5.3 63 51 42 38 45 77 41 44 37 35
71 71 70 76 90 72

S5.4 87 94 83 82
S5.5 102 | 136 98 140 89 53 92 94 117 85

S5.6 (BC) | 564 | 412 | 374 | 435 | 331 | 271 | 287 | 404 | 265 | 276
S5.7 21 27 31 30 25 18 20 22 20 21

Subtotals | 837 | 720 | 628 | 725 | 561 | 490 | 470 | 640 | 529 | 489

Performance data for key recovery when the number of devices is 2.

Table 13:
St Iterations for 5 Devices (time measured in ms)
1 2 3 4 5 6 7 8 9 10
S5.1 (U) - - - - - - - - - -
S5.2 (U) - - - - - - - - - -
S5.3 37 44 32 50 39 47 49 37 33 31
S5.4 53 64 58 61 62 61 52 52 59 49
S5.5 83 53 36 114 46 145 | 119 68 87 78
S5.6 (BC) | 257 | 381 | 523 | 340 | 568 | 314 | 446 | 292 | 293 | 355
S5.7 57 35 43 41 47 37 35 36 36 36
Subtotals | 487 | 577 | 692 | 606 | 762 | 604 | 701 | 485 | 508 | 549

Table 14: Performance data for key recovery when the number of devices is 5.

Number of devices Average time Wl () Standard deviation
(ms) (ms)
1 690 695 95
2 609 595 123
5 597 591 96

Table 15: Summary statistics for key recovery.

and 1 second. To estimate the number of dApps needed to create a noticeable delay
during key recovery, we applied a linear regression to the data points, resulting in the

following equation:
y = 11.63x + 114.07 (2)

Using this equation, we can determine the number of dApps that would cause a

delay sufficient to distract the user (over 10 seconds):

10000 — 114.07
— ~ A
163 850 dApps

Therefore, a delay exceeding 10 seconds would only occur if the number of dApp
keys to be recovered surpasses approximately 850, a scenario that appears improbable.
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Execution Time vs. Number of recovered dApps
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Figure 48: Execution time as the number of dApps increases. The dotted line indicates the
fitted linear regression.
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8 (Conclusions

8 Conclusions

In this project, a secure, multi-platform decentralized wallet has been developed,
comprising a browser plugin that transparently generates keys for newly accessed dApps
and a smartphone app that manages and provides access to all the generated keys.

Decentralized technologies like blockchain and IPFS were leveraged, thus eliminat-
ing reliance on central entities. However, the development process encountered several
challenges. Initially, the use of the Ganache tool proved inadequate for creating new
blockchain accounts based on BIP32-generated keys, necessitating a shift to Sepolia.
While Sepolia offers an environment closer to the real Ethereum network, it is more
complex to work with. This complexity required the integration of a tool to estimate
gas fees, as gas prices fluctuate with the number of pending transactions, making de-
bugging a more tedious and time-consuming process.

Additionally, running IPFS directly on the Android device was not feasible due to
the lack of suitable tools or libraries, and implementing such functionality was beyond
the scope of this project. As an alternative, a gateway was implemented on a computer
to access the IPFS network. Despite these challenges, the project successfully achieved
its primary goal of creating a decentralized wallet that securely manages cryptographic
keys across multiple platforms.

After thoroughly evaluating the execution times of the system processes and ana-
lyzing the graphical user interface, the application has demonstrated strong usability
with practical waiting times for users. This is particularly evident in critical opera-
tions, such as adding a new dApp, which is one of the most frequently performed tasks.
The application consistently delivers prompt responses in these essential operations,
ensuring a smooth user experience. These results affirm that the application not only
meets functional requirements but also provides a responsive and intuitive interface,
making it well-suited for everyday use.

Finally, I want to express that this project has profoundly contributed to my per-
sonal and academic growth. It has provided me with a wealth of new knowledge
and significantly enhanced my decision-making skills. While there were challenging
moments, I was able to overcome these obstacles through perseverance and problem-
solving. The support and guidance from my tutors were invaluable in navigating these
difficulties. Their assistance played a crucial role in helping me successfully complete
this project and achieve my goals.

8.1 Future work

In future iterations of the system, we plan to integrate the IPFS daemon directly
into the mobile app, removing the requirement for users to connect to the gateway
running on a PC.

We also aim to expand the system’s functionalities, by adding features such as key
exportation in PKCS#12 format®®. This will allow users to send keys via email or
transfer them to external devices.

To enhance interoperability, we intend to develop an iOS version of the app, along

3PKCS#12: https://datatracker.ietf.org/doc/rfc7292/
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with plugin versions for other platforms like Mozilla Firefox and Microsoft Edge.

The business model for this prototype also requires careful consideration. Cur-
rently, the prototype relies on a primary account funded through mining to create new
accounts. For a production version, alternative funding strategies should be explored.
These could include incorporating advertisements within the app, utilizing in-app min-
ing to partially fund accounts, or requiring users to fund their own accounts. Addition-
ally, to improve security and protect against tracking attacks, implementing a mixer®’
for blockchain transactions should be also considered.

3TMixers: https://www.scorechain.com/resources/crypto-glossary/mixers
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Appendix A:
SKM SC in Solidity

// SPDX-License-Identifier: GPL-3.0-or-later
pragma solidity >=0.4.16 <0.9.0;

/*x
* @title Secure Key Management Smart Contract
* @dev The Secure Key Management SC allows the user access to the cryptographic
keys stored in the IPFS, but also to exchange some information between the
plug-in installed in a web browser and the smartphone during the set-up of the system.

*/
contract SKM_SC {

// Identities of the actors
address private smartphonelD;
bytes private publicKey;

// Struct to store all plug-ins info.
struct DeviceInfo {

bool exists;

string IPFSref;
}

mapping(address => DeviceInfo) private whiteList;
bytes private temp;

/*% Constructor
* @dev (Create a new Secure Key Management Smart Contract with the given public key.
* @param _publicKey The public key to be stored in the contract
+/
constructor(bytes memory _publicKey) {
smartphoneID = msg.sender;
publicKey = _publicKey;
}

J**
* @dev Adds a new public key to the whitelist list
* @param devicelD public key of the new device
*/
function addDevice(address deviceID) external onlySmartphone {
require(!whiteList [deviceID] .exists, "This plug-in has already been configured.");
whiteList[deviceID] .exists = true;

}

VAZ]
* @dev Removes an exzisting public key from the whitelist list
* @param devicelD public key of an existing device
*/
function removeDevice(address deviceID) external onlySmartphone {
require(whiteList [deviceID].exists, "This plug-in is not configured.");
whiteList [deviceID] .exists = false;

}

VAL:
* @dev Modifies the reference to the IPFS in the mapping position of the device
that has used the method
* @param IPFSref new IPFS reference
*/
function storeRef(string memory IPFSref) external {
require(whiteList [msg.sender].exists, "This plug-in is not configured.");
whiteList [msg.sender] .IPFSref = IPFSref;
}

VAL

* @dev Returns IPFS reference

*/
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Appendix A: SKM SC in Solidity

function getRef() external view returns (string memory) {
require(whiteList [msg.sender].exists, "This plug-in is not configured.");
return whiteList[msg.sender].IPFSref;

}

J**

* @dev Modifies the reference to the IPFS in the mapping position of the device
that has used the method
* @param IPFSref new IPFS reference

*/

function storeRef(address devicelID, string memory IPFSref) external onlySmartphone {
require(whiteList [deviceID].exists, "This plug-in is not configured.");
whiteList[deviceID] .IPFSref = IPFSref;

}

VA1]

* @dev Returns IPFS reference

*/

function getRef(address devicelID) external view onlySmartphone returns (string memory) {
require(whiteList [deviceID].exists, "This plug-in is not configured.");
return whiteList[deviceID].IPFSref;

}

J**

* @dev Modifies the data contained in the temp field.
* @param newTemp new temporal value

*/

function modTemp(bytes calldata newTemp) external onlySmartphone {

temp = newTemp;

}

VAZ]

* @dev Returns temporal value

*/

function getTemp() external view returns (bytes memory) {

return temp;

}

/¥

* @dev Returns the smartphone's account address.

*/

function getSmartphoneID() external view returns (address) {

return smartphonelD;

}

/%

* @dev Returns the stored public key

*/

function getPublicKey() external view returns (bytes memory) {

return publicKey;

}

modifier onlySmartphone() {
require(msg.sender == smartphoneID, "Only the smartphone "
"is allowed to do this action.");

Code 7: SKM SC contract in Solidity.
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