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Resum

En l’era digital actual, la comunicació segura en línia és indispensable, espe-
cialment perquè grans volums d’informació sensible es transfereixen diàriament a
través d’Internet. La Infraestructura de Clau Pública (PKI) juga un paper clau
en la protecció d’aquestes comunicacions en vincular identitats amb claus públi-
ques mitjançant certificats digitals. Tot i això, garantir l’autenticitat d’aquests
certificats amb el pas del temps requereix mecanismes de revocació robustos. Els
mecanismes tradicionals, com les Llistes de Revocació de Certificats (CRLs) i el
Protocol d’Estat de Certificats en Línia (OCSP), presenten reptes importants,
incloent-hi problemes d’escalabilitat i privadesa i costos operatius.

En aquest treball, explorem un nou enfocament descentralitzat per a la revo-
cació de certificats aprofitant la cadena de blocs de Bitcoin. En concret, proposem
incrustar un identificador únic d’una sortida de transacció no gastada (UTXO)
dins d’un camp d’extensió personalitzat del certificat X.509 v3. Un certificat
serà vàlid mentre el UTXO corresponent no hagi estat gastat. Per revocar el
certificat, el UTXO es gasta mitjançant una transacció estàndard de Bitcoin, la
qual pot ser detectada per qualsevol verificador consultant la cadena de blocs.
Aquest mètode elimina la dependència de servidors de validació externs, millora
la privadesa de l’usuari i vincula la validesa del certificat a una infraestructura
pública, verificable, transparent i descentralitzada.

La nostra proposta contribueix a un model de PKI descentralitzat més segur
i eficient, abordant les limitacions clau dels sistemes de revocació existents i de-
mostrant la viabilitat de les solucions basades en blockchain en aplicacions de
seguretat reals.

Paraules clau— Validació de certificats, mozilla, UTXO, bitcoin, blockchain
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Resumen

En la era digital actual, la comunicación segura en línea es indispensable,
especialmente debido a que grandes volúmenes de información sensible se inter-
cambian diariamente a través de Internet. La Infraestructura de Clave Pública
(PKI) desempeña un papel fundamental en la protección de estas comunicacio-
nes al vincular identidades con claves públicas mediante certificados digitales. Sin
embargo, garantizar la autenticidad de estos certificados a lo largo del tiempo re-
quiere mecanismos de revocación robustos. Los enfoques tradicionales, como las
Listas de Revocación de Certificados (CRLs) y el Protocolo de Estado de Certi-
ficados en Línea (OCSP), presentan desafíos importantes, incluyendo problemas
de escalabilidad y privacidad y costes operativos.

En este trabajo, exploramos un enfoque novedoso y descentralizado para la re-
vocación de certificados aprovechando la cadena de bloques de Bitcoin. Específica-
mente, proponemos incrustar un identificador único de una salida de transacción
no gastada (UTXO) en un campo de extensión personalizado del certificado X.509
v3. Un certificado será válido mientras el UTXO correspondiente no haya sido
gastado. Para revocar el certificado, el UTXO se gasta mediante una transacción
estándar de Bitcoin, lo cual puede ser verificado por cualquier parte interesada
consultando la cadena de bloques. Este método elimina la dependencia de servi-
dores de estado externos, mejora la privacidad del usuario y vincula la validez del
certificado a una infraestructura pública, transparente y descentralizada.

Nuestra propuesta contribuye a un modelo de PKI descentralizado más seguro
y eficiente, abordando las principales limitaciones de los sistemas de revocación
existentes y demostrando la viabilidad de soluciones basadas en blockchain en
aplicaciones de seguridad del mundo real.

Palabras clave— Validación de certificados, mozilla, UTXO, bitcoin, blockchain.
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Abstract

In today’s digital era, secure online communication is indispensable, partic-
ularly as large volumes of sensitive information are exchanged over the Internet
every day. The Public Key Infrastructure (PKI) plays a critical role in safeguard-
ing these communications by binding identities to public keys through digital
certificates. However, ensuring the authenticity of these certificates over time
requires robust revocation mechanisms. Traditional approaches such as Certifi-
cate Revocation Lists (CRLs) and the Online Certificate Status Protocol (OCSP)
present significant challenges, including scalability issues, privacy concerns, and
operational costs.

In this work, we explore a novel decentralized approach to certificate revo-
cation by leveraging the Bitcoin blockchain. Specifically, we propose embedding
a unique identifier of an unspent transaction output (UTXO) into a custom ex-
tension field of the X.509 v3 certificate. A certificate will be valid as long as
the corresponding UTXO has not yet been spent. To revoke the certificate, the
UTXO is spent using a standard Bitcoin transaction, which any verifier can de-
tect by querying the blockchain. This method eliminates reliance on third-party
status servers, enhances user privacy, and ties certificate validity to a publicly
verifiable, transparent, and decentralized infrastructure.

Our approach contributes to a more secure and efficient, decentralized PKI
model by addressing key limitations of existing revocation systems and demon-
strating the viability of blockchain-based solutions in real-world security applica-
tions.

Keywords— certificate validation, mozilla, UTXO, bitcoin, blockchain.
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1 Introduction

1 Introduction

In the era of big data and the Internet, people have changed their way of commu-
nicating, living, and doing business all over the world. In fact, we couldn’t conceive
our lives without this new way of engaging with each other. Huge amounts of data
are transferred every day through the Internet, much of which is sensitive and requires
protection in terms of authenticity, confidentiality, and integrity. To guarantee these
three security concerns, TLS (Transport Layer Security) communications are utilized
[1]. TLS security is guaranteed through the use of digital certificates that bind a pair
of cryptographic keys to an identity, such as a website or a person. Certificates are
issued by trusted Certificate Authorities (CA), and its main purpose is to prove that
the server is who it claims to be. All this organization is known as Public Key Infras-
tructure (PKI), which is a framework of authorities, policies, and procedures to manage
public-key cryptography. Secure transactions and communications are guaranteed by
PKI. With that infrastructure, we can manage, distribute, and revoke certificates ef-
fectively.

When a client connects to a server over TLS, the server presents its certificate, which
includes its public key and some identifying information such as subject name, serial
number, etc. To establish trust, the server participates in a cryptographic protocol
using its private key to demonstrate possession of the corresponding public key included
in the certificate. The client, in turn, verifies the certificate. This validation includes
checking the certificate’s signature, its expiration date, and whether it has been revoked
or not.

In fact, certificate revocation is crucial to ensure security in PKI since it allows for
invalidating compromised or fraudulent certificates before their expiration date. Not
being able to revoke such certificates can have extreme consequences, as observed in in-
cidents like the Heartbleed SSL/TLS vulnerability. Thousands of certificates had to be
revoked to diminish the risks of attackers exploiting affected servers [2]. In the absence
of adequate revocation mechanisms, attackers could impersonate legitimate services,
potentially resulting in unauthorized data exposure and harmful code intrusions.

To tackle this problem, several systems to verify whether a certificate has been
revoked have been introduced, including Certificate Revocation Lists (CRL) [3], Online
Certificate Status Protocol (OCSP) [4], and Certificate Revocation Trees (CRT) [5].

A Certificate Revocation List (CRL) is signed and issued by a CA and contains the
serial numbers of all revoked certificates, along with a timestamp as an indicator of
its freshness. CRLs are updated regularly, regardless of changes, to mitigate the risk
of replay attacks. These lists can be accessed by simply querying a directory. Despite
its simplicity, this approach comes at a cost: as CRLs grow over time, the burden on
communication between directories and users increases significantly [6], undermining
both scalability and efficiency. Moreover, relying on timely updates introduces a critical
point of failure, given that an outdated CRL can compromise security.

The Online Certificate Status Protocol (OCSP) is a certificate validation mechanism
that was introduced in 1999 by the IETF [4]. The OCSP protocol operates between a
client (requester) and a server (responder). The client sends a request with certificate
identifiers (e.g., serial numbers), and the server replies with the status of each certificate
(marked as good, revoked, or unknown). A good status may also mean the certificate

1



1 Introduction

is not yet valid or has expired. The response includes a timestamp, validity interval,
and must be digitally signed. The client then analyzes the response to determine
the certificate’s status [7]. The main disadvantage of this method is that the OCSP
server can become overwhelmed, as it must handle as many queries as the number of
connected clients at a specific moment. Moreover, it poses significant privacy concerns,
since each query reveals to the server which certificates are being checked. While more
privacy-preserving alternatives could be explored, they may not be appealing to certain
companies that benefit from monetizing this type of metadata.

Certificate Revocation Trees (CRTs) were introduced by Paul Kocher as an alterna-
tive to solve the problems already present in CRLs and other revocation mechanisms
[5]. The rationale behind this method is to efficiently represent revocation status us-
ing a compact and verifiable data structure. The idea is to divide the list of revoked
certificates into a series of contiguous ranges that describe certificate status between
serial numbers. For example, suppose a Certificate Authority (CA) has certificates
with serial numbers 1, 2, 3, 6, 7, and 8 and wants to revoke certificates 1 and 7. In
that case, the ranges (1,6) and (7,8) will be constructed, where (1,6) means certificate
1 is revoked and all certificates with serial numbers greater than 1 and less than 6 are
valid; similarly, (7,8) indicates certificate 7 is revoked, and certificates in the interval
(7,8) are valid. Each of these ranges is then represented as a leaf node in a Merkle
hash tree, along with additional metadata such as the reason and date of revocation.
Leaf nodes represent certificate status ranges and are hashed upward to form a root,
which is digitally signed by a trusted authority. To check a certificate’s validity, a user
queries a lightweight Confirmation Issuer, which returns the relevant leaf, an authenti-
cation path of hashes, and the signed root. The user verifies the certificate’s status by
confirming the serial number falls within the leaf’s range and reconstructing the root
hash. If it matches the signed root and the signature is valid, the certificate’s status
is confirmed. This process is efficient, scalable, and requires minimal computation and
bandwidth, even for very large trees. While the main advantage of CRTs is that they
eliminate the need to download the whole CRL for verification, their primary drawback
lies in update management, as the entire CRT must be recomputed with any change
in the list of revoked certificates. This imposes a significant computational workload
on the CRT issuer, especially in the case of frequent revocations.

As seen, each approach comes with its own challenges, such as scalability con-
straints, financial overhead, and privacy implications. It continues to be really chal-
lenging to find a balance between effectiveness and efficiency in PKI security.

1.1 Proposal

In this work, we propose the use of Bitcoin to analyze whether a digital certifi-
cate has been revoked or not. Particularly, we plan to use an unspent UTXO, whose
identifier is embedded in the utxoID custom extension field of the X.509 v3 standard.
The web browser validates the digital certificate by verifying the existence of the cor-
responding UTXO. To revoke the certificate, the UTXO output is spent by generating
and broadcasting a transaction using a standard Bitcoin wallet, which effectively in-
validates the certificate.

This distributed approach eliminates the bottlenecks inherent in centralized sys-
tems such as OCSP by leveraging the peer-to-peer architecture of blockchain networks.

2
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Furthermore, it removes the need to trust third parties, which enhances user privacy.

1.2 Organization of the dissertation

The rest of this dissertation is organized as follows. Section 2 reviews the current
state of the art in certificate revocation mechanisms, including blockchain-based pro-
posals, and analyzes their main limitations. Section 3 introduces the fundamentals
of blockchain technology with a focus on Bitcoin, detailing the concept of Unspent
Transaction Outputs (UTXOs) and their significance within the proposed framework.
Section 4 states the framework’s requirements based on the previous analysis of the ex-
isting literature. Section 5 presents the architectural design of the proposed framework,
describing the key entities involved and detailing the steps of the revocation protocol.
Section 6 details the implementation process, including the adaptation of the Mozilla
Firefox browser to support UTXO-based certificate validation, and provides a brief
overview of the Bitcoin network configuration used. Section 7 evaluates the system’s
deployment and analyzes its security and performance in terms of economic cost, time
efficiency, and storage overhead. It also explores the feasibility of the proposal as a vi-
able alternative to existing revocation mechanisms. Finally, Section 8 summarizes the
main contributions of this work, reflects on its impact, and outlines potential directions
for future research.

3



2 State of the art

2 State of the art

The current X.509 standard comes with significant drawbacks in terms of certifi-
cate revocation methods [8]. Over the years, several alternative approaches have been
proposed to address these limitations. Broadly, these approaches can be divided into
two categories: those that do not rely on blockchain technologies (e.g., enhanced OCSP
[9], short-lived certificates [10]), and those that leverage blockchain as a foundational
element.

Recent advancements in blockchain technology have led to the emergence of a num-
ber of promising proposals. Fundamental properties of blockchain, such as decentral-
ization, integrity, and non-repudiation, make it particularly well-suited for secure cer-
tificate revocation. As a result, our research focuses on blockchain-based approaches,
which can themselves be further divided into two subcategories: proposals that in-
troduce entirely new certificate standards, and those that remain compliant with the
X.509 standard.

2.1 New certificate standard proposals

The contributions in this category put their efforts into the usage of the blockchain
not only as a storage system for the newly designed certificates, but also as a platform
to execute revocation processes. Some relevant proposals that fall within this category
are [11–19].

Yan et al. propose a PKI system in mobile networks based on BC technology in
[11]. In this architecture, a user generates a self-signed certificate and submits it to the
BC through a submission node. This node is responsible for verifying and endorsing
the certificate. When a user needs to revoke a certificate, she changes the status of
that certificate in the ledger to ”revoked”. This proposal is not compatible with the
current X.509 standard, and they do not evaluate the economic costs associated to the
storage of the certificates on the BC.

CertLedger [13] proposes a decentralized PKI model that leverages blockchain to
enhance transparency, revocation, and validation of TLS certificates. By storing certifi-
cates and their statuses on-chain and using smart contracts for lifecycle management,
CertLedger eliminates the need for centralized Certificate Authorities (CAs) and miti-
gates risks like split-world attacks and OCSP-based privacy leaks. Clients verify certifi-
cates during TLS handshakes using Merkle proofs and blockchain state, without relying
on external responders or trust stores. This provides a unified, tamper-resistant vali-
dation process. Despite its strengths, CertLedger depends on permissioned blockchain
models, raising concerns about centralization and governance. The system also intro-
duces integration challenges with existing PKI infrastructures.

Authors in [19] propose a decentralized digital certificate revocation system based
on a consortium blockchain. Their approach addresses the limitations of traditional
systems, particularly in environments involving multiple Certificate Authorities. Tra-
ditional revocation mechanisms often suffer from issues such as a lack of mutual trust,
access instability, and delayed data synchronization among CAs. To overcome these
challenges, they propose that multiple CAs collaborate in the management of a dis-
tributed CRL and introduce a secret sharing scheme to improve the fault tolerance
and ensure the reliability of the maintenance process. Instead of relying on incentives

4



2 State of the art

(as in mechanisms like Bitcoin or Ethereum), their proposed consortium BC relies on
punishments, meaning that miners refusing to include a new block will be black-listed
(i.e., punished). However, this proposal is not compatible with current X.509 standard
implying an overhead for the CAs in the revocation process and in the maintenance of
the full ecosystem. Additionally, it lacks implementation of the proposed architecture.

The main drawback of these proposals lies in the difficulty of adoption, given the
widespread use and strong establishment of the current X.509 standard.

2.2 Proposals compliant with X.509 standard

In the second category (proposals built on top of the X.509 standard), certificate
revocation is achieved by leveraging both the extension fields defined in the X.509 v3
specification and blockchain technology. These solutions maintain compatibility with
existing PKI infrastructure while introducing decentralized mechanisms for revocation
through custom certificate extensions. Noteworthy schemes within this category are
[20–23].

In [20], authors introduce Secure Certificate Revocation as a Peer Service (SCRaaPS),
a novel method for supporting X.509 certificate revocation using the blockchain-based
Scrybe secure provenance system. SCRaaPS aims to overcome the limitations of tradi-
tional revocation methods such as CRLs and OCSP by exploiting the immutability and
decentralized nature of Scrybe to store revocation data. Scrybe, along with the use of
a Cuckoo filter, replaces OCSP servers by storing the serial number of the revoked cer-
tificates along with the entity’s public key and the CA’s public key. The Cuckoo filter
is used to enable efficient local verification with no false negatives, significantly reduc-
ing the need for online queries and enhancing scalability and performance. Moreover,
the system supports cross-CA revocations and intermediate certificate handling, and
is designed to be a suitable replacement for OCSP stapling. However, the paper lacks
an implementation of the proposed system and does not explain who is responsible for
maintaining the Scrybe blockchain infrastructure. Furthermore, the design does not
provide a mechanism for users to revoke their own certificates.

The authors in both [21] and [22] propose a certificate revocation and status revo-
cation scheme that uses blockchain technology to improve the resilience and decentral-
ization of PKI systems. In their solution, they extend the X.509 certificate structure
to include a field that specifies the distribution point to which a certificate will be
assigned if revoked. Each distribution point is represented by a Bloom filter, which
contains the identifiers of revoked certificates. This allows clients to check certificate
revocation status locally without relying on centralized CRLs or OCSP responders.
The main issue with this proposal is the extra overhead and costs on the CAs. Each
time a certificate is revoked, the CA has to recompute the corresponding Bloom filter
and perform a new transaction to store it in the BC. Furthermore, servers are required
to continuously monitor their CAs’ transactions to retrieve updated revocation infor-
mation relevant to their distribution point, increasing processing and synchronization
demands. Additionally, Bloom filters inherently carry a risk of false positives, which
means that non-revoked certificates might be misclassified as revoked, requiring clients
to perform additional verification steps. This leads to increased complexity on the
client side.
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2 State of the art

Xiaoxue Ge et al. propose CRchain [23], a blockchain-based certificate revocation
system designed to address the latency, centralization, and inefficiencies of traditional
PKI revocation methods like CRLs and OCSP. Built on Hyperledger Fabric, CRchain
uses double Cuckoo filters: one for valid certificates, and one for revoked ones. That
enables fast and reliable certificate status checks with minimal false positives. It also
introduces a co-controlled revocation mechanism, where both CAs and servers can ini-
tiate revocations using shared control keys, thus reducing dependence on the CA and
enabling faster response in cases of compromised keys. The system is designed to be
scalable and fault-tolerant, offering improved performance in both data transmission
size and latency over CRL and other blockchain-based methods. Experiments show
CRchain significantly outperforms prior schemes like RSI [21] and CertChain [24] in
terms of revocation efficiency and validation speed. Nevertheless, this proposal has
several shortcomings. First, although reduced, false positives from Cuckoo filters are
not fully eliminated. Second, the introduction of co-controlled keys demands infras-
tructure changes and additional key management responsibilities for CAs and servers,
which may not be easily adoptable in existing PKI systems. Third, CRchain is imple-
mented on a permissioned blockchain (Hyperledger Fabric), limiting its openness and
raising concerns about governance and scalability across multiple untrusted domains.
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3 Bitcoin blockchain

This section provides an overview of the Bitcoin blockchain technology, tracing its
origins and introducing key concepts like accounts, addresses, and transactions. It con-
cludes with an explanation of Unspent Transaction Outputs (UTXOs), a fundamental
element for the complete understanding of this proposal.

The concept of blockchain technology was first introduced in 1991 by Stuart Haber
and W. Scott Stornetta, who proposed a cryptographic method for time-stamping
digital documents to prevent back-dating or forward-dating [25]. This early work put
the foundation for further advancements in the field. A significant breakthrough came
in 2008 with the publication of a paper by the pseudonymous author Satoshi Nakamoto,
which not only formalized the principles of blockchain but also presented Bitcoin, the
first decentralized cryptocurrency [26].

A blockchain is a distributed ledger that records transactions in a continuously
growing database, shared across a decentralized network. It is composed of blocks,
each containing a set of transactions. In many public blockchains, users can append
new blocks to the chain, but existing blocks cannot be altered or removed. This
immutability ensures that any attempt to tamper with the data would require altering
the majority of copies across the network nodes, thereby enhancing the overall security
and integrity of the system [27].

To interact with a blockchain network, users must first create an account and fund
it with tokens, as executing transactions typically requires a form of digital currency.
These tokens can be obtained either through direct purchase with real money or via
token faucets. Token faucets offer users a simple way to receive small amounts of
cryptocurrency, often without requiring technical knowledge or financial investment.
These faucets were commonly used to promote engagement with emerging blockchain
networks, although their prevalence has declined in recent years. A typical faucet
operates by transferring a small quantity of tokens to a specified user account, often
with usage limited to once every 24 or 48 hours. Alternatively, some faucets leverage
the computational power of the user’s device for mining purposes, distributing tokens
as a reward after a certain duration, proportional to the user’s contribution.

Some core concepts commonly used within Bitcoin blockchain technology are intro-
duced below:

Wallets (Accounts) Unlike Ethereum, Bitcoin does not have accounts in the same
sense. Instead, users interact with the network through wallets, which manage pairs
of private and public cryptographic keys. A wallet can generate one or more Bitcoin
addresses, which serve as destinations for receiving funds. Wallets are used to store
private keys securely and sign transactions that transfer Bitcoin to other addresses.

Addresses A Bitcoin address functions as an identifier, similar to an account number,
that is used to receive Bitcoin. It typically consists of 27 to 34 alphanumeric Latin
characters, excluding similar-looking ones such as 0, O, or I, to avoid confusion. Bitcoin
addresses can also be represented as QR codes for easier use in mobile or point-of-sale
transactions [28].
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Bitcoin addresses are anonymous and do not contain any information about their
owner. Anyone can generate an address for free using Bitcoin software such as Bitcoin
Core, which includes a feature to create new addresses. Alternatively, addresses can
be obtained through exchanges or online wallet services.

There are four Bitcoin address formats. Although their purpose is the same (receiv-
ing and sending Bitcoin), they differ in structure, features, and compatibility between
wallets and platforms.

• P2PKH (Pay-to-Public-Key-Hash): These are the original Bitcoin address
format and begin with the number 1 (e.g.,1A1zP1eP5QGefi2DMPTfTL5SLmv7Divf
Na). They are widely supported but are considered less efficient in terms of data
usage, which often results in higher transaction fees.

• P2SH (Pay-to-Script-Hash): Introduced in 2015, these addresses start with 3
(e.g., 3J98t1WpEZ73CNmQviecrnyiWrnqRhWNLy). They allow for more advanced
transaction types, such as multi-signature wallets or time-locked transfers. In
this format, the bitcoin is sent to a hash of a script, and the recipient must fulfill
that script’s conditions to spend the funds.

• Bech32 (SegWit): These addresses start with bc1 and were launched in 2017 as
part of the Segregated Witness (SegWit) upgrade. They are more space-efficient,
which leads to lower fees and faster confirmations. Bech32 is also critical for
enabling second-layer solutions like the Lightning Network.

• Taproot (bc1p): Introduced in 2021, Taproot addresses also use the Bech32
format but start with bc1p. They improve privacy and efficiency by allowing
complex spending conditions (e.g., multi-signatures or smart contracts) to appear
indistinguishable from simple transactions on the blockchain.

Note that on the Bitcoin testnet, the prefix b in Bech32 and Taproot addresses is
replaced with t. This helps distinguish testnet addresses from those used on the main
Bitcoin network.

A Bitcoin address is derived from a public key using a series of hashing operations.
First, the public key is hashed with SHA-256, and then the result is hashed again with
RIPEMD-160. The resulting hash is then prefixed and suffixed with specific metadata
and checksum data, and finally encoded using Base58Check [29].

Example of public key:

04b0bd634234abbb1ba1e986e884185c8b24a17b2b2039f14813f6f84dd2b8b0e9

SHA-256:

0f9c95eaa7b5f8dbbd1efcb3e7bb879f3dd7c9ef3ceac1711a7e9be081a2bde7

RIPEMD-160:

6fe28c0ab6f1b372c1a6a246ae63f74f5e5fc6c4

Bitcoin address (Base58Check):

1PMycacnJaSqwwJqjawXBErnLsZ7RkXUAs
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Fees Bitcoin transactions are not measured in “gas” like Ethereum, but they do re-
quire transaction fees to incentivize miners. The fee is typically calculated based on
the transaction’s size in bytes and the current demand on the network. Although there
is no minimum fee, transactions with higher fees are usually prioritized by miners,
especially when the network is congested.

If a fee is too low, the transaction may risk being delayed or not included at all. Wal-
lets often suggest appropriate fees based on network conditions to ensure confirmation
within a reasonable time lapse.

3.1 UTXOs

When a Bitcoin transaction is broadcast, it consumes previous outputs (as inputs)
and generates new outputs. The consumed inputs become spent, while the new outputs
remain unspent until used in future transactions. These unspent outputs are known
as Unspent Transaction Outputs (UTXOs). The UTXO set, which holds all currently
unspent outputs, contains all the necessary data to validate new transactions without
needing to analyze the entire blockchain [30].

A UTXO consists of two fields: the transaction ID (txid) and the output index
(vout), and it holds a specific amount of BTC. Figure 1 illustrates how UTXOs are
created and consumed in a Bitcoin transaction between two wallets. To make a pay-
ment, the sender’s wallet selects UTXOs whose total value covers the intended amount.
In this example, two UTXOs totaling 5.2 BTC are used to pay 5.1 BTC. The transac-
tion generates two new UTXOs: one representing the payment and another as change,
which is returned to the sender after subtracting the miner’s fee.

Figure 1: UTXO Model in a Bitcoin Transaction. Illustration of the creation and consump-
tion of UTXOs in a payment. Source: https://river.com/learn/bitcoins-utxo-model/
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4 Requirements

Based on the analysis of the existing literature (Section 2) and with the aim of
addressing current shortcomings, several key requirements for the system have been
identified. These requirements are divided into two main categories: functional and
non-functional. Each category is detailed in the following sections.

4.1 Functional requirements

R1: Support the issuance of valid certificates fully compliant with the X.509 v3 stan-
dard.

Proposals that do not adhere to the X.509 v3 standard are difficult to integrate
into the existing secure Internet infrastructure. Building on this standard ensures
broad compatibility and facilitates adoption within current TLS ecosystems.

R2: Enable validation of custom certificates directly by the web browser during the
TLS handshake.

The browser must transparently and automatically verify the validity of certifi-
cates customized with our proposal. It should provide appropriate feedback to the
user (such as flagging the website as secure or insecure based on the certificate’s
revocation status), thereby enhancing security and user trust.

R3: Allow certificate revocation.

To ensure the integrity and trustworthiness of the system, it must support the
ability to revoke certificates that are no longer valid or have been compromised.
Revocation should be timely, reliable, and verifiable, so that revoked certificates
are not mistakenly accepted as valid during the TLS handshake.

R4: Permit servers to revoke their own certificates autonomously (thus reducing risks
when keys are compromised).

Many existing proposals do not grant revocation power to the certificate holder
(i.e., the server). Empowering servers to perform timely, independent revocation,
without relying on the CA, can significantly improve security in scenarios where
private keys are compromised.

4.2 Non-functional requirements

4.2.1 Security and privacy requirements

R5: Ensure that certificate verification is secure and that the TLS connection guaran-
tees no revoked certificate can be mistakenly accepted as valid.

The cornerstone of any revocation system lies in its ability to provide accurate
and trustworthy information regarding the revocation status of certificates. The
overall security of the system hinges on ensuring that no revoked certificate is
erroneously accepted as valid during the TLS handshake, thereby maintaining
the integrity of secure communications.
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R6: Enhance user privacy by avoiding the tracking risks associated with traditional
OCSP systems.

Current systems like OCSP can leak information about a user’s browsing activity
(such as visited websites and search interests), thereby compromising privacy.
To mitigate these risks, our proposal avoids reliance on third-party servers by
leveraging local nodes, which eliminates the need to query public RPC endpoints
that could log user behavior.

R7: Provide resilience against single points of failure to guarantee system availability
and robustness.

Traditional OCSP systems rely on centralized architectures, where certificate
status queries are sent to a single trusted server. This central point can become a
bottleneck or target for attacks (e.g., denial-of-service (DoS)), which may prevent
timely responses and lead to revoked certificates being mistakenly accepted as
valid. To address this critical vulnerability, our proposal leverages decentralized
architectures, eliminating the single point of failure and enhancing the resilience
and reliability of the revocation mechanism.

4.2.2 Design and implementation requirements

R8: Leverage a decentralized and trustworthy architecture for certificate status verifi-
cation.

The system should rely on decentralized infrastructures that are publicly verifi-
able, tamper-resistant, and resilient to single points of failure. Such architectures
enhance transparency, improve security, and reduce reliance on centralized au-
thorities.

4.2.3 Usability requirements

R9: Offer users the option to seamlessly switch between traditional and new certificate
validation methods within the browser.

Making it as easy as toggling a checkbox to switch between traditional and new
revocation mechanisms will encourage user adoption and acceptance of the pro-
posal.

4.2.4 Performance requirements

R10: Ensure that the monetary costs associated with certificate revocation remain rea-
sonable.

Revocation mechanisms should not impose excessive financial burdens on users
or certificate authorities, making the system economically sustainable and acces-
sible.

R11: Guarantee practical and efficient times for certificate issuance, validation, and
revocation.

The system must operate with response times that are suitable for real-world
use, ensuring that users and servers experience minimal delays during certificate
issuance, validation, and revocation processes.
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5 Design and architecture

In this section, we present an overview of the system’s architecture. First, a high-
level diagram that illustrates the main components of the system and how they interact
with each other is presented. Following the architectural overview, the key entities and
components that constitute the system are described. Finally, the protocols that govern
the system’s functionalities are specified step-by-step. These include the certificate
issuance, validation, and revocation.

5.1 General structure

Figure 2: Overall architecture of the framework.

The overall architecture of the proposed system, depicted in Figure 2, comprises
five principal entities and two key objects:

• Bitcoin Blockchain: Serves as the decentralized infrastructure for a secure and
privacy-enhanced certification revocation mechanism based on UTXOs.

• Browser: Performs certificate validation when the Client visits websites (Servers)
that present a certificate containing a UTXO extension.

• Certificate Authority (CA): Is responsible for issuing certificates that include
a valid UTXO as a custom extension, based on the information provided in the
Certificate Signing Request (CSR). Additionally, the CA is tasked with broad-
casting a Bitcoin transaction to spend a specific UTXO to revoke the associated
certificate, if revocation is to be done by the CA.

• Client: Acts as the typical client in SSL/TLS-secured communications. The
Client browses the Internet through the Browser and accesses websites (hosted
by Servers).

12
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• Server: Represents any website requiring a valid server certificate. It generates
a CSR and submits it to the CA to obtain a web certificate that includes a
UTXO-based extension. If the Server intends to retain the ability to revoke the
certificate, it must include the UTXO during the CSR generation. To revoke
the certificate at any point, the Server must then broadcast a transaction that
spends the associated UTXO.

• Certificate Signing Request (CSR): A request generated by the Server when
a new certificate is needed. It contains details such as certificate constraints,
intended usages, and optionally a UTXO identifier specified by the Server.

• Certificate with UTXO: An X.509 v3 certificate extended with a custom field,
utxoID, which embeds both the txid and vout of the chosen UTXO. It is issued
by the CA based on the CSR and is structured to meet the requirements of a
valid server certificate.

R8: Leverage a decentralized and trustworthy architecture for certificate status veri-
fication.

Proof: To fulfill this requirement, our system leverages the Bitcoin blockchain as a
decentralized and tamper-resistant infrastructure. By associating each certificate with
a specific UTXO, the revocation status can be verified locally and securely through a
query to a trusted Bitcoin node. This eliminates the need to rely on centralized revo-
cation responders and ensures that verification is consistent, transparent, and resistant
to manipulation or censorship.

In this system, the browser is seamlessly connected to a pruned Bitcoin node,
enabling local download and verification of blockchain data upon startup. This ap-
proach offers strong security guarantees by eliminating the need to rely on potentially
untrusted or malicious third-party block explorers. Additionally, it improves perfor-
mance, as querying external explorers would require contacting multiple sources to
ensure the integrity and authenticity of the information. By handling data locally, the
system achieves both greater trust and faster response times.

However, this setup does require additional storage. Fortunately, storing the entire
blockchain is not essential for our purposes, as we are primarily interested in the UTXO
set, which is the data queried during certificate issuance, validation, and revocation.
This focus significantly reduces storage requirements. A detailed analysis of storage
costs is provided in Section 7.3.3.

5.2 Issuance

The generation of a UTXO-based certificate involves both the Server and the Cer-
tificate Authority (CA). Steps 1 and 2 in the process can be carried out by either
the Server or the CA, depending on which party is designated to perform revocation
later. To abstract this decision, a shared procedure ChooseUTXO() has been defined,
as illustrated in Figure 3.
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Figure 3: ChooseUTXO sequence diagram.

The certificate generation procedure (Figure 4) has the following steps:

1. User 1 U creates a wallet with a private/public key pair (or uses a previous one).

2. U chooses a UTXO from his wallet. The UTXO is defined by the transaction
identifier txid, and the output index vout. Although the value in BTC of such
UTXO does not affect the correctness of the protocol, a UTXO with a small
amount of BTC is recommended in order to decrease the revocation cost.

3. U generates a Certificate Signing Request (CSR). They must include a custom
extension named utxoID, which will contain both fields (txid, vout) of the chosen
UTXO.

4. U sends the CSR to the certification authority (CA).

5. The CA checks that the information inside the CSR is valid. More specifically,
it verifies that the selected UTXO has not been spent yet and that such UTXO
belongs to U, making sure that they will be able to revoke it.

6. The CA issues a digital certificate according to the x509 v3 standard.

7. The CA finally sends the digital certificate to U.

1Note: To maintain generality, the term User is used throughout this section to refer to either
the Server or the CA, depending on which entity is responsible for revocation.
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Figure 4: Certificate Issuance protocol sequence diagram.

5.3 Validation

The certificate validation procedure (Figure 5) has the following steps:

1. Any entity may present the certificate in front of the validation authority VA.
Particularly, in this architecture, the VA is represented by both the Browser and
the Bitcoin Blockchain.

2. The Browser obtains txid and vout from the certificate (i.e., parses the UTXO)
and queries the Bitcoin Blockchain to check if the UTXO is still spendable.

(a) If the output is spendable, the certificate is valid. Therefore, the Browser
will mark the Server’s website as secure and valid to the Client.
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(b) If the output has been spent, the certificate has been revoked and therefore it
is invalid. This way, a secure connection cannot be guaranteed. The Browser
should mark the browsing as insecure and communicate to the Client that
the certificate has been revoked.

Figure 5: Certificate Validation protocol sequence diagram.

5.4 Revocation

The certificate revocation procedure, illustrated in Figure 6, consists of the following
steps, which are carried out by the User entity responsible for revocation. This entity
can either be the Server itself or the CA, depending on whose UTXO was embedded
into the certificate. The process is identical for both cases:

1. The user (U ) extracts the transaction identifier txid and the output index vout
from the certificate’s custom extension field, which was embedded at issuance
time.
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2. U then uses their Bitcoin wallet to broadcast a transaction that spends the
referenced UTXO. This transaction is propagated through the Bitcoin network
and, once included in a block, marks the associated certificate as revoked.

It is important to note that the CA must keep a registry of UTXOs it has assigned
to certificates that are still active. This measure prevents accidental reuse of the same
UTXO across multiple certificates or attempts to revoke a certificate with an already-
spent output. A more detailed discussion on how UTXOs can be efficiently managed
and recycled to optimize system resources is provided in Section 7.

Figure 6: Certificate Revocation protocol sequence diagram.
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6 Implementation

This section describes the key steps taken to implement the system introduced
in Section 5. In particular, it details the modifications made to the Mozilla Firefox
browser to support UTXO-based certificate validation, as well as the selected Bitcoin
architecture used to allow this functionality. Additionally, it also provides the main
steps to generate Certificate Signing Requests (issued by Servers) and the associated
Certificates (issued by Certificate Authorities).

6.1 Mozilla Firefox fork

A crucial part in guaranteeing the security of the PKI infrastructure is proper cer-
tificate validation. In most cases, this validation logic is built directly into the browser.
To support our proposed system, we chose to modify the source code of Mozilla Firefox,
as its open-source nature enables direct changes to the certificate validation process.
Note also that, throughout this document, the process of determining whether a certifi-
cate is revoked may be referred to interchangeably as certificate validation or certificate
verification. In particular, Mozilla developers refer to this process as certificate verifi-
cation, so we will adopt the same terminology in the implementation section.

To modify Mozilla Firefox’s source code, we first downloaded the necessary devel-
oper tools for Windows and cloned the repository as instructed in the Firefox Source
Docs2. After making the necessary modifications, the source code has to be compiled
using the ./mach build command, and ran afterwards (if no error is found) using the
./mach run command from within the working directory. The following subsections
detail the specific modules that have been modified, with a focus on the certificate
verification logic, the communication with the Bitcoin blockchain, and the updates
made to Mozilla’s GUI to enable or disable custom preferences related to UTXO-
based validation. The complete modified code can be found in this GitHub project:
https://github.com/imiguelrodriguez/utxo-based-mozilla/tree/utxo-mods.

6.1.1 Certificate verification

Most of the modifications were applied to the certificate verification mechanism
within the security module, as it constitutes the core logic of the project. Initially,
reverse engineering was required to precisely locate the code section responsible for
certificate verification. Historically, Firefox relied on the NSS (Network Security Ser-
vices) library for this purpose. However, recent versions (more precisely from version
number 31) now utilize a dedicated module called certverifier for certificate verifi-
cation [31], although it still partially relies on some data structures provided by NSS.

To support the validation of certificates extended with a custom Bitcoin-based
revocation mechanism, the core function CertVerifier::VerifyCert of the security
module was modified. This function is responsible for validating a certificate at the
time of the TLS handshake and is part of Mozilla’s certificate verification engine.

The implemented logic is conditionally activated via a customized Mozilla user pref-
erence security.bitcoin.utxo.enabled (further described in Section 6.1.3). When

2Quick guide for Mozilla Firefox contributors: https://firefox-source-docs.mozilla.
org/contributing/contribution_quickref.html#firefox-contributors-quick-reference
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this preference is enabled, the certificate’s extensions are scanned for a custom-defined
OID (1.3.112.4.30.1270)3. According to the OID repository, this identifier is asso-
ciated with key revocation, making it an appropriate choice for our use case. In the
context of our implementation, this OID is used to embed a reference to a Bitcoin
UTXO directly within the certificate, enabling decentralized validation of its revoca-
tion status. Conversely, when the preference is disabled, the custom validation logic is
bypassed and standard OCSP-based revocation checking is performed instead.

• The function iterates through the list of certificate extensions. When the custom
OID is found, the corresponding extension is decoded as an ASN.1 SEQUENCE con-
taining two elements: a transaction ID (txid) encoded as an OCTET STRING, and
a transaction output index (vout) encoded as an INTEGER. Note that this encod-
ing matches the one in the configuration file when issuing CSR and certificates
(explained in Appendix D), ensuring correct parsing of the UTXO.

• These fields are extracted using a custom ASN.1 decoding template. The txid
is converted into a hexadecimal string for RPC compatibility, and the vout is
parsed as an unsigned integer.

• Once extracted, the function invokes the helper QueryBitcoinTxOut(txid, vout)
function to query a local Bitcoin node via RPC, checking whether the corre-
sponding UTXO is still unspent. More details on the implementation of the
communication with the Bitcoin node are given in Section 6.1.2.

• An auxiliary helper function (parseJSONresponse(std::string& response))
parses the node’s response. If the node returns null, it indicates the UTXO has
been spent, which the system interprets as a certificate revocation. In that case,
the verification function returns a revoked status, interrupting the connection
with an appropriate error (SEC_ERROR_REVOKED_CERTIFICATE).

if (Json::parseFromStream(...)) {
// Check if the result is null

if (jsonResponse["result"].isNull()) {
MOZ_LOG(gCertVerifierLog, LogLevel::Error, ("UTXO has been spent..."));
return Result::ERROR_REVOKED_CERTIFICATE;

} else {
MOZ_LOG(gCertVerifierLog, LogLevel::Debug, ("UTXO is unspent...\n"));
return Result::Success;

}
} else {

MOZ_LOG(gCertVerifierLog, LogLevel::Error, ("Failed to parse JSON);
return Result::FATAL_ERROR_INVALID_ARGS;
}

}

• Extensive logging was added using MOZ_LOG to provide debugging and traceability
throughout the parsing, querying, and decision process.

3Key revocation OID: https://oid-base.com/get/1.3.112.4.30.1270
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This integration demonstrates how Mozilla’s verification engine can be extended to
support decentralized revocation logic using blockchain data, while preserving com-
patibility with existing certificate structures through the use of standard-compliant
custom OIDs.

To support the use of this new custom OID for UTXO-based revocation, several
modifications were made to the NSS (Network Security Services) codebase. These
changes ensure that the new OID can be recognized, parsed, and handled properly
within the certificate verification process.

• In nss/lib/util/secoidt.h, the identifier SEC_OID_UTXO = 390 was added to
the SECOidTag enumeration. This value corresponds to the next available tag in
the enumeration and uniquely identifies the new OID within the NSS internal
system.

• In nss/lib/util/secoid.c, the byte sequence representing the OID was defined
as a constant array using hexadecimal values:

CONST_OID utxo[] = { 0x2B, 0x70, 0x04, 0x1E, 0x89, 0x76 };
// OID 1.3.112.4.30.1270

The encoding follows the DER (Distinguished Encoding Rules) format for object
identifiers.

• In the global oids array (also in secoid.c), a new entry was added corresponding
to the custom UTXO OID. The entry uses the OD macro, which simplifies the
definition of OID descriptors within NSS. The added line is:

OD(utxo, SEC_OID_UTXO, "UTXO", CKM_INVALID_MECHANISM,
INVALID_CERT_EXTENSION),

Here, the OD macro is defined as follows:

#define OD(oid, tag, desc, mech, ext)
{ OI(oid), tag, desc, mech, ext }

This macro constructs an entry in the OID descriptor table, where:

– OI(oid) expands the encoded OID bytes,

– tag is the corresponding SECOidTag identifier (SEC_OID_UTXO),

– desc is a human-readable description ("UTXO"),

– mech specifies the associated cryptographic mechanism (CKM_INVALID_MECHANISM),

– ext indicates whether the OID is a recognized certificate extension (here set
to INVALID_CERT_EXTENSION as it’s custom-defined).

This registration enables NSS to correctly recognize the new OID as a valid
extension when parsing certificates.
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6.1.2 Blockchain communication

To interact with the Bitcoin blockchain and query UTXO status, two source files
were added to the certverifier module: BitcoinHandler.cpp and BitcoinHandler.h.
These files implement a minimal RPC client that communicates with a local Bitcoin
node using sockets over TCP.

The primary function responsible for this communication is defined as:

nsresult QueryBitcoinTxOut(const std::string& txid,
const std::string& vout, std::string& response);

This function performs the following sequence of steps:

1. Initialize the Winsock environment: Using WSAStartup, the function pre-
pares the Windows networking stack to perform socket operations.

2. Create and connect the socket: A TCP socket is created and connected to
the local Bitcoin RPC server, typically running on 127.0.0.1 and port 18332
(default for testnet).

3. Construct the RPC request: A JSON-RPC 1.0 request is built for the
gettxout method, inserting the parsed txid and vout values. The request is
structured as:

{
"jsonrpc": "1.0",
"id": "curltext",
"method": "gettxout",
"params": ["<txid>", <vout>, true]

}

4. Add authentication: RPC access requires Basic HTTP authentication. The
function encodes the username:password pair chosen by the user in Base64 using
a custom base64_encode utility function.

5. Send the HTTP request: The function assembles the full HTTP POST re-
quest with proper headers, including Content-Length and Authorization, then
sends it through the socket.

6. Receive and store the response: The function reads the response from the
Bitcoin node into a buffer and stores it in the response output parameter. This
response is later parsed by the certificate verification logic to determine whether
the referenced UTXO is still unspent.

7. Cleanup: Finally, the socket is closed and Winsock is cleaned up using closesocket
and WSACleanup, respectively.

To support integration with the Mozilla build system, both source files were regis-
tered in the moz.build file under the certverifier module using:
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EXPORTS += [
"BitcoinHandler.h",
...

]
UNIFIED_SOURCES += [

"BitcoinHandler.cpp",
...

]

This component plays a central role in enabling decentralized revocation by retrieving
the live status of the UTXO embedded in the certificate. If the UTXO has been spent,
the certificate is considered revoked.

6.1.3 Modifications in GUI

R9: Offer users the option to seamlessly switch between traditional and new certificate
validation methods within the browser.

Proof: When users interact with our system, they should be able to indicate whether
they prefer to use it or not, much like Mozilla allows users to enable or disable OCSP. To
facilitate this, a new checkbox was added to the "Privacy & Security" panel within the
browser’s Preferences settings, inside the section devoted to certificates. This checkbox
allows users to toggle between UTXO-based certificate validation and the traditional
OCSP mechanism (Figure 7). When the UTXO option is enabled, the OCSP checkbox
is automatically disabled, and vice versa, ensuring that only one validation method is
active at a time.

Figure 7: UTXO and OCSP certificate validation options in the Privacy & Security section
of Firefox’s Preferences.
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This toggle updates a preference flag named security.bitcoin.utxo.enabled
(Figure 8), which is later checked in the VerifyCert.cpp file during certificate vali-
dation. If the flag is enabled, the browser executes the logic related to UTXO-based
validation. Otherwise, the default OCSP validation procedure is followed.

Figure 8: The security.bitcoin.utxo.enabled flag in about:config, which determines
whether UTXO-based validation is active.

To implement the checkbox that allows users to enable or disable UTXO-based cer-
tificate validation from Firefox’s settings interface, several modifications were required
across different components of the browser. The purpose of each change is outlined
below:

• Preference definition: In modules/libpref/init/StaticPrefList.yaml, the
preference security.bitcoin.utxo.enabled is defined as a boolean. This al-
lows the preference to be accessed directly from the C++ backend, for example in
the VerifyCert.cpp file, where the custom logic for UTXO validation is triggered
depending on this flag.

# Bitcoin validation behavior:
# false: do not validate using Bitcoin, true: otherwise
- name: security.bitcoin.utxo.enabled

type: RelaxedAtomicBool
value: false
mirror: always

• Default value: In modules/libpref/init/all.js, the default value of the
preference is set to true. This ensures that the behavior is initially active unless
the user disables it manually.

pref("security.bitcoin.utxo.enabled", true);

• User interface binding: In browser/components/preferences/privacy.inc
.xhtml, a new checkbox element is added to the Certificates section, referencing
the security.bitcoin.utxo.enabled preference. This element is what users
interact with in the Privacy & Security panel.

<checkbox id="enableUTXO" data-l10n-id="certs-enable-utxo"
preference="security.bitcoin.utxo.enabled" flex="1"/>
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• Localization: The label for the checkbox is added in browser/locales/en-US/
browser/preferences/preferences.ftl, allowing proper internationalization
and user-friendly text for the checkbox.

certs-enable-utxo =
.label = Query Bitcoin node to validate UTXO-based certificates
.accesskey = U

• Read/Write functions: Functions such as readEnableUTXO() and writeEnabl
eUTXO() are implemented in browser/components/preferences/privacy.js to
handle the dynamic state and behavior of the checkbox. These functions syn-
chronize the UI with the internal preference and also ensure that enabling one
mechanism (e.g., UTXO) disables the other (e.g., OCSP), maintaining mutual ex-
clusivity. Additionally, readEnableOCSP() and writeEnableOCSP() were modi-
fied for the same reason.

6.2 Public Key Infrastructure (PKI)

This section outlines the deployment of the Public Key Infrastructure, describing
the implementation of all involved entities and components: the Certificate Authority,
the Server, the Certificate, and the Certificate Signing Request.

6.2.1 Server and CSR

The server (i.e., any website that needs a certificate) plays a critical role in the ar-
chitecture, as it is responsible for presenting a UTXO-based certificate to clients via the
browser during the TLS handshake. To support HTTPS, we employed Apache HTTP
Server, which allows for flexible configuration of certificates and secure communication
protocols. Specifically, Apache provides configuration directives that can be used to
specify the file paths to the server’s certificate, the corresponding private key, and the
issuing Certificate Authority certificate, so that the chain of certification can be built.

In our implementation, the server uses a certificate that includes a custom extension
referencing a Bitcoin UTXO. This certificate is generated by submitting a specially
crafted Certificate Signing Request to the CA. Once issued, the certificate is installed
on the server and referenced in Apache’s SSL configuration (via SSLCertificateFile,
SSLCertificateKeyFile, and SSLCertificateChainFile directives in the ssl.conf
file).

A Certificate Signing Request (CSR) is like a recipe sent to the Certificate Authority
(CA), containing the essential information required for generating a digital certificate
[32]. It marks the initial step in obtaining a certificate. The CSR includes the appli-
cant’s public key, domain name, organization details, and location. This data is used
by the CA to create and sign the certificate, enabling secure and trusted communica-
tions over protocols like TLS. The associated private key remains confidential (through
password-based encryption) and is never shared with the CA.

To generate a valid CSR, we make use of the OpenSSL command-line tool on Linux.
A detailed, step-by-step guide for generating a CSR using OpenSSL is provided in
Appendix C. By default, the CSR includes standard server certificate extensions, such
as Subject Alternative Name (SAN) and Extended Key Usage (EKU), when revocation
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control is delegated to the Certificate Authority. However, if the server is responsible
for revoking its own certificate, the UTXO information must be embedded directly
within the Certificate Signing Request (CSR). This is achieved by defining a custom
OID for UTXO embedding in the opensslPKI.cnf file, which can be specified as an
input when generating CSRs or certificates using OpenSSL (see Appendix D for details).
The CSR will be sent to the CA as a .csr file in order to obtain the corresponding
certificate.

6.2.2 CA and Certificate

The Certificate Authority is responsible for assessing the validity and correctness
of the received CSR and issuing a certificate in response. That involves verifying
that all information included in the CSR is accurate and genuinely associated with
the requesting server. The issued certificate should contain the same information as
the original CSR. However, the CA may modify the custom extensions if necessary,
particularly if the requested extensions are incorrect or require adjustment.

In the case that the CA is responsible for revocation, it should also embed the
corresponding UTXO in the certificate at this stage using custom extensions. As done
for the CSR, our implementation leverages the OpenSSL library to issue the custom
certificate. For a detailed explanation of the steps involved in signing and issuing a
certificate from a CSR, refer to Appendix C. It is the responsibility of the Certificate
Authority (CA) to maintain a record of all issued certificates in order to track used and
unused UTXOs. This ensures that no more than one certificate is issued for the same
UTXO, preventing potential complications during revocation, where other certificates
could be mistakenly revoked.

6.3 Bitcoin Blockchain

To provide the maximum degree of security and privacy, we decided to run a local
copy of a Bitcoin node alongside the modified Mozilla Firefox browser. This can be
achieved by installing the official Bitcoin Core 4 software. Bitcoin Core enables the
full download of the blockchain and supports the creation and management of multiple
wallets, which can be used to send and receive transactions. Moreover, it automatically
performs block validation as new blocks are downloaded. An overview of the Bitcoin
Core GUI can be seen in Figure 9. As is common in many blockchain-based projects
[33], the proof-of-concept is tested using the Bitcoin testnet rather than the mainnet.
This approach avoids real monetary costs during testing while providing a safer and
more flexible environment for experimentation.

To fund wallets in the testnet, users typically rely on faucets. These are services
that distribute small amounts of cryptocurrency, often in exchange for computational
effort or simply offered altruistically. These resources are usually rate-limited by IP
address or time intervals to prevent abuse.

In this project, two Bitcoin testnet3 faucets were utilized: Coinfaucet5 and UO1’s
Bitcoin Testnet faucet6. Particularly, these tools provide small amounts of Bitcoin

4Bitcoin Core: https://bitcoin.org/en/bitcoin-core/
5Coinfaucet: https://coinfaucet.eu/en/btc-testnet/
6UO1’s Bitcoin Testnet faucet: https://bitcoinfaucet.uo1.net/
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Figure 9: Bitcoin Core GUI

testnet tokens (e.g., 0.00004 BTC) to user accounts without the need for mining or
technical effort. They are truly valuable for developers testing applications in the
Bitcoin testnet environment. To prevent abuse and ensure fair distribution, these
faucets implement IP tracking and other security measures to restrict repeated requests
from the same user. Examples of such faucets are shown in Figures 10 and 11.

Figure 10: CoinFaucet sending a small amount of testnet BTC to the developer’s wallet.

Figure 11: UO1 Faucet puts into the sending queue 0.00049 testnet BTC to be transferred
to the developer’s wallet.
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7 Evaluation

This section evaluates the system’s performance and overall quality by examining
economic, temporal, and storage-related costs, as well as its security and practical
viability as a potential replacement for traditional revocation methods like CRLs and
OCSP. We start by describing the testing environment, then we analyze the associated
costs and security implications. Finally, we assess the suitability of the proposed system
as an alternative to existing revocation mechanisms.

7.1 Testing environment

To test the correct functionality of the system, we conducted tests using a Kali Linux
virtual machine. Two Apache servers were configured: one hosting a valid UTXO-
based certificate and the other using a revoked UTXO-based certificate. An outline of
the described testing environment is shown in Figure 12. As described in Section 6,
certificates were generated using OpenSSL. During testing, the Bitcoin Core software
was also running, as it is necessary for enabling communication from the browser to
the blockchain to perform certificate validation.

As a preliminary step, we evaluated how the Mozilla browser handles the validation
of OCSP-based certificates. To do this, we set up an OCSP server and deployed the
same Apache server configuration (one with a valid certificate and one with a revoked
certificate). This allowed us to observe the behavior of both Apache and Mozilla under
standard OCSP validation. Further details on this setup can be found in Appendix A.

Figure 12: Testing environment overview. Two Apache servers are configured: one
hosts a revoked certificate (tfm.example.com), and the other serves a valid certificate
(tfm2.example.com). The modified version of the Mozilla browser queries the Bitcoin
blockchain using the UTXO information. Based on the revocation status, the browser marks
tfm.example.com as insecure (revoked certificate) and tfm2.example.com as secure (valid
certificate).

Next, we prove the functional requirements stated in Section 4.1.
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R1: Support the issuance of valid certificates fully compliant with the X.509 v3 stan-
dard.

Proof: The certificate generation process employs OpenSSL’s x509 module, which
ensures that all certificates issued follow the X.509 v3 standard. The inclusion of a
UTXO reference is achieved through a custom extension defined by a unique OID
(1.3.112.4.30.1270, associated with key revocation processes). This extension em-
beds a reference to a specific transaction output on the blockchain, allowing later
verification or revocation. Importantly, the X.509 v3 standard explicitly supports the
use of custom extensions, meaning that our addition does not compromise compliance
or interoperability. For implementation details on how the UTXO is embedded, refer
to Appendix D.

R2: Enable validation of custom certificates directly by the web browser during the
TLS handshake.

Proof: A modified Mozilla-based browser has been implemented to support the val-
idation process. It extracts the UTXO from the certificate’s custom extension and
queries the Bitcoin blockchain to determine whether the referenced UTXO is still un-
spent (indicating validity) or spent (indicating revocation).

To observe log messages related to certificate verification in Mozilla Firefox, the
following command should be run in the shell: MOZ_LOG="certverifier:5". Then,
the browser can be launched and directed to the two test sites shown in Figure 12.

The first site (tfm.example.com) is flagged as insecure (see Figure 13). Specifi-
cally, Firefox returns the SEC_ERROR_REVOKED_CERTIFICATE error, indicating that the
website’s certificate has been revoked and the connection cannot be trusted.

Figure 13: tfm.example.com server, which holds a revoked certificate. Mozilla flags the
communication as insecure (see lock with warning in the search tab).
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This behavior occurs because, although Mozilla successfully identifies and parses
the custom UTXO extension embedded in the certificate (as shown in the logs in
Figure 14), the subsequent query to the local Bitcoin node (see the Wireshark capture
in Figure 15) returns null. This response indicates that the referenced UTXO has
already been spent, and consequently, the certificate must be considered revoked.

Figure 14: Logs showing the verification process of the certificate for the website
tfm.example.com. First, the UTXO-related OID is detected and parsed to extract the txid
and vout. Then, a query is issued to the local Bitcoin node, whose response confirms that
the referenced UTXO has been spent, leading to the certificate being marked as revoked and
invalid.

Figure 15: Wireshark capture highlighting the RPC response from the Bitcoin node. The
response indicates that the queried UTXO is null, confirming that it has already been spent
and, therefore, that the associated certificate must be considered revoked.

The second site (tfm2.example.com), in contrast, is marked as secure (see Figure
16). The steps followed by the Mozilla browser are the same as in the other case:
identifying and parsing the custom UTXO OID embedded in the certificate (Figure
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17) and querying the Bitcoin node about the associated UTXO (Figure 18). These
results demonstrate that the modified Mozilla browser correctly validated the custom
certificate and responded accordingly by establishing a secure connection.

Figure 16: tfm2.example.com server, which holds a valid certificate. Mozilla flags the
communication as secure (see lock in the search tab).

Figure 17: Logs related to the verification of the certificate of website tfm2.example.com.
First, the UTXO-related OID is identified. Then it is parsed to obtain txid and vout. After
that, a query is sent to the Bitcoin node, and a response with the UTXO details is obtained,
indicating that the certificate has not been revoked and therefore it is valid.
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Figure 18: Wireshark capture highlighting the RPC call issued by the Mozilla browser to the
Bitcoin node. The capture shows the use of the gettxout method, along with the specified
txid and vout parameters used to query the status of the corresponding UTXO.

R3: Allow certificate revocation.

Proof: Revocation is implemented by spending the UTXO associated with the cer-
tificate. Once the transaction is confirmed on the Bitcoin network, any client validating
the certificate will detect the spent status and mark the certificate as revoked. This
can be directly done using the Bitcoin core command line.

1. Identify the UTXO: the listunspent command will show a list of all UTXO
belonging to the wallet, as shown in Figure 19.

2. Create the raw transaction: with the command

createrawtransaction "[{\"txid\":\"<TXID>\",\"vout\":<VOUT>}]"
"{\"<destination_address>\":<amount>}"

If we choose the first UTXO shown in Figure 19, we should execute the following
(Figure 20 shows the output of this command):

createrawtransaction "[{\"txid\":\"e9eb0ce1acac9a33bede58d3235e14
dde6065d5f862baad1c856aa97b07302fb\",\"vout\":1}]"
{\"tb1qyg7dqrh2dyg7743jg5pvsh9reljn5uwsh8yg27\":0.00015}"
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Figure 19: List of available UTXOs.

Figure 20: Creation of the raw transaction. UTXO’s txID and vout are specified first.
Then, the destination address (generated for the CA wallet) and an amount similar to the
UTXO are specified.

3. Sign the transaction: running the command signrawtransactionwithwallet
"<rawtx>", where rawtx must be substituted by the hexadecimal output shown
in Figure 20. The output of the signing operation is depicted in Figure 21.

signrawtransactionwithwallet "0200000001fb0273b097aa56c8d1aa2b865f5d
06e6dd145e23d358debe339aacace10cebe90100000000fdffffff01983a00000000
0000160014223cd00eea6911ef56324502c85ca3cfe53a71d000000000"
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Figure 21: Signature of the raw transaction with a Bitcoin wallet. The hexadecimal string
of the raw transaction has to be specified.

4. Broadcast the transaction: executing the command sendrawtransaction
"<signed_hex>", see Figure 22.

sendrawtransaction "02000000000101fb0273b097aa56c8d1aa2b865f5d06e6d
d145e23d358debe339aacace10cebe90100000000fdffffff01983a000000000000
160014223cd00eea6911ef56324502c85ca3cfe53a71d002473044022065479f9c4
bed06aa2bcaab3b10fc375ee117db9d221899bb239a276130f3c2d6022010bd378a
50d75b3fb2d804f79474aeda7691513bfe46e4d1ecbe46a2aca770e20121029a50a
c990487102d4437df07b9fd9dce71fbe1b0dc0b12ba7ee2d0df1e8db17000000000"

Figure 22: Broadcast of the signed transaction with a Bitcoin wallet.
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Lastly, after broadcasting the transaction, we can confirm that the UTXO has been
successfully spent by inspecting the account balance. The red negative values shown
in Figure 23 clearly illustrate the expenditure of the UTXO.

Figure 23: Balance of the CA wallet in BTC and recent transactions. Recent transactions
confirm that the UTXO has been spent and send back to the CA wallet.

R4: Permit servers to revoke their own certificates autonomously (thus reducing risks
when keys are compromised).

Proof: Because each certificate is associated with a unique UTXO controlled by the
entity owning the certificate, the server can unilaterally revoke it by spending the
UTXO. This avoids reliance on centralized certificate revocation infrastructure and
allows for immediate mitigation in the event of key compromise.

7.2 Security

In this section, we analyze and demonstrate how the system meets its defined
security and privacy requirements.

R5: Ensure that certificate verification is secure and that the TLS connection guar-
antees no revoked certificate can be mistakenly accepted as valid.

R6: Enhance user privacy by avoiding the tracking risks associated with traditional
OCSP systems.

R7: Provide resilience against single points of failure to guarantee system availability
and robustness.

Proof: While maintaining a local node can be demanding in terms of storage require-
ments (as discussed in Section 7.3.3), it offers the highest levels of privacy and security
by eliminating the need to rely on third parties such as block explorers. It also results
in faster response times.

Using the Bitcoin blockchain inherently addresses the single point of failure prob-
lem present in traditional OCSP systems, which rely on centralized servers that can
be overwhelmed or attacked, potentially allowing revoked certificates to be accepted
erroneously. The decentralized nature of the Bitcoin network distributes trust across
numerous nodes, ensuring availability and robustness even under attack.

Moreover, since queries are made locally to the Bitcoin node, user privacy is sig-
nificantly enhanced compared to OCSP, which requires contacting a third-party server
that may log browsing activity and thus expose user profiles. This eliminates tracking
risks, preserving user anonymity and confidentiality during certificate validation.
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To achieve a similar level of trustworthiness and security without the burden of
running a local node (and therefore saving disk space), it would be necessary to query
multiple remote Bitcoin nodes or block explorers. This redundancy ensures that the
result (e.g., whether a specific UTXO has been spent) can be verified by majority
consensus, thus reducing the risk of relying on a potentially compromised or inaccurate
source.

Aside from the risks inherent to the blockchain (such as 51% attacks and sybil
attacks), the main security vulnerability in this system arises during periods of node
desynchronization. Certificates that were issued and revoked under the previous syn-
chronization period will remain verifiable without compromising security. However, if
the Bitcoin node is not fully updated, there is a risk that a revoked certificate may still
be accepted as valid during the desynchronization window. Therefore, it is the user’s
responsibility to be cautious when browsing while the node is still syncing. In Section
7.3.2, we analyze best- and worst-case scenarios for certificate revocation, showing that
a revoked certificate may appear valid for up to 10 minutes after revocation. This time
corresponds to the average time for a block to be confirmed on the Bitcoin blockchain.

7.3 Costs

In this section, we examine the inherent costs of our implementation, beginning
with economic expenses and finishing with time-related matters.

7.3.1 Economic costs

One of the key advantages of this system lies in its cost distribution across different
certificate lifecycle operations. Validation, being the most frequent operation, is en-
tirely free. Any user or application can verify the validity of a certificate by checking
the status of the corresponding UTXO on the blockchain, without incurring any cost.

Certificate issuance is also effectively "free" in terms of transaction fees, as it does
not require broadcasting a transaction to the network. The only requirement is the
commitment of a UTXO, which remains unspent for as long as the certificate is valid.
This UTXO acts as a cryptographic proof of existence and validity.

Here, we do not discuss the initial step of setting up a CA, which would be respon-
sible for obtaining a large set of UTXOs (which inherently incurs the initial inversion
cost). Estimating the initial number of UTXOs needed to cover the certificate demand
is not easy, although insights are given in Section 7.4, where we discuss the feasibility
of this system as a replacement of traditional revocation mechanisms.

The only operation that incurs a cost is revocation. Revoking a certificate requires
spending the associated UTXO, which means broadcasting a transaction to the Bitcoin
network. The cost of revocation depends on multiple factors, including the value of the
UTXO, network congestion, and the current transaction fee rate. Therefore, a balance
must be found between revocation speed and cost efficiency. For urgent revocations
(such as in the case of compromised keys), higher fees may be necessary to ensure
inclusion in the next mined block. Conversely, if revocation is not time-critical, lower
fees can be used to reduce expenses.

Notably, if an issued certificate has not been revoked and simply expires (i.e., the
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certificate turns invalid because of its expiration date), the CA can reuse its associated
UTXO to issue a new certificate. This approach helps reduce the cost associated
with acquiring new UTXOs. Since CAs can recover their UTXOs after revocation
(by spending them to another address they control) they do not need to acquire new
UTXOs for every certificate. Instead, new UTXOs only need to be obtained periodically
to cover transaction fees, while reclaimed or unused UTXOs can be reused for issuing
future certificates.

R10: Ensure that the monetary costs associated with certificate revocation remain
reasonable.

Proof: As of 2015, over 8% of freshly issued certificates were revoked [34]. This
implies that a Certificate Authority would only need to maintain revocation infras-
tructure for a small subset (approximately 8%) of the total certificates it issues (noting
that this percentage reflects a general average across all CAs). As of June 2025, the
average Bitcoin transaction fee is approximately 0.000014 BTC, equivalent to $1.427.
Assuming a CA issues 1 million certificates per year, the estimated cost of revoking
8% of them (based on the Bitcoin fee) can be calculated as:

Transaction fee (in $) × Certificates issued per year × Revocation rate =

$1.42× 1,000,000× 0.08 = $113,600

In comparison, the Google Cloud Certificate Authority Service (Enterprise tier)
charges $36,700 per month for issuing 1 million certificates8, totaling $440,400 per
year. Therefore, the proposed system could reduce operational costs to approximately
25% of those incurred using traditional cloud-based CA services.

A practical strategy to diminish the expenditure is to use UTXOs with minimal
value for certificate issuance, thereby minimizing the financial impact of revocation.
In this project, we have utilized Bitcoin Testnet faucets, as described in Section 6.3,
which typically distribute UTXOs with very small amounts of BTC. These small-value
UTXOs are ideal for testing and also serve as a model for real-world deployment.
In practice, Certificate Authorities and end-users should deliberately source low-value
UTXOs to reduce Bitcoin expenditure during revocation. However, users with the
ability of revocation must be aware that lower boundaries apply when choosing a
UTXO. Mainly, it is not possible to spend a UTXO that is smaller than the transaction
fee. Even though one can construct such a transaction, it will be considered invalid
and rejected by Bitcoin nodes. Let’s consider:

Input value ≥ Output value + Transaction fee
7Bitinfocharts (Bitcoin Transaction Fee): https://bitinfocharts.com/comparison/

bitcoin-transactionfees.html
8Google Cloud CA pricing: https://cloud.google.com/certificate-authority-service/

pricing
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So, if the value of the UTXO is less than the minimum required fee, the result
would be a transaction with a negative fee (which is invalid), or a transaction with
zero or near-zero output, which may also be rejected for being considered "dust" (too
small to be useful).

As a final remark, all monetary costs are bounded by current network congestion
and cryptocurrency values, meaning that prices can increase or decrease along with
these conditions. Even if the incurred cost went up due to said conditions, users might
be willing to pay a higher price for a privacy-preserving system that, unlike OCSP,
does not perform tracking. Especially considering that this amount covers the entire
duration of the certificate.

7.3.2 Time costs

This section evaluates the time costs incurred by the system. First, we analyze the
local Bitcoin node update time, followed by issuance and validation times, and finally,
we study revocation time.

Update time To assess the update-related costs, we registered how long it takes to
update the Bitcoin blockchain state. This includes both downloading blocks from the
peer-to-peer network and validating them, as both processes occur simultaneously.

Table 1 presents the average update durations for various desynchronized inter-
vals. These intervals represent the amount of time the Bitcoin node has been inactive
(for example, when the device is turned off or the browser is closed). Each time the
validation browser is reopened, the local node must catch up with the network. The
typical startup time of the Bitcoin node (excluding block download and validation) is
approximately 14.90 seconds, which has been subtracted from each measurement to
isolate the actual update time.

Node desync time Avg update time (s) Avg - startup time (s)
1 h 22.33 7.44
2 h 35.00 20.10
3 h 42.67 27.77
4 h 50.00 35.10
5 h 53.67 38.77
6 h 60.33 45.44
7 h 71.67 56.77
8 h 75.67 60.77
9 h 77.00 62.10
10 h 80.00 65.10
15 h 90.00 75.10
24 h 121.67 106.77
48 h 270.00 255.10
72 h 346.67 331.77
1 week 707.33 692.44
2 weeks 1498.00 1483.10

Table 1: Average update time and adjusted update time (after subtracting average opening
time of 14.90 s) for different desynchronization moments.
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Figure 24 provides a clearer visualization of the data, revealing an almost perfectly
linear trend. The fitted line follows the equation y = 4.31x+ 16.96, with a correlation
coefficient of R2 = 0.998, indicating an excellent fit.
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Figure 24: Update time as a function of node desynchronization. Blue points represent
the data collected by measuring update times. The dashed red line shows a linear fit with
R2 = 0.998.

It is important to note that once synchronization is complete, the Bitcoin node
continues to update its state in real time, as long as the browser and the node interface
remain active, providing a continuous and up-to-date validation status.

Issuance and Validation Both the certificate issuance and validation processes are
almost instantaneous and therefore negligible. Validation, in particular, involves only
a simple RPC call to the local Bitcoin node. While maintaining a local node can be
demanding in terms of storage requirements (as discussed in Section 7.3.3), it offers
the highest levels of privacy and security by eliminating the need to rely on third
parties such as block explorers. It also results in faster response times, as answers from
different sources don’t have to be aggregated.

Revocation In the case of certificate revocation, a small delay may be introduced
due to the underlying blockchain confirmation process. Specifically, once the UTXO
associated with a certificate is spent to revoke it, the revocation transaction must be
included in the next mined block. The best-case scenario occurs when the next block
is mined immediately after broadcasting the transaction, ensuring near-instantaneous
inclusion in the blockchain. On the other hand, the worst-case scenario happens if
a block has just been confirmed right before broadcasting the revocation transaction,
resulting in a delay of approximately 10 minutes (the average Bitcoin block generation
time9) during which verification of the certificate might still yield a valid result instead
of revoked.

9Bitinfocharts (Average Bitcoin Block Time): https://bitinfocharts.com/comparison/
bitcoin-confirmationtime.html
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Despite this potential delay, this blockchain-based revocation approach is faster
than traditional Certificate Revocation Lists (CRLs), which suffer from poor update
frequency and latency. Compared to the Online Certificate Status Protocol (OCSP),
it may be somewhat slower, since OCSP only requires one query to a trusted server.
Although in this blockchain model, verification also requires a single query to the local
Bitcoin node, we do have to consider also the time for the blockchain to update and
synchronize.

R11: Guarantee practical and efficient times for certificate issuance, validation, and
revocation.

Proof: In addition to the above analysis, we can conclude that under typical daily
conditions, the update time is practical, with synchronization delays generally under
two minutes after 24 hours of continuous operation (see Table 1). Furthermore, issuance
and validation are instantaneous.

7.3.3 Storage costs

As of 2025, the full Bitcoin mainnet blockchain has grown to approximately 650 GB,
effectively doubling in size over the past four years (see trend in Figure 25). Storing the
entire blockchain on most devices (especially mobile or wearable ones) is impractical.
Therefore, we chose to use a pruned version of the Bitcoin blockchain. For testing
purposes, the Bitcoin testnet was used; however, the mainnet should be employed
during the production phase of the proposal. This pruned version retains only the most
recent portion of the blockchain data, specifically the last few hundred megabytes. The
minimum pruning target allowed by Bitcoin Core is 550 MB [35], which excludes the
additional space required for the block index and UTXO databases. This minimum
ensures that at least the latest 288 blocks (equivalent to about two days, assuming
10 minutes per block) are stored on disk. Occasionally, disk usage may temporarily
exceed this target to maintain those 288 blocks. Moreover, since only the UTXO set
is essential for our purposes, we can disregard storing full blocks and instead keep just
the UTXO set, which is around 12 GB in size (see Figure 26). Then, the required
storage for the system follows:

size(UTXO_set) +min(pruning_size) = 12GB + 550MB ≈ 12.5GB

While the storage requirements of the system may initially seem high for portable
devices, both PCs and mobile devices are increasingly equipped with larger storage
capacities. For example, the average storage space for desktop and laptop computers
ranges from 512 GB to 1 TB. In this context, the system would occupy approximately
1.25% to 2.4% of the total disk space. These percentages represent a reasonable trade-
off given the benefits of decentralization and privacy preservation.

For portable devices such as smartphones and tablets, average storage ranges from
128 GB to 256 GB. In this case, the system would consume between 4.8% and 9.7%
of the available space. Although this is a more significant portion, it may still be
acceptable for users who prioritize the system’s privacy and decentralization advantages
over storage constraints.
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It is also important to note that we do not include the storage required for the
modified browser, as we assume that all target devices already have a functioning web
browser installed by default.

Although the growth in blockchain size is evident in Figure 25, it does not directly
impact the system, as only a subset of block data is stored. In contrast, the UTXO
set experienced exponential growth from 2023 to 2024, followed by a decline over the
past year (Figure 26). As a result, the system must adapt its storage requirements to
reflect the current state of the blockchain.

Figure 25: Bitcoin mainnet blockchain size growth from January 2021 to June 2025. Source:
https://www.blockchain.com/explorer/charts/blocks-size

Figure 26: Growth trend of the Bitcoin UTXO set size over time in mainnet (from January
2021 to June 2025). Source: https://statoshi.info/d/000000009/unspent-transaction-
output-set
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7 Evaluation

7.4 UTXO-based revocation as a replacement for current systems

To evaluate the feasibility of this system as a potential alternative to existing re-
vocation mechanisms (such as CRL and OCSP), it is essential to compare the number
of websites that provide secure connections over TLS with the number of available
Bitcoin UTXOs, in order to determine whether the latter could meet the demand. In
2021, over 46 million websites used SSL by default 10. However, with the exponential
growth of the Internet and its increasing focus on security, this number has surged to
more than 302 million as of January 2025 (more than double the current number of
available UTXOs 11).

In 2021, Bitcoin had approximately 84.3 million UTXOs, which could have sup-
ported SSL for every secure website at the time, given that this number was nearly
twice the amount of SSL-enabled domains. Today, despite Bitcoin’s increased adoption,
there are only around 175 million UTXOs (refer to Figure 27 to observe the trend),
which is sufficient to cover just over half of the current SSL-enabled websites.

Figure 27: Number of unspent transaction outputs (UTXOs) in the Bitcoin mainnet from
2021 to 2025, shown in millions.

This suggests that while the proposed system could serve as a viable solution for
securing a significant portion of the Internet, it is not yet capable of fully replacing
traditional SSL infrastructure. Therefore, it should be considered a complementary
alternative rather than a full-scale replacement.

Alternatively, a Certificate Authority could issue additional transactions to subdi-
vide its UTXO into multiple smaller ones. This approach offers two main benefits: it
helps address potential UTXO shortages and reduces the cost of certificate revocation.
However, it also introduces a drawback. There must be a minimum value threshold for
acceptable UTXOs to ensure that their value does not fall below the transaction fee
required by miners, which has already been discussed in Section 7.3.1.

10SSL stats (2021): https://serpwatch.io/blog/ssl-stats/
11SSL stats (January 2025): https://sslinsights.com/ssl-certificates-statistics/
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8 Conclusions

8 Conclusions

In this work, we have proposed and implemented a novel certificate revocation
mechanism based on Bitcoin’s UTXO model, embedded directly into the X.509 v3
certificate standard. Our approach addresses several key shortcomings of traditional
systems like CRLs and OCSP, particularly regarding privacy, decentralization, and
resilience against single points of failure.

Using the decentralized infrastructure of the Bitcoin blockchain, the proposed sys-
tem allows certificate revocation to be enforced by spending an associated UTXO. This
removes the reliance on trusted third-party responders and enhances user privacy by
enabling local verification through a Bitcoin node. Our implementation within Mozilla
Firefox demonstrates that it is possible to embed and validate UTXO references during
the TLS handshake, offering a seamless experience comparable to traditional validation
mechanisms.

Evaluation results show that the system performs well in terms of security, privacy,
and time efficiency. Storage requirements, while non-trivial, are manageable, especially
when using pruned nodes and relying solely on the UTXO set. Moreover, monetary
costs for revocation remain low when using UTXOs with minimal value and given the
fact that UTXO costs will only need to be covered equally to the transaction fees, as
UTXOs will be recycled.

Ultimately, the results validate the feasibility of a blockchain-based revocation
model that is both privacy-respecting and compatible with existing X.509 PKI in-
frastructure.

8.1 Future work

While the presented system proves functional and secure, there are several areas
where further development and research could enhance its capabilities:

• Integration with other browsers: Although the current implementation tar-
gets Mozilla Firefox, extending compatibility to other browsers (e.g., Chromium-
based) would significantly broaden the system’s applicability and facilitate real-
world adoption.

• System optimization: While pruned nodes effectively reduce storage overhead,
further efforts are needed to optimize synchronization times and storage burdens,
especially in low-resource environments such as mobile and embedded devices.

• Bilateral revocation: This implementation focuses on unilateral revocation,
where either only the user or only the CA can revoke the certificate, depending
on which party’s UTXO is embedded. Introducing bilateral revocation (allowing
both the user and the CA to revoke independently) could improve protocol ro-
bustness. This would require some form of cooperation between both parties (e.g.,
shared secrets or joint authorization), making it particularly valuable in scenarios
where mutual agreement is essential to prevent unauthorized revocations.

• Automatic UTXO and certificate management: Implementing automated
UTXO recycling mechanisms would mitigate the risk of UTXO exhaustion and
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simplify revocation processes for both servers and CAs. Additionally, developing
tooling to support automated CSR generation and certificate issuance would
improve system usability and facilitate adoption by non-expert users.

8.2 Reflections on the ethical and deontological aspects

The development of this project, which integrates computer security techniques and
interacts with decentralized blockchain technologies, raises several ethical and deonto-
logical considerations that must be acknowledged and addressed.

• Transparency: The system aims to enhance transparency in certificate revoca-
tion by anchoring revocation information on a public and auditable blockchain.
This allows any user or verifier to independently confirm the status of a certificate,
removing opaque or centralized decision-making mechanisms.

• Privacy: One of the core motivations of the proposal is to improve user privacy
compared to traditional mechanisms like OCSP, which may leak browsing behav-
ior to third parties. By relying on local validation through a Bitcoin node, the
system avoids exposing personal data to external servers, reinforcing respect for
user privacy.

• Responsibility and Security: Developers of this kind of security infrastructure
carry the responsibility to ensure that it functions reliably and does not uninten-
tionally compromise user safety. This includes making users aware of potential
risks, such as operating with an unsynchronized node, as well as applying best
practices to secure private keys and blockchain access.

• Fairness: Although the system does not involve AI or machine learning compo-
nents that could introduce algorithmic bias, fairness is still relevant in ensuring
that all entities (CAs, users, and servers) have equal capabilities to revoke and
validate certificates. The future extension to support bilateral revocation en-
hances this principle by promoting shared control.

• Social Impact: By removing central points of failure and increasing control over
digital identities, the system empowers individuals and reduces dependency on
centralized authorities. This decentralization can contribute to more democratic
and resilient digital infrastructures.

• Sustainability: In terms of environmental impact, the use of Bitcoin (partic-
ularly its proof-of-work consensus mechanism) is a known source of high energy
consumption. While this project leverages the Bitcoin blockchain for revocation,
it does so in a lightweight manner, querying only the UTXO set and requiring
minimal transactions. Moreover, the possibility of using pruned nodes signifi-
cantly reduces storage and processing requirements.

In summary, this project has been developed with a strong ethical foundation, aiming
to enhance transparency, privacy, and decentralization while being mindful of environ-
mental impact and user autonomy.
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Appendix A: OCSP server configuration

Appendix A:
OCSP server configuration

This appendix constitutes the steps to configure an OCSP server. The OCSP server
was created to test the behaviour of the Mozilla Firefox browser in terms of certificate
validation before applying modifications to allow UTXO-based validations.

1. Generate keys and root CA certificate (refer to Appendix B)

2. Create CSR and Certificate for a testing server (refer to Appendix C).

3. Create and activate OCSP server. To do so, we must specify extendedKeyUsage
=OCSPSigning, which is already defined in the [v3_OCSP] section of the opensslPKI.cnf
file (Appendix D).
openssl req -new -nodes -out ocspSigning.csr -keyout \

ocspSigning.key
openssl ca -keyfile rootCA.key -cert rootCA.crt -in \

ocspSigning.csr -out ocspSigning.crt -config opensslPKI.conf
openssl ocsp -index PKI/index.txt -port 8080 -rsigner \

ocspSigning.crt -rkey ocspSigning.key -CA TrustURV.crt \
-text -out log.txt &

4. Access the testing server’s main page from Mozilla. Figure 28 shows that
the testing server’s page is accessible and has passed the OCSP validation.

Figure 28: Testing server landing page. A secure connection is provided.
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More precisely, Figure 29 shows the packets captured by the Wireshark tool that
correspond to the OCSP request and response exchanges used to validate the
certificate. Specifically, the response from the OCSP server indicates a status of
good, confirming that the certificate has not been revoked.

Figure 29: Wireshark capture of the OCSP protocol during the validation of a valid testing
certificate. The highlighted section shows the OCSP server’s response, indicating a good
status, meaning the certificate is valid and has not been revoked.

5. Revoke Server certificate. This way, we will be able to test the behavior of
Mozilla Firefox and the OCSP server when dealing with a revoked certificate.
openssl ca -config opensslPKI.cnf -revoke tfm.crt

6. Reload OCSP Server
openssl ocsp -index PKI/index.txt -port 8080 -rsigner \

ocspSigning.crt -rkey ocspSigning.key -CA TrustURV.crt \
-text -out log.txt &

7. Reaccess the testing server’s main page from Mozilla. In Figure 30, the
browser flags the website as revoked, indicating that a secure connection cannot
be established. This behavior is further confirmed by the Wireshark capture
in Figure 31, where the highlighted OCSP response explicitly shows that the
certificate has been revoked.
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Figure 30: Testing server landing page. Secure connection failed due to revoked certificate.

Figure 31: Wireshark capture of the OCSP protocol during the validation of a revoked
testing certificate. The highlighted section shows the OCSP server’s response, indicating a
revoked status, meaning the certificate is invalid.
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Appendix B:
CA configuration

1. Create a private key for the CA

We will encrypt the key with AES-256 for additional protection. If someone gains
access to the key, they could create trusted certificates. Although a stronger
password is advised, here for educational purposes, we will use Abcd1234@#.

CANAME=TrustURV

# Optional: create and enter the CA directory
mkdir $CANAME
cd $CANAME

# Generate AES-256 encrypted private key (4096 bits)
openssl genrsa -aes256 -f4 -passout pass:Abcd1234@# -out TrustURV.key 4096

2. Create a Certificate for the CA

This will be the root certificate (and thus self-signed). The certificate will be
valid for 730 days (2 years). You can either fill in the fields interactively or pass
them as arguments.

# Interactive mode
openssl req -x509 -new -nodes -key $CANAME.key \

-sha256 -days 1826 -out $CANAME.crt

# Or non-interactive, providing subject details
openssl req -new -sha256 -x509 -key $CANAME.key \
-out $CANAME.crt -days 730 -passin pass:Abcd1234@# -config \
opensslPKI.cnf -extensions v3_ca -subj \
"/C=ES/ST=Catalonia/L=Tarragona/O=Universitat Rovira i Virgili/ \
OU=DEIM/CN=TFM Bitcoin Certificate Revocation"

The opensslPKI.cnf file has information about the extensions that are necessary
for the certificate. A detailed view of this file is given in Appendix D.

3. Import Root CA Certificate into Mozilla Firefox

Since the root CA certificate is self-signed, we will have to import it directly as
a trusted entity in the browser. Use the browser’s certificate manager (under
Settings → Privacy & Security → Certificates) to import the CA certificate you
just created.
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Appendix C:
CSR and Certificate issuance

C.1 Creating the Certificate Signing Request (CSR)

1. Create a private key for the server

MYCERT=tfm
openssl genrsa -aes256 -passout pass:Abcd1234@# -out $MYCERT.key 2048

2. Create a Certificate Signing Request (CSR) for the Web Server

openssl req -new -sha256 -config opensslPKI.cnf -key $MYCERT.key -out
$MYCERT.csr -passin pass:Abcd1234@#

3. Create a v3 extension file for SAN (Subject Alternative Names)

The necessary information for a certificate to be valid for use within servers can
be introduced directly in the opensslPKI.cnf configuration file.

authorityKeyIdentifier=keyid,issuer
basicConstraints=CA:FALSE
keyUsage = digitalSignature, nonRepudiation, keyEncipherment, dataEncipherment
subjectAltName = @alt_names

[alt_names]
DNS.1 = tfm.example.com
IP.1 = 192.168.0.1

C.2 Certificate issuance by the CA

Here, we indicate the necessary extensions indicated in the opensslPKI.cnf con-
figuration file under the id usr_crt. For more information on extensions, please refer
to Appendix D.

openssl ca -config opensslPKI.cnf -extensions usr_cert -out \
$MYCERT.crt -passin pass:Abcd1234@# -infiles $MYCERT.csr
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Appendix D:
Certificate issuance configuration file

The following configuration file is used to generate self-signed certificates (e.g.,
for root CAs), Certificate Signing Requests (CSRs, typically for servers), and server
certificates issued by CAs. Each certificate type is associated with a dedicated section
in the file, which can be customized to include or remove extensions based on the
required key usages and certificate purposes.

The main innovation in this configuration lies in the definition of a custom object
identifier (OID) within the utxo_section. This OID allows a UTXO to be embedded
directly into both the CSR and the resulting certificate. To include it, one simply
specifies the OID and a reference to the corresponding section, for example:

1.3.112.4.30.1270 = ASN1:SEQUENCE:utxo_section

#
# OpenSSL example configuration file.

# This definition stops the following lines choking if HOME isn 't
# defined.
HOME = .
#RANDFILE = $ENV::HOME/.rnd

# Extra OBJECT IDENTIFIER info:

[ utxo_section ]
# In this section , we must specify the details of the UTXO in
txid = FORMAT:HEX ,OCTETSTRING :\
b251ab58309ebeb67f4dd2b3d59c140121b546edc2d2251fe1c55c2af25c9bd7
vout = INTEGER :2

# To use this configuration file with the "-extfile" option of the
# "openssl x509" utility , name here the section containing the
# X.509v3 extensions to use:
# extensions =
# (Alternatively , use a configuration file that has only
# X.509v3 extensions in its main [= default] section .)

####################################################################
[ ca ]
default_ca = CA_default

# The default ca section

####################################################################
[ CA_default ]

dir = ./PKI # Where everything is kept
certs = $dir/certs # Where the issued certs are \

kept
crl_dir = $dir/crl # Where the issued crl are \

kept
database = $dir/index.txt # database index file.
new_certs_dir = $dir/newcerts # default place for new certs.
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certificate = $certs/TrustURV.crt # The CA certificate
serial = $dir/serial # The current serial number
crl = $dir/crl.pem # The current CRL
crlnumber = $dir/crlnumber # The CRL number
private_key = $dir/private/TrustURV.key # The private key
RANDFILE = $dir/private/randFile # private random number file

x509_extensions = usr_cert # The extentions to add to \
the cert

# Extensions to add to a CRL. Note: Netscape communicator chokes on \
V2 CRLs

# so this is commented out by default to leave a V1 CRL.
# crl_extensions = crl_ext

default_days = 180 # how long to certify for
default_crl_days= 30 # how long before next CRL
default_md = sha256 # which md to use.
preserve = yes # keep passed DN ordering

copy_extensions = copy

# A few difference way of specifying how similar the request should \
look

# For type CA, the listed attributes must be the same , and the \
optional

# and supplied fields are just that :-)
policy = policy_match

# For the CA policy
[ policy_match ]
countryName = match
stateOrProvinceName = optional
localityName = optional
organizationName = optional
organizationalUnitName = optional
commonName = supplied
emailAddress = optional

# For the 'anything ' policy
# At this point in time , you must list all acceptable 'object '
# types.
[ policy_anything ]
countryName = optional
stateOrProvinceName = optional
localityName = optional
organizationName = optional
organizationalUnitName = optional
commonName = supplied
emailAddress = optional

####################################################################
[ req ]
default_bits = 2048
default_keyfile = privkey.pem
distinguished_name = req_distinguished_name
attributes = req_attributes
x509_extensions = v3_ca # The extensions to add to the self -signed \
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cert

# This sets a mask for permitted string types. There are several \
options.

# default: PrintableString , T61String , BMPString.
# pkix : PrintableString , BMPString.
# utf8only: only UTF8Strings.
# nombstr : PrintableString , T61String (no BMPStrings or UTF8Strings).
# MASK:XXXX a literal mask value.
# WARNING: current versions of Netscape crash on BMPStrings or \

UTF8Strings
# so use this option with caution!
string_mask = nombstr

req_extensions = v3_req # The extensions to add to a certificate \
request

[ req_distinguished_name ]
countryName = Country Name (2 letter code)
countryName_default = ES
countryName_min = 2
countryName_max = 2

stateOrProvinceName = State or Province Name (full name)
stateOrProvinceName_default = Catalunya

localityName = Locality Name (eg, city)
localityName_default = Tarragona

0. organizationName = Organization Name (eg, company)
0. organizationName_default = Universitat Rovira i Virgili

# we can do this but it is not needed normally :-)
#1. organizationName = Second Organization Name (eg , \

company)
#1. organizationName_default = World Wide Web Pty Ltd

organizationalUnitName = Organizational Unit Name (eg , \
section)

organizationalUnitName_default = DEIM

commonName = Common Name (eg, YOUR name)
commonName_max = 64

emailAddress = Email Address
emailAddress_max = 50

# SET -ex3 = SET extension number 3

[ req_attributes ]
challengePassword = A challenge password
challengePassword_min = 4
challengePassword_max = 20

unstructuredName = An optional company name

[ usr_cert ]
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# These extensions are added when 'ca ' signs a request.

# requires this to avoid interpreting an end -user certificate as a CA.

basicConstraints=CA:FALSE

# PKIX recommendations harmless if included in all certificates.
subjectKeyIdentifier=hash
authorityKeyIdentifier=keyid:always ,issuer:always
authorityInfoAccess = OCSP;URI:http ://127.0.0.1:8080/

# This stuff is for subjectAltName and issuerAltname.
# Import the email address.
subjectAltName=@alt_names

# Custom OID extension for UTXO -based validation
1.3.112.4.30.1270 = ASN1:SEQUENCE:utxo_section

keyUsage = nonRepudiation , digitalSignature , keyEncipherment
extendedKeyUsage= serverAuth , clientAuth , codeSigning , emailProtection
#extendedKeyUsage= clientAuth , emailProtection

# Here are some examples of the usage of nsCertType. If it is omitted
# The certificate can be used for anything *except* object signing.

# This is OK for an SSL server.
nsCertType = server

# For an object signing certificate this would be used.
# nsCertType = objsign

# For normal client use this is typical
nsCertType = client , server , email

# This will be displayed in Netscape 's comment listbox.
nsComment = "TFM"

[ alt_names ]

DNS.1 = tfm.example.com
IP.1 = 127.0.0.1

[ v3_OCSP ]
basicConstraints = CA:FALSE
keyUsage = nonRepudiation , digitalSignature , keyEncipherment
extendedKeyUsage = OCSPSigning

[ v3_req ]

# Extensions to add to a certificate request

basicConstraints = CA:FALSE
keyUsage = nonRepudiation , digitalSignature , keyEncipherment
1.3.112.4.30.1270 = ASN1:SEQUENCE:utxo_section
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[ easy ]

basicConstraints = critical , CA:TRUE
keyUsage = keyCertSign , cRLSign
subjectKeyIdentifier = hash

[ v3_ca ]
# Extensions for a typical CA

subjectKeyIdentifier=hash
authorityKeyIdentifier=keyid:always ,issuer:always
basicConstraints = critical ,CA:TRUE

# Key usage: this is typical for a CA certificate. However since it \
will

# prevent it being used as an test self -signed certificate it is best
# left out by default.
keyUsage = keyCertSign
extendedKeyUsage =serverAuth , OCSPSigning

# Some might want this also
nsCertType = sslCA , emailCA
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