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Abstract. Searchable encryption schemes allow users to outsource a dataset in an
encrypted form while preserving the ability to remotely and privately query over it. In
this work we propose different techniques for searchable encryption that achieve range
queries on two-dimensional geo-referenced data. The proposed techniques improve
previous works from an efficiency and from a security point of view.

1 Introduction

The cloud computing paradigm offers very convenient data storage and
computation services at a low cost, thus providing an attractive alternative
to physical storage and self-managed servers. Nevertheless, even though cloud
computing leads to many economical and functional benefits, the action of
leaving data at the hands of an external cloud service provider poses many
security and privacy concerns.

One way to address the security concerns that arise from the process of out-
sourcing data to the cloud is providing users with user-centered cryptographic
techniques. However, it is not convenient to outsource encrypted data by using
traditional encryption techniques, since any operation over the dataset must
be carried out locally. To overcome this obstacle, alternative cryptographic
schemes must be applied.

In recent years there have been important advances in cryptographic tech-
niques that allow to take advantage of the cloud benefits while securing the
data. For example, two of these techniques are homomorphic encryption and
order-preserving encryption, allowing for remote computations and ordering
on encrypted data respectively.

Searchable encryption [11,3,1,4,7] deals with the problem of remotely
querying over encrypted data. By using searchable encryption schemes, it
is possible to outsource a dataset in an encrypted form, while preserving the
searching functionality by letting users be able to send encrypted queries to
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the cloud. In this way, users can remotely and securely query over encrypted
data and retrieve the segment of the outsourced dataset satisfying the query
conditions.

2 Searchable Encryption for Geo-Referenced Data

Our aim is to provide searchable encryption schemes that enable a client
to delegate an encrypted version of a geo-referenced dataset to a semi-trusted,
honest-but-curious server, in such a way that searching capabilities over the
encrypted data are preserved.

In our setting, the client first delegates an encrypted version of its dataset
to a server. Such a dataset consists of a collection of documents, each of
which is attached to a particular geographical point. Afterwards, the same
client may want to retrieve a subset of the outsourced dataset. By generating
an encrypted query, it is able to recover the outsourced documents lying inside
a chosen rectangular location.

Based mainly in the works by Shi et al. [10] and by Faber et al. [6], we
develop four techniques for searchable encryption achieving two-dimensional
range queries over encrypted data. These techniques show different efficiency
and security trade-offs. The provided solutions are also general, in the sense
that they make use of an arbitrary underlying keyword searchable encryption
scheme. By changing this underlying scheme, different efficiency and security
measures can be achieved.

We analyze the trade-off between performance, security and communica-
tion overhead of the presented options by considering the scheme by Cash
et al [4] as the underlying searchable encryption scheme. Our solutions take
advantage of the Boolean search and inverted index properties of [4].

As a novel approach with respect to previous works, we build on alternative
combinatorial structures to lower the leakage of the schemes, thus improving
security at the cost of increasing the query size and the search time. We
also present a technique based on over-covers [6] that notably reduces the
communication cost and the leakage of the queries at the expense of increasing
the false-positive rate.

The proposed results have been presented at the 15th IFIP Annual
Mediterranean Ad Hoc Networking Workshop (Med-Hoc-Net 2016).
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