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Abstract

The advent of new information sharing technologies hasHedbciety to a scenario where thousands
of textual documents are publicly published every day. Ttistence of confidential information in many
of these documents motivates the use of measures to hideiveedsita before being published, which
is precisely the goal oflocument sanitizationEven though methods to assist the sanitization process
have been proposed, most of them are focused on the deteftspecific types of sensitive entities for
concrete domains, lacking generality and requiring frorarusupervision. Moreover, to hide sensitive
terms, most approaches opt by removing them; a measure #mapers the utility of the sanitized
document. This paper presents a general-purpose sapitizaethod that, based on information theory
and exploiting knowledge bases, detects and hides sengéktual information while preserving its
meaning. Our proposal works in an automatic and unsuperwis®y and it can be applied to hetero-
geneous documents, which make it specially suitable foiremments with massive and heterogeneous
information sharing needs. Evaluation results show that mathod outperforms strategies based on
trained classifiers regarding the detection recall, wheiebetter retains document’s utility compared to

term suppression methods.
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I. INTRODUCTION

In the context of the Information Society, thousands of doent® potentially containing sensitive
information are made public or available for third partiedlyfor a variety of reasons. Governments that
publish documents in response to Freedom of Informationestgu[1] or medical data like electronic
health care records, which are made available due to thefulmess for clinical research [2], are
examples of this situation. Moreover, in recent years, timergence of the Cloud has represented a
fundamental change in the way information technology sesviare designed and deployed in business
and governments. In fact, the use of cloud environments hedominantly focused on information
sharing and communications [3]. More specifically, the uselafument-sharing applications is one of
the main opportunities for the cloud computing industry. [Wpwever, this environment represents a
serious threat for data privacy, since information reldtedompanies, clients or sales operations might
be made available for potentially untrusted parties [5], [6

Due to the confidential nature of many of the published/shdoediments, measures should be taken to
remove or hide sensitive information that may disclose fities of referred entitiesg(g., names, social
security numbers, addresses, etc.) or reveal their confidatdta €.g., medical diagnosis, outcomes,
etc.). Official regulations have been developed at this tsperecent EU bill will force any company
which compromises the privacy of its clients by moving thminfidential data to the Cloud to pay a fine
which may amount to a substantial part of its revenue [7]him medical context, thelealth Insurance
Portability and Accountability Act (HIPAA)8], states safe harbor rules about the kind of personally
identifiable information which should be removed in medicatuments prior allowing their publication.

Data sanitization pursuits the removal of sensitive infation so that it may be distributed to a broader
audience. In such process, there is a trade off between regibiding enough information to protect
sensitive data and not to over-sanitize them to the pointhichvtheir utility for third parties (which is
the main motivation of data publication) is eliminated [9].

In recent years, a lot of efforts have been put in privacy godon of disclosed/published data, even
though most of them focus on structured data like relatidadbases [10], [11], [12]. In such scenarios,
authors exploit the structure of data to anonymize atteibtitat are known to be potential identifieesy(,

ID cards, names, addresses), making them non-distinduestilom other records in the same dataset.
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Much less attention has been paid to the development of metfor sanitizing unstructured data, like
textual transactionse(g., query logs [13]) or raw text documents [14], [9], which is thsual way in
which data is transferred between parties. Sanitizationertf documents has been traditionally done
manually, making it expensive, time-consuming [15] andnerto disclosure risks [9]. Moreover, manual
sanitization does not scale as the volume of data increaségsqonsidering the amount of digital textual
information made available dailye(g.,the US Department of Energy’s OpenNet initiative [17] regsir
of sanitizing millions of documents yearly), and the adapif massive information-sharing technologies
like the Cloud, one can realize of the need of automatic t@mitization methods. This need is manifested
in initiatives from DARPA [18] or the Consortium for Healttue Informatics Research (CHIR) [14] which
aim at building new methods and tools for declassificationaffidential documents.

Contrary to the anonymization of relational databases,teastvdoes not necessarily contain explicitly
identified sensitive attributes [9]. Hence, document szatitbn consists of two tasks: (i) detection of
identifiable information within text; and (ii) informationiding, in a way that the disclosure risk is
minimized and, ideally, the utility of the sanitized textrnsaximized. As it will be shown in the next
section, the first task has usually received more attentian the later [19], which is commonly tackled
by simply removing sensitive information. Note that thisasere severely hampers the document’s utility
(which goes against the purpose of data publication), tieguin sanitized texts that are hardly readable

and, even worse, not containing enough information to be irseesearch tasks.

A. Related work

Manual document sanitization has a been widely used by gowemts and companies. In the literature,
there are standard guidelines [20] detailing the correotgulures to ensure irreversible suppression or
distortion of sensitive parts. Commercial applicatiorie liAdobe Acrobat Professional offers a semi-
automatic sanitization [21] that recognizes certain giesentities using patterns (email addresses, dates,
etc). Upon detection, users are asked to suppress themvertleam unmodified. Both manual and semi-
automatic approaches require user interaction and, hémeie,scalability is severely limited given the
current sanitization needs.

Focusing on unsupervised sanitization methods, one of thieafoproaches is the Scrub system [22],
which also relies on detection patterns for specific datasypeetected data is replaced with another
term of similar type. Similar schemes that focus on removieigsgive terms from medical records [2],
[23] use specific patterns designed according to the HIPAAES#drbor” rules that mentions 18 data

elements (e.g., names, dates, medical record numbersintistt be removed from clinical data [8]. A
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main drawback of these proposals is the fact that data s@awaste omitted during the masking of
sensitive data, hampering document’s utility. Besides, uke of specific patterns strongly limits their
applicability.

The authors in [16] present a scheme that detects and rememsgiwe elements using a database
of entities (persons, products, diseases, etc.) instegadittérns. Each entity is associated with a set of
related terms, which represents the entity’s contex).(the context of a person includes her name,
birth date, etc.). The use of ad-hoc knowledge bases relatspetific areas of knowledge also limits the
applicability of the scheme when sanitization needs becmime heterogeneous. This proposal also offers
the possibility to set the desired balance between privadyuility levels, which is formalized with the
“K-safety” concept. K-safety requires that the maximumsitof each sensitive entity’s context contained
in a document is also contained by the contexts of at I&asther entities. Authors note, however, that
obtaining a K-safety sanitized document is NP-hard and regurom relatively homogeneous sets of
documentsi(e., documents cannot be sanitized individually).

Even though [24] does not present any concrete system, thik wepresents two main advances
in comparison to the above schemes. First, it focuses on genastructured documents. To enable
the a general-purpose sanitization, authors propose theousamed entity recognition techniques to
identify the sensitive terms. It is worth to mention thatstiiroposal assumes that named entities are
always sensitive. The second advance regards the entitggbimt approach. Instead of entity removal,
it discusses, from #heoretical point of viewthree alternative approaches to hide protected enties:
Entity generalization:entities can be generalized to achieve some degree of privhde preserving
some of their semantics; (itntity swapping:entities of different documents of the same set or within
the same document can be swapped depending on the concseteand (iii) Entity noise addition:an
entity can be substituted by another similar one extraatewh fanother repository. Note that the last two
methods do not guarantee the semantic coherence of theéimgssanitization.

The authors in [9] present a semi-automatic sanitization fmo Microsoft Word based on trained
classifiers. An interesting characteristic of this methodhie use of a general knowledge base like
WordNet [25] to generalize the protected entities to preseaheir semantics. Regarding the detection
process, this work focuses on documents directly linkedettain companies. The data to be detected is
divided into two main categories: (i) person names, locatiames, phone numbers, etc; and (ii) words
and phrases that reveal what company the document pertai&smilarly to [24], these authors use the
Stanford Named Entity Recognizer [26] to automatically reipg entities which belong to the former

category and a Naive Bayes classifier for the latter. Note thatuse of trained classifiers may hamper
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the generality of the method, in addition to requiring mdrtaining. An interesting feature is the fact
that the sanitization is configurable according to the pregd&-confusability” model. The authors state
that a third party cannot ascertain which company amongrdithe 1 appears on a sanitized document
that holds K-confusability. Similarly to the “K-safety” [16this requires from homogeneous sets of
documents to sanitize.

Finally, [19] solely focuses on the protection of alreadyed&td entities, trying to preserve the utility
of sanitized documents by means of generalizing terms. The omatribution of this work a theoretic
measure (“t-plausibility”) on the quality of sanitized dwoents from a privacy protection point of view. A
generalized text document holds the t-plausibility motiat ieastt base documents can be generalized to
such a sanitized document where a base text refers to oneathaot been sanitized in any way. Therefore,
formal reasonings on how and why a more general term is chtusegplace sensitive information are
provided. To enable a general-purpose solution, WordN&ti2used to generalize the entities. However,
authors admit that an optimal sanitization according tdr teddel is NP-hard. Moreover, they also note
that setting the t-plausibility level is not intuitive foné@ users and that their expected results are hardly
predictable, since it depends on variable dimensions ldaithent size, amount of sensitive entities and

the number of generalizations.

B. Contribution and plan of this paper

In this paper, we present a new document sanitization metraidbased on information theory, offers

the following contributions:

« It focuses on preserving the utility of the sanitized docom€ontrary to methods based on term
suppression [2], [23], [16] our method relies on knowledgeds to hide sensitive information while
preserving its meaning, retaining more document utility.

« It relies on external general-purpose knowledge basgsicarinstead of problem-specific ad-hoc
knowledge bases or trained classifiers [22], [2], [23], [18],that, as reported previously, severely
hamper the applicability of sanitization methods. As a ltesur method offers a domain independent
solution that can be applied to textual documents regasdlesir contents.

« It is fully automatic, requiring no user supervision duritige sanitization process (detection and
hiding of sensitive parts). This provides a more scalablatsml than manual and semi-automatic
methods [22], [9], enabling its application to environneniith large sanitization needs.

« It allows the user to configure the level of sanitization aggblio the document being more flexible

than methods based on a fixed sanitization policies [22], [23], [24], [9]. Moreover, since it
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is based on the well-known information theory and on lingaitabels, its configuration is more

intuitive and comprehensible than methods based on abstuagerical models [16], [9], [19].

The rest of the paper is organized as follows. Section Il ptesamd formalizes our proposal, covering
the detection of sensitive terms and their sanitizationti@edll evaluates our method from the perspec-
tives of disclosure risk and document’s utility presemmtiin comparison with other general-purpose

approaches. Section IV reports the conclusions and presente lines of future research.

II. PROPOSED METHOD

Since we propose to design a general purpose and unsupeteisedanitization method, in this
section, we first define what we considensitive informatiomnd how this can be automatically detected.
Next, we detail our sanitization strategy, aiming at rétajna document’s utility while ensuring a user-

configurable level of privacy.

A. Detecting sensitive information

Sensitive informatiomefers to pieces of text that can either reveal the identita private entity or
refer to confidential information. To discover sensitiveoimhation, problem-specific related works rely
on predefined lists of sensitive words [16] or use machinenlegrmethods (like trained classifiers [9]
or pattern-matching techniques [23]) aimed at detectirgridip types of information. The former can
provide accurate results, but lists have to be manually dechfwhich is costly and time-consuming) for
specific problems (which lacks generality); the latter mdthmanually train/design classifiers/patterns to
detect domain specific sensitive data (like PHIs in the medioatext [23], [14] or organizational data
[9]), which can be hardly generalized.

On the other hand, general purpose methods [24], [9] uswbociate the discovery of sensitive
data to the detection of generic Named Entities (NEs). Due éor tpecificity and the fact that they
represent individuals rather than concepts, NEs are likelyeveal private information. NEs can be
accurately detected in an automatic manner, either usintghing patterns or trained classifiers [26],
[27]. However, they are hampered by two main problems. Fastit will discussed later, not all NEs
refer to sensitive information and not all sensitive dat r@presented by means of NEs. Second, most
generic NE recognition packages detect a limited amount Bftjpes, usuallypersons locationsand
organizationg26]. Both of these problems negatively affect the detectecall, which is crucial for text

sanitization.
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To overcome these problems, we base the text sanitizati@anmare general notion dfvhat sensitive
information is?”. To define this, we rely on the following arguments. First, aoaloted in NE-based
methods [9], [24], sensitive terms are such that, due ta $pkcificity, providemore informationthan
common ones. Second, assuming that a potential attackeahkgsitiformation about the environment, an
ideal text sanitization would focus on those terms that @wontrease the informatiothat the attacker
possesses about the entity to protect [24]. Hence, the &iEy-po detect sensitive information is to
guantify how much informatioreach textual term provides, removing/hiding those thawigemore
informationthan what the attacker is assumed to possess.

How can we quantify the amount of information provided by =tdal term? In the context of the
information theory, this is given by it&formation conten{IC). Hence, by accurately quantifying the IC
of terms in an automatic manner, and assuming a baselingriafmn for a potential attacker, we will
be able to detect and sanitize those terms that provide méwaniation than desired.

1) Computing the IC of termsthe Information Content (IC) of a term states the amount afrimftion
it provides. General term&(g., sportsdiseasegprovide less IC than more concrete and specialized ones
(e.g., scuba divinguberculosi3. Formally, the IC of a term is computed as the inverse of its probability

of appearance in a corpug(f)) :

IC(t) = —logy p(t) (1)

To accurately compute IC, the corpus should be large, hgg@enus and up-to-date so that it models
the current distribution of terms at a social scale [28]. Twils also help to minimize data sparseness
problems when dealing with very concrete terrag(,rare diseases) or recently minted/trending terms
(e.g.,netbook, tablet).

When looking for an appropriate corpus, the Web stands euit, @overs almost any possible up-to-
date term. Compared to other corpora, the Web provides mawimecall. Moreover, it has been said
that the Web is so large and heterogeneous that it repregentsue current distribution of terms at a
social scale [29]. This configures an ideal corpus for IC cak(iP8] and, hence, to assist our document
sanitization method.

To compute term probabilities in the Web, authors [30], [JBR], [33] have used thdit count
provided by web search engines (WSEs) when querying the temme $his enables an automatic and
domain-independent calculus, in this work, we compute @efl terms in this manner.

Definition 1: The IC of a termt is computed from thénit countof a WSE as follows:
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ICwsE(t) = —logy pwse(t)
hit_county sg(t) (2)
|webs_indexed_by_W SE|

where|webs_indexed_by_W SE| quantifies the total amount of web sites indexed by the seaigine.

= —log,

2) Document parsing:Sensitive terms are those referring to concepts or instathetsare concrete
enough to reveal identities or confidential information. Ehase referred in text by means nbuns
whose semantics can be refined by adding more nouns or adgétiy.,sports— water sports), creating
noun phrases (NPs)

To enable a coherent sanitization with regards to documemtastics, our method focuses on the
detection of NPs as potentially sensitive semantic unitgléiect NPs, we rely on several natural language
processing tools (OpenNEPenablingsentence detectiprokenization(i.e., word detection, including
contraction separationjpart-of-speech tagging (PO®nd syntactic parsingAs a result of this process,
POS-tagged words are put together according to their rol@jiroby verbal (VPs), prepositional (PPs)
or nominal phrases (NPs). From these, only NPs are considered.

Once NPs are detected, we quantify treinount of informatiorby querying them in a WSE and using
eq. 2.

As a result, given the input documedht we represent it as a list of IC-valued terms:

T=<NP,ICwsp(NPy)>,...,< NP,,ICywsp(NP,) >.

3) Sanitization threshold and sensitive entity detectidhe next step consists of selecting which NPs
providetoo much informationand hence, which ones should be sanitized. NE-based wosksnasthat
NEs always provide too much information [24]. From an information thetic perspective, this is a
rough criteria that may result in unnecessarily sanitizamegy general termse(g., “Europe” results in
more than 1.000 million hits in Bing, which results in veryMdC); at the same time, very informative
terms are omitted because they are not N&g.(the concept “metastatic pancreatic carcinoma” provides
around 6.300 hits in Bing, which provides a comparativelycmhigher IC). Moreover, the reliance on
NE detection results in a fixed sanitization criterion thatraat be configured for specific scenarios and
sanitization needs, which is usually desirable [9].

As discussed in Section I-A, other related works enabled aerflexible sanitization by relying on
a theoretical formulation of the desired privacy level. he t-plausibility [19], K-safety[16] and k-

confusability[9] models, authors consider that a document is safely igeditf it is indistinguishable

http://opennlp.apache.org/
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from at leastt — 1 or k£ — 1 other documents. However, as acknowledge by the authofs[ setting
up sanitization parameters is difficult and non-intuitivedogse their influence in the sanitized text would
depend on variables like the amount of available documénésdocument size, the granularity of the
knowledge base (in approaches relying on them) or the anafusdnitized terms.

Our work also enables a flexible, but more intuitive, saniira Assuming éaseline amount of infor-
mationthat an attacker possesses, our goal is to sanitize thase that provideadditional information
This baseline amount of information configures the desiredapyi level, so that if one pursueshigh
level of privacy alow amount of baseline informatiomould be assumed, sanitizing many terms because
they could easily revealewinformation, and vice-versa.

To intuitively configure this baseline value, we compute it@ding to theamount of information
provided bythe most concrete featu(e) that one would like toevealabout a private entity. For example,
if we wanted to hide the specific address of a company (supptosbd located inSilicon Valley, San
Francisco, Californig but reveal its approximate location (because it is assuimé@ known and retains
some document’s utility), we could specify that= “United States” or ¢ = “California”. Then, to
set thebaseline amount of informatiors), we compute thd Cyy s (). If one desires to protect several
features of a private entitye(g., activity, location), one can specify a set of featudes= ¢1,..., k.
Then, g will correspond to the IC of thenost concretdeature {.e., the one that providesmaximum
information:

Definition 2: Given the set of feature$ = ¢, ..., that one would like to reveal about a private

entity, the baseline amount of informatighis computed as:

B = vl:rpliaggp(l Cwse(gi)) )

In our method,5 acts as asanitization thresholdany term extracted froml that provides more
information thang, should be sanitized to avoid revealing more informaticanthkesired.

Definition 3: Given the sefl” of NPs extracted frona, the set of terms to be sanitized ) is:

U ={NP, € T|ICwse(NF;) > 3} 4)

Note that5 can be configured using linguistic terms that are coherertt thié document’s scope,
domain, and sanitization needs, providing a more intuitiay to control the sanitization behavior than
the use of abstract numerical parameters. Many authorgdat the use of linguistic terms is the most

preferable way to express user preferences [34].
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B. Sanitizing sensitive information

Detected sensitive terms should be removed/transforméthsthe amount of information they provide
is annulled or, more desirably, reduced enough. Since sé&mamte the mean to interpret and extract
conclusions from the analysis of textual data, the retentibtext semantics is crucial to maintain the
utility of documents [35], [11]. As shown in Section I-A, mastlated works €.9.,[16], [23], [2]) and
classic sanitization approaches.d., [20], [21]) simply remove sensitive text, an action that exely
hampers document’s semantics and, hence, utility [19].a€&lé this problem, recent methods [19], [9],
[24] propose replacing sensitive information by geneealizersions€.g., “iPhone” — “cell phone”). In
this manner, the document still retains a degree of sensafaial hence, a level of utility) while revealing
less information. To enable term generalizations, a kndgéebase (KB) modeling the taxonomic structure
of terms to sanitize is needed.

We also rely on KBs and term generalization as the way to igantext, exploiting it from an
information theoretic perspective. Our method is genaraligh to be applied to any KB with a taxonomic
backbone €.g., structured thesaurus, folksonomies, ontologies, etcihénfollowing, we detail the KBs
that are useful in a general-purpose scenario.

1) Knowledge basesAn ideal KB for text sanitization should have two desirabdatiires. First, it
should provide a highecall, so that it covers as many sensitive terms found in the inpatichent as
possible. This is because, if a sensitive term is not fountiénkB, the only option to sanitize would be
to remove it [16], to replace it by a random entity [24] or tdstitute it by the most general abstraction of
the KB. In all cases, an excessive loss of information witloc Some authors rely on ad-hoc constructed
KBs offering a high recall for the sanitized documents [32], [23], [16], [9], but this is neither feasible
nor scalable in environments with large and heterogeneangization needs. Second, the KB should
offer adetailed knowledge representatico that fine grained taxonomical trees of generalizationsea
obtained for a sensitive term. In this manner, the loss ajirmftion resulting from each generalization
step will be minimized.

The obvious choice for general-purpose sanitization metio@/ordNet [25]. It is a domain-independent
knowledge source that describes more than 100,000 concEptse are linked by means of semantic
relationships such as hyponymy/hypernymy, meronymy, ¥lordNet offers a detailed and coherent
structure, because it has been manually developed by kdgelengineers [25]. Due to its desirable
characteristics, several methods [19], [9] have used iteegplize sensitive data. However, WordNet

offers a limited coverage of NE®.g., proper nouns, locations, brands, etc.) [27]. Moreover, ddeis
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concepts in a general manner, so that it rarely cover comypix At the same time, these terms are the
typical focus of sanitization due to their high specificity.

To improve the recall, other repositories can be used. Thex@jrectory Project (ODP)is the largest,
most comprehensive human-edited directory of the Web. Thpose of ODP is to list and categorize
web sites. Manually createdategoriesare taxonomically structured and associated with relatet w
resources. This structure can be used in the same manner @d&Vdo retrieve term generalizations.
The advantage is its large size and high recall, with more fhamillion categories covering up-to-date
NEs.

In this work, we use both WordNet and ODP even though Wordg®en its higher taxonomic
coherency, is preferred in cases in which terms are foundih tepositories.

2) Optimal generalization of sensitive dat&rom the data utility perspective, an optimal sanitization
is such that, while fulfilling the desired level of privacy, mmizes the loss of information resulting from
hiding sensitive data. In our method, the level of privacgteted by the sanitization threshgld so that
none of the terms appearing in a sanitized document provite imformation tharg. At the same time,
sanitized terms could retain up-to of their original information i(e., semantics), so that they are still
useful while being general enough to minimize the disclesisk. To achieve these, we rely on term
generalization to reduce the amount of information prodilg sensitive terms while retaining a degree
of their semantics.

Given a setl of terms to sanitize, we propose replacing them by theineralizationghat provide
the maximum information while fulfilling3. By picking up the most informative generalization, the
sanitized document retains maximum semantics and, hetiligy, To do so, eachVP; in ¥ is mapped
to its conceptual abstraction in the KB. When found, the KBumes a hierarchy of generalizations
H; = hyy — ... — hy to which N P; belongs. For example, if we look fdiPhone” (covered by ODP,
but not by WordNet), ODP will return the hierarch{fPhone” — “Smartphones”— “Handhelds” —
“Systems” — “Computers”. Then, our method selects the generalization that sanifizBsby looking
for the h;; in H; that provides maximum IC while fulfillingg.

Definition 4: Given a hierarchy of generalizatiod$; = h;; — ... — h;; corresponding taV F;, and

a sanitization threshold, the sanitized generalization &f P;(T'(N P;)) is selected as follows:

I'(NP) = arg max (ICwse(hi)) (5)
th‘GHi|ICWSE(hi)<5

2http://www.dmoz.org/docs/en/about.html
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If NP;is not found in any KBs, we look for its simpler forms by itévaly removing adjectives/nouns
starting from the one most on the lek.§., “metastatic pancreatic cancer™ “pancreatic cancer”
— “cancer”). This improves the recall of specific NPs, which are hardly tbim some KBs, while
maintaining the core semantics. Only when the simplest fof'V P; is not found in any of the KBs (for
example, if it is misspelled)V P; will be replaced by the most abstract generalizatiew.( “world”).

Note that this process provides optimum sanitizationsafidigg the fulfillment of the desired privacy
level and the maximization of the document’s utility) in affickeent manner with regards t6 and the
background KBs. Computationally, our method scald$¥| - g), where|¥| is the number of terms to
sanitize and; is a constant stating the maximum number of generalizafimneach term. This is several
orders of magnitude lower than other knowledge-based rdstfgog.,[16], [19]), for which the optimal

generalization ends to be NP-hard.

TABLE |
ENTITIES, FEATURES() AND THRESHOLDS() USED IN THE EVALUATION, WITH ASSOCIATED HIT COUNTS(IN MILLIONS,

FROM BING) AND IC VALUES

Entity (type) ‘ hit_count ‘ I1C(Entity) ‘ Summary ®p ‘ hit_count ‘ B =1IC(p) ‘
Wozniak American computer engineer and Steve Jobs 55 M 5,99
(Anglo-Saxon 8,4 M 8,7 programmer who founded Apple Inc. with Engineer 226,7 M 3,94
person) Steve Jobs. Apple 776,3 M 2,17
Gaudi Spanish/Catalan architect of Catalan Reus 457 M 6,26
(Spanish 18 M 7,6 Modernism. He was born in Reus. His Architect 168,8 M 4,37
person) work is concentrated in Barcelona. Barcelona 409 M 3,09
Dreamworks American film studio which develops, Shrek 52,4 M 6,06
(Anglo-Saxon 115 M 8,25 produces, and distributes films, video Producer 284,8 M 3,62
organization) games and television programming. Hollywood 3924 M 3,15
PortAventura Spanish theme park and a resort in Saloy, Salou 122 M 8,16
(Spanish 3M 10,18 Catalunya; by the Mediterranean, close t¢ Catalunya 52,7 M 6,05
organization) Barcelona. Mediterranean | 129,7 M 4,75
Yellowstone U.S. national park located primarily in thg National park 832 M 5,39
(Anglo-Saxon 60 M 5,86 state of Wyoming although it also extends Wyoming 159 M 4,46
location) into Montana and Idaho. North America | 302,6 M 3,53
Tarragona Capital of a Spanish province located in | Catalunya 52,8 M 6,05
(Spanish 48 M 6,19 the south of Catalunya on the north-east jofMediterranean 113 M 4,95
location) Spain, by the Mediterranean. Province 280 M 3,64
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I1l. EVALUATION

In this section, we evaluate the behavior of our method fram perspectives: (i) the accuracy in
detecting sensitive information, focusing on its influeneehie disclosure risk, and (ii) the retention of
document semanticg.€., utility). Our method has been compared with general-puepassupervised

strategies based on NE detection and/or term suppression.

A. Evaluation dataset

General-purpose related works usually evaluate their ogistby means of synthetically-created datasets
that fit with their sanitization models. In K-safety/K-cosfbility models [16], [9] authors compile a
minimum set of document/entities to perform the anonynoratin other cases, the dataset is created
from terms appearing in WordNet [19]. This simplifies the diiteg; because datasets are, in some cases,
simple collections of potentially sensitive words, ratlttean natural language texts [16]. In other cases,
since all terms are found in their background KBs, the resafirtificially maximum [19]. These “ideal
conditions” suppose a simplification of the sanitizationlgpeon and, hence, results could significantly
differ from what could be achieved in a real scenario.

To test our method in a more realistic setting, we wsal raw texts containing highly sensitive
information. These correspond to Wikipedia English artiadésa set of entities of different domains.
Articles have been selected so that they desquérsonsorganizationsor locations This criterion offers
a favorable scenario for NE-based methods. Moreover, foh eatity type, we selected two types of
articles. The first one refers to Anglo-Saxon worldwide ergjtgo that NEs appearing in text will typically
be expressed in English. This eases the detection for Engéistet! NE recognizers because it increases
their chance of appearing “as is” in training data. The secomel refers to Spanish entities that, even
though their descriptions are written in English, could it NEs expressed by non-translatable Spanish
words or localisms. In this manner, we can compare the degfrénguage-dependency of our method
against those based on NE detection.

Evaluated entities are listed in Table I, together with thaitezation features() and hit_counts and
thresholds £). A brief summaryof each entity is also included in | to better understand #wese of
the features used to guide the sanitization. These have beleedpup so that at least the name of the
described entity would be hidden. Moreover, they offeradight degrees of generality so that we can

evaluate the influence of the thresholds in the utility of theitized document. To compute the IC of
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terms, Bing WSE have been used, fixing the total amount of irtleveb sites in 3.5 billions®

B. Sensitive data detection

The first test evaluates the accuracy of our method in autoaflstidetecting sensitive information,
analyzing its influence in the disclosure risk. As discussedeéction II-A, our method relies on the
assumption that sensitive data can be detected by comptnéiglC according to their distribution in
the Web. The goal of this first evaluation is to test the practicmdness of this assumption. To do so,
we requested two human experts to select and agree on whiok tee., words or NPs) could reveal
too much information for each entity and sanitization thatd. We refer to the set of terms selected
by the human experts d3. The detection accuracy is then quantified by meangre€isionand recall
measures.

Precision(eqg. 6) is computed as the ratio between the number of auicatiptdetected sensitive terms
(in ¥) that have been also selected by the human expem@)irand the total amount of automatically
detected termsi.e., |¥|). The higher the precision, the lower the amount of unnecgssanitization

would occur in the later stage.

v N Q)
v

Recall (eq. 7) indicates how much sensitive terms have been ddtelttés computed as the ratio

Precision =

- 100 (6)

between the number of terms i that also belong t62, and the total amount of terms detected by the
human expertife., |2]). The higher the recall, the lower the disclosure risk, beeaa lower amount of

potentially identifying terms would remain in the sanitizdocument.

T NQ

Recall =
12

- 100 (7)

F-measure(eq. 8) quantifies the harmonic mean of recall and precision:

F-measure— 2 - Recall - Precision (8)
Recall + Precision

Our method has been compared against a strategy based ontédfieate(like [9], [24]), using the state-

of-the-artStanford Named Entity RecognizZ@6]. The first three columns of Figure 1 show evaluation

3http:/iwww.worldwidewebsize.com/
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results for the different entities, threshold®( 5 values reported in Table I, which define the X-axis of
each graph) and evaluation measures.

Analyzing precision(first column of graphs in Figure 1), we observe that the NE-bashdma tends to
provide higher figures than our method. Precision mainly dépemn the amount of false positives that, in
our case, tend to be higher than for the NE-based one. This é&ibe©ur method tends to select complex
NPs as sensitive information. Complex NPs are those compagsseMeral words and/or those presenting
complex syntactic constructions that, when queried “asishe Web, tend to produce a relatively low hit
count, resulting in high IC values. This behavior is causedhaystrict terminological matching applied
by Web search engines. The NE-based method, on the contraitg, MRs not containing proper nouns.

Even though a high precision is desirable to incur in a lowdorination loss in the subsequent
sanitization stagerecall figures, shown in the second column of graphs in Figure 1, stiggas the
NE-based method suffers from a significantly higher disclesisk. Low recall implies that a number
of terms considered as sensitive will appear in the saditd@ument, regardless of what is done in the
second stage. Results show that our method produces sigtlifitagher recall values than NE-based
methods, achieving, in several cases, perfect (100%)tsedthlis shows that not only NEs appearing in
text provide too much information, but also NPs referring tmarete concepts. Differences are higher
when dealing with Spanish entitieise(, Gaudi, Tarragona, PortAventura), for which our method desibl
or even triples the recall figures of the NE-based method. Tligates that not only concrete NPs are
missed by NE-based methods but also an amount of NEs becausamancases, they refer to Spanish
localisms. For example, for the Tarragona entity, the NBgezer failed to detect NEs likBarragonés”
(the county in which Tarragona is located) ‘“@atalan” (Tarragona is located in Catalonia), which are
highly revealing. The case of PortAventura was more seridgosgeghe entity’s name was not detected,
resulting in an instant disclosure. This shows the limitadiof classifiers based on training data: they base
the recognition on the fact that the entity or a similar one baen previously tagged. When aiming at
designing a general-purpose method, training data mayenenhbugh when dealing with specific entities,
or they may be outdated with regards to recently minted iestifThis is however, the most common
sanitization scenario. In comparison, our method baseslébection on the fact that few evidences are
found in the Web. This is a more desirable behavior becausstisendata is detected when it is very
likely to act as an identifier. The reliance on the lack of evaenrather than on the presence of them
also avoids being affected by the data sparseness thatctdrdiras manual training/knowledge-based
models [28]. Moreover, contrary to tagged corpora, the Wigdr® up-to-date results and covers almost

any possible domain [28].
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Regarding threshold influencg&)( we observe that recall for the NE-based method usuallyedsess
(and, hence, disclosure risk rises) as thresholds decigasesanitization features become are more
general), a circumstance that would require a more exha&ustnitization. Precision values behave
inversely. We also observe that, since the NE-based metheslriui adapt its behavior to the sanitization
threshold, its accuracy would depend on the suitabilithefthreshold and the entities appearing in text. If
the threshold is more general than the average generalitfesffound in text, NE-based recall decreases
because many too informative terms are omitted. Inversehen the threshold is more concrete, too
many NEs will be tagged as sensitive, resulting in lower @ienoi On the contrary, our method adapts
its behavior to the sanitization needs maintaining recalli@s stable in the 85-100% range. Precision is
more variable; it tends to decrease when sanitization fegtibecome more concreiee(lower thresholds)
because of the above-mentioned tendency to detect temmgically complex NPs as sensitive data.

As a result of the differences between methods’ recakés, @isclosure risk), when comparing their
global accuracyife., F-measurg our method surpass NE-based ones in all cases (see thimhrcaf
graphs in Figure 1). Therefore, even considering precisiahranall as equally important, our method

produces a more accurate sanitization.

C. Utility-preserving sanitization

The second test evaluates the behavior of the utility-pv@sgrsanitization procedure detailed in
Section II-B.

As discussed in Section [I-B2, the utility of textual data igem by their semantics. To quantify the
amount of semantics preserved for a given docurmentd evaluate our method, we quantify gmr@ount
of informationprovided by its sanitization result (documeti} in comparison with the originad. This
guantification makes sense given that our sanitization ndethdbased ortaxonomically generalizing
terms; that is, terms id’ refer toconcept generalizationsf those referred irl, so that the semantics in
d' includes those provided hy.

The utility of &’ is measured by thamount of informatiorpreserved during the sanitization process,
as follows.

First, theamount of information provided by a documeh(i.e., /C(d)) is computed as the sum of
IC of its NPs.

IC(d)= )Y  IC(NP) (9)
VNP;ed
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Fig. 1. Evaluation results. For each entiprecision recall, F-measure(for the sensitive term detection stage) artiity (for

the term sanitization stage)
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Then, the utility of the sanitized documernt with respect tod is the percentage of preserved

information:

Utility(d') = I[g((g))

In this section, we present the utility figures obtained whamitizing sensitive terms for the entities

- 100 (10)

and thresholds used in the previous section. To contextuaind compare our utility values, we have

also implemented and evaluated the following sanitizativategies used by related works:

« WordNet-based generalizatiomhe same sanitization method described in Section |I-B, Hyinig
solely on WordNet (rather than WordNet plus ODP) to obtaimtgeneralizations. As discussed in
Section 11-B1, WordNet offers a limited coverage of concritams, such as NEs or specific NPs,
which usually correspond to sensitive data. Even though,esmtated works [19], [9] only use
WordNet to propose generalizations.

» SuppressionSensitive terms are directly removed from text [22], [2],][236].

To contextualize utility values, we have also computed tlildgyuresulting from anideal sanitization
This is such that, for a given set of sensitive terms and a tlibids3, each termt is replaced by a
generalizationI((¢)) that provides the same amount of information as the thtdshe., IC(T'(¢)) = ).

In this manner,3 is fulfilled while resulting inminimal information loss This scenario can be only
achieved if the KB provides the ide&lt), which is extremely rare. However, by quantifying the degre
of utility preservation under ideal circumstances, we cainasm upper-bound, contextualize the analysis
and evaluate the suitability of the KB, whose taxonomic glarity enables a more or less accurate
approximation of the ideal generalization. The ideal wytifiteservation value is computed by assuming
that each sensitive termhas been replaced byfatitious generalization that fulfillsC(I'(t)) = g.

Data utility for the different entities, thresholds and itiaation strategies are shown in the fourth
column in Figure 1.

Figures are consistent for the different tests and saniizattrategies. The best results are obtained
when replacing sensitive terms with the most concrete gdimation that fulfills the thresholds, using both
WordNet and ODP. Utility values decrease quite linearlynesdanitization threshold is more geneia.(
more exhaustive sanitization). Utility preservation rasground 20-45%, growing as thresholds increase.
Even though these values may seem low, they are close to takudper-bound, representing around a
60-80% of the total amount of information that can be presgrin ideal circumstances. Values are also

coherent to the fact that sanitized texts corresponds wrajdical sketches and detailed descriptions so
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that most of the information they contain can identify thesa#éed entity. Hence, even with the more
relaxed sanitization needsg, most concrete thresholds) much information should be mhidde

When applying the same method but relying solely on WordMtdity values are significantly worse
(i.e., less than half utility than with ODP+WN). This indicates thiatmost cases, sensitive terms could
not be found in WordNet and, hence, since no generalizate®stare available, they are replaced by the
most general abstractiond., “world” ), producing a high information loss. As discussed in Sedtid1,
WordNet offers a very limited coverage for NEs and concratasewhich are the focus of the sanitization
process. This shows the importance of using adequate KBsstst dse sanitization, so that the ideal
generalization can be more closely approximated. Obwotisé suppression of sensitive terms results
in the worst utility, with values that are below a 10% in mamses. This suggests that the quality of

the sanitized document has been severely affected.

IV. CONCLUDING REMARKS

In this paper, an automatic text sanitization method has lpreposed. It relies on the theoretical
foundations of the information theory and a corpus as glabahe Web to offer a general-purpose solution
that can be applied to heterogeneous textual data (and hyolN&s [9], [24]). Contrary to methods based
on k-anonymity models [16], [9], which deal with groupsiotiocuments with a similar structure/topic in
order to swap and replace sensible entities, our methodéstatsanitize each document independently.
Moreover, it offers a flexible and intuitive way (in compamswith abstract numerical parameters [19],
[16]) to configure the sanitization degree, based on donaeciBc linguistic features. Finally, special
care has been put in the preservation of document’s utdisya function of its semantics. General-
purpose knowledge sources have been used to reduce the taofounformation given by document
terms while maintaining, up to a degree, their semanticsluatian results, obtained for entities of
different domains, sustained the theoretical premisasyisiy a high detection recall in comparison with
general-purpose approaches based on trained classifiecanieat’s utility was also better retained, in
comparison with methods based on term suppression, withesatlose to the ideal sanitization and
coherent with sanitization thresholds.

As future work, some aspects can be improved to provide morerate sanitizations. First, as stated
in Section IlI-B, the term detectioprecisionsuffers when dealing with complex NPs, whose IC values
appear to be higher than what they should. This is caused bditlegent lexico-syntactical forms of
the same concept. As a result, IC values dependeom variability (i.e., synonymy). To obtain more

accurate IC values, we can use synonyms dictionaries otrcohsemantically equivalent NPs so that
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the final IC value can be computed as thenof the IC of each variation.

Moreover, it is important to note that our method, in the san@mner as most related works, sanitize
terms independently. However, some authors [36] have rtbdhe analysis of the relationship between
terms may increase the disclosure risk. Certainly,dbvccurrenceof terms €.g., medical conditions +
treatmenty may providemore informationthan the information obtained when analyzing them indepen-
dently. To quantify the amount of information provided byntetuples,collocation measuref30], which
also consider the amount of information provided by the couorence of terms, can be used in further

research.
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