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ARTICLE INFO ABSTRACT

The proper exploitation of vast amounts of event data by means of process mining techniques enables the
discovery, monitoring and improvement of business processes, allowing organizations to develop more efficient
business intelligence systems. However, event data often contain personal and/or confidential information
that, unless properly managed, may jeopardize people’s privacy while conducting process mining analysis.
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k:;gzgi: ieé;]anon Despite its relevance, privacy aspects have barely been considered within process mining, and the field of
Confidentiality privacy-preserving process mining is still in an embryonic stage.
Anonymization With the aim to protect people’s privacy, this article presents a novel privacy-preserving process mining

method based on microaggregation techniques, called k-PPPM, that increases privacy in process mining through
k-anonymity. Contrary to current solutions, mostly based on pseudonyms and encryption, this method averts
the re-identification of targeted individuals from attacks based on the analysis of process models in combination
with location-oriented attacks, such as Restricted Space Identification and Object Identification attacks. The
proposed method provides adjustable parameters to tune different anonymization aspects. Six real-life event

logs have been employed to evaluate the method in terms of process models quality and information loss.

1. Introduction

The data digitalization tendency has forced organizations to adapt
their classical management and monitoring models towards ICT-based
models. Business processes (or processes in short) are widely used
in the management arena to describe the set of activities to be con-
ducted as a way to meet business objectives [1]. Indeed, the success
of an organization mostly depends on the correct design, execution
and management of their processes [2]. Therefore, devoting efforts to
correctly designing, monitoring and managing the execution of business
processes is paramount for any organization. However, this represents
a time-consuming and laborious task, especially in large organizations
having lots of complex processes executed concurrently.

For traceability purposes, business processes are set to leave traces
in the form of events, represented as records describing well-defined
steps of processes executions. All generated events are recorded by the
organizational information systems and then stored in chronological
order in the so-called event logs. The objective perspective of event logs
on the execution of business processes makes them ideal for analytical
purposes. The meaningful exploitation of event data allows discover-
ing actual process executions, detecting misalignments between ideal
and actual process executions, identifying bottlenecks and proposing
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corrective countermeasures, optimizing resources, minimizing costs or
shortening times, among others. All in all, event logs contain valuable
information for organizations that, if properly exploited, can benefit
them to be more efficient, competitive and sustainable.

To meet the aforementioned challenges, the research field of process
mining (PM) [3] aims to develop automated process-oriented analy-
ses to extract high-level knowledge from event logs readily available
in today’s information systems. In general, three types of PM tech-
niques could be observed: (i) process discovery, ie., represent and
visualize process models from different perspectives (e.g., control-flow,
organizational, time, data...) using the information from event logs
without any additional knowledge, (ii) conformance checking, i.e.,
assess deviations between existing (and ideal) process models and those
reflected in the event logs, and (iii) process enhancement, i.e., extend
or improve existing process models using previous processes executions
information recorded in the event logs so as to better reflect reality.
Many organizations from different application domains, ranging from
healthcare and finance to manufacturing and logistics [4], are adopting
PM techniques to conduct internal analyses and readjust themselves to
the market demands.

With the advent of the Internet of Events [5], event logs have in-
creased in both size and complexity at a dizzying pace. In general, event
logs contain attributes related to the activity that has been conducted,
the resource responsible for that activity (typically, an individual) and
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the timestamp of its completion. Notwithstanding, in some application
domains, event logs might contain personally identifiable information
(e.g, full name, national ID number, passport number or social se-
curity number) or confidential information (e.g., health conditions,
socioeconomic status, ethnicity, sexual orientation or beliefs). Unless
properly managed, the release of these event logs, either premeditated
or accidental, clearly jeopardizes people’s privacy. To prevent these
setbacks, legal privacy regulations are gaining importance to settle
the proper management and processing of digital information. For
instance, the GDPR in the European Union [6] forbids the release or
sharing of potentially harmful information among organizations, such
as unprotected event logs in this case, and encourages the applica-
tion of privacy-by-design principles, such as lawful processing, data
minimization, pseudonymization or encryption, among others. Privacy
issues are more apparent in certain domains, such as the healthcare that
deals with highly confidential data (e.g, patients’ health conditions,
treatments, illnesses, etc.). Indeed, the continuous evolution of health-
care paradigms, such as smart and cognitive health [7,8], promotes
the use of PM analyses to acquire valuable knowledge and improve
care services, optimize resources and shorten treatment times [9].
Unfortunately, despite experts advice [10], privacy aspects are barely
considered within this field and, when addressed, countermeasures are
mainly based on pseudonymization or encryption [11].

To this end, privacy-preserving process mining (PPPM) [12], an emerg-
ing research direction in PM, studies means to preserve people’s privacy
during PM analyses so as to avoid disclosing personal or confidential
data to unauthorized parties. These techniques imply the distortion
(i.e., transformation) of event data, which impact on the utility of the
PM results, typically by lowering the quality of process models. Hence,
the main challenge of PPPM is to determine the best approach to distort
event data to counteract specific attacks, so that the quality of the
PM results is minimally affected, while reducing or averting disclosure
risks. These disclosure risks could either refer to (i) the seamless re-
identification of people from either event data or process models (i.e.,
identity disclosure), or (ii) the inference of confidential information
from the event log to personally identifiable information (i.e., attribute
disclosure). Although this trade-off between privacy and data utility
is well-reported in the literature on privacy protection, there is little
literature on privacy in the PM discipline.

1.1. Contribution and plan of the article

This article presents a specific, but very serious, concern that might
lead to privacy breaches if attackers properly exploit pseudonymized or
encrypted event logs through location-oriented targeted attacks. To face
this issue, we present a novel PPPM method, called k-PPPM, based on
microaggregation techniques to increase privacy through k-anonymity
during PM analyses. To the best of our knowledge, this is the first
approach using microaggregation to protect people’s privacy during
PM. The proposed method has been tested using six real-life event
logs, where different approaches to minimize information loss on the
anonymized process mining results have been assessed.

The rest of the article is organized as follows. Section 2 provides
some background on statistical disclosure control and microaggrega-
tion, and discusses current literature on PPPM. Next, in Section 3, we
illustrate the shortcomings of applying simple (but classical) strategies
to achieve confidentiality in PM, like pseudonymization or encryption,
which may not be enough to protect individuals’ privacy under certain
situations. In particular, we describe an attacker model based on the
inference of process models that enables people re-identification, when
combined with location-oriented attacks against targeted individuals,
such as restricted space identification (RSI) and object identification
(OI) attacks. To counteract these attacks, Section 4 presents k-PPPM,
a novel privacy-preserving technique based on microaggregation that
addresses PPPM through k-anonymity. As a result, the proposed method
modifies the event data so as to guarantee k-anonymity with an eye
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to minimize the distortion of the protected process models. Then,
Section 5 evaluates the impact of the proposed k-PPPM method by
measuring the distortion introduced to the process models discovered
from the protected event logs after applying k-PPPM in comparison to
the original event logs. Experiments have been tested with six real-
life event logs, and have demonstrated the usefulness of our solution.
Finally, the article concludes in Section 6 with some final remarks.

2. Background

The goal of this section is twofold. First, Section 2.1 introduces
general concepts about privacy protection and privacy models, such
as statistical disclosure control, microaggregation and the k-anonymity
model. Later, Section 2.2 provides relevant literature addressing PPPM.

2.1. Privacy protection: Statistical disclosure control and microaggregation

Many privacy protection strategies have been proposed to face pri-
vacy issues at different stages, including data storage or data retrieval,
such as database privacy, search engine privacy or private information
retrieval, among others. In particular, we concentrate on statistical
disclosure control (hereafter, SDC), which lays the foundation for the
design of the presented PPPM method.

SDC comprises a group of methods aiming at reducing the risk of
disclosing sensitive information about individuals [13]. These tech-
niques are to be applied before the release of the so-called microdata
sets, ie., datasets containing records with information referring to
identifiable individuals. Each record contains multiple attributes: direct
identifiers (e.g., full name or national ID number), key attributes (or
quasi-identifiers, e.g., genre or birth date), and other data attributes, ei-
ther confidential (e.g., medical, financial or beliefs) or non-confidential.
SDC techniques modify the information from microdata sets in such a
way that (i) individuals cannot be re-identified or associated to any
record from the released microdata set (i.e., identity disclosure), or
(ii) confidential data cannot be inferred to individuals based on the
released microdata set (i.e., attribute disclosure). In general, minimiz-
ing the disclosure risk, which increases the privacy level, results into a
poor data utility. In this sense, SDC can be observed as an optimization
problem due to the existing trade-off between the disclosure risk and
the data utility.

There exist several categories of SDC methods, such as data sup-
pression, swapping, noise addition or microaggregation. In particular,
microaggregation [14] relies in the publication of microdata sets whose
records are indistinguishable from, at least, k-1 other records (where k
is the privacy threshold). This procedure implies grouping records into
clusters, i.e., creating a k-partition, according to two conditions: (i) each
cluster must contain, at least, k records, and (ii) the within-cluster
records should be as homogeneous as possible. Once all records are
clustered, they are replaced by the average of the cluster’s records, i.e.,
the centroid. Nevertheless, determining the optimal k-partition is an
NP-hard problem [15], thus heuristic approaches are used to determine
an approximate optimal solution in a reasonable time. The Maximum
Distance to Average Vector (MDAV) [16], k-member [17] and One-
pass K-means Algorithm (OKA) [18] are well-known microaggregation-
oriented clustering heuristics. It is worth emphasizing that these algo-
rithms differ from classical clustering algorithms, such as k-means or
hierarchical clustering. Whereas microaggregation-oriented clustering
algorithms require a minimum number of records per cluster (the
privacy threshold), classical clustering algorithms are constrained by
the number of clusters, without a minimum number of records per
cluster. By replacing records with centroids, microaggregation pro-
vides the microdata set with the k-anonymity property [19]. Despite
its limitations, which are overcome in more robust models such as
[-diversity, t-closeness or p-sensitivity, k-anonymity still stands as a
widely accepted measure for privacy preservation at a first stage.
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2.2. Privacy-preserving process mining

PPPM research is gaining momentum: the global awareness on
data privacy, the recent enforcement of privacy legislations and the
definition of the FACT principles (fairness, accuracy, confidentiality
and transparency), aligned to conduct responsible process mining [20],
have motivated researching privacy-preserving strategies for PM anal-
yses in the recent years.

There are many application uses in which the use of PPPM is
fundamental, particularly in domains dealing with confidential data.
First, in situations where PM analyses need to be externalized to third
parties (because the institution itself is not capable of), some pre-
processing on the event logs needs to be conducted so as to limit the
third-parties’ ability to retrieve private information of the individuals
beyond the very PM results. Also, situations where PM requires event
logs from multiple organizations (called cross-organizational process
mining), in which the execution of a process is not conducted in a single
organization, but by a group of independent organizations, could arise
privacy issues. Besides, the worldwide trend towards open data models
for transparency purposes also entails the necessity to apply privacy-
preserving techniques on event logs in case to be shared or released.
In this case, the application of these techniques is paramount due to
the observed individual uniqueness in event logs that might enable re-
identification risks [21]. Last, PPPM could be seen as safeguards or
preventive countermeasures against data leakages or data thefts. All in
all, when privacy aspects are considered within event logs, they can be
labeled as high quality [10].

The main privacy challenges associated to PM in human-centered
industrial environments are classified in [22] according to their na-
ture, either technological (e.g., data minimization, data aggregation
or transparent processing) or organizational (e.g, processing consent,
auditing or data breaches procedures). To address them, general recom-
mendations and good practices guidelines are provided, such as storing
encrypted data. Further practical guidelines about the anonymization
of event data are also discussed in [23]. Recently, after synthesizing
existing literature on PPPM, Elkoumy et al. [24] identified the main
threats and requirements to be met in PPPM methods, and highlighted
future research challenges.

Initial studies proposed the achievement of confidentiality within
event logs by means of pseudonymization or encryption strategies.
For instance, Burattin et al. [25] presented a complete framework for
hiding confidential information from event logs using symmetric and
homomorphic encryption when outsourcing PM analyses. In the same
line, Tillem et al. [26] proposed a modified version of the alpha algo-
rithm (one of the very first PM algorithms) to discover process models
from encrypted event logs in a privacy-preserved fashion. Within a
cross-organization context, Liu et al. [27] proposed a trusted-third-
party scheme dealing with either public process models, which are
shared across organizations, and private models, which limit confiden-
tial and/or additional information. More recently, Rafiei et al. [28]
analyzed the weaknesses and open challenges of event data encryption,
and proved that confidentiality cannot be achieved by merely encrypt-
ing all data in [29]. To this end, authors presented a confidentiality
framework based on the encryption and abstraction of event logs to
discover process models and social networks [29]. Last but not least,
Michael et al. [30] designed a GDPR-friendly privacy-preserving user-
centered system for PM using an ABAC-based authorization model, that
enables tracking who does what, when, why, where and how, with
personal data.

Beyond encryption, Pika et al. [31,32] recently analyzed the privacy
requirements for process models in the healthcare domain, and assessed
the suitability of existing data transformation techniques, namely noise
addition, suppression and encryption, anonymize attributes’ values
within event logs. Authors observed that the proper selection of these
techniques can help interpret and improve the accuracy of the PM
results, although they highlight that the quality will largely depend
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on the very characteristics of the event logs and the goals of the PM
analyses. To address these challenges, authors described a theoretical
PPPM framework for supporting healthcare PM analyses as well as a
privacy metadata model to capture the history of all privacy-preserving
transformations applied on the event logs. Similarly, Rafiei and van
der Aalst [33] also explored common transformation techniques to
anonymize event log attributes, such as the suppression of activities
or the generalization of temporal attributes, and presented an XML-
based extension for defining the privacy metadata model used within
privacy-preserved event logs.

More generally, Fahrenkrog-Petersen [34] outlined the main pri-
vacy guarantees to be achieved within PPPM, and highlighted two
main strategies: event log sanitization, i.e., pre-process event logs to
guarantee a certain privacy level, and privatized process mining, ie.,
develop PM algorithms that generate PM results guaranteeing a certain
privacy level. With regards to the first strategy, PRETSA [35] is an
algorithm that achieves the t-closeness property within event logs, by
removing personally identifiable information and discarding infrequent
(and potentially identifiable) behavior. Consequently, PM analyses re-
quiring the behavior, performance or role of particular individuals are
not possible. With regards to the second strategy, Mannhardt et al. [12]
presented a holistic privacy model for process discovery based on
differential privacy. In this context, the privacy guarantees lie on the
addition of noise to the resulting process models without distorting
event data. This framework successfully correlated the utility of the
protected processes models with the number of traces variants (infre-
quent behavior) within event logs. However, the high complexity of this
method involves some constraints, such as the length of the traces or
the kind of information that can be discovered from individuals. Both
solutions have been integrated in the publicly available web application
called ELPaaS [36].

Facing a more user-centric approach, the authors in [37] observed
the feasibility to re-identify individuals by analyzing the distribution of
sensitive attributes in event logs when combined with location-based
attacker models. Authors proposed a novel method to distort these
distributions, while minimizing the impact on the protected process
models.

Although most studies concentrate on the control-flow perspective
of processes, some of them also consider the privacy issues related
to other perspectives. For instance, Rafiei and van der Aalst [38]
highlighted the privacy issues associated to the organizational perspec-
tive, and presented a decomposition method for discovering people’s
roles in a private fashion against frequency-based attacks, in which
attackers know the relationship between activities and individuals, the
most/least frequent activities or the first/last activities. Furthermore,
the privacy issues associated to the discovery of process models from
the case perspective are discussed in Rafiei et al. [39]. In this investiga-
tion, authors introduced the TLKC-privacy model using a group-based
anonymization to avert case linkage and attribute linkage attacks.
Despite the remarkable results, the method was tested using only one
event log, and future work implementing smarter pruning algorithms
to minimize the computational time will be desirable. More com-
prehensively, an in-depth analysis of group-based privacy-preserving
techniques considering different attacker models is provided in [40].
Similar to ELPaaS, another open-source web-based application, called
PPDP-PM [41], has integrated these privacy-preserving techniques.

Last but not least, recalling the cross-organizational process mining
concept, Elkoumy et al. [42] recently proposed Shareprom, a secure
multi-party computation tool enabling multiple parties perform basic
PM analysis over partial logs without sharing any sensitive informa-
tion from other parties. To overcome potential scalability issues, a
distributed divide-and-conquer scheme for parallel processing of event
logs was presented in [43]. Also, the tool relies on a differential privacy
mechanism to ensure that the PM results are protected against possible
privacy leakages [44]. Finally, an empirical evaluation of the trade-off
between disclosure risk and utility loss of the previous mechanism is
detailed in [45].
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Table 1

Example of an event log fragment with confidential data from a healthcare institution.
Event ID Case ID Patient Doctor Activity Timestamp Disease
239561 20AME7KJN Alice Brown Eric Jones X-ray test 2021-11-27 11:26:31 Lung cancer
239562 180KY9MBE Peter Stevenson Fred Grimes Admission 2021-11-27 11:27:04 Flu
239563 84FIQ6NKW Courtney Song Charles Smith Blood test 2021-11-27 11:29:51 Arrhythmia
239564 44GVB2IKD Whitney Johnson Tom Miller Prescribe medication 2021-11-27 11:31:28 Arthritis
239565 96UJS3AXZ Yi Sun Jimmy Adams Screening 2021-11-27 11:31:46 Breast cancer
239566 180KY9MBE Peter Stevenson Fred Grimes Blood pressure test 2021-11-27 11:33:03 Flu
239567 74SXW8YTR Alec Dorsey Veronica Gibson End surgery 2021-11-27 11:35:17 Femur fracture
239568 96UJS3AXZ Yi Sun Jimmy Adams Mammogram 2021-11-27 11:36:03 Breast cancer
239569 77KRZ7KDU Darcy Griffin Frank Noah Sputum test 2021-11-27 11:36:58 Pneumonia
239570 42ITC2UPL Millie Hunter Tom Miller X-ray test 2021-11-27 11:38:12 Bone fracture
239571 84FIQ6NKW Courtney Song Charles Smith Prescribe medication 2021-11-27 11:39:02 Arrhythmia
239572 20AME7KJN Alice Brown Eric Jones Prescribe medication 2021-11-27 11:40:33 Lung cancer
239573 90CEOINBO Timmy Hunter Ann Zigber Blood pressure test 2021-11-27 11:41:39 Viral infection
239574 87MUW3NVX Damian Lee Susan Leonard Blood test 2021-11-27 11:42:05 Diabetes
239575 54FGJ4ECZ Kenny Johnson Estelle Edmund Blood pressure test 2021-11-27 11:43:40 Viral infection

3. Re-identification using event logs from public places: Towards
targeted location-oriented attacker models

Pseudonymization and encryption are GDPR-friendly measures to
obfuscate personal data for protecting individuals’ privacy. Despite
their popularity, unfortunately these techniques do not offer enough
protection against certain location-oriented attacks. This section elabo-
rates on the drawbacks of pseudonymization or encryption techniques
to counteract specific attacks, and the potential privacy issues that
could be raised. More specifically, we show how the individuals within
an obfuscated event log could be re-identified or linked to confidential
data when an attacker, who has access to the event log, has also gained
physical access to a public place inside the organization. In particular,
these attacks are feasible in organizations with free-public access, such
as hospitals, emergency units, banks or governmental institutions, in
which attackers can jeopardize people’s privacy if they acquire enough
background knowledge. To this end, first we formalize the notation
used throughout the article in Section 3.1. Then, in Section 3.2, we
demonstrate the potential privacy concerns arising from the release
of event logs obfuscated with the aforementioned classical techniques.
Finally, in Section 3.3, we formalize an attacker model able to disclose
unauthorized information from targeted individuals within this kind
of event logs, by modeling their activities and inferring their process
models.

3.1. Notation

Let &€ be the universe of all events, .4 be the universe of all attribute
names, and §,(e) be a mapping function to obtain the value of an
attribute a € A from an event e € £. Each event e € € is a record with,
at least, attributes {id, case, act,ind, time, conf }. More specifically, §,,(e)
is a unique event identifier, &, (e) is the process instance identifier
related to event e,' §,,(e) indicates the activity performed, §;,,(e) indi-
cates personally identifiable information of the individual (resource)
responsible for event e, §,,,.(e) refers to the occurring timestamp of
event e, and §,,,/(e) indicates confidential information about the in-
dividual. Let 7 be the universe of all traces, a trace t € 7T is a
chronological sequence of unique events associated to a single process
instance, ie., t = {ej,...,e,), where n is the length of the trace ¢. All
together, an event log L is a set of traces, L = {¢,, ... ,1,}, where m is the
number of traces, such that each event appears only once in the entire
event log L. Table 1 depicts an event log example with confidential
information within the healthcare domain.

By means of process discovery algorithms, the event data within
an event log L could be represented as a process model M using a

1 The case attribute could refer to, for instance, a treatment code within the
medical context, an order number within an e-commerce or a claim number
within an airline company.

modeling notation language (e.g., petri nets, BPMN, graphs, transition
systems, YAML...). Process models could represent a wide variety
of event log information: for example, considering the event log in
Table 1, one could discover a unique process model by considering
all the events so as to have a global vision of the functioning of the
healthcare institution, discover the process models of patients with the
same disease so as to have a particular vision of the medical paths for
each disease individually, or discover a process model for each patient
or doctor so as to know which cases are more complex, efficient or
time-consuming (i.e., resource behavior).

3.2. Simple strategies for privacy protection: Common approaches and
problems

When applying simple privacy protection techniques, confidential-
ity might not be guaranteed in some cases, and attackers could exploit
particular attacker models to avert it.

A straightforward transformation would be the suppression of either
personally identifiable information or confidential data from event logs,
as suggested in [23,31,35]. Despite the privacy enhancements, the
utility of the data decreases dramatically, and PM results might omit
valuable knowledge. Also, some PM analyses, such as organizational
analyses, resources-oriented analyses or performance analyses, are no
longer possible.

Pseudonymization, a recommended practice in [6,46], is a popular
technique to transform personally identifiable information into faux,
synthetic identifiers, called pseudonyms. The strength of this technique
lies in the separation of confidential data from people’s information into
different data sources: only authorized users are able to retrieve the
identity behind each pseudonym and, therefore, associate confidential
data to individuals. From a PM perspective, process models do not
suffer any distortion; however, they cannot be directly associated to
particular individuals, only to pseudonyms and, hence, there is no
direct relationship between people’s identities, their process models and
people’s confidential data.

Similarly, data encryption is another well-known technique to guar-
antee confidentiality in accordance to GDPR recommendations [22,47]
and PPPM literature [25,26,28,32]. By means of cryptographic func-
tions, the event data is encoded into unreadable data and, unless using
the appropriate decryption key, people’s identities and confidential
data remain undisclosed. However, applying PM analyses on encrypted
event data decreases the utility of the process models, since they would
lack from semantics and readability.

Both pseudonymization and encryption techniques share a common
fact: personally identifiable information is obfuscated into unreadable
data. Unfortunately, these transformations are commonly static, ie.,
a certain text x in the original event log is always replaced by the
same unreadable text x’ in the pseudonymized/encrypted event log.
So, anyone could figure out that all events with the same value x’
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Fig. 1. Attacker model for re-identifying targeted individuals through location-oriented
attacks in pseudonymized or encrypted event logs.

would belong to the same individual, even though his/her identity
is unknown. This lack of robustness leads to frequency attacks that
attackers exploit to break the confidentiality of the released event
logs [37]. Ideally, this could be averted by transforming an original text
x into multiple and different unreadable texts x/,x/, .... From a privacy
perspective, this scheme is a clear 1mprovement However, it limits the
PM analyses, especially for resource behavior analysis, since there is
no way to group the events/traces of the same individual. Despite the
weaknesses, PPPM literature dealing with encryption [25,28] focuses
on static transformations.

3.3. Problem formalization: The attacker model

This section formalizes an attacker model able to disclose the iden-
tity of an individual or retrieve their confidential data from
pseudonymized or encrypted event logs. More specifically, we show the
potential privacy issues that could emerge when combining location-
oriented attacks with the analysis of activities and the inference of
process models in institutions with free-public access. This attacker
model is illustrated in Fig. 1, whose steps are detailed next.

Let L be an event log describing the activities carried out by people
in an institution with free-public access (e.g., employees from a public
hospital, public administration. ..) that manages confidential data. It is
apparent that L cannot be released unmodified, because it associates
confidential data to personally identifiable information.

Therefore, for confidentiality reasons, the institution decides to
either pseudonymize or encrypt the personally identifiable information,
and outputs L’ (step (D). To enable the attack, we assume that the
attacker has access to L', because either it has been released for
transparency purposes, shared with another institution, or obtained
through malicious ways (e.g., data theft), and he/she aims to exploit
such information for disclosing private information. Also, we assume
that L cannot be recovered from L', so the attacker starts the attack
with the information in L’ only.

First, all the events in L’ are separated according to the value
of the attribute ind, which contains the obfuscated value of the in-
dividual’s identity. If L’ contains information about p individuals,
namely I’ ,12’,...,11’}, then L' is decomposed into p sub-event logs,

L’I,,L’I,, s L’I,, each of them with the events of a specific individual
P

(step @). For each of these sub-event logs, the attacker discovers its
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Fig. 2. Scenario of an RSI/OI attack in the waiting room of a hospital. An attacker is
tracking the behavior/activities of potential victims in a restricted space.

corresponding process model MI,,M; ,s M; ’s
b

respectively, from a
control-flow perspective using a specific resource behavior discovery
algorithm. In this sense, each process model represents the workflow
of activities (i.e., behavior) performed by an unknown individual (step
(®). The attacker has hence acquired a background knowledge that
relates each individual’s obfuscated identifier to an individual’s process
model (step (@). Since people’s real identities cannot be retrieved
from the obfuscated identifiers, the attacker takes advantage of the
discovered process models to break confidentiality.

Then, the people’s re-identification phase begins. The proposed
attacker model is based on restricted space identification (RSI) and
object identification (OI), well-known attacks against Location-Based
Services that imply the approximate contact of the attacker with the
targets. The attacker selects a targeted individual (victim) I, to ex-
pose, whose identity is obfuscated in L’ and, hence, unknown for the
attacker. To conduct this kind of attack, the attacker stays physically
close to the victim and tracks all the activities that he/she performs in
the organization. Fig. 2 illustrates an attacker conducting an RSI/OI
attack in the waiting room of a hospital (i.e., a restricted space —
RSI-) to different victims (i.e., the targets of the attack —OI-). After a
reasonable period of time, this observed information is cross-correlated
with his/her background knowledge. As a result, the attacker would be
able to describe the behavior of the victim I, as a process model M,
(step ®).

Finally, the attacker compares the observed process model M
against all the process models from his/her background knowledge

M’ ,,M},,.. ) using some distance or similarity function. The

attacker can 1nfer the obfuscated identifier of the victim I,, namely 1/
(for 1 < n < p), by identifying the process model M’, most similar to

. Hence, the attacker has correlated the identity of a victim I, to
an obfuscated identifier I! from L’, i.e., identity disclosure (step (®).
Additionally, the attacker can also infer the confidential data of I, as
those information associated to I in L’, i.e., attribute disclosure (step

@)
4. The k -PPPM method

This section presents k-PPPM, a novel microaggregation-based
method for conducting PPPM. Due to the feasibility to infer process
models when conducting location-oriented attacks, in which simple ob-
fuscation techniques fail, the proposed method distorts the event data
in L to create a privacy-preserved event log version L’ that renders the
background knowledge acquired by the attackers useless. In addition,
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Fig. 3. Step-by-step scheme of the proposed k-PPPM method.

k-PPPM aims to minimize the disclosure risks while maximizing, as
much as possible, utility of the event logs and the process models to
be discovered.

More concretely, given an event log L, k-PPPM clusters similar
individuals into groups of size k according to their process models,
being k a privacy threshold (k > 2). Then, each cluster selects a
representative process model, which is associated to each individual
within the cluster. All the individuals within the same cluster will
be represented by the same process model in L’ and, therefore, are
indistinguishable to an attacker conducting location-oriented attacks.
Inspired by the classical microaggregation techniques, this procedure
leverages the properties of k-anonymity. Although microaggregation
techniques have been extensively studied in many privacy domains, to
the best of our knowledge, this is the very first PPPM method founded
on them. Therefore, this method enables guaranteeing k-anonymity in
the protected event log.

First, Section 4.1 describes the main design decisions and imple-
mentation details of the proposed method. Then, Section 4.2 elaborates
on a security and privacy analysis of the event logs protected using k-
PPPM in comparison to event logs protected using pseudonymization
or encryption.

4.1. Implementation details

This section describes the implementation details of k-PPPM. For the
sake of clarity, the explanation is supported by Fig. 3, which depicts the
step-by-step transformations applied to an event log, and the outline of
the algorithm is provided in Algorithm 1.

The procedure begins with an event log L that describes the ac-
tivities of p individuals, namely I, I, ..., [ o whose identity must be
preserved (step (D). First, L is decomposed into p sub-event logs,
Ly,Lp,.s Ly, each of them containing the events of each individual,
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Algorithm 1 k-PPPM algorithm

Require:
L is a non-empty event log describing the activities of p individuals, where
p>0.
sim is a measure to assess the similarity between two process models.
clus is a microaggregation-oriented clustering algorithm.

k is a privacy level in the range, where 2 < k < p.
Ensure:
L'’ is a non-empty event log, whose events and individuals’ process models
are indistinguishable among k individuals.
1: function k-PPPM(EventLog L, Measure sim, Algorithm clus, Integer k)
2 List(Individual) individuals < getAllIndividuals(L);
3 HashMap(Individual, ProcessModel) models;
4: for all I, in individuals do

5: EventLog L L < getEventsFromIndividual(L, I,);

6.

7

8

9

> Steps @ and ®

ProcessModel M L < discoverModel(L ,’);
models.put(7;, M,' );
end for
: Matrix2D(Double) S;
10: for i < 1 to p do

> Step @
11: for j < i to pdo
12: Individual I; « individuals[i];
13: Individual 1 R individuals[;1;
14: Double dist « compare(models.get(7;), models.get(/ j), sim);
15: S[Ii][Ij] « dist;
16: SILIL] < dist;
17: end for

18: end for

19: List(List(Individual)) C « clustering(S, k, clus);
20: EventLog L';

21: for i < 1 to n do

> Steps ® and ®

22: List(Individual) ¢, < C[i]

23: EventLog L, < getEventsFromCluster(L, c,); > Step @
24: EventLog L « selectRepresentative(L, ); > Step
25: for j < 1to k do > Step @
26: Individual I; < ¢ljl;

27: EventLog L’,J « Lf;

28: for all event in L, do

29: 6;nq(€VENt) <—ob]fuscatePH(I s

30: end for

31: L'.append( L’l/ );

32: end for

33: end for

34: return L'; > Step

35: end function

respectively (step ). Next, for each sub-event log, a process model
M, .My, ....M, is discovered, from a control-flow perspective, using
some discovery algorithm. Each process model represents the behavior
of each individual as a workflow of activities, i.e., resource behavior
(step ®). It is noteworthy that these initial steps are identical to the
ones conducted by the attackers in order to reproduce their behavior
and decrease their ability to acquire the background knowledge.

With the microaggregation principles in mind, k-PPPM determines
that two individuals are similar if their process models are similar. To
do this, a similarity matrix S of length p X p is created, by comparing
all the pairs of process models between them using a given similarity
measure sim (step (@). Matrix S fulfills two properties: it is (i) symmet-
ric, i.e., S[I,1[1,] = S[I,][I,] because sim(M,ﬂ,M,b) = sim(M,b,M,ﬂ),
and (ii) hollow, ie., S[I,1[1,] = 0, because sim(M; ,M; ) = 0, in case
that 0 means total similarity.

Next, the microaggregation’s clustering phase begins. The aim of
this phase is to group individuals into clusters, in such a way that
the individuals within the same cluster are as similar as possible to
maximize within-cluster similarity (and, hence, minimize information
loss). Considering the information in .S, a microaggregation-oriented
clustering algorithm c/us is executed by specifying the number of
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individuals per cluster k (step (®). In particular, number k directly
refers to the privacy level of k-PPPM (for k > 2): the higher the value «,
the more privacy. It is noteworthy that maximum privacy is achieved
when k = p, since all individuals are grouped within a single cluster.
Besides, note that any of the microaggregation clustering algorithms
from the literature could be used. As a result, a set C of n clusters,
C ={cy,¢c,...,¢,}, is obtained, in which: (i) the number of clusters n is
equal to | p/k], (ii) each cluster in C is a group of k to 2k—1 individuals,
(iii) all p individuals must be assigned to one and only one cluster (step
®).

Once clusters have been created, each cluster must select its repre-
sentative (or centroid): a virtual individual that averagely represents all
the individuals within the same cluster. In k-PPPM, this representation
is observed from the process model perspective: the process model of
the representative must averagely represent all the process models from
all the individuals of the cluster. To create this averaged process model,
the original event log L is used. This phase requires two main steps: (i)
aggregation of individuals, and (ii) sampling of events, as explained
below.

At first, L is decomposed into n sub-event logs, L, L., L,
each of them containing all the events associated to all the individuals
within each cluster ¢, c,,...,c,, respectively. Each sub-event log L,
(for 1 < i < n) can be observed as an aggregator of events and traces
of all the individuals within each cluster ¢; (step (?). If these sub-event
logs would be exploited to represent process models, they would show
an aggregated behavior of the entire cluster’s individuals. Next, the
selection of the representative of each cluster ¢, is performed using the
event data in L . To do this, a number of traces from L, are randomly
sampled, and stored in LR, ie., LR is a subset of L, (step ®). The
number of traces to be sampled corresponds to the average of traces
per individual within the cluster. For instance, if a cluster ¢; has three
individuals (k = 3), and each of them has 19, 26 and 15 traces in L,
respectively, then L, would contain 60 traces, but only 20 of these
traces would be chosen for LR Thus, the behavior of the representative
is composed of partial behav1ors of k individuals. The sampling of the
traces is done at random, so k-PPPM is a non-deterministic method.

Once all clusters’ representatives have been selected, all the indi-
viduals within each cluster are replaced by their representative. To
this end, the event data in LR is replicated k times, one for each
individual within the cluster c;. . This step is paramount to break the
uniqueness of event data (and the individuals’ process models to be
discovered in them), since it duplicates the same information to k
different individuals and prevent direct identity disclosure. In addition,
instead of assigning each event to the personally identifiable informa-
tion of the individual (as it is in L), it is assigned to an obfuscated
identifier (either pseudonymized or encrypted) of the individual. The
event data associated to each obfuscated individual 7; (for 1 < 1 < p)
is stored in L’ (step (@). Formally, the event data in L’[ does no
longer assoc1ate personally identifiable information to confidential data
because its ind attribute is obfuscated. Finally, the method returns L', a
privacy-preserved event log resulting from the union of the p sub-event
logsL’,ie L’—L’IuL’2 UL’ (step 40).

The data transformations applied fSy k-PPPM on L in order to obtain
L’ are likely to degraded the quality of the individuals’ process models
to be discovered. Given a certain individual 7; (for 1 < i < p), the
original process model M, discovered from L and the protected process
model M discovered from L' will differ, because the latter is affected
by (1) the loss of events/traces that have not been chosen to be in
the cluster’s representative, and (ii) the new events/traces (originally
belonging to the other k — 1 individuals within the same cluster) that
have been chosen to be in the cluster’s representative.

4.2. Security and privacy analysis

This section provides a throughout analysis of k-PPPM regarding
data confidentiality in terms of security and privacy enhancements.

Journal of Information Security and Applications 68 (2022) 103235

More specifically, these properties are compared between the original
(unprotected) event log L, a protected event log version L’ obtained
after executing k-PPPM, and a protected event log version L” obtained
through pseudonymization or encryption.

With regards to security aspects, k-PPPM contributes to confiden-
tiality by obfuscating direct identifiers and breaking their direct linkage
with the confidential attributes in the event logs. Other security require-
ments, such as integrity, availability and authentication, are beyond the
scope of this method. Also, since the k-PPPM’s anonymization proce-
dure does not require external parties nor network communications,
the potential security concerns are relaxed, and the security of the
method lies in the distortion of the statistical properties of the event
data. Recalling confidentiality, k-PPPM is supported by the obfuscation
of personally identifiable information through pseudonymization or
state-of-the-art encryption techniques at the last stage of the algorithm.
These techniques guarantee the confidentiality of L’ as long as the
private cryptographic keys remain secret. As both L’ and L” rely
on pseudonymization or encryption, the confidentiality level of both
approaches is the same.

Significantly enough, the strength of k-PPPM lies in the privacy
guarantees added to the individuals appearing in L’, which contribute
to minimize the impact of location-oriented attacks, where classical
obfuscation techniques fail. Given an event log L', it can be noticed
that the event data and the individuals’ process models that can be
discovered are constrained by the k-anonymity model: (i) each trace
in L’ is assigned to, at least, k different individuals, each of them with
their own confidential data, which helps minimize attribute disclosure
risk, (ii) the same process model would be discovered in, at least, k
different individuals, which helps minimize identity disclosure risk, and
(iii) each process model represents the behavior of a group of, at least, k
individuals, instead of a single (and potentially identifiable) individual,
which helps minimize the identity disclosure risk as well.

Comparing the data in L’ and L, attackers gain different knowl-
edge when modeling people’s processes during their attacks, as illus-
trated in Fig. 4. Whereas p different process models can be discovered
in L” (and L as well), only » different process models can be discov-
ered in L'. Despite this information loss, k-PPPM is resilient to the
attacker model described in Section 3.3, since attackers are not able
to link the observed process model of the victim to their background
knowledge, but to a group of k indistinguishable individuals. Hence,
the re-identification risk is upper-bounded by 1/k.

Last but not least, note that the microaggregation strategy applied
in k-PPPM is slightly different in comparison to classical microaggre-
gation techniques used in SDC. In particular, we highlight two major
differences. On the one hand, there are some differences from a data
perspective: event logs (used in k-PPPM) cannot be directly understood
as microdata sets (used in SDC). Generally, SDC techniques suppress
the personally identifiable information in the microdata sets, and the
privacy guarantees reside on the ability to generalize or aggregate
quasi-identifier attributes. However, event logs rarely contain quasi-
identifiers, and the limitations of the PM analysis when completely
removing the individual’s information from event logs have already
been discussed (see Section 3.2). On the other hand, there are also some
discrepancies from an analytical perspective: the knowledge that can
be acquired from event logs is different to that of microdata sets. In
microdata sets, each record corresponds to an independent individual,
so there is no relationship between records. However, events do have
a relationship between them (mainly defined with the case and time
attributes), and these relationships are exploited in PM, such as when
discovering process models from the control-flow perspective. Conse-
quently, in contrast to classical SDC approaches, k-PPPM must preserve
individuals’ privacy at the same time that preserves the relationships
among events with the goal of maximizing data utility. A comparison
between the two microaggregation phases conducted in classical SDC
and in k-PPPM is provided in Table 2.
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Table 2
Comparison between classical SDC and k-PPPM.
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Classical SDC k-PPPM
Input Microdata sets Event logs
Objective Minimize within-cluster records distance Maximize within-cluster models similarity
Clustering Elements Independent records Process models, i.e., individuals
hase
P Criteria Distance measures: Euclidean, Process model similarity measures:
Manhattan, Minkowski, Chebyshev... VEO, VR, WD, DC...
Output Clusters of k to 2k — 1 records Clusters of k to 2k — 1 individuals
Input Clusters of k to 2k — 1 records Clusters of k to 2k — 1 individuals
Objective Compute a virtual centroid record, Compute a virtual centroid individual,
a within-cluster representative record a within-cluster representative process model
Representative Selection Average o-r r¥1ed1an of all the Random se}mplllrlg of thfe tTaces associated
phase records within the same cluster to all the individuals within the same cluster
Replacement Replace each record’s value Replicate the traces of the representative individual
by the representative’s value for all the individuals within the cluster
Obfuscation Remove direct identifiers and Obfuscate personally identifiable information
aggregate quasi-identifiers of individuals (attribute ind)
Output A microdata set containing, at least, k records An event log containing, at least, k individuals with

for each combination of quasi-identifiers

the same events and traces, i.e., process models

Ll

L

A
Y

L//

Pseudonymisation or
encryption of personally
identifiable information

k-PPPM Confidential
e =3 event log
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Fig. 4. Privacy enhancements between the proposed k-PPPM method in comparison to
pseudonymization or encryption methods.

5. Evaluation and discussion

This section presents the experimental evaluation of the k-PPPM
method. This evaluation aims to assess the impact of our privacy
protection model by focusing on the quality of the process models
discovered from the protected event logs L’ in comparison to the
corresponding process models discovered from unprotected event logs
L. First, Section 5.1 elaborates on the experimental setup designed to
evaluate the proposed k-PPPM method, and Section 5.2 discusses the
results obtained.

5.1. Experimental setup

The user-centric nature of k-PPPM leads to evaluate the process
models associated to each individual from a control-flow perspective.
More specifically, the quality of the results obtained using k-PPPM
is measured according to the following two research questions (see
Fig. 5):
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* Q1 — Individual distortion: How similar is the process model of an
individual I when discovered from the original event log (M),
and when discovered from the protected event log (M})?

* Q2 — Inter-individual distortion: Are the differences among the
individuals’ process models discovered from the original event
log (M My, M ,p) also maintained among the individu-

als’ process models discovered from the protected event log
M, M ..., M)
1 I I,

5.1.1. Process modeling notation and resource behavior discovery

In this article, process models are modeled as D/F-graphs, a generic
notation widely used in the PM field, intended to represent the relation-
ships between event data from dependency/frequency tables created
from event logs [48-50]. The use of graphs, despite their limitations
(e.g., concurrency), enables the discovery of process models from a
generic and high-level perspective, and avoids the restrictions and
constraints introduced by advanced modeling notations, such as Petri
nets or BPMN. This less-restrictive notation allows observing the very
impact of the proposed method on the quality of the process models.
Hence, a process model M = (V,E) is characterized as a weighted
directed graph, where V is the set of vertices representing the activities
of the event log L, and E is the set of edges representing the transitions
between two vertices from V' with a certain dependency w € [0, 1].
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Table 3
Properties of the event logs used to evaluate the k-PPPM method.
Name Availability Number of Number of Number of Number of Events per Traces per
events traces activities resources trace (Avg.) resource (Avg.)
BPI12 [54] Public 262200 13087 23 68 20.03 192.46
BPI13 [55] Public 6660 1487 7 584 4.48 2.55
BPI14 [56] Public 466 155 46507 39 242 10.02 192.18
BPI15 [57] Public 262628 5649 356 72 46.49 78.46
CoSeLoG [58] Public 8577 1434 27 48 5.98 29.88
TGN Proprietary® 122179 58836 36 280 2.08 210.13

aThis event log was collected by the authors in a real hospital institution in the area of Tarragona (Catalonia, Spain) for the purposes of this

research.

Table 4
Summary of the QS results grouped by parameter.
Event logs
BPI12 BPI13 BPI14 BPI15 CoSeLoG TGN Avg.
VEO 0.4 + 0.177 0.248 + 0.198  0.491 + 0.113  0.626 + 0.149  0.469 + 0.164  0.431 + 0.123  0.444 + 0.153
) VR 0.393 + 0.183  0.26 = 0.202 0.495 + 0.117  0.624 + 0.154  0.467 + 0.166  0.438 + 0.12 0.446 + 0.157
M wp 0.392 + 0.189  0.257 + 0.202  0.496 + 0.118  0.639 =+ 0.157  0.48 = 0.162 0.439 + 0129  0.452 + 0.155
DC 0.387 + 0.182  0.245 = 0.198 0.5 = 0.119 0.649 + 0.153  0.485 + 0.169  0.435 + 0.128  0.45 + 0.158
MDAV  0.363 + 0.182  0.195 + 0.188  0.479 + 0.114  0.631 + 0.151  0.466 + 0.15 0.399 + 0.121  0.422 + 0.151
. KM 0.368 + 0.176  0.195 = 0.186  0.482 + 0.111  0.632 + 0.149  0.465 + 0.154  0.404 + 0.113  0.424 + 0.148
Grouping criteria . OKA 0.373 + 0.204  0.235 + 0.208  0.496 + 0.127  0.634 + 0.153  0.474 = 0.176  0.412 + 0.142  0.437 + 0.168
BL 0.474 + 0168  0.386 + 0.219  0.525 + 0.116  0.642 + 0.161  0.498 + 0.181  0.529 + 0.124  0.509 + 0.162
2 0.268 = 0.161  0.169 = 0.183  0.407 + 0.129  0.496 + 0.193  0.337 + 0.188  0.324 + 0.128  0.334 + 0.164
3 0.335 + 0.181  0.212 + 0.195  0.459 + 0.122  0.587 + 0.17 0.424 + 0175  0.389 + 0.126  0.401 = 0.162
. 4 0.365 + 0.187  0.243 + 0.199  0.485 + 0.12 0.628 + 0.162  0.46 + 0.18 0.426 + 0.125  0.435 + 0.162
5 0.389 + 0.186  0.257 + 0.205  0.502 + 0.117  0.654 + 0.149 0.5 = 0.167 0.448 + 0.126  0.459 + 0.158
10 0.476 + 0.192  0.298 + 0.208  0.544 + 0.112  0.704 + 0.127 0543 + 0.149  0.494 + 0.124  0.51 + 0.152
20 0.534 + 0.187  0.337 = 0.211  0.576 + 0.102  0.736 + 0.12 0.588 + 0.132  0.533 + 0.121  0.551 = 0.146

5.1.2. Event log anonymization

Three parameters are required to execute k-PPPM. The selection
of these parameters’ values directly affects the quality of the event
log anonymization and, therefore, the quality of the resulting process
models. To assess this impact, our method is tested with different
combinations of its three parameters. First, concerning the privacy level
k, we evaluate the method for k = 2, 3, 4, 5, 10 and 20, common
values within the k-anonymity literature. Second, with regards to the
clustering algorithm clus, we use four strategies, in which three of
them are popular heuristics from the literature, namely MDAV [16],
k-member (KM) [17] and OKA [18]. Besides, we also use a naive
algorithm as a baseline (BL) that groups individuals according to their
number of traces, i.e., two individuals are similar if they have a similar
number of traces in L. The objective of BL is to evaluate whether there
is a significant difference between using process-oriented clustering
algorithms and event log-oriented clustering algorithms. And third,
regarding the similarity measure sim, we use four graph similarity
measures from the literature, namely Vertex Edge Overlap (VEO) [51],
Vertex Ranking (VR) [51], Weight Distance (WD) [52] and DeltaCon
(DC) [53]. Since these measures are bounded between 0 and 1, for
the sake of consistency, we have standardized total similarity (i.e., no
distortion) as 0. Thus, the lower the sim’s output, the more similar two
process models are.

To observe the impact of these parameters, we have executed k-
PPPM for all the combinations of these parameters: (s;,¢;, k;), Vs; €
sim,V¢; € clus,Vk; € k. Therefore, each event log L is anonymized 96
times (4 X 4 x 6), resulting into 96 privacy-preserved event log versions
L': (VEO, MDAV, 2), (VEO, MDAV, 3)...., (DC, BL, 20).

5.1.3. Event logs

For the sake of completeness, experiments have been conducted
using six real-life event logs from multiple domains, as described in
Table 3.

It is noteworthy that these event logs have very different properties,
such as the number of traces or the number of resources, so as to
evaluate the global behavior of the proposed method regardless of

these characteristics. Indeed, the number of resources in each event
log corresponds to p, the number of individuals and process models that
would be discovered from both L and L’. According to these properties,
for example, it is also expected that the process models from BPI13
are simpler than those from BPI15, due to the significant differences of
traces per resource and events per trace.

5.1.4. Quality of the process models

First, the individual quality of the process models (Q1) is evaluated
by means of a model-by-model comparison. This evaluation, which
determines the distortion that k-PPPM introduces to the very process
model of each individual, is helpful to estimate how different a given
process model is with regards to its original version.

The procedure works as follows. For each k-PPPM execution with a
certain combination of parameters, we discover the p original process
models from L (ie, M My, M ,p) and the p protected process
models from L’ (ie., M; 4 M 4 .M, ). Then, each protected pro-
cess model is compared to 1ts correspondmg original version (ie.,
{M,l 1 } {M,2 M } {M, M’ }) using a similarity measure. To
prevent bias, process models are compared using the four aforemen-
tioned similarity measures. As a result, the comparison of each pair of
process models leads to four independent similarity measures, thus ob-
taining a total of 4 x p similarity values for the entire set of process mod-
els. It is worth mentioning that the similarity measure used in the evalu-
ation is not necessarily the same as the one used for the anonymization.
For example, for k-PPPM with parameters (VEO, MDAV, 2), p similarity
values are obtaining using VEO for both anonymization and evaluation,
but 3 x p similarity values are obtained from evaluating the process
models with another measure. Taking the average of all these values, a
quality score (QS) can be associated to the k-PPPM execution. This QS
value, bounded between 0 and 1 (the higher, the more distortion), indi-
cates the averaged distortion that a given k-PPPM execution introduces
to the protected process models individually.
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Table 5
Summary of the ILS results grouped by parameter.
Event logs
BPI12 BPI13 BPI14 BPI15 CoSeLoG TGN Avg.
VEO 0.154 + 0.03 0.094 + 0.022 0.074 + 0.027 0.13 + 0.026 0.172 + 0.032 0.089 + 0.031 0.119 + 0.051
. VR 0.145 + 0.026 0.097 + 0.024 0.074 + 0.026 0.13 + 0.025 0.166 + 0.031 0.091 + 0.031 0.118 + 0.047
sim WD 0.156 + 0.033 0.1 + 0.025 0.075 + 0.029 0.136 + 0.037 0.173 + 0.034 0.094 + 0.035 0.123 + 0.055
DC 0.143 + 0.025 0.093 + 0.021 0.078 + 0.029 0.141 + 0.039 0.172 + 0.034 0.092 + 0.033 0.12 + 0.052
MDAV 0.136 + 0.025 0.072 + 0.02 0.071 + 0.025 0.125 + 0.033 0.158 + 0.031 0.076 + 0.025 0.107 + 0.049
clus 0.136 + 0.024 0.072 + 0.019 0.072 + 0.026 0.127 + 0.036 0.162 + 0.032 0.077 + 0.024 0.108 + 0.05
Grouping criteria OKA 0.136 + 0.028 0.086 + 0.021 0.075 + 0.03 0.126 + 0.031 0.164 + 0.033 0.081 + 0.028 0.112 + 0.048
BL 0.19 + 0.037 0.154 + 0.031 0.083 + 0.031 0.159 + 0.028 0.197 + 0.035 0.133 + 0.051 0.154 + 0.058
2 0.071 + 0.016 0.069 + 0.017 0.047 + 0.022 0.044 + 0.023 0.075 + 0.025 0.058 + 0.023 0.061 + 0.026
3 0.103 + 0.025 0.081 + 0.019 0.058 + 0.026 0.064 + 0.028 0.096 + 0.029 0.071 + 0.028 0.08 + 0.034
X 4 0.116 + 0.027 0.093 + 0.021 0.066 + 0.028 0.077 + 0.032 0.116 + 0.03 0.082 + 0.032 0.093 + 0.037
5 0.131 + 0.029 0.095 + 0.025 0.071 + 0.029 0.118 + 0.033 0.131 + 0.028 0.089 + 0.034 0.108 + 0.04
10 0.201 + 0.037 0.11 + 0.025 0.087 + 0.032 0.173 + 0.041 0.236 + 0.031 0.112 + 0.038 0.155 + 0.063
20 0.275 + 0.037 0.128 + 0.029 0.123 + 0.03 0.328 + 0.035 0.371 + 0.054 0.137 + 0.039 0.229 + 0.107
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Fig. 6. Correlation between the QS and ILS results: each point represents a k-PPPM execution with a certain configuration of parameters.

color in this figure legend, the reader is referred to the web version of this article.)

5.1.5. Information loss

Assuming the unavoidable distortion introduced by k-PPPM in the
process models individually, it is also important to assess how this
distortion affects the entire event log and the process models as a
whole, this is, the inter-individual distortion (Q2). For instance, if the
process models of two individuals, M, : and M I,» are very similar in L,
it would be desirable to preserve, as much as possible, this similarity in
the protected process models M; and M| in L’. Small inter-individual
distortions would enable acqulrmg 51m11ar knowledge when comparing

(For interpretation of the references to

protected process models, such as for performance analysis, as if using
the original process models.

The procedure works as follows. For each k-PPPM execution with
a certain combination of parameters, we compute the distance ma-
trices DM and DM’ (with size p x p). These matrices contain the
similarity between all pairs of process models in L and L’, respec-
tively. Specifically, as before, the similarity values in DM and DM’
are computed independently using the four aforementioned similarity
measures. Thus, considering an event log L and a protected event
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log L', four distance matrices are obtained, ie., {DMygg, ..., DMpc}
and {DM\’,EO, s DM]’DC }, respectively. Note that the similarity measure
used to calculate these matrices for the evaluation is not necessarily
the same as the one used during the anonymization. Then, pairs of
matrices calculated with the same similarity measure, i.e., {DMygg,
DM\//EO},. ..s {DMpc, DM]’)C}, can be compared using the MAE func-
tion (Mean Absolute Error, in Eq. (1)). The MAE, bounded between
0 and 1 (the higher, the lower data utility), serves as an indicator of
the information loss. Taking the average of the four MAE results, an
information loss score (ILS) can be associated to the k-PPPM execution.
This ILS value, bounded between 0 and 1, indicates the averaged

information loss incurred when releasing the protected event log.

L

P
= > IDMIiILj1 - DM'TL]|

1j=1

Mw

MAE = (€D)]

5.2. Results and discussion

This section presents the experimental results of k-PPPM as well as
the discussion of the impact of the proposed method on the resulting
process models. Due to the non-deterministic nature of the method,
all the results reported correspond to the average of five executions
for each combination of parameters. Unfortunately, due to the absence
of further microaggregation-based methods for PPPM, comparative
experiments cannot be conducted.

Appendix describes the complete experimental results. More specif-
ically, Tables A.1 and A.2 contain the averaged QS and ILS results,
respectively, for each k-PPPM execution with a combination of its
parameters for all the event logs. Besides the six event logs evaluated,
an averaged result from all of them is also provided. For the sake of
comprehensiveness, results are grouped by k and, within each group,
the best and the worst QS/ILS values are highlighted in green and
red, respectively. To better evaluate the experimental results and the
contribution of each parameter, QS and ILS results have been grouped
and averaged, according to each parameter value, in Tables 4 and 5,
respectively. Also, the best and the worst values are highlighted in
green and red, respectively, within each parameter group.

Given the data-dependence nature of k-PPPM, the quality of the pro-
tected process models depends on the properties of the original event
logs. More specifically, since k-PPPM is a group-based anonymization,
the quality highly depends on the profile of the individuals within the
event logs. If the behavior of the individuals is very heterogeneous and
distant, the quality of the anonymization will worsen significantly. In
contrast, if event logs contain individuals who behave similarly (ie.,
there are individuals from the same department or with the same role),
the quality loss will not be that severe because clusters will maintain
certain similarity. For this reason, although executing k-PPPM with the
same combination of parameters, the QS/ILS results can differ among
event logs. For instance, executing k-PPPM with sim = VEO, clus =
MDAV and k = 2 in event logs BPI13, BPI15 and CoSeLoG, the QS
results are 0.12, 0.467 and 0.302, respectively, and the ILS results are
0.047, 0.037 and 0.064, respectively. For this reason, computing the
average quality of the k-PPPM executions (last column of the tables) can
be insightful to evaluate the high-level behavior of k-PPPM. Despite the
above, both Tables 4 and 5 reflect similar tendencies as the k-PPPM’s
parameters vary. Next, we discuss the contribution of each of these
parameters.

According to the results, increasing the privacy level k leads to a
decrease of the quality of the protected process models. The larger
k, the more individuals share the same process model, so the more
difficult for the attacker to re-identify them. However, achieving high
privacy implies a worsening on the quality of the protected process
models associated to each individual. This is aligned with classical
observations from the privacy protection literature. In average, both
QS/ILS results steadily increase together with value k. However, note
that this fact is not always true, and the other two parameters can
slightly help maximize the quality at the same privacy level.
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Fig. 7. Versions of the process model discovered from a certain individual from the
CoSeLoG event logs for different k-PPPM executions.

Our experiments show that the proper selection of the clustering
algorithm can contribute to reduce the process models distortion for
a certain privacy level. Better results are feasible at higher privacy
levels if heuristic clustering algorithms (i.e., MDAV, KM or OKA) are
used, rather than non-optimal clustering algorithms (i.e., BL) at lower
privacy levels. For instance, both QS and ILS results obtained with
sim = VEO, clus = MDAV and k = 3 in BPI12 are better in comparison
to the ones obtained using sim = VEO, clus = BL and k = 2. The BL
algorithm demonstrates that a clustering criteria based on an event
log property (i.e., the number of traces per individual) is inefficient.
Although process models are discovered from the event logs, it seems
that forming the clusters according to an event log criteria is not
optimal. On the other hand, the three heuristic algorithms, which use
a process models similarity criteria, are more efficient to this end.
Despite the small differences between them, note that MDAV and KM
behave slightly better than the OKA algorithm. We state that this aspect
derives from the very design of the algorithm, as both MDAV and
KM start clustering the most distant records, which are more likely
to be part of less cohesive clusters. The aim of starting clustering
these records is precisely to find the most appropriate clusters for
them in order to maximize the within-cluster similarity, already low
by default. Hence, clustering the most abnormal records first leads to
better anonymization results.
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Table A.1
QS experimental results.
Parameters Event logs Avg.
sim clus k BPI12 BPI13 BPI14 BPI15 CoSeLoG TGN
VEO MDAV 2 0.242 + 0.145 0.12 + 0.155 0.39 + 0.113 0.467 + 0.174 0.302 + 0.17 0.289 + 0.112 0.302 + 0.145
VR MDAV 2 0.248 + 0.152 0.142 + 0.173 0.385 + 0.12 0.478 + 0.177 0.326 + 0.157 0.282 + 0.11 0.31 + 0.148
WD MDAV 2 0.244 + 0.145 0.131 + 0.166 0.386 + 0.118 0.48 + 0.188 0.306 + 0.173 0.291 + 0.114 0.306 + 0.151
DC MDAV 2 0.24 + 0.151 0.113 + 0.146 0.391 + 0.122 0.488 + 0.212 0.315 + 0.163 0.281 + 0.123 0.303 + 0.153
VEO KM 2 0.231 + 0.14 0.118 + 0.151 0.386 + 0.124 0.465 + 0.19 0.313 = 0.157 0.29 + 0.109 0.301 + 0.145
VR KM 2 0.25 + 0.164 0.132 + 0.167 0.386 + 0.125 0.478 + 0.176 0.3 + 0.177 0.291 + 0.104 0.306 + 0.152
WD KM 2 0.246 + 0.139 0.124 + 0.157 0.382 + 0.122 0.479 + 0.179 0.295 + 0.162 0.289 + 0.114 0.303 + 0.145
DC KM 2 0.249 + 0.153 0.115 + 0.151 0.403 + 0.123 0.495 + 0.216 0.336 + 0.182 0.289 + 0.116 0.316 + 0.157
VEO OKA 2 0.254 + 0.163 0.139 + 0.171 0.401 + 0.131 0.487 + 0.19 0.35 + 0.209 0.3 + 0.118 0.322 + 0.164
VR OKA 2 0.274 + 0.182 0.152 + 0.175 0.405 + 0.142 0.492 + 0.196 0.351 + 0.215 0.307 + 0.141 0.33 + 0.175
WD OKA 2 0.264 + 0.173 0.146 + 0.18 0.408 + 0.147 0.498 + 0.207 0.354 + 0.213 0.308 + 0.15 0.33 + 0.178
DC OKA 2 0.283 + 0.181 0.152 + 0.191 0.402 + 0.138 0.516 + 0.199 0.381 + 0.225 0.313 + 0.142 0.341 + 0.179
VEO BL 2 0.316 + 0.169 0.279 + 0.237 0.445 + 0.129 0.514 + 0.196 0.366 + 0.194 0.417 + 0.147 0.389 + 0.179
VR BL 2 0.321 + 0.177 0.284 + 0.232 0.447 + 0.135 0.51 + 0.197 0.37 + 0.204 0.414 + 0.154 0.391 + 0.183
WD BL 2 0.314 + 0.171 0.283 + 0.237 0.447 + 0.137 0.518 + 0.188 0.367 + 0.2 0.414 + 0.15 0.39 + 0.18
DC BL 2 0.319 + 0.169 0.28 + 0.237 0.446 + 0.135 0.526 + 0.198 0.366 + 0.21 0.413 + 0.147 0.392 + 0.183
VEO MDAV 3 0.302 + 0.186 0.161 + 0.174 0.431 + 0.109 0.571 + 0.138 0.376 + 0.168 0.348 + 0.113 0.365 + 0.148
VR MDAV 3 0.303 + 0.178 0.166 + 0.18 0.445 + 0.116 0.578 + 0.169 0.415 + 0.175 0.348 + 0.112 0.376 + 0.155
WD MDAV 3 0.313 + 0.183 0.158 + 0.175 0.44 + 0.124 0.574 + 0.166 0.409 + 0.124 0.357 + 0.125 0.375 + 0.149
DC MDAV 3 0.305 + 0.166 0.147 + 0.168 0.434 + 0.131 0.596 + 0.163 0.415 + 0.154 0.34 + 0.121 0.374 + 0.15
VEO KM 3 0.308 + 0.163 0.15 + 0.167 0.436 + 0.118 0.574 + 0.136 0.399 + 0.164 0.346 + 0.114 0.369 + 0.144
VR KM 3 0.308 + 0.164 0.165 + 0.179 0.443 + 0.108 0.563 + 0.146 0.388 + 0.168 0.347 + 0.114 0.369 + 0.147
WD KM 3 0.321 + 0.173 0.16 + 0.18 0.433 + 0.117 0.574 + 0.164 0.422 + 0.138 0.355 + 0.114 0.378 + 0.148
DC KM 3 0.311 + 0.17 0.149 + 0.175 0.45 + 0.12 0.573 + 0.159 0.395 + 0.183 0.344 + 0.117 0.37 + 0.154
VEO OKA 3 0.371 + 0.225 0.167 + 0.184 0.457 + 0.125 0.58 + 0.183 0.413 + 0.205 0.354 + 0.128 0.39 + 0.175
VR OKA 3 0.319 + 0.189 0.192 + 0.197 0.455 + 0.142 0.581 + 0.191 0.462 + 0.203 0.364 + 0.138 0.395 + 0.176
WD OKA 3 0.313 + 0.205 0.181 + 0.2 0.457 + 0.126 0.589 + 0.189 0.412 + 0.189 0.373 + 0.144 0.388 + 0.175
DC OKA 3 0.294 + 0.187 0.18 + 0.199 0.473 + 0.131 0.577 + 0.172 0.441 + 0.19 0.373 + 0.145 0.39 + 0.171
VEO BL 3 0.401 + 0.177 0.357 + 0.232 0.499 + 0.119 0.591 + 0.183 0.43 + 0.187 0.491 + 0.136 0.461 + 0.173
VR BL 3 0.396 + 0.181 0.354 + 0.233 0.499 + 0.124 0.605 + 0.191 0.462 + 0.192 0.493 + 0.132 0.468 + 0.175
WD BL 3 0.396 + 0.184 0.35 + 0.236 0.499 + 0.119 0.605 + 0.183 0.472 + 0.168 0.493 + 0.134 0.469 + 0.171
DC BL 3 0.398 + 0.174 0.351 + 0.237 0.495 + 0.127 0.589 + 0.187 0.469 + 0.198 0.491 + 0.131 0.465 + 0.176
VEO MDAV 4 0.342 + 0.187 0.171 + 0.182 0.465 + 0.104 0.61 + 0.131 0.461 + 0.156 0.382 + 0.115 0.405 + 0.146
VR MDAV 4 0.325 + 0.171 0.184 + 0.184 0.459 + 0.119 0.601 + 0.168 0.414 + 0.18 0.396 + 0.119 0.396 + 0.157
WD MDAV 4 0.358 + 0.2 0.192 + 0.192 0.463 + 0.126 0.634 + 0.171 0.417 + 0.164 0.388 + 0.124 0.409 + 0.163
DC MDAV 4 0.327 + 0.178 0.168 + 0.186 0.471 + 0.125 0.62 + 0.156 0.47 + 0.143 0.393 + 0.12 0.401 + 0.151
VEO KM 4 0.333 + 0.172 0.178 + 0.178 0.458 + 0.111 0.596 + 0.154 0.443 + 0.158 0.377 + 0.118 0.398 + 0.149
VR KM 4 0.323 + 0.168 0.182 + 0.181 0.467 + 0.113 0.604 + 0.157 0.432 + 0.174 0.388 + 0.114 0.399 + 0.151
WD KM 4 0.36 + 0.2 0.176 + 0.183 0.472 + 0.107 0.618 + 0.161 0.431 + 0.166 0.392 + 0.117 0.408 + 0.156
DC KM 4 0.34 + 0.192 0.166 + 0.181 0.48 + 0.104 0.628 + 0.153 0.47 + 0.193 0.382 + 0.118 0.403 + 0.157
VEO OKA 4 0.37 + 0.208 0.244 + 0.21 0.478 + 0.133 0.618 + 0.173 0.475 + 0.2 0.397 + 0.144 0.43 + 0.178
VR OKA 4 0.345 + 0.196 0.227 + 0.214 0.485 + 0.129 0.624 + 0.165 0.446 + 0.196 0.401 + 0.126 0.421 + 0.171
WD OKA 4 0.352 + 0.205 0.208 + 0.206 0.492 + 0.135 0.639 + 0.16 0.458 + 0.185 0.399 + 0.142 0.425 + 0.172
DC OKA 4 0.34 + 0.201 0.229 + 0.213 0.495 + 0.126 0.639 + 0.132 0.489 + 0.2 0.393 + 0.133 0.431 + 0.168
VEO BL 4 0.439 + 0.171 0.389 + 0.218 0.523 + 0.113 0.635 + 0.175 0.478 + 0.194 0.531 + 0.126 0.499 + 0.166
VR BL 4 0.433 + 0.181 0.395 + 0.22 0.521 + 0.123 0.631 + 0.185 0.495 + 0.187 0.53 + 0.123 0.501 + 0.17
WD BL 4 0.432 + 0.18 0.39 + 0.218 0.516 + 0.129 0.633 + 0.178 0.49 + 0.193 0.531 + 0.128 0.499 + 0.171
DC BL 4 0.427 + 0.179 0.387 + 0.222 0.519 + 0.126 0.646 + 0.169 0.493 + 0.192 0.534 + 0.126 0.501 + 0.169
VEO MDAV 5 0.364 + 0.193 0.19 + 0.188 0.47 + 0.107 0.644 + 0.143 0.511 + 0.138 0.4 + 0.114 0.43 + 0.147
VR MDAV 5 0.356 + 0.191 0.197 + 0.193 0.477 + 0.12 0.633 + 0.149 0.467 + 0.16 0.402 + 0.117 0.422 + 0.155
WD MDAV 5 0.379 + 0.197 0.204 + 0.194 0.492 + 0.107 0.642 + 0.158 0.482 + 0.155 0.417 + 0.134 0.436 + 0.157
DC MDAV 5 0.349 + 0.177 0.168 + 0.182 0.489 + 0.126 0.642 + 0.145 0.515 + 0.136 0.401 + 0.129 0.436 + 0.149
VEO KM 5 0.367 + 0.178 0.183 + 0.183 0.469 + 0.102 0.633 + 0.132 0.487 + 0.15 0.408 + 0.109 0.425 + 0.142
VR KM 5 0.369 + 0.18 0.199 + 0.198 0.49 + 0.113 0.622 + 0.158 0.489 + 0.179 0.409 + 0.106 0.43 + 0.156
WD KM 5 0.383 + 0.198 0.206 + 0.201 0.501 + 0.104 0.652 + 0.135 0.491 + 0.119 0.421 + 0.118 0.435 + 0.146
DC KM 5 0.354 + 0.18 0.184 + 0.189 0.495 + 0.125 0.646 + 0.151 0.505 + 0.167 0.421 + 0.125 0.431 + 0.156
VEO OKA 5 0.372 + 0.205 0.237 + 0.21 0.5 + 0.124 0.633 + 0.14 0.431 = 0.176 0.423 + 0.157 0.433 + 0.169
VR OKA 5 0.356 + 0.201 0.268 + 0.23 0.505 + 0.119 0.647 + 0.135 0.469 + 0.183 0.425 + 0.132 0.445 + 0.167
WD OKA 5 0.359 + 0.183 0.256 + 0.217 0.488 + 0.115 0.654 + 0.164 0.529 + 0.152 0.435 + 0.159 0.454 + 0.165
DC OKA 5 0.34 + 0.203 0.215 + 0.216 0.517 + 0.128 0.651 + 0.136 0.514 + 0.175 0.428 + 0.139 0.448 + 0.166
VEO BL 5 0.467 + 0.17 0.404 + 0.224 0.545 + 0.108 0.667 + 0.161 0.536 + 0.204 0.546 + 0.122 0.528 + 0.165
VR BL 5 0.468 + 0.17 0.399 + 0.224 0.537 + 0.112 0.671 + 0.154 0.534 + 0.189 0.548 + 0.123 0.526 + 0.162
WD BL 5 0.465 + 0.175 0.406 + 0.217 0.525 + 0.132 0.666 + 0.162 0.537 + 0.19 0.548 + 0.116 0.524 + 0.165
DC BL 5 0.471 + 0.171 0.403 + 0.221 0.53 + 0.123 0.661 + 0.159 0.506 + 0.195 0.545 + 0.123 0.519 + 0.165
(continued on next page)
Besides, experiments demonstrate that the quality of the process the similarity measure does not significantly influence the anonymiza-

models is not strongly affected by the similarity measure used during tion results, and users are free to use the measure that best fit with their

the anonymization. Although some measures could particularly behave

better in certain executions or in certain event logs, the general differ- interests, such as according to the process models modeling notation or

ences between the quality results are relatively insignificant. Therefore, based on computational criteria.
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Table A.1 (continued).
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Parameters Event logs Avg.
sim clus k BPI12 BPI13 BPI14 BPI15 CoSeLoG TGN
VEO MDAV 10 0.445 + 0.192 0.239 + 0.203 0.515 + 0.119 0.698 + 0.126 0.542 + 0.129 0.456 + 0.129 0.483 + 0.15
VR MDAV 10 0.463 + 0.199 0.246 + 0.211 0.528 + 0.101 0.677 + 0.125 0.51 + 0.11 0.473 + 0.113 0.483 + 0.143
WD MDAV 10 0.422 + 0.201 0.26 + 0.208 0.545 + 0.107 0.685 + 0.132 0.546 + 0.177 0.468 + 0.128 0.488 + 0.159
DC MDAV 10 0.41 + 0.199 0.207 + 0.189 0.542 + 0.118 0.696 + 0.133 0.546 + 0.173 0.45 + 0.126 0.478 + 0.156
VEO KM 10 0.433 + 0.18 0.23 + 0.195 0.53 + 0.097 0.679 + 0.117 0.525 + 0.122 0.459 + 0.115 0.476 + 0.138
VR KM 10 0.452 + 0.196 0.235 + 0.2 0.532 + 0.1 0.685 + 0.121 0.518 + 0.105 0.474 + 0.107 0.483 + 0.138
WD KM 10 0.46 + 0.212 0.255 + 0.207 0.537 + 0.106 0.714 + 0.136 0.554 + 0.148 0.48 + 0.117 0.503 + 0.154
DC KM 10 0.4 + 0.201 0.233 + 0.202 0.535 + 0.121 0.706 + 0.128 0.566 + 0.133 0.464 + 0.129 0.492 + 0.152
VEO OKA 10 0.477 + 0.208 0.269 + 0.216 0.535 + 0.131 0.709 + 0.137 0.508 + 0.145 0.451 + 0.144 0.493 + 0.163
VR OKA 10 0.426 + 0.229 0.304 + 0.224 0.545 + 0.132 0.703 + 0.135 0.522 + 0.171 0.472 + 0.154 0.493 + 0.174
WD OKA 10 0.454 + 0.237 0.256 + 0.228 0.546 + 0.129 0.696 + 0.125 0.529 + 0.159 0.449 + 0.143 0.492 + 0.17
DC OKA 10 0.447 + 0.209 0.278 + 0.223 0.551 + 0.111 0.695 + 0.112 0.499 + 0.15 0.478 + 0.146 0.491 + 0.158
VEO BL 10 0.584 + 0.159 0.431 + 0.206 0.572 + 0.098 0.728 + 0.124 0.557 + 0.162 0.589 + 0.108 0.574 + 0.143
VR BL 10 0.586 + 0.153 0.451 + 0.206 0.557 + 0.116 0.718 + 0.145 0.578 + 0.162 0.579 + 0.106 0.564 + 0.148
WD BL 10 0.578 + 0.15 0.432 + 0.201 0.571 + 0.104 0.72 + 0.117 0.583 + 0.168 0.585 + 0.109 0.585 + 0.141
DC BL 10 0.585 + 0.155 0.435 + 0.207 0.563 + 0.098 0.723 + 0.122 0.566 + 0.167 0.582 + 0.111 0.582 + 0.143
VEO MDAV 20 0.518 + 0.15 0.275 + 0.215 0.552 + 0.1 0.728 + 0.128 0.595 + 0.14 0.495 + 0.138 0.527 + 0.145
VR MDAV 20 0.497 + 0.179 0.283 + 0.206 0.576 + 0.091 0.725 + 0.118 0.588 + 0.109 0.519 + 0.096 0.531 + 0.133
WD MDAV 20 0.498 + 0.245 0.293 + 0.216 0.577 + 0.105 0.755 + 0.13 0.585 + 0.131 0.501 + 0.136 0.538 + 0.161
DC MDAV 20 0.457 + 0.199 0.269 + 0.218 0.572 + 0.11 0.733 + 0.123 0.587 + 0.127 0.488 + 0.147 0.518 + 0.154
VEO KM 20 0.535 + 0.144 0.275 + 0.216 0.571 + 0.093 0.74 + 0.129 0.584 + 0.137 0.5 + 0.099 0.534 + 0.136
VR KM 20 0.474 + 0.214 0.311 + 0.208 0.56 + 0.093 0.728 + 0.114 0.574 + 0.133 0.523 + 0.101 0.528 + 0.144
WD KM 20 0.521 + 0.159 0.27 + 0.194 0.572 + 0.102 0.726 + 0.123 0.584 + 0.136 0.515 + 0.12 0.534 + 0.144
DC KM 20 0.501 + 0.189 0.278 + 0.228 0.567 + 0.106 0.727 + 0.133 0.573 + 0.137 0.519 + 0.106 0.539 + 0.145
VEO OKA 20 0.488 + 0.233 0.304 + 0.239 0.588 + 0.121 0.727 + 0.104 0.593 + 0.122 0.5 + 0.124 0.533 + 0.157
VR OKA 20 0.496 + 0.223 0.337 + 0.209 0.582 + 0.116 0.72 + 0.107 0.565 + 0.111 0.519 + 0.146 0.537 + 0.152
WD OKA 20 0.485 + 0.23 0.363 + 0.21 0.56 + 0.109 0.751 + 0.115 0.581 + 0.12 0.512 + 0.168 0.542 + 0.159
DC OKA 20 0.483 + 0.22 0.33 + 0.225 0.584 + 0.102 0.723 + 0.107 0.595 + 0.122 0.518 + 0.137 0.539 + 0.152
VEO BL 20 0.647 + 0.139 0.447 + 0.194 0.578 + 0.093 0.761 + 0.123 0.603 + 0.153 0.6 + 0.108 0.613 + 0.135
VR BL 20 0.645 + 0.158 0.433 + 0.213 0.589 + 0.094 0.764 + 0.125 0.602 + 0.138 0.6 + 0.102 0.608 + 0.139
WD BL 20 0.646 + 0.155 0.471 + 0.199 0.585 + 0.108 0.773 + 0.122 0.607 + 0.158 0.613 + 0.1 0.621 + 0.141
DC BL 20 0.646 + 0.155 0.458 + 0.187 0.585 + 0.093 0.759 + 0.118 0.617 + 0.141 0.606 + 0.104 0.609 + 0.133
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Fig. A.1. Results of the p-values from the t-Tests according to the sim parameter in the QS results.

5.2.1. Relationship between QS and ILS results

To contextualize the experimental results reported in Tables 4 and
5, Fig. 6 depicts the relationship between the QS and ILS results for
all event logs. Also, note that the last chart illustrates the averaged
results from all the event logs in order to evaluate the general impact of
k-PPPM from a high-level perspective, regardless the particularities of
each event log. Each dot in the chart, colored according to its k value,
represents the execution of k-PPPM with a certain combination of pa-
rameters. Also, results obtained using the BL clustering algorithm have
been discarded to prevent the appearance of non-optimal solutions.

Interestingly enough, although evaluating the process models from
different perspectives, there exists an apparent direct correlation be-
tween the results: the more individual distortion in the process models
(QS), the more distant the relationships among them (ILS). Due to
the microaggregation nature of k-PPPM, the process models might
suffer a notable individual distortion at the very beginning. But, as the

13

privacy level increases, these distortions are not that severe. Contrary,
inter-individual distortions are greatly preserved, ie., ILS results are
generally low. However, increasing the privacy level has a larger
impact on these inter-individual distortions rather than the individual
distortions. This is because little, but continuous, distortions of all the
process models individually have a higher effect in all the relationships
among all process models. Notwithstanding, the low ILS results suggests
that the method preserves most of the patterns from the original event
logs, while protecting individuals’ privacy (i.e., QS) at the same time.
From a privacy perspective, this property enables acquiring similar
insights and knowledge from the protected event logs (and protected
process models) as if they were obtained from the original event
logs (and original process models), but without disclosing confidential
information.

In addition to the quantitative results, Fig. 7 depicts different ver-
sions of the process model associated to a certain individual from the
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Table A.2

ILS experimental results.
Parameters Event logs Avg.
sim clus k BPI12 BPI13 BPI14 BPI15 CoSeLoG TGN
VEO MDAV 2 0.055 + 0.011 0.047 + 0.013 0.042 + 0.018 0.037 + 0.014 0.064 + 0.019 0.045 + 0.018 0.048 + 0.018
VR MDAV 2 0.054 + 0.012 0.052 + 0.017 0.042 + 0.016 0.036 + 0.013 0.066 + 0.019 0.04 + 0.013 0.049 + 0.018
WD MDAV 2 0.058 + 0.014 0.055 + 0.017 0.043 + 0.019 0.04 + 0.018 0.063 + 0.02 0.048 + 0.021 0.051 + 0.02
DC MDAV 2 0.052 + 0.009 0.042 + 0.01 0.045 + 0.019 0.038 + 0.034 0.065 + 0.022 0.043 + 0.016 0.051 + 0.022
VEO KM 2 0.055 + 0.011 0.044 + 0.012 0.042 + 0.018 0.035 + 0.012 0.066 + 0.019 0.046 + 0.017 0.048 + 0.018
VR KM 2 0.057 + 0.014 0.047 + 0.015 0.042 + 0.017 0.037 + 0.012 0.056 + 0.012 0.044 + 0.015 0.047 + 0.016
WD KM 2 0.061 + 0.016 0.051 + 0.016 0.042 + 0.019 0.041 + 0.017 0.059 + 0.015 0.049 + 0.02 0.05 + 0.019
DC KM 2 0.054 + 0.011 0.043 + 0.011 0.045 + 0.02 0.046 + 0.041 0.078 + 0.031 0.045 + 0.016 0.053 + 0.027
VEO OKA 2 0.051 + 0.004 0.051 + 0.012 0.044 + 0.022 0.039 + 0.018 0.083 + 0.03 0.045 + 0.016 0.052 + 0.024
VR OKA 2 0.07 + 0.024 0.054 + 0.014 0.048 + 0.022 0.044 + 0.021 0.071 + 0.021 0.05 + 0.017 0.055 + 0.026
WD OKA 2 0.061 + 0.013 0.056 + 0.015 0.049 + 0.027 0.049 + 0.03 0.086 + 0.031 0.052 + 0.023 0.06 + 0.027
DC OKA 2 0.079 + 0.018 0.057 + 0.015 0.047 + 0.022 0.05 + 0.025 0.08 + 0.031 0.052 + 0.021 0.061 + 0.026
VEO BL 2 0.103 + 0.024 0.124 + 0.025 0.056 + 0.028 0.053 + 0.028 0.087 + 0.031 0.094 + 0.04 0.086 + 0.039
VR BL 2 0.105 + 0.026 0.125 + 0.026 0.058 + 0.03 0.053 + 0.028 0.094 + 0.037 0.095 + 0.041 0.088 + 0.041
WD BL 2 0.102 + 0.023 0.126 + 0.026 0.056 + 0.027 0.052 + 0.028 0.086 + 0.029 0.091 + 0.039 0.085 + 0.039
DC BL 2 0.103 + 0.025 0.124 + 0.025 0.056 + 0.028 0.054 + 0.029 0.089 + 0.031 0.093 + 0.04 0.086 + 0.039
VEO MDAV 3 0.081 + 0.016 0.062 + 0.017 0.053 + 0.022 0.059 + 0.019 0.081 + 0.02 0.056 + 0.021 0.065 + 0.022
VR MDAV 3 0.075 + 0.01 0.058 + 0.015 0.055 + 0.022 0.061 + 0.018 0.088 + 0.023 0.054 + 0.019 0.065 + 0.022
WD MDAV 3 0.091 + 0.024 0.062 + 0.016 0.052 + 0.023 0.065 + 0.026 0.08 + 0.019 0.062 + 0.027 0.069 + 0.026
DC MDAV 3 0.083 + 0.014 0.055 + 0.012 0.056 + 0.024 0.066 + 0.052 0.089 + 0.026 0.053 + 0.019 0.07 + 0.033
VEO KM 3 0.083 + 0.018 0.057 + 0.015 0.054 + 0.022 0.057 + 0.019 0.089 + 0.027 0.056 + 0.02 0.066 + 0.025
VR KM 3 0.081 + 0.016 0.057 + 0.016 0.054 + 0.021 0.055 + 0.015 0.085 + 0.024 0.054 + 0.018 0.064 + 0.023
WD KM 3 0.094 + 0.028 0.064 + 0.019 0.054 + 0.023 0.062 + 0.024 0.086 + 0.026 0.059 + 0.023 0.07 + 0.028
DC KM 3 0.078 + 0.015 0.055 + 0.013 0.057 + 0.024 0.064 + 0.045 0.083 + 0.026 0.055 + 0.019 0.069 + 0.029
VEO OKA 3 0.097 + 0.067 0.059 + 0.013 0.056 + 0.025 0.068 + 0.03 0.097 + 0.03 0.053 + 0.017 0.076 + 0.051
VR OKA 3 0.084 + 0.023 0.065 + 0.017 0.057 + 0.023 0.066 + 0.028 0.088 + 0.043 0.059 + 0.02 0.074 + 0.034
WD OKA 3 0.086 + 0.026 0.065 + 0.017 0.054 + 0.027 0.065 + 0.036 0.094 + 0.03 0.065 + 0.028 0.073 + 0.031
DC OKA 3 0.075 + 0.017 0.069 + 0.018 0.064 + 0.03 0.065 + 0.027 0.098 + 0.033 0.064 + 0.026 0.073 + 0.028
VEO BL 3 0.147 + 0.034 0.143 + 0.028 0.065 + 0.031 0.07 + 0.029 0.108 + 0.03 0.111 + 0.047 0.107 + 0.047
VR BL 3 0.145 + 0.032 0.144 + 0.029 0.067 + 0.032 0.069 + 0.028 0.112 + 0.034 0.112 + 0.046 0.108 + 0.047
WD BL 3 0.144 + 0.031 0.142 + 0.028 0.066 + 0.032 0.069 + 0.03 0.109 + 0.031 0.111 + 0.047 0.107 + 0.046
DC BL 3 0.146 + 0.033 0.144 + 0.03 0.066 + 0.032 0.068 + 0.029 0.12 + 0.036 0.111 + 0.046 0.109 + 0.048
VEO MDAV 4 0.105 + 0.025 0.063 + 0.015 0.061 + 0.024 0.072 + 0.02 0.112 + 0.028 0.067 + 0.023 0.08 + 0.031
VR MDAV 4 0.086 + 0.013 0.066 + 0.018 0.059 + 0.022 0.072 + 0.019 0.1 + 0.021 0.069 + 0.023 0.075 + 0.024
WD MDAV 4 0.119 + 0.038 0.077 + 0.023 0.059 + 0.025 0.073 + 0.037 0.106 + 0.025 0.069 + 0.026 0.085 + 0.036
DC MDAV 4 0.101 + 0.021 0.064 + 0.015 0.064 + 0.026 0.074 + 0.057 0.107 + 0.027 0.071 + 0.026 0.082 + 0.038
VEO KM 4 0.096 + 0.017 0.064 + 0.017 0.059 + 0.023 0.072 + 0.019 0.117 + 0.03 0.065 + 0.023 0.079 + 0.03
VR KM 4 0.086 + 0.012 0.063 + 0.017 0.061 + 0.023 0.072 + 0.018 0.105 + 0.023 0.063 + 0.02 0.075 + 0.025
WD KM 4 0.125 + 0.039 0.068 + 0.019 0.062 + 0.027 0.081 + 0.033 0.106 + 0.025 0.071 + 0.028 0.086 + 0.037
DC KM 4 0.102 + 0.022 0.062 + 0.015 0.066 + 0.028 0.078 + 0.057 0.113 + 0.031 0.064 + 0.023 0.086 + 0.039
VEO OKA 4 0.132 + 0.042 0.089 + 0.022 0.064 + 0.028 0.082 + 0.032 0.119 + 0.037 0.069 + 0.028 0.094 + 0.042
VR OKA 4 0.099 + 0.022 0.08 + 0.018 0.068 + 0.028 0.07 + 0.021 0.114 + 0.024 0.067 + 0.024 0.083 + 0.029
WD OKA 4 0.103 + 0.025 0.08 + 0.017 0.072 + 0.034 0.077 + 0.039 0.12 + 0.032 0.069 + 0.028 0.088 + 0.035
DC OKA 4 0.103 + 0.025 0.088 + 0.021 0.068 + 0.03 0.077 + 0.026 0.126 + 0.034 0.064 + 0.024 0.088 + 0.035
VEO BL 4 0.149 + 0.03 0.154 + 0.031 0.073 + 0.035 0.084 + 0.032 0.13 + 0.029 0.126 + 0.053 0.117 + 0.047
VR BL 4 0.15 + 0.032 0.158 + 0.033 0.072 + 0.033 0.085 + 0.032 0.131 + 0.041 0.126 + 0.054 0.12 + 0.05
WD BL 4 0.153 + 0.035 0.153 + 0.03 0.073 + 0.033 0.086 + 0.033 0.126 + 0.037 0.127 + 0.053 0.12 + 0.049
DC BL 4 0.151 + 0.033 0.154 + 0.031 0.072 + 0.032 0.084 + 0.032 0.126 + 0.037 0.124 + 0.052 0.118 + 0.048
VEO MDAV 5 0.116 + 0.025 0.066 + 0.019 0.065 + 0.024 0.085 + 0.021 0.117 + 0.021 0.07 + 0.024 0.086 + 0.032
VR MDAV 5 0.108 + 0.019 0.067 + 0.021 0.065 + 0.023 0.089 + 0.022 0.121 + 0.022 0.07 + 0.023 0.087 + 0.03
WD MDAV 5 0.139 + 0.039 0.077 + 0.026 0.068 + 0.028 0.104 + 0.035 0.132 + 0.042 0.079 + 0.032 0.103 + 0.047
DC MDAV 5 0.106 + 0.018 0.064 + 0.015 0.073 + 0.029 0.122 + 0.051 0.129 + 0.027 0.071 + 0.025 0.095 + 0.04
VEO KM 5 0.125 + 0.027 0.065 + 0.019 0.062 + 0.022 0.094 + 0.028 0.143 + 0.035 0.07 + 0.022 0.093 + 0.041
VR KM 5 0.113 + 0.019 0.065 + 0.02 0.067 + 0.025 0.086 + 0.019 0.118 + 0.019 0.072 + 0.022 0.087 + 0.03
WD KM 5 0.142 + 0.038 0.078 + 0.027 0.072 + 0.031 0.109 + 0.04 0.122 + 0.023 0.082 + 0.033 0.101 + 0.041
DC KM 5 0.102 + 0.013 0.071 + 0.017 0.075 + 0.03 0.13 + 0.058 0.133 + 0.031 0.078 + 0.029 0.098 + 0.043
VEO OKA 5 0.12 + 0.034 0.085 + 0.024 0.072 + 0.032 0.096 + 0.03 0.121 + 0.02 0.074 + 0.026 0.095 + 0.034
VR OKA 5 0.098 + 0.02 0.101 + 0.033 0.066 + 0.024 0.096 + 0.028 0.12 + 0.02 0.077 + 0.025 0.093 + 0.031
WD OKA 5 0.105 + 0.025 0.095 + 0.029 0.063 + 0.026 0.106 + 0.039 0.13 + 0.029 0.081 + 0.033 0.097 + 0.037
DC OKA 5 0.098 + 0.021 0.079 + 0.02 0.071 + 0.035 0.106 + 0.037 0.134 + 0.03 0.081 + 0.031 0.094 + 0.035
VEO BL 5 0.184 + 0.043 0.157 + 0.034 0.079 + 0.036 0.167 + 0.03 0.143 + 0.034 0.132 + 0.055 0.166 + 0.053
VR BL 5 0.181 + 0.042 0.16 + 0.036 0.078 + 0.035 0.168 + 0.031 0.135 + 0.028 0.129 + 0.05 0.16 + 0.052
WD BL 5 0.178 + 0.038 0.154 + 0.031 0.077 + 0.033 0.167 + 0.031 0.137 + 0.029 0.129 + 0.055 0.159 + 0.05
DC BL 5 0.177 + 0.039 0.154 + 0.032 0.076 + 0.033 0.166 + 0.03 0.139 + 0.031 0.129 + 0.052 0.159 + 0.05

CoSeLoG event log obtained for different executions of k-PPPM. More
specifically, the original process model can be qualitatively compared
to protected process models obtained using heuristic or non-heuristic
algorithms (MDAYV or BL, respectively) and for different privacy levels
(k =2 and k = 5). By comparing process models with the same privacy
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(continued on next page)

level k, it can be noticed that the model obtained with MDAV is more
similar to the original model (in terms of number of nodes, edges and
weights), rather than the one obtained with BL. Moreover, this quality
decrease is also noticeable when comparing models of different privacy
levels. Asking experts and practitioners whether those differences could
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Parameters Event logs Avg.
sim clus k BPI12 BPI13 BPI14 BPI15 CoSeLoG TGN
VEO MDAV 10 0.191 + 0.034 0.081 + 0.025 0.082 + 0.026 0.154 + 0.027 0.222 + 0.032 0.095 + 0.03 0.138 + 0.063
VR MDAV 10 0.198 + 0.038 0.084 + 0.027 0.082 + 0.024 0.153 + 0.024 0.2 + 0.029 0.098 + 0.032 0.136 + 0.059
WD MDAV 10 0.201 + 0.039 0.094 + 0.032 0.085 + 0.036 0.175 + 0.074 0.225 + 0.055 0.097 + 0.035 0.146 + 0.084
DC MDAV 10 0.161 + 0.02 0.072 + 0.018 0.089 + 0.036 0.183 + 0.049 0.214 + 0.031 0.088 + 0.028 0.136 + 0.062
VEO KM 10 0.176 + 0.024 0.082 + 0.014 0.086 + 0.028 0.141 + 0.018 0.201 + 0.028 0.091 + 0.026 0.13 + 0.052
VR KM 10 0.182 + 0.026 0.085 + 0.018 0.083 + 0.025 0.167 + 0.035 0.194 + 0.028 0.093 + 0.026 0.134 + 0.055
WD KM 10 0.211 + 0.044 0.095 + 0.022 0.085 + 0.033 0.171 + 0.063 0.255 + 0.051 0.099 + 0.033 0.159 + 0.078
DC KM 10 0.16 + 0.022 0.092 + 0.021 0.087 + 0.034 0.177 + 0.058 0.211 + 0.029 0.1 + 0.032 0.143 + 0.06
VEO OKA 10 0.2 + 0.044 0.101 + 0.025 0.084 + 0.034 0.18 + 0.087 0.201 + 0.026 0.087 + 0.023 0.152 + 0.075
VR OKA 10 0.194 + 0.043 0.108 + 0.03 0.084 + 0.038 0.186 + 0.049 0.191 + 0.029 0.102 + 0.032 0.148 + 0.057
WD OKA 10 0.202 + 0.046 0.093 + 0.021 0.083 + 0.037 0.16 + 0.032 0.2 + 0.024 0.09 + 0.027 0.14 + 0.059
DC OKA 10 0.158 + 0.019 0.1 + 0.025 0.089 + 0.031 0.155 + 0.03 0.204 + 0.027 0.108 + 0.038 0.136 + 0.049
VEO BL 10 0.237 + 0.04 0.167 + 0.031 0.091 + 0.033 0.196 + 0.029 0.324 + 0.031 0.165 + 0.063 0.196 + 0.062
VR BL 10 0.239 + 0.044 0.172 + 0.033 0.092 + 0.033 0.193 + 0.027 0.311 + 0.026 0.153 + 0.056 0.193 + 0.06
WD BL 10 0.242 + 0.045 0.169 + 0.032 0.091 + 0.032 0.191 + 0.025 0.316 + 0.029 0.162 + 0.06 0.195 + 0.062
DC BL 10 0.264 + 0.062 0.168 + 0.032 0.092 + 0.031 0.19 + 0.025 0.311 + 0.025 0.159 + 0.061 0.197 + 0.068
VEO MDAV 20 0.278 + 0.041 0.104 + 0.026 0.111 + 0.025 0.307 + 0.025 0.366 + 0.058 0.122 + 0.034 0.215 + 0.112
VR MDAV 20 0.248 + 0.035 0.105 + 0.029 0.107 + 0.023 0.31 + 0.029 0.345 + 0.053 0.116 + 0.03 0.205 + 0.106
WD MDAV 20 0.284 + 0.039 0.112 + 0.03 0.123 + 0.034 0.313 + 0.075 0.362 + 0.056 0.119 + 0.034 0.232 + 0.128
DC MDAV 20 0.264 + 0.042 0.098 + 0.022 0.12 + 0.031 0.318 + 0.03 0.34 + 0.053 0.11 + 0.028 0.208 + 0.108
VEO KM 20 0.289 + 0.044 0.103 + 0.027 0.116 + 0.029 0.304 + 0.029 0.365 + 0.053 0.112 + 0.024 0.215 + 0.113
VR KM 20 0.249 + 0.034 0.111 + 0.032 0.109 + 0.025 0.287 + 0.028 0.365 + 0.057 0.116 + 0.026 0.206 + 0.106
WD KM 20 0.288 + 0.044 0.111 + 0.031 0.128 + 0.038 0.31 + 0.092 0.36 + 0.051 0.131 + 0.037 0.236 + 0.129
DC KM 20 0.255 + 0.03 0.095 + 0.022 0.123 + 0.032 0.376 + 0.075 0.387 + 0.068 0.126 + 0.032 0.227 + 0.13
VEO OKA 20 0.239 + 0.025 0.119 + 0.022 0.13 + 0.038 0.288 + 0.018 0.372 + 0.053 0.118 + 0.03 0.211 + 0.102
VR OKA 20 0.245 + 0.029 0.124 + 0.026 0.128 + 0.036 0.286 + 0.024 0.338 + 0.053 0.142 + 0.044 0.21 + 0.092
WD OKA 20 0.245 + 0.027 0.133 + 0.03 0.111 + 0.027 0.31 + 0.022 0.389 + 0.052 0.137 + 0.043 0.221 + 0.109
DC OKA 20 0.248 + 0.028 0.124 + 0.025 0.126 + 0.035 0.296 + 0.024 0.341 + 0.05 0.129 + 0.036 0.211 + 0.095
VEO BL 20 0.323 + 0.046 0.176 + 0.038 0.133 + 0.028 0.387 + 0.021 0.397 + 0.051 0.178 + 0.053 0.266 + 0.097
VR BL 20 0.313 + 0.04 0.176 + 0.037 0.132 + 0.026 0.385 + 0.023 0.409 + 0.059 0.177 + 0.054 0.265 + 0.099
WD BL 20 0.32 + 0.044 0.179 + 0.038 0.135 + 0.029 0.392 + 0.019 0.397 + 0.051 0.175 + 0.051 0.268 + 0.097
DC BL 20 0.311 + 0.039 0.172 + 0.035 0.138 + 0.027 0.39 + 0.021 0.4 + 0.05 0.19 + 0.06 0.266 + 0.096
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Fig. A.2. Results of the p-values from the t-Tests according to the c/us parameter in the QS results.

change their understanding or the decisions they would make might of
great interest too. However, this is beyond the scope of this research.

5.2.2. Significance of the anonymization parameters

Experimental results are clearly affected by the choice of the pa-
rameters. To verify the significance of the results differences, statistical
analyses of two sampled t-Tests are performed. This test, widely used
in statistics, compares the means of two independent groups (i.e.,
populations) as a way to determine whether there is statistical evidence
that the two means are significantly different. If statistical differences
are found, it is assumed that choosing a certain parameter value instead
of another affects significantly the quality of the process models.

These tests are conducted for the three parameters individually.
For each of them, the population of QS results obtained when using a
certain value is compared to the population of QS results obtained when
using another value. As a result, the t-Test evaluates whether the means
of the two populations are significantly different. This procedure is
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repeated for the ILS results. The settings of our t-Tests use the standard
form: the null hypothesis states that there is no statistically significant
difference in the mean of two populations (i.e., means are equal);
the alternative hypothesis states that there is statistically significant
difference in the mean of the two populations (i.e., means are different);
and the significance level a is set to « = 0.05 indicating the probability of
rejecting the null hypothesis when it is true. The t-Tests, which return a
p-value, indicate that the null hypothesis is rejected (and the alternative
hypothesis is accepted) if the p-value is lower than «; otherwise, the
null hypothesis cannot be rejected. Figs. A.1 to A.6 from Appendix
illustrate the p-value results obtained from the t-Tests between each
pair of parameter’s values for the QS and ILS results, respectively.
According to the results, t-Tests confirm that the mean differences,
for both the QS and ILS results, between using a similarity measure
or another during the anonymization are not statistically significant.
Hence, this parameter does not significantly contribute to the quality
of the process models. Although no significant difference are found, it is
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Fig. A.4. Results of the p-values from the t-Tests according to the sim parameter in the ILS results.

noteworthy that experimental results have shown that some measures
lead to (slightly) better outcomes than others in particular event logs.

Regarding the clustering algorithm, t-Tests generally agree that the
differences between heuristic and non-heuristic algorithms are statis-
tically significant. Therefore, we can state that heuristic algorithms
contribute to achieve better anonymization results. However, it is worth
noting that the particularities of the event logs might affect this signif-
icance. In BPI15 and CoSeLoG event logs, t-Tests have not been able
to detect significant differences between these two kinds of clustering
algorithms. Also, it can be observed that, in BPI13 event log, significant
difference were detected within the heuristic algorithms themselves,
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in which results obtained using MDAV and KM are significantly better
than the ones obtained using OKA. Hence, despite the use of heuristic
algorithms, they are not a silver bullet to guarantee the best possible
results.

Finally, it can easily be observed that the privacy level highly
affects to the quality of the process models, as expected. However,
note that t-Tests do not sometimes detect significant difference between
consecutive privacy levels (e.g, between k = 4 and k = 5 in BPI12
and TGN event logs, or for multiple combinations in BPI13 event
log, to name a few). These scenarios can be beneficial to increase
the privacy constraints with a negligible information loss. Despite the
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Fig. A.5. Results of the p-values from the t-Tests according to the c/us parameter in the ILS results.
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Fig. A.6. Results of the p-values from the t-Tests according to the k parameter in the ILS results.

above, averaged results show that the quality of the process models
significantly improves by lowering the privacy level.

6. Conclusion

Process mining (PM) is a growing research discipline aiming at
exploiting vast amounts of event data to obtain knowledge about the ex-
ecution of business processes within organizations. Many advancements
have been achieved in the latest years concerning the development
of novel algorithms, the use of different modeling notation languages,
the study of processes from diverse perspectives or the design of
powerful and strategic visualizations. However, there are still several
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challenges to be addressed. Among those, this article has addressed
some privacy risks during PM analysis, that might enable the re-
identification of individuals and/or the inference of confidential data
from process models. This kind of attacks, feasible in institutions with
public access, may allow attackers to conduct location-oriented attacks,
such as restricted space identification and object identification attacks,
against targeted individuals. Unfortunately, current privacy-related so-
lutions within PM, mostly focused on pseudonymization or encryption
techniques, are not robust against these attacks, because they are
unable to break the link between personally identifiable information
and confidential data.
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To this end, this article has proposed a novel privacy-preserving
process mining method based on microaggregation, called k-PPPM, that
distorts people’s process models individually, and avoids the direct re-
identification of individuals according to their process models. To the
best of our knowledge, this method is the first technical contribution
to PPPM using microaggregation techniques. This method is, indeed,
inspired by the well-known k-anonymity model. The k-PPPM method
creates a privacy-preserved event log version so that any process model
could be discovered from k or more individuals, where k is the privacy
level, and moreover, each process model represents the behavior of],
at least, k individuals, instead of a single (and potentially identifiable)
individual. Notwithstanding, the privacy constraints introduced to the
protected event logs results in a loss of data utility.

To evaluate data utility, the quality of the protected process models
has been evaluated from two perspectives. On the one hand, regarding
the individual distortion suffered by each process model individually
(QS) and, on the other hand, regarding the preservation of the relation-
ships among all pairs of process models (ILS). Results, tested with six
real-life event logs and different k-PPPM parameters, demonstrate the
introduction of a homogeneous distortion in the quality of the process
models according to the privacy level. Although the individual distor-
tion suffered by all process models, k-PPPM preserves the relationships
between the different process models, which allows the extraction of
similar insights from the protected event logs, instead of using the
original (and confidential) event logs.

Although the contributions in this article are a step forward in
this novel research direction, there is still room for improvements.
Indeed, gathering ideas from the classical privacy protection techniques
and applying them into the PM field may bring great research oppor-
tunities. Future work will focus on the development of novel PPPM
techniques facing more complex attacker models, where attackers can
gain advanced knowledge. Also, we foresee the creation and application
of more robust privacy-preserving models, which incorporate proper-
ties, such as l-diversity or p-sensitivity. With regards to the proposed
method, it could be valuable to eliminate the non-deterministic nature
of the methods and prevent the results randomness that may affect
the quality results. Last but not least, evaluating the suitability of the
proposed methods using advanced modeling notations, such as petri
nets or BPMN, might be of interest too.
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Appendix. Details of the experimental results

Table A.1 presents the averaged QS results for each execution of
k-PPPM with a combination of its parameters.

Table A.2 presents the averaged ILS results for each execution of
k-PPPM with a combination of its parameters.

Figs. A.1, A.2 and A.3 illustrate the p-value results from the
statistical t-Tests between each pair of parameter’s values (sim,
clus and k, respectively) in the QS results.

Figs. A.4, A5 and A.6 illustrate the p-value results from the
statistical t-Tests between each pair of parameter’s values (sim,
clus and k, respectively) in the ILS results.
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