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End users who cannot afford to collect and label big data to train accurate deep learning

(DL) models resort to Machine Learning as a Service (MLaaS) providers, who pro-
vide paid access to accurate DL models. However, the lack of transparency in how the

providers’ models make predictions causes a problem of trust. A way to increase trust
(and also to align with ethical regulations) is for predictions to be accompanied by expla-

nations locally and independently generated by the end users (rather than by explana-

tions offered by the model providers). Explanation methods using internal components
of DL models (a.k.a. model-specific explanations) are more accurate and effective than

those relying solely on the inputs and outputs (a.k.a. model-agnostic explanations). How-

ever, end users lack white-box access to the internal components of the providers’ models.
To tackle this issue, we propose a novel approach allowing an end user to locally generate

model-specific explanations for a DL classification model accessed via a provider’s API.

First, we approximate the provider’s model with a local surrogate model. We then use
the surrogate model’s components to locally generate model-specific explanations that

approximate the explanations obtainable with white-box access to the provider’s DL

model. Specifically, we leverage the surrogate model’s gradients to generate adversarial
examples that counterfactually explain why an input example is classified into a specific

class. Our approach only requires the end user to have unlabeled data of size 0.5% of the
provider’s training data and with a similar distribution; given the small size and unla-
beled nature of these data, they can be assumed to be already available to the end user

or even to be supplied by the provider to build trust in his model. We demonstrate the
accuracy and effectiveness of our approach through extensive experiments on two ML

tasks: image classification and tabular data classification. The locally generated explana-

tions are consistent with those obtainable with white-box access to the provider’s model,
thus giving end users an independent and reliable way to determine if the provider’s
model is trustworthy.

Keywords: End-user explanations, Deep learning classification models, Counterfactual
explanations, Adversarial examples.
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1. Introduction

The classification performance of deep learning (DL) models has significantly im-

proved over the past years in a variety of areas, including computer vision, natural

language processing and healthcare.1,2 However, building highly accurate DL classi-

fication models requires a large amount of training data, whose collection and label-

ing involve a significant effort.3 Therefore, small businesses and ordinary users, who

cannot afford this effort, resort to big technology companies that provide paid API

access to highly accurate DL models via Machine Learning as a Service (MLaaS)

platforms.4 These users then query those models with their (small) data and obtain

the final classification predictions. In this paper, we refer to the user of a black-box

model offered through a provider’s MLaaS as an end user.

Even though end users are interested in using MLaaS with highly accurate DL

models, they may not entirely trust such models due to the lack of transparency

of DL predictions. Obtaining explanations alongside predictions helps end users

understand why a DL model produces a specific prediction, which increases the trust

in the model and contributes to clearer decision-making.5,6 Moreover, explaining

predictions aligns with ethical regulations, such as the European General Data

Protection Regulation (GDPR),7 which gives end users the right to explanation.

Existing explanation methods for DL models can be divided into model-agnostic

methods (i.e., applicable to different types of models, including DL models) and

DL model-specific methods (i.e., for specific DL models). Although model-agnostic

methods, such as LIME,8 SHAP9 and LRP,10 can explain any model and in partic-

ular DL classification models, they only look at models “from the outside”, with-

out considering their internal components. In contrast, DL model-specific methods

leverage the internal components of a DL model, such as the gradients, to generate

more efficient and accurate explanations.11,12

End users may certainly obtain the explanations from the MLaaS provider, but

this entails blindly trusting the provider and her explanations. To avoid the need for

such blind trust, it would be preferable for end users to be able to locally generate

explanations using any explanation method they prefer, either model-agnostic or

DL model-specific. An end user can generate explanations using model-agnostic

methods since they only require the input and the output of the model. However,

it is challenging for the end user to generate (the more accurate) DL model-specific

explanations because she does not have white-box access to the provider’s model.

To the best of our knowledge, there is no work that enables an end user with only

API access to a remote DL classification model to locally generate explanations

using DL model-specific explanation methods.

Contributions and plan of this paper

We propose a novel approach that allows an end user to locally generate DL model-

specific explanations for a DL classification model accessed via a provider’s API.

The approach consists of two main phases: i) approximating the provider’s model
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by a local surrogate model, and ii) using the surrogate model to locally generate

DL model-specific explanations that approximate the explanations obtainable with

white-box access to the provider’s model.

The originality of our proposed method lies in its being the first proposal that

generates accurate explanations on the end-user’s side using the mimicked gradients

of the provider’s model.Our approach requires the end user to have unlabeled data

of size about 0.5% of the provider’s training data, but it does not require prior

knowledge of the provider’s model architecture or training hyper-parameters.

First, the (small) unlabeled data available to the end user is augmented13 for

it be more representative of the input data distribution. Then, knowledge distilla-

tion (KD)14 is leveraged to approximate the provider’s model by a local surrogate

model with nearly equivalent accuracy. To generate DL model-specific explanations,

we leverage the surrogate model’s gradients to generate adversarial examples15 that

counterfactually explain why an input example is classified into a specific class. In

addition, we design a novel method for explaining predictions on tabular data, which

makes minimal changes on the smallest number of features to generate understand-

able counterfactual examples (CE).

We demonstrate the accuracy and the effectiveness of our approach through

extensive experiments on two types of ML classification tasks: image classification

and tabular data classification. Our results show accurate local explanations con-

sistent with the explanations generated by the provider’s model, which give end

users an independent and reliable way to determine if the provider’s predictions

and explanations are trustworthy.

The remainder of this paper is organized as follows. Section 2 discusses related

works on generating deep learning model explanations. Section 3 introduces a num-

ber of techniques and methods we leverage to design our solution, and presents the

assumptions on the end-user data and knowledge. Section 4 describes our method

for generating DL model-specific explanations at the end-user’s side. Section 5 de-

tails the experimental setup, and reports and discusses empirical results. Finally, in

Section 6 we gather conclusions and sketch future research lines.

2. Related work

Several methods in the literature have been proposed to explain decisions made by

deep learning classification models. As introduced above, they fall into two main

classes:

• Model-agnostic. The methods in this class treat the model as a black box

and can explain any ML model, including DL models. They approximate

the relationship between the input and the output prediction of the black-

box model. For example, LIME8 creates an interpretable surrogate model

to approximate the relationship between a prediction and the perturbed

examples of the input example. Anchors16 approximates the relationship

between the models prediction and the input example using simple if-then
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rules. SHAP9 measures the contribution of each feature of an example to

the output prediction by computing Shapley values for each feature. Unfor-

tunately, model-agnostic methods are either unstable,17 computationally

expensive or prone to misinterpretation.11 Moreover, they disregard the

internal components of DL models that may be useful to generate more

accurate explanations.

• DL model-specific. This class of methods assume white-box access to the

DL model pipeline and use the internal components of the model, such

as the gradients, to generate more accurate and robust explanations. The

main idea of these methods is to identify the features of the input exam-

ple that are important to the output classification. For example, saliency

maps18 highlight the pixels of an input image by visualizing the gradient

of the model prediction w.r.t. those pixels. Grad-CAM++19 highlights the

regions of important input features computed by the weighted gradients of

an output classification w.r.t. the final convolutional layer of a DL model.

Another option20 is to generate adversarial examples that counterfactually

explain the predictions of a DL model. In fact, adversarial examples are

a sub-class of CEs and therefore can be used for explanations.11 Counter-

factual explanations are understandable and human-friendly: if you make

this change in the values of these features, the prediction will change from

this to that class. Several black-box methods that do not require access to

the internal model components to generate CEs have been proposed.21–23

However, gradient-based methods perform better in terms of the general-

ity and accuracy of the explanations they generate and have much lower

computational costs than methods based on black-box access.23,24

End users can use any model-agnostic method to explain a DL model with black-

box access, but they have to blindly trust the provider when they need the more

precise explanations obtained by exploiting the DL model’s internal components.

Unlike previous work that confines end users in the model-agnostic class, our goal

is to enable them to locally generate DL model-specific explanations.

3. Methods and assumptions

Data augmentation. The use of the original training data to generate virtual

examples that are similar but different from the original ones is known as data

augmentation.13 The virtual examples are used to enlarge the support of the training

distribution and help the trained models generalize better. For instance, virtual

examples of an image can be defined as the set of its horizontal reflections, rotations,

and scalings when performing image classification. A well-known data-agnostic and

efficient data augmentation method is the Mixup augmentation method.25 Mixup

creates a new virtual example from two different original training examples by

applying the same linear combination to the two examples’ input features and their

corresponding target labels. We use a modified version of Mixup to enlarge the
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unlabeled training data of end users.

Knowledge distillation (KD). Distillation methods14,26 transfer the knowledge

from a complex “master” to a simpler “student” model. Our goal of approximating

the provider’s black-box DL model can be viewed as a special case of KD where

the end user leverages some unlabeled data examples to transfer knowledge from

the provider’s model to a local surrogate model. Note that most existing methods

for KD exploit soft labels (probability vector predictions),14 feature maps of the

provider’s model intermediate layers27 or the relationships between different layers

or data samples.28 However, in our case, we only have black-box access to the

provider’s model and thus access to the hard labels only. Therefore, we use hard

labels to transfer knowledge, which is shown to be more effective than the previous

approaches.29

Adversarial examples. An adversarial example is obtained from an original input

example by making minimal feature changes in order to cause an ML model to

make a wrong prediction. Most existing methods suggest minimizing the distance

between the adversarial and the original example while changing the prediction

to the desired (adversarial) label. A gradient-based optimization approach30 can

be used to find adversarial examples for DL models. An improvement is the fast

gradient sign method (FGSM) for generating adversarial images.31 FGSM uses the

sign of the gradient of the underlying model to find adversarial examples.

Assumptions. We consider a scenario where an end user u uses a trained DL

classification model fp via a prediction API of a service provider p. Examples of such

scenarios are cloud-based platforms (e.g., AmazonML and AzureML), where the end

user queries an API with his unlabeled data and obtains the final predictions. We

assume the end user knows the input-output shape, but knows nothing about the

model architecture and training hyper-parameters. Moreover, we assume p has used

a big and representative labeled data set Dp = {(xjp, yjp)}mp

j=1 to train fp, whereas u

has only a small unlabeled data set Du = {xiu}
mu
i=1 (with mu � mp). Specifically,

we assume the ratio between mu and mp to be around 0.5% and for Du and the

unlabeled version of Dp to be similarly distributed. Assuming possession of Du by

u is realistic; given the small size and unlabeled nature of Du, it can be assumed to

be already available to the end user or even to be supplied by the provider to build

trust in his fp model.

4. Explaining deep learning classification model predictions on the

user’s side

We want to rid end users of the need to blindly trust the providers’ explanations

and allow them to generate DL model-specific explanations locally. In this way,

users can reliably understand how the providers’ models make their predictions and

determine whether these predictions are trustworthy.

However, in order to generate DL model-specific explanations for the predictions

of the provider’s model fp, an end user u needs white-box access to fp, which he does
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not have under MLaaS. To remedy this, we propose a two-phase approach that first

approximates fp through another local surrogate model fu that has performance

near-equivalent to that of fp by using knowledge distillation.14 After that, we use

fu’s internal components to generate local explanations that approximate the expla-

nations that would be generated using the internal components of fp. Specifically,

we leverage fu’s gradients to generate adversarial examples that counterfactually

explain why an input example is classified into a specific class.

The following subsections describe in detail the design of the proposed approach.

4.1. Data augmentation and surrogate model training

In the first phase, we need to approximate the provider’s model fp by a local sur-

rogate model fu having an accuracy as close to that of fp as possible. This raises

two challenges:

(1) The small unlabeled data set Du available to the end user may not be repre-

sentative of the distribution of the data Dp used to train fp. Therefore, using

only Du to distill the knowledge from fp into fu may yield poor accuracy and

poor explanations based on fu.

(2) u does not know the suitable model architecture and training hyper-parameters

of fu that bring its accuracy close to that of fp.

Data augmentation and labeling. To tackle the first challenge, we employ

a modified version of the Mixup method25 to augment Du and obtain more repre-

sentative training data. Mixup constructs a virtual input example

x̂ = λxi + (1− λ)xj , (1)

ŷ = λyi + (1− λ)yj , (2)

where (xi, yi) and (xj , yj) are two different examples drawn from the training

data with xi being the input example and yi is its corresponding target label, and

λ ∼ Beta(α, α) ∈ [0, 1], for α ∈ (0,∞). Mixup is easy for the end user to implement,

it incurs little computation overhead, and it produces valuable augmented data that

help train more robust and accurate models.25,32

In our case, Du contains only input examples that do not have corresponding

target labels. Thus, we only compose new virtual input examples by mixing each

input example xi ∈ Du with other mu − 1 examples with mu = |Du|. Fig. 1 shows

an example of mixing two input images to construct a new virtual image.

Once we obtain the augmented data Daug that contain both the original input

examples and the virtual input examples, we query the provider’s API with the

examples in Daug to obtain the augmented labeled examples Dlbld. Note that Dlbld

will contain mu+
(
mu

2

)
different training examples (the original ones plus the virtual

ones obtained from pairs of original examples) that can be expected to be more

representative of the training data distribution.
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Input image 1

Input image 2

virtual image

Fig. 1: Virtual input image generated by mixing two original input images with

λ = 0.5

Algorithm 1 describes the methodology we use to augment the small unlabeled

data set and then label it using the provider’s model fp.

Algorithm 1 Augmenting unlabeled data and labeling the augmented data

1: Input: API access to the provider’s model fp, the end user’s unlabeled data

Du, parameter α of the beta distribution.

2: Output: Augmented labeled data Dlbld.

3: mu = |Du|
4: Daug = [ ]

5: for i ∈ [1,mu] do

6: xi ← Du[i]

7: Add(xi, Daug)

8: for j ∈ [i+ 1,mu] do

9: xj ← Du[j]

10: λ← Beta(α, α)

11: x̂ = λxi + (1− λ)xj
12: Add(x̂, Daug)

13: end for

14: end for

15: Dlbld = [ ]

16: for each xk ∈ Daug do

17: Add((xk, fp(xk)), Dlbld)

18: end for

19: return Dlbld
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Choosing the model architecture and training hyper-parameters. After

obtaining Dlbld, the end user needs to define the appropriate model architecture and

training hyper-parameters to distill the knowledge from fp into the local surrogate

model fu using Dlbld.

Given the complexity of the classification task and its data distribution, it is

possible to estimate a set of candidate models with different complexities that can

solve the task.33 However, we also need to find the appropriate training hyper-

parameters, such as learning rate and batch size, that maximize the accuracy of

each candidate model.

To this end, we use the cross-validation search (CV-SEARCH) technique to se-

lect the appropriate hyper-parameters for each candidate model. Specifically, we

conduct CV-SEARCH by five-fold cross-validation, which works as follows. The

labeled training data are divided into five non-overlapping chunks for each hyper-

parameter combination. Then, the average accuracy is aggregated over the vali-

dation chunks, saved, and tested in the next hyper-parameter combination. The

process is repeated five times, each with a different validation chunk. After that,

the hyper-parameter combination that produces the best accuracy on validation

chunks is selected for the candidate model.

Given the ample search space, testing out all parameter combinations will take

a long time. We leverage Bayesian hyper-parameter optimization34 to find the ap-

propriate combination efficiently. Bayesian hyper-parameter optimization estimates

the validation accuracy of certain hyper-parameter combinations. Then the next

validation hyper-parameter combinations are chosen with high expected accuracy.

The hyper-parameters we search for are the training epochs, the learning rate and

the batch size. The candidate model architecture and the corresponding hyper-

parameter combination that have the highest expected validation accuracy are se-

lected to train the local surrogate model fu.

Note that an alternative solution to train an accurate surrogate model fu is to

use an AutoML platform, such as Google AutoMLa or Microsoft AutoMLb. These

platforms have advanced optimization algorithms that determine the appropriate

model architecture and training hyper-parameters for a given task and training

data. In this case, the end user does not need to incur any effort other than paying

the AutoML provider for training the model. However, doing so also implies trusting

the provider to operate the platform honestly.

4.2. Generating counterfactual adversarial explanations

Once the end user obtains a trained local surrogate model fu that is nearly as

accurate as the provider’s model fp, he can use fu to generate accurate explanations

for the predictions of fp. Since fu has almost learned the same decision boundaries

ahttps://cloud.google.com/automl
bhttps://www.microsoft.com/en-us/research/project/automl/
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as fp, explanations generated using fu’s internal components can be expected to

accurately approximate the explanations generated using fp’s internal components.

In our work, we explain the provider’s model by generating counterfactual expla-

nations35,36 of a specific example. Counterfactual explanations tell us how to change

the example’s features so that its predicted label also changes. In this way, we can

understand how the model makes its predictions and explain individual predictions.

Moreover, counterfactual explanations can be viewed as by-example explanations,

which are the preferable kind of explanations for end users.11,37 We use adversar-

ial training30,31 as a means to generate adversarial examples that counterfactually

explain the model predictions. Adversarial examples are easy to compute when we

have white-box access to the gradients of a DL model.31 In fact, adversarial exam-

ples are aimed at fooling the model rather than explaining it, but, in the end, they

serve the same purpose as CEs by slightly changing the features of input examples

to modify their predicted labels.11

We use the following expression to generate adversarial examples:

x∗ = x− ε · ∂
∂x
L(f(x), y∗), (3)

where x is an input example (represented as a vector of features), x∗ is the created

adversarial example, y∗ is the desired class label, and parameter ε is used to minimize

the changes made on the original input example to create the adversarial example.

Note that we perform a gradient descent optimization by moving the features of

the input example in the opposite direction of the gradient, thus causing the model

to classify the generated adversarial example into the desired class. If we take y∗ as

the second most probable class label in the local model prediction vector, we will

get a CE with the fewest possible feature changes on the input example that modify

the predicted label.

Expression (3) works well for images because the pixel values of an image carry

a lot of context, and we can identify the changed pixels and visualize them easily.

However, it is more challenging to represent tabular data in a meaningful way

because an example may consist of hundreds of (less regular) features. Listing all

feature values to describe an example is usually not desirable for end users who

look for the minimum changes needed to change the example’s prediction. For these

reasons, we build on Expression (3) to design two different algorithms that take into

account the generation of appropriate explanations, either for image data or tabular

data.

Generating explanations for images. To generate an explanation for a spe-

cific image xi, we create an adversarial example xi∗ with small pixel perturbations

that cause fp to change its current prediction ŷip = fp(xi) to another desired

prediction yi∗. Finally, we visualize the generated explanations by superimposing a

heatmap on the regions of important pixels in xi according to the difference between

xi and xi∗.

Algorithm 2 describes the method we use to generate explanations for image



May 13, 2022 12:0 WSPC/INSTRUCTION FILE main˙clean

10 Haffar et al.

data. Given API access to the provider’s model fp, white-box access to the trained

local surrogate model fu and the maximum allowed value εmax for the ε parameter,

we generate a visualized explanation for an input example x as follows. First, we

check whether the provider’s model and the surrogate model predict the same class

for x. If fp(x) 6= fu(x), we cannot go further in the adversarial example generation.

This should occur relatively seldom because fu closely mimics the predictions of fp.

If fp(x) = fu(x), let probsu be the probability vector fu outputs for x. Then, we set

the desired class label y∗ to be the index of the second most probable class in probsu.

Choosing the second most probable class instead of the other classes guarantees that

we make the smallest possible changes to modify the actual prediction of fp on x.

Note, however, that the end user can also set y∗ to any class label she wants. After

that, we keep repeating the gradient descent step in Expression (3) until one of two

following conditions is satisfied: i) an adversarial example x∗ is obtained that fools

fp into labeling it as y∗ or ii) the maximum value εmax is reached for ε. Note that

we start with a small ε = 0.005 and we increase it by 0.005 at each step.

Once we create the adversarial example x∗, we identify the pixel perturbations

values that caused the change of the prediction of fp for x to the desired class y∗.

We compute the absolute values of the added perturbations perturbs = abs(x∗−x).

Note that the vector perturbs has the same size as the original input image x.

Finally, we superimpose the vector perturbs on the original image x to visually

explain the important pixels that cause the prediction to change from fp(x) to y∗.

Algorithm 2 Explaining predictions for image data

1: Input: API access to the provider’s model fp, surrogate model fu, image to be

explained x, maximum allowed value εmax for ε.

2: Output: Visualized explanation of x.

3: if fp(x) = fu(x) then

4: probsu ←Get Probabilities(fu(x))

5: y∗ ← argmax(probsu, 2)

6: ε = 0.005

7: x∗ ← x

8: while fp(x∗) 6= y∗ and ε ≤ εmax do

9: x∗ ← x− ε · ∂
∂xL(fu(x), y∗)

10: ε← ε+ 0.005

11: end while

12: perturbs← abs(x∗ − x)

13: Superimpose(perturbs, x)

14: end if

Generating explanations for tabular data. Our method generates coun-

terfactual adversarial examples of tabular data by introducing changes to a small

number of attributes of an example to modify its predicted label. These slight
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changes are favored by end users when explaining tabular data predictions:11 in-

stead of overwhelming the user by changing a lot of attributes, changing a small

number of attributes facilitates understanding the explanation. The method is very

similar to creating adversarial examples for images with the difference of limiting

the number of changed attributes.

Given an input record x containing n attributes, we only change c ≤ n attributes,

where c is a hyper-parameter defining the number of attributes to be changed in x to

generate the CE x∗. To choose the c attributes, we start by computing the gradient

of the loss between the surrogate model output fu(x) and the desired output y∗
w.r.t. the attributes of the input record. Then, we take the L1-norm of the computed

gradient ∇x. After that, we identify the attributes with the highest c L1-norms as

the attributes to be changed when generating x∗. We do this by using a weighting

vector w that contains 0s for the unchanged attributes and 1s for the changed

attributes. In this way, when we compute the gradients w.r.t. the attributes of the

input record, we only change the values corresponding to the c attributes. Finally, we

return the generated CE x∗. In tabular data, a similar record with slightly changed

attribute values counterfactually explains the attributes responsible for changing

the predicted label.11,36

Note that our method also allows the end user to choose the attributes she prefers

to change instead of making an automatic choice. Although there is a negative view

on the fairness of tabular CEs,38 some authors39 propose that plausible tabular CEs

can be used instead of closest CEs to improve the robustness and consequently the

individual fairness of counterfactual explanations.

5. Empirical analysis

In this section, we evaluate the performance of the proposed approach on two ML

tasks: image classification and tabular data classification. First, we show how accu-

rate the local surrogate models were at approximating the provider’s models. Then,

we evaluate the DL model-specific explanations generated by the surrogate models,

and show their consistency with those generated by the provider’s models.

Finally, we compare the visual explanations generated by our method for image

data with those generated by a model-agnostic method (LIME40), which shows that

our explanations are more accurate and understandable.

Our code is available for reproducibility purposesc.

5.1. Experimental setup

We ran our experiments on a machine with AMD Ryzen 5 CPU at a base speed of

3.6 GHz, 32 GB of RAM, and a GPU NVIDIA GeForce GTX 1660 with 6 GB of

RAM.

chttps://github.com/anonymous16534/

User-End-Explanations-of-the-Predictions-of-Deep-Learning-Black-Box-Models
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Algorithm 3 Explaining predictions for tabular data

1: Input: API access to the provider’s model fp, local surrogate model fu, record

to be explained x, maximum allowed value εmax for ε, number of attributes to

be changed c.

2: Output: Counterfactual example x∗.

3: if fp(x) = fu(x) then

4: probsu ←Get Probabilities(fu(x))

5: y∗ ← argmax(probsu, 2)

6: n← Number of attributes in x

7: |∇x| ← abs( ∂
∂xL(fu(x), y∗))

8: w ← Zero vector of length n

9: idxs← Indices of the highest c values in |∇x|
10: for idx ∈ idxs do

11: w[idx] = 1

12: end for

13: x∗ ← x

14: ε← 0.005

15: while fp(x∗) 6= y∗ and ε ≤ εmax do

16: x∗ ← x− w · ε · ∂
∂xL(fu(x), y∗)

17: ε← ε+ 0.005

18: end while

19: Return x∗
20: end if

Data sets and provider models. We evaluated the proposed approach on

three data sets:

• Genderd is a binary classification data set from Kaggle. It consists of RGB

images of male and female faces with a balanced training set of 23,200 fe-

male images and 23,800 male images. The validation set contains 11,600 images

evenly divided into the two classes. Since the images have large and different

sizes, we first resized them to 100×100 pixels in order to train our models faster.

The provider’s model was the deep CNN used in a previous paper.41 The model

was trained for 10 epochs with a batch size 64, the binary cross-entropy loss

function and the Adam optimizer42 with a learning rate 0.001.

• MNIST contains 70K handwritten images corresponding to digits 0 to 9.43

The images are divided into a training set (60K examples) and a validation set

(10K examples). We used the LeNet model44 as the provider’s model. It was

trained for 100 epochs with a batch size 128, the cross-entropy loss, and the

same optimizer and learning rate as the Gender benchmark.

dhttps://www.kaggle.com/cashutosh/gender-classification-dataset
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• Adulte is a tabular data set that contains 48, 842 records of census income in-

formation with 14 numerical and categorical attributes. From these, we dropped

the final weights (fnlwgt), which reveal too much information to the model, and

the education attribute, which is redundant with education-num. We also en-

coded categorical attributes as numbers. The class label is the attribute income,

that classifies records into either > 50K or ≤ 50K. We used 80% of the data

as training data, and the remaining 20% as validation data. The provider’s DL

model for this data set consisted of three hidden layers of 100 neurons each.

The sigmoid activation function followed the final layer to produce probabili-

ties. The model was trained for 10 epochs with a batch size 128, and the same

loss and optimizer as the two former benchmarks.

Data augmentation and local surrogate models. The end user was as-

signed 0.5% of each training data set’s examples without their classification labels,

which corresponds to 235 out of 47, 000 images for the Gender data set, 300 out

of 60, 000 images for the MNIST data set, and 195 out of 39, 073 records for the

Adult data set. This data was augmented following Algorithm 1. We set the pa-

rameter α of the beta distribution to 0.25 for the Adult data set, while we used

a constant value λ = 0.5 for the image data sets. We found that augmenting the

image data by taking the average of two images led to distilling more knowledge

from the provider’s models. Table 1 reports the number of samples the user owns

before and after augmenting the data.

Table 1: Number of data samples owned by the service provider and the user before

and after the Mixup augmentation

Data set Provider data
User data before

augmentation

User data after

augmentation

Time needed to create

each example

Gender 47,000 235 27,495 0.045 s

MNIST 60,000 300 22,893 0.0015 s

Adult 39,073 195 56,745 0.0002 s

We used four surrogate models with different architectures for the Gender and

the MNIST data sets. Surrogate 1 was shallower than the provider’s model, sur-

rogate 2 had the same architecture, and surrogates 3 and 4 were larger than the

provider’s model. Tables 2 and 3 summarize the architectures of these surrogate

models.

On the other hand, in the case of the Adult data set we used a simpler surrogate

architecture than the provider’s model: same depth as the provider’s model but

fewer neurons in each layer. The rationale is that this classification task is simple

and does not require deep feature extraction, unlike the Gender and the MNIST

ehttps://archive.ics.uci.edu/ml/datasets/adult
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Table 2: Architectures of the provider’s black-box and end user’s surrogate models

used in the experiments for the Gender classification data set. C(3, 32, 3, 0, 1) de-

notes a convolutional layer with 3 input channels, 32 output channels, a kernel of

size 3× 3, a stride of 0, and a padding of 1; MP (2, 2) denotes a max-pooling layer

with a kernel of size 2× 2 and a stride of 2; and FC(18432, 2048) indicates a fully

connected layer with 18,432 inputs and 2,048 output neurons. We used ReLU as an

activation function in the hidden layers; lr stands for learning rate.

Model Model architecture
Hyper-

parameters

Provider

C(3,32,3,0,1), C(32,64,3,1,1), MP(2,2),C(64,128,3,0,1), C(128,128,3,1,1), MP(2,2),

C(128,256,3,0,1), C(256,256,3,1,1), MP(2,2), C(256,512,3,0,1), C(512,512,3,1,1), MP(2,2),

FC(18432,2048), FC(2048,1024), FC(1024,512), FC(512,128), FC(128,32), FC(32,2)

lr = 0.001

epochs = 10

batch = 64

Surrogate 1

C(3,32,3,0,1), C(32,64,3,1,1), MP(2,2), C(64,128,3,0,1), C(128,256,3,1,1),MP(2,2),

C(256,512,3,0,1), C(512,256,3,1,1), MP(2,2), FC(36864,1024), FC(1024, 256), FC(256,32),

FC(32,2)

lr = 0.0001

epochs = 10

batch = 128

Surrogate 2 Same architecture as the provider’s model.

lr = 0.0001

epochs = 10

batch = 128

Surrogate 3

C(3,32,3,0,1), C(32,64,3,1,1), MP(2,2), C(64,128,3,0,1), C(128,256,3,1,1), MP(2,2),

C(256,512,3,0,1), C(512,256,3,1,1), MP(2,2), C(256,512,3,0,1), C(512,512,3,1,1), MP(2,2),

C(512,512,3,0,1), C(512,512,3,1,1), MP(2,2), FC(4608,1024), FC(1024, 256),

FC(256,32), FC(32,2)

lr = 0.0001

epochs = 10

batch = 128

Surrogate 4

C(3,32,3,0,1), C(32,64,3,1,1), MP(2,2), C(64,128,3,0,1), C(128,128,3,1,1), MP(2,2),

C(128,256,3,0,1), C(256,256,3,1,1), MP(2,2),C(256,512,3,0,1), C(512,512,3,1,1), MP(2,2),

C(512,512,3,0,1), C(512,512,3,1,1), MP(2,2), FC(4608,1024), FC(1024,256),

FC(256,128), FC(128,32), FC(32,2)

lr = 0.0001

epochs = 10

batch = 128

tasks. Table 4 depicts the details of both the provider’s model and the surrogate

model for the Adult data set.

We limited the search space of the Bayesian hyper-parameter optimization34 to

find the best hyper-parameter combination for each surrogate model quickly. The

learning rate was searched between 0.0001 and 0.01, the training epochs between 5

and 150, and the batch size between 32 and 128.

Evaluation metrics. We used the following evaluation metrics to measure the

performance of the trained surrogate models and the generated explanations:

• Accuracy : number of correct predictions divided by the total number of pre-

dictions. We used this metric to measure and compare the performance of the

provider’s and the surrogate models.

• Structural Similarity Index Measure (SSIM): similarity between two images x

and y measured as

SSIM(x, y) =
(2µxµy + c1)(2σxy + c2)

(µ2
x + µ2

y + c1)(σ2
x + σ2

y + c2)
,

where µx is the average of x, µy is the average of y, σ2
x the variance of x, σ2

y the

variance of y, σxy the covariance of x and y, and c1 and c2 are two variables to

stabilize the division. The values of c1 and c2 are calculated as

c1 = (K1L)2, c2 = (K2L)2,
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Table 3: Architectures of the provider’s black-box and end user’s surrogate models

used in the experiments for the MNIST data set

Model

name
Model architecture

Hyper-

parameters

Provider

model
LeNet 544

lr = 0.001,

epochs = 100,

batch = 128

Surrogate

model 1

C(1, 16,0, 2), MP(2, 0) C(16, 32, 0, 2),

MP(2, 0), C(32, 64, 0, 2), FC(16384, 200), FC(200, 10)

lr = 0.001,

epochs = 100,

batch = 128

Surrogate

model 2
LeNet 544

lr = 0.001,

epochs = 100,

batch = 128

Surrogate

model 3

C(1, 64, 0, 2), MP(2,0), C(64, 128, 0, 2), MP(2, 0), C(128, 256, 0, 2),

FC(1638400, 1024), FC(1024, 200), FC(200, 10)

lr = 0.001,

epochs = 100,

batch = 128

Surrogate

model 4

C(1, 32, 0, 2), MP(2, 0), C(32, 64, 0, 128), MP(2, 0),

C(64, 128, 0, 2), C(128, 128, 0, 2), C(128, 64, 0, 2), C(64, 64, 0, 2),

FC(16384, 256), FC(256, 10)

lr = 0.001,

epochs = 100,

batch = 128

Table 4: Architectures of the provider’s black-box and end user’s surrogate models

used in the experiments for the Adult data set

Model name Model architecture Hyper-parameters

Provider model FC(12,100), FC(100,100), FC(100,2) lr = 0.001, epochs = 10, batch = 128

Surrogate model FC(12, 64), FC(64, 64), FC(64, 2) lr = 0.0001, epochs = 100, batch = 64

where L is the dynamic range of the pixel-values, K1 = 0.01, and K2 = 0.03. We

used SSIM to measure the similarity between the adversarial images generated

by the provider’s model and those generated by the surrogate models.

• Overlap similarity : similarity between two records x and y with categorical

attributes computed as

Overlap(x, y) = Σd
k=1wkS(xk, yk),

where d is the number of the categorical attributes, xk denotes the k-th attribute

in x, yk denotes the k-th attribute in y, wk denotes the weight assigned to the

k-th attribute, and

S(xk, yk) =

{
1, if xk = yk,

0, otherwise.

In our experiments, we set wk = 1/d for all the attributes. We used this metric

to measure the similarity between the counterfactual records generated by the

provider’s model and those generated by the surrogate model for tabular data.
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5.2. Results and discussion

5.2.1. Accuracy of surrogate models

Table 5 reports the accuracy of the provider’s models and the trained surrogate mod-

els. We can notice that all the surrogates trained on the small non-augmented data

performed very poorly on the unseen data: their predictions were almost random

guesses. The best surrogate with the Gender benchmark achieved 53.5% accuracy

compared to 96.3% for the provider’s model; the best surrogate with the MNIST

benchmark achieved 10.35% compared to 99.22% for the provider’s model; and the

best surrogate with the Adult benchmark achieved 47.2% compared to 84.85% for

the provider’s model. The reason of that poor performance is that the surrogates

overfitted the small non-representative training data sets, which were insufficient to

distill the knowledge from the provider’s model.

On the other hand, when the surrogates were trained on the more representative

augmented data, their performance was nearly equivalent to that of the provider’s

model. The best surrogate with the Gender benchmark achieved 94.47% accuracy

compared to 96.3% for the provider’s model; the best surrogate with the MNIST

benchmark achieved 96.1% compared to 99.22% for the provider’s model, and the

best surrogate with the Adult benchmark achieved 84.58% compared to 84.85% for

the provider’s model. Moreover, Surrogate 1, which is simpler than the provider’s

model, achieved the highest accuracy among all the surrogates. This is not surpris-

ing because transferring knowledge from a large “master” DL model to a simpler

“student” DL model is more effective and produces highly regularized models.14

Table 5: Accuracy of surrogate models, without and with data augmentation, com-

pared to the accuracy of the provider’s model

Data set
Provider

model

Surrogate 1 Surrogate 2 Surrogate 3 Surrogate 4

Non-

aug.
Aug.

Non-

aug.
Aug.

Non-

aug.
Aug.

Non

aug.
Aug.

Gender 96.3% 53.8% 94.47% 43.7% 92.89% 48.26% 93.86% 49.68 93.35%

MNIST 99.22% 7.69% 96.1% 8.9% 95.8% 10.35% 94.8% 6.3% 94.5%

Adult 84.85% 47.2% 84.58% - - - - - -

5.2.2. Surrogate model explanations

In this section we compare the explanations generated by the surrogate models with

those generated by the provider’s models.

Image data. We generated an adversarial image for each image in the Gen-

der and MNIST data sets by using the gradients of the provider’s model and the

four surrogate models. Then, we computed SSIM between the adversarial examples

generated by the provider’s model and those generated by the surrogates to numer-
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ically measure their similarity. Table 6 reports the average SSIM for the Gender

and MNIST validation images. We can see that the simplest model (Surrogate 1)

generated adversarial examples with the highest similarity to those generated by

the provider’s model.

On the other side, as the surrogate models got larger and deeper (Surrogates 2, 3

and 4), the similarity between their generated adversarial examples and those gen-

erated by the provider’s model decreased. Therefore, we can conclude that choosing

the simplest model architecture, which gave the highest accuracy in the classifica-

tion task, leads to a more accurate approximation of the explanations generated by

the provider’s model.

Table 6: Similarity between the adversarial examples generated by the surrogate

models and the ones generated by the provider’s model on the Gender and MNIST

data sets.

Data set
Surrogate

model 1

Surrogate

model 2

Surrogate

model 3

Surrogate

model 4

Gender 96.79% 93.42% 91.81% 91.36%

MNIST 98.27% 95.63% 93.22% 92.68%

To visually compare the explanations generated by the surrogates with those

generated by the provider’s models, we computed the absolute perturbations added

to the original validation images (perturbs) by using Algorithm 2. We then overlaid

them as heat maps on the original images. Figure 2a shows two examples of these

visual explanations generated for the Gender data set. In the first example (row

1), the provider’s model wrongly predicted the original image as male, and the

added pixel perturbations changed its prediction to the true prediction female. In

the example (row 2), the provider’s model correctly predicted the original image

as female, and the added pixel perturbations changed its prediction to the wrong

prediction male.

By looking at the pixels that caused the prediction to change, we can see that,

in general, the explanations generated by the surrogates were consistent with those

generated by the provider’s model: all the models, including the provider’s, iden-

tified the pixels corresponding to the regions of the eyes, the nose, the cheek and,

sometimes, the lips, as the pixels responsible for changing their prediction. This is

in line with the literature on gender recognition,45,46 which found that the eyes,

the nose, the cheek and the lips are the most relevant features for differentiating

between male and female faces.

Figure 2b shows two examples of the explanations generated for MNIST. In the

first example (row 1), the provider’s model wrongly predicted the original image as

0, and the added pixel perturbations changed its prediction to the true prediction

6. In the example (row 2), the provider’s model correctly predicted the original
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image as 2, and the added pixel perturbations changed its prediction to the wrong

prediction 1. Again, the explanations generated by the surrogates were consistent

with the explanations generated by the provider’s model: all the models identified

pixels on the edges of the digits as the important ones. This is also in line with

previous works on digit recognition.47

To summarize, the visual explanations generated by the surrogates were under-

standable and consistent with those generated by the provider’s models.

Predicted -> Changed

male -> female

Original image Provider model Surrogate model 1 Surrogate model 3 Surrogate model 4Surrogate model 2

female-> male 

(a) Two examples of the explanations generated for the images of the Gender data set

Predicted -> Changed

0 -> 6

Original image Provider model Surrogate model 1 Surrogate model 3 Surrogate model 4Surrogate model 2

2 -> 1

(b) Two examples of the explanations generated for the images of the MNIST data set

Fig. 2: Visual explanations generated by the surrogate models in comparison with

those generated by the provider’s models.

Tabular data. We generated a CE for each record in the Adult data set by

using the gradients of the provider’s model and those of the surrogate model. First,

we used Algorithm 3 with c = n (that is, c = 12) to allow changing all the attributes

when generating the examples. Then, we computed the overlap between the records

generated by the provider’s model and those generated by the surrogate model. We

found that the generated records were almost identical, with an average overlap of

around 1. This is not surprising because the accuracy of the surrogate model on

the classification task was extremely close to the accuracy of the provider’s model

(84.58% vs. 84.85%).

To generate CEs for a specific validation record while limiting attribute changes,
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we used Algorithm 3 with c ∈ {1, . . . , 12}. Table 7 shows two original records, each

with four generated CE. CE 1 was generated by changing the educational number

attribute only. CE 2 was generated by allowing the attributes educational number

and age to be changed. CE 3 was generated by allowing the attributes educational

number, age and working hours per week to be changed. Finally, CE 4 was generated

by allowing all the attributes to be changed.

Record 1’s income was classified as ≤ 50K by the provider’s model. CE 1 for

that record shows that we can change the original record’s prediction to > 50K by

increasing educational level from 13 to 16. This seems logical: in most cases, the

higher the education level, the higher the income. CE 2 shows that we can change

the prediction by increasing age from 31 to 41 and educational level from 13 to just

15. This also makes sense: in addition to the impact of the educational level (which

is lower in this case), an older age means more working experience and, therefore,

higher income.

CE 3 shows that we can change the prediction by increasing age from 31 to

just 39, educational level from 13 to 15 and working hours per week from 60 to 61.

Certainly, higher education, higher age, and more working hours usually correlate

with higher income. Finally, CE 4 shows that we can change the prediction by

increasing age from 31 to 36, educational level from 13 to 14 and occupation from

craft repairer to executive managerial. This also makes sense, since besides the age

and educational level, the type of occupation also impacts on the income.

On the other hand, record 2’s income was classified as > 50K by the provider’s

model. In this case, the CEs changed the attribute values the other way around. CE

1 shows that we can change the original record’s prediction to ≤ 50K by decreasing

educational level from 14 to 7. CE 2 shows that we can change the prediction by

decreasing age from 46 to 45 and educational level from 14 to 7. CE 3 shows that we

can change the prediction by decreasing age from 46 to 45, educational level from

14 to 9 and working hours per week from 60 to 51. Finally, CE 4 shows that we

can change the prediction by decreasing educational level from 14 to 12, occupation

from executive managerial to handlers cleaners, marital relationship from husband

to not-in-family and working hours per week from 60 to 56.

These results show that our method generated logical and understandable ex-

planations for tabular data, which can help end users understand which attributes

influenced the predictions of DL models. Furthermore, it gives the end users the

flexibility to specify the attributes that can or cannot be altered to change predic-

tions.

5.2.3. Comparison with LIME

To illustrate the advantages of our DL model-specific method over model-agnostic

methods, we compared it with LIME8 in terms of runtime and quality of the expla-

nations.

Table 8 reports the time required to train the surrogates, to generate the ex-
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Table 7: Explanations provided by the proposed method on two records of the Adult

data set. Symbol ’-’ indicates that the value of the feature did not change during

the creation of the CE.

Attribute age workclass edu M.S. occupation relationship race gender C. G. C. L. H.P.W. country

Prediction

original

model

R
ec

o
rd

1

Original 31
Self-emp-

not-inc
13 unmarried

Craft-

repair
Unmarried White Male 0 0 60 U.S. ≤ 50K

CE 1 - - 16 - - - - - - - - - > 50K

CE 2 41 - 15 - - - - - - - - - > 50K

CE 3 39 - 15 - - - - - - - 61 - > 50K

CE 4 36 - 14 -
Exec-

managerial
- - - - - - - > 50K

R
ec

or
d

2

Original 46 Private 14 married
Exec-

managerial
husband White Male 0 0 60 U.S. > 50K

CE 1 - - 7 - - - - - - - - - ≤ 50K

CE 2 45 - 7 - - - - - - - - - ≤ 50K

CE 3 45 - 9 - - - - - - - 51 - ≤ 50K

CE 4 - - 12 -
Handlers-

cleaners

Not-in-

family
- - - - 56 - ≤ 50K

planation of one prediction, to generate the prediction of the validation set, and

to train the models and generate the explanations for both the proposed method

and LIME. We can notice that LIME, on average, was ten times slower than our

method to generate explanations.

The high computational runtime of LIME was due to the way LIME generates

its explanations. In order to explain the prediction of a black-box model f on an

image x, LIME first decomposes x into d superpixels (a.k.a. image patches). Then,

it creates n neighbor perturbed images x1, . . . , xn by randomly turning on and off

those superpixels. After that, it queries the model to get predictions yi = f(xi).

Finally, it builds a local linear interpretable model fitting the yis to the presence or

absence of superpixels. Since each coefficient of the built model is associated with

a superpixel of the image, the more positive the coefficient is, the more important

the superpixel is for the prediction. Usually, the end user explains the prediction

by highlighting the superpixels associated with the top positive coefficients. In our

experiments, LIME created, on average, 104 and 84 perturbed images for each orig-

inal image in the Gender data set and the MNIST data set, respectively. After that,

it trained a unique local model to explain the black-box model prediction on each

validation image. In contrast, our method used the same trained surrogate model

to explain any example in 2 steps on average, which caused little computational

overhead compared to LIME.

To compare the quality of the explanations generated by our method vs LIME,

we generated explanations using both methods for two images of the Gender and

MNIST data sets. For our method, we used Surrogate 1. Figure 3a shows the ex-

planations generated for the Gender examples. We can see that our method high-

lighted specific image pixels that caused the model’s prediction. Those pixels were

clear, limited, and associated with facial features important for classifying faces.45,46

On the other hand, LIME generated less clear explanations, which involved many

non-relevant pixels; sometimes it could not find explanations at all, as shown in



May 13, 2022 12:0 WSPC/INSTRUCTION FILE main˙clean

Generating DL Model-Specific Explanations at the End User’s Side 21

Table 8: Runtimes for training the surrogate models and execute the LIME algo-

rithm, and for generating the explanations on the Gender and MNIST data sets.

Data set Task
Provider

model

Surrogate

model 1

Surrogate

model 2

Surrogate

model 3

Surrogate

model 4
LIME

Gender

Training the model 1224 s 1231 s 1154 s 1468 s 1471 s

Explaining one image 0.24 s 0.13 s 0.2 s 0.24 s 2.77 s

Explaining the val. set 2818 s 1554 s 2331 s 2784 s 32132 s

Total 4049 s 2708 s 3799 s 4255 s 32132 s

MNIST

Training the model 328 s 124 s 124 s 192 s 177 s

Explaining one image 0.03 s 0.03 s 0.04 s 0.05 s 0.53 s

Explaining the val. set 350 s 330 s 400 s 500 s 5300 s

Total 474 s 454 s 592 s 677 s 5300 s

Figure 3b.

Image 1

Image 2

Proposed method LIME

(a) Two examples from the Gender data set

Image 1

Image 2

Proposed method LIME

(b) Two examples from the MNIST data set

Fig. 3: Comparison of the explanations generated by the proposed method with

those generated by LIME

6. Conclusions and future work

In the context of machine learning as a service (MLaaS), end users do not normally

have white-box access to the MLaaS provider’s DL models. We have presented a

novel approach that enables end users to locally generate DL model-specific expla-

nations that accurately approximate the explanations the user would obtain if she

had white-box access to the provider’s model.

First, we use a modified version of the Mixup augmentation method to enlarge

the small unlabeled data set available to the end user and make it more represen-

tative of the input data distribution. Then, we leverage knowledge distillation to
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build a local surrogate model at the end user’s side that approximates the provider’s

model. Finally, we use the gradients of the surrogate model to generate adversarial

examples that counterfactually explain the prediction of the provider’s model on

a specific input example. For image data, we visualize the explanation by super-

imposing on the input example the difference between its pixels and those of the

counterfactual. For tabular data, we designed a method that makes small changes

on few attributes to generate counterfactuals that are understandable by end users.

Our approach only requires the end user to have access to unlabeled data of size

about 0.5% of the provider’s training data and it does not require any knowledge

about the provider’s model architecture or the training hyper-parameters.

Our experiments on image classification and tabular classification data sets

showed that our approach can locally generate DL model-specific explanations con-

sistent with those generated by the provider’s model, thereby giving end users an

independent and reliable way to determine if the provider’s predictions and expla-

nations are trustworthy.

As future work, we plan to test the performance of our approach on other com-

puter vision tasks, such as detection and segmentation, as well as natural language

processing. We intend to test the use of the plausible counterfactual explanations39

on the end user’s side. We also plan to use adversarial examples as a means to assess

the counterfactual fairness (individual fairness) of deep learning models.
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