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Confidence-ranked reconstruction of census records
from aggregate statistics fails to capture privacy risks

and reidentifiability

David Sanchez®’

Dick et al. (1) describe a method to reconstruct record pro-
totypes from aggregate statistics of the US Decennial Census
data, where we call prototype a record present with some
multiplicity (i.e., number of repetitions) in the original data D.
The proposed method ranks the reconstructed prototypes
by how frequently they appear in multiple reconstructions.

The authors evaluate the effectiveness of their method
by measuring the rate of the top k-ranked reconstructed
prototypes that were present in a synthetically generated
version of D. The reported results show that this rate is
near to 1 for small values of k, which the authors interpret
as a privacy risk on the subjects to whom those records
refer. However, since the rate considers the number of
prototypes in D rather than the actual number of records,
the authors are neglecting the multiplicity of each proto-
type in D, which is key to assessing privacy risks: A proto-
type appearing, say, 10 times in D means that 10 individuals
share the same record values for the considered attributes
and, therefore, are intrinsically protected against reidenti-
fication (2, 3) because “our privacy is protected to the
extent that we blend in with the crowd” (4). In terms of
the well-known k-anonymity model (2), this means that
unequivocal reidentification of any of those 10 individuals
is not possible and that the probability of correct reidenti-
fication is just 1/10. It can be noted that the authors'’
method would still (wrongly) claim high rates if D was
already protected via k-anonymity, i.e., all prototypes in it
had multiplicity k. Therefore, the reported rates do not
capture the privacy risks in D.

The authors’ method is incapable of ascertaining the
multiplicity of the reconstructed prototypes and, therefore,
cannot assess whether they appear only once in D and can
therefore lead to reidentification if linked with external iden-
tified sources. Besides, since their ranking is based on the
frequency of prototypes in multiple reconstructions, the top
k-ranked prototypes can be expected to be the k most com-
mon prototypes in D; that is, those with the greatest number
of repetitions and, thus, those intrinsically more private.
Conversely, outlying (i.e., less frequent) records in D, which
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actually correspond to individuals at highest risk, are unlikely
to be among the top k. Hence, outlying records are paradox-
ically beyond the reach of the proposed method. Therefore,
contradictory to the authors’ claims, their method is ineffective
to i) assess the privacy risks in D, ii) detect the most priva-
cy-sensitive records in D, and iii) guide targeted reidentification
attacks on D.

The authors refer to their method as a reconstruction
attack, which implies that it may compromise D, and suggest
that the produced ranking can be used by an adversary for
“identity theft.” As a conclusion, they raise “sober warnings
on the privacy risks of releasing precise aggregate statistics
of a dataset” and suggest using differential privacy, a priva-
cy-enhancing technique that can severely damage the utility
of the published data (5). Given the above, this conclusion is
unwarranted and inappropriate.
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