Evaluation of the disclosurerisk of masking methods dealing with textual attributes
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ABSTRACT. Record linkage methods evaluate the disclosuteafgevealing confidential
information in anonymized datasets that are pupliiktributed. Concretely, they measure
the capacity of an intruder to link records in theginal dataset with those in the masked
one. In the past, masking and record linkage methualve been developed focused on
numerical or ordinal data. Recently, motivated bg proliferation of textual information,
some authors have proposed masking methods to ewmmytextual data. Textual
attributes should be interpreted according to theg@mantics, which makes them more
difficult to manage and compare than numerical datathis paper, we propose a new
record linkage method specially tailored to accefgtevaluate their disclosure risk. Our
method, named Semantic Record Linkage, relies ehéory of semantic similarity and
uses widely available ontologies to interpret tleenantics of data and propose coherent
record linkages. Test performed over a real databetw that a semantic record linkage
method evaluates better the disclosure risk whempewed to a hon-semantic approach.
Keywords: Privacy protection, disclosure risk, record linkagatologies, semantic
similarity

1. Introduction. Statistical agencies gather data and make thentablaito third parties
for analysis. Datasets consist on a set of req@alsesponding to individuals) described by
a set of attributes (corresponding to the featusash as age, job or religion). Due to the
fact that microdata may contain sensible infornratabout individuals, they must be
anonymised before making them public to guararteeprivacy of the respondents. The
goal of a privacy-preserving method is avoidingir@nuder re-identifies the identity of an
individual from the published data, associatingdusfidential information. A typical way
to achieve some degree of anonymity is to satikf/kkanonymity property [1]. This
establishes that each record in a dataset mustdigtinguishable with at leaktl other
records of the same dataset. To satisfykamonymity property, some masking methods
have been designed, most of them being specifiodarerical data [2]. However, in many
situations, some kind of information can only b@ressed by means of textual labelgy(
job or user preferences regarding leisure or smappWith the enormous growth of the



Information Society, datasets containing textuénmation are becoming easily available
(e.g.user opinions, preferences, reviews and even daogsy. On the contrary to numbers,
the processing of textual data cannot be made ansef the arithmetic operators [3] and
require semantic analysis tools to understand theaning. Considering that words
correspond to concepts with a semantic contentwladge sourcese(g structured
thesaurus, ontologies, tagged corpora, etc.) adatkto interpret their semantics.

In recent years, some authors (see section 2)grapesed masking methods dealing with
textual data from a semantic point of view. Theswks rely on predefined knowledge
structuresi(e. taxonomies) which are analyzed to propose tramsfbhons of textual data by
means of generalization Terms are substituted by other more general ahes
taxonomically subsume them. As a result of this dietnsformation process, an information
loss occursinformation losds a quality measure of the reduction of thetytith the masked
data, when compared to the original one [4]. Indh®ge of textual attributes, information loss
should be considered as a function of reductiseafantic content.é. the more abstract the
generalizations, the higher the information losk) $-7]. Ideally, any masking method
should minimize the information loss to maximizeadatility [8].

Another important aspect of any masking methodhésrinimization of thelisclosure
risk. It measures the capacity of an intruder to obthi information contained in the
original dataset from the masked one [4]. To compli¢ disclosure risk, many works [4, 9,
10] considerrecord linkage(RL) methods. These try to link the records in trginal
dataset with those of in the masked one. Two kofd®cord linkage methods are usually
considered in the literature[11]. On the one halstance-based record linkagemputes a
distance measure between original and masked eclimnéting each masked one to the
closest in the original dataset. For numerical dataEuclidean distance is typically used.
On the other hand probabilistic record linkage bases the matching on the
expectation-maximization algorithm [12] which isskd on the amount of coincidences
between masked and original datasets.

Classical RL methods have been defined independehthe masking method used to
anonymise input data. However, some works [11, 3]3rave shown that it is possible to
increase the amount of linkages by designing ddRL methods for concrete masking
schemas. In [9, 11, 13] authors show that ad-haigded RL methods increase the
disclosure risk when assuming that input data hasen anonymised by means of a
micro-aggregation process. In [11] a similar woskproposed, in which an especially
designed RL method increases the amount of linkades input data is masked by with
rank swapping [16]. Using especially tailored RLthoels one assumes the worst possible
scenario for privacy protection and, hence, bettatuates the potential disclosure risk.

Both generic and ad-hoc RL methods proposed inlittature are focused only on
numerical and ordinal data. However, as stated ebgaveral masking methods for textual
attributes have been proposed in recent yearst®igxtual attributes should be interpreted
according to their semantics it is not straightfardvto apply existing RL methods. As far
as we know, no semantically-grounded RL methodg theen proposed.

In this paper, we present a new distance-based Bthod designed to measure the



disclosure risk of masking methods based on thergémnation of textual attributes. Our
method (calledSemantic Record Linkag8RL) relies on the theory of semantic similarity
to propose linkages between original and maskedhsdtd, discovering the most
semantically similar records. This supposes an avgment over methods based solely on
the number of term coincidences. Considering thatknowledge structure used by the
masking method to propose generalizations remaithdeh to the intruder, we propose
exploiting general-purpose taxonomies/ontologielsatier interpret textual values [17, 18].
Our method has been applied to evaluate the diseassk of a classical generalization
method applied to a real dataset of textual datal, ia has been compared against a
non-semantic RL approach relying on counting tewmadences. Results show that a
semantically-grounded RL method increases the oke-identification compared to
existing methods and, hence, it better evaluaegdtential disclosure risk of masked data.

The rest of the paper is organized as follows. i®ec2 reviews masking methods
dealing with textual data. Section 3 describes gamantic foundations of our method:
ontologies and semantic similarity. Section 4 pmésend formalizes our SRL method.
Section 5 tests our approach by evaluating theladise risk of generalization-based
masking methods under different configurations, jganmg it to a non-semantic approach.
The final section contains the conclusions andredViees of future research.

2. Anonymising textual attributes. As stated in the introduction, an anonymisation
method takes a dataset consisting on a set ofdedae. individuals) and set of attributes
(i.e. responses). These attributes can be classifiedastifiers (which unambiguously
identify the individual, such as ID-card number§l guasi-identifiers(which may identify
some of the respondents, especially if they arebooed with the information provided by
other attributes, such as job or place of birthya§-identifiers can be divided into
confidential attributegwhich contain sensitive information, such as roaldconditions)
and non-confidential attributegthe rest). The goal of statistical disclosure tognis to
prevent the link of the published confidential imf@tion to unique individuals. Before
publication,identifiers are removed from the dataset. Whereas confideinfi@mation is
unknown by third partiesjon-confidential quasi-identifier attributealuesmay be known
and can be used to re-identify the respondent.o@jh, they do not link to specific
respondents if they are considered separatelypribielem arises if they are considered in
groups €.g job + city of living + age). Consequently, befameasing the data, these
attributes must be masked by means of an anonyaonsalgorithm, resulting in a modified
dataset [19, 20]. As stated in the introductiorglassical approach is to ensure that the
masked dataset lsanonymousi(e. any record is indistinguishable frokal other ones).
The value ok defines the desired level of privacy and influenttes information loss.

In the following, we review works proposing anongation schemas focused on textual
attributes. By analyzing and understanding thelmabvér, we will be able to propose a
specially tailored RL method that evaluates betterpotential risk of disclosure of these
methods.

The most basic ones consider textual data as eatedeterms for which only Boolean



word matching operations can be performed {n a categorical manner). We can find
methods based on data swapping (which exchanges/atitwo different records) and
noise addition (such as replacing values accortirgpme probability distribution used by
PRAM [21, 22]). Others [1, 23] perform local supgs®ns of certain values or select a
sample of the original data while maintaining théormation distribution of input data.
Even though these methods achieve a certain defrpevacy, they fail to preserve the
meaning of the original dataset due to their cobtegieck of semantic analysis. As stated in
the introduction, the goal is that the conclusidrewvn from the masked data would be the
same or very similar to those obtained from thgioal dataset.

In recent years, some authors have incorporatediatigirtailored knowledge structures
to aid the interpretation of textual data and agshkis masking process. Authors represent
semantic relations between the set of values dfl @dttibute in the dataset usiMalue
Generalization Hierarchies(VGHs) [1, 23-27]. VGHs are manually constructed
taxonomical structures defined according to theuingataset, where attribute labels are
leaves of the hierarchy and these are recursivddgianed by common generalizations. The
masking process consists on substituting attribaliges by more general ones obtained from
the hierarchical structure associated with thaitoaite. This generalization process decreases
the number of distinct tuples in the dataset ametefore, increases the levekednonymity.

For each value, different generalizations are jbssiccording to the depth of the tree.
Authors proposed approaches which restrict motessrthe search space of generalizations.
In [1, 23], all the values of each attribute armeyalized to the same level of the VGH.
lyengar [25] presented a more flexible scheme iicivia value of each attribute can be
generalized to a different level of the hierarchgsulting in a larger space of possible
generalizations. T. Li and N. Li [26] propose thrgeneralization schemes. In tiset
Partitioning SchemgSPS), each possible partition of the attributkies represents a
generalization. This provides the most flexible eratization scheme but the size of the
solution space grows enormously while the benefits VGH are not exploited. Th&uided
Set Partitioning Schem@&SPS) uses a VGH to restrict the partitions ef¢brresponding
attribute. Finally, th&Guided Oriented Partition Schen@OPS) adds ordering restrictions
to the generalized groups of values to narrow gh@kpossible generalizations even more.

To retain the utility of data, the masking methdwwdd select, from all the possible
combinations of generalized tuples fulfilling tkeanonymity, the one that minimizes the
information loss. In exhaustive approaches, thechkeapace (which depends on the
generalization constraints detailed above) resunlt¢P-hard algorithms, which can only be
applied to small datasets. Due to this reason, satiers opted by a non-optimum heuristic
approach [5, 8, 26, 27].

Information loss is measured in these methods dotgpto a metric. One the one hand,
we can find distributional metrics such as the Bisdility Metric (DM) [24], that evaluate
the distribution ofm records (corresponding tm individuals) intoc groups of identical
values. However, metrics based on data distribidmnot capture how semantically similar
the anonymised set is with respect to the origadwth. Thus, other authors [1, 23, 27]
measured the information loss as a function ofdkiel of generalization applied during the



masking process. Some authors [1, 23] quantifyltdss as the number of taxonomic links

needed to go from the original value to its geneatibn. The higher the generalization, the

more abstract the masked dataset will be, resultiaghigher loss of semantic content. This
measure provides more accurate assessments dgffénerttes between the semantic content
of the original and masked dataset [28].

It is important to note that, in addition to theatity metric, the design of the VGH used
to assist the masking process has a direct infrignthe information loss and their utility
from a semantic point of view. One may construd@H that progressively propose fine
grained generalizations for attribute labedgy(sailing -> water sport -> sport -> activity).
In this case, each generalization produces a loss of semantics than coarser
taxonomical structurese(g sailing -> activity). The disclosure risk in détd VGHs,
however, may increase because the generalizatrerlsss abstract and can be more easily
linked with the original labels. So, there is adeeaff between information loss and
disclosure risk: when one decreases, the othertteimtrease. Finding the equilibrium is a
difficult task that should be carefully considered.

3. Enabling semantically-grounded record linkage. A Record Linkage method,
especially when tailored for a specific masking et can be seen as a reverse
engineering process, in which an intruder trieguess and undo the data transformations
performed during the anonymisation process. Incdse of masking methods dealing with
textual data discussed above, two elements inflidioev the anonymisation is performed:
the underlying knowledge structure used to progeseeralizations, and the quality criteria
used to decide the one that minimizes the infoimnaldbss. Obviously, both elements are
variables that remain hidden to the intruder. Inssmuence, the RL method should either
guess them from input data or substitute them hgratélements that are general enough to
be applicable even when the masking criteria vary.

Generalization methods use ad-hoc taxonomicaltsires constructed according to input
attribute labels to propose value generalizatidiosundo generalizations, an accurate RL
requires a similar knowledge base. Considering tiratdesign and structure of the VGH
depends on the way in which the anonymizer straedttine knowledge, it is neither feasible
nor scalable to guess the VGH. Instead, we usésdaiknowledge structures that aim to be
general enough to cover most of the concepts tlzt appear in a domain: ontologies.
Ontologies are formal and machine-readable stresiurrepresenting a shared
conceptualization of a knowledge domain, expresgedieans of semantic relationships.
They have been successfully applied in many areakng) with textual resources [29] and
knowledge management [30]. Ontologies present akadvantages compared with VGHSs.
Widely used ontologies provide a taxonomical sticeetmuch larger and finer grained than
VGHs, being created from the consensus of a conmtywii knowledge experts. They
represent knowledge in an objective, coherent atdildd manner. This contrasts with the
ad-hoc, overspecified and coarse nature of VGHslwban be hardly assessed.

With such ontologies, attribute valuese(words) presented in input datasets can be
mapped to ontological nodese( concepts) via simple word-concept label matchinghis



manner, the hierarchical tree to which each textuzle belongs can be explored to
retrieve possible generalizations and/or speci@tiza that can assist the RL process.

From a domain independent point of view, one canaugeneral ontology like WordNet.
WordNet [31] is a freely available lexical datab#isat describes and organizes more than
100,000 general concepts, which are semanticallyctstred in an ontological way. The
result is a network of meaningfully related wordbgere the graph model can be analyzed to
interpret a concept’s semantics. Hypernymy is bbytfa most common relation, representing
over 80% of all the modeled semantic links.

Once we have selected the knowledge source in wh&RL will rely, it is necessary to
define a criterion to match records between the kethsand original datasets.
Distance-based RL methods define a measure by nofankich the closest records are
matched. This measure should be as similar as lpest the quality metric used to
anonymise data. In the case of generalization ndsthane can assume that the anonymizer
has selected the generalization that minimizesrtfeemation loss. From a semantic point
of view, information loss is a function of the @ifénce between the degree of generality of
the original and masked values. So it can be ssenraeasure of semantic alikeness. On
the contrary to related works [4, 9, 10, 32] focus® numerical and ordinal data, which
evaluate textual values in a categorical way, wg oa the semantic similarity[33] to
properly compute the semantic distance betweemaekibels and guide the RL process.
Semantic similarity estimates the taxonomical rdsdence of terms based on the evidence
extracted from one or several knowledge sourcethdriterature, several approaches can
be identified. We focus on semantic similarity meaas that only rely on ontologies and,
more concretely, taxonomical knowledge. Ontologiesseen as a directed graph in which
taxonomic interrelations are modeled as links betwe&oncepts, and their semantic
distance can be estimated by counting the numbeedgkes separating them. Several
edge-counting approaches have been developed [|[3343&y are characterized by being
easily applicable and highly efficient, lacking tbenstraints and dependencies on external
resources that other semantic similarity paradigresent [36].

The simplest way to estimate the semantic distéreeehe inverse to similarity) between
two ontological nodesc{ andc,) is to calculate the shortest Path Lengt the minimum
number of taxonomical links) connecting these el@s)esee definition (1) [33].

distance,, engi(G,C; ) = Min#of is —a edgegonnectinge, andc, (1)

However, this measure omits the fact that equabadt concept pairs belonging to an
upper level of the taxonomy should be considereléss similar than those belonging to a
lower level because they present different degoégenerality. Based on this premise, Wu
and Palmer’s measure [35] also takes into accdwendépth of the concepts (2).
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whereN; andN, are the number of is-a links from andc,, respectively, to their Least
Common Subsumer (LCS), ahd is the number of is-a links from the LCS to thetmode.

In [36] it is proposed a new measure that aimartprove edge-counting measures by
evaluating additional taxonomic knowledge modeledmtologies. Instead on basing the
assessment only on the length of the minimum patthors evaluate, in a non-linear way,
the number of non-common subsumers between theamechgoncepts as an indication of
distance. This value is normalized by the set bssmers of both concepts (3).

T(e) 0T(e,)| ~[Tle) n Tee
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sim(c, c,) = —log,| 1+

whereT(g) is the set of taxonomic subsumers of the congeptcluding itself.

4. A new RL method for value generalization masking schemas. In this section, we
propose a new record linkage method for textualibates relying on a semantic
interpretation of the values. The method, nan@minantic Record LinkagéSRL), is
designed for dealing with anonymization schemadam value generalizations, which
are the most common when dealing with textual data.

4.1 Semantic Record Linkage. Starting from a dataset in which each record cpoeds
to an individual, let us consider the typical anmisation scenario used in works like [11,
19] consisting on: i) identifier attributes.@. ID-card numbers) have been removed from
the dataset, ii) if an attribute is considered wheritial €.g.salary) then it is not modified,
and iii) the anonymisation is applied to quasi-iifesr non-confidential attributese(g.job,
city-of-living, personal preferences). The resgtoataseD consists omnm records, each of
them composed byn quasi-identifier non-confidential attributes armd confidential
attributes. Let us have thBt*is the publishable and, therefore, anonymised oerei D,
containingm records withn anonymised quasi-identifier non-confidential atites and the
initial ¢ confidential attributes. Let us consider that mimuder gathers information about
the set of individuals i, and builds a datasgtthat contain the sanrenon-confidential
guasi-identifiers that appear i, together with some identifier attributes. Assugnthat
some (or all) of the records B correspond to individuals that are alsddinthe intruder
can access confidential dat.d. salary) if he is able to link a recorgf € E with the
anonymised (and published) recatd € D?, so thatr," andr® correspond to the same
individual, disclosing his identity. This can be haved by using the common
non-confidential attributes iE and D”; that isE N D* The amount of correct record
linkages evaluates the disclosure risk of the pyvareserving method.

According to this scenario, the proposeimantic Record Linkageethod (SRL) can be
applied to the set of quasi-identifier non-confiti@nattributes if they consist on textual
values. As stated in section 3, the method reliesontologies to assess the semantic
similarity between textual values. The linkage ane calculating the maximum similarity



between the values that the intruder knows. the textual attributes i) and the
anonymised attributes publishég(the textual attributes iB” obtained by a generalization
process from the original values). The linkage method is formalized as follows.

Let us have thdD is composed bgrecordsy, =(r,,...r, ), D" consist on the same number
of anonymised records,” :(rif,...,ri:\), andE, owned by the intruder, has some records
tE = (rE,....rE ), wherer, and r*and r are textual values.

Definition 4.1. The set of linked records (L) with respect to emElis:

L.= {I | = argmax (record_sim'larity (rkE, rA))} (4)
K Oi=1.m,A0DA

The intruder searches for the least distant retmrgf in D*. Because the result may be
non-unique ite. equally similar records), we obtain a set of édkecordd..

The SRL method relies on the measurement of thasgersimilarity between the textual
values that appear in each record in order to estirtheir alikeness. Considering that a
generalization-based masking method tries to mizenthe information loss by suggesting
the closest subsumer that satisfies K@nonymity (see section 2), our SRL method
hypotheses that the semantically closest recolfor an anonymised ong™ O D* should
ber; (i.e. the original version af,”). The record similarity is then computed as follow
Definition 4.2. The similaritybetween two records and K is defined as the arithmetic
average of the semantic similarity between eadhaeif attribute values:

n
Z sem_sim, (rij ,rkj)
record_sinilarity g, (r,, 1, )= > (5)
n
where the functionsem_simg corresponds to any of the semantic similarity mezs

presented in section @.is the ontology used to calculate the similarggvieenr;; andry;.

4.2 Evaluation of Disclosure Risk based on Semantic Record Linkage. Thedisclosure
risk (DR) of a privacy-preserving method can be meabar® the difficulty in finding
correct linkages between original and masked ditashis is done by counting the amount
of correct linkages that the intruder is able tofqren betweerE andD”. DR is evaluated
for the worst possible case, assuming thapntains all then records oD” and all then
non-confidential quasi-identifier attributes [9]RDis calculated as the percentage of the
average probability of linking each recal in D* denoted ap_,(r7), as follows.

Definition 4.3. The Disclosure Risk (DR) is computed as:

> P ()
DR = “T 100 (6)

where p_, (rF) is measured as follows.



Definition 4.4. Being L O D* the set of records with maximum similarity witlspect to
each record , and assuming thak? in D and K& correspond to the same individual, the
probability of making a correct linkage is calclgdtas:

0 if r*OL
pDA( rkE): i |f I’ADL (7)
Lo

5. Evaluation. In this section we test the behavior of our SRLhudtin the evaluation of
the disclosure risk of generalization schemas dgakith textual data, comparing it to a
non-semantic approach relying on the matchingxititd labels (as previous works).

5.1 Evaluation Data. The dataset used for evaluation consists on afsetabanswers to
polls made by thé@bservatori de la Fundacié d’Estudis Turistics @Goftauradaat the
Delta de 'EbreNational Park. Visitors were asked to respondeteesal questions (see an
extract in Table 1). The dataset comprises 97%iddal records.

TABLE 1. Extract of sample microdata used for evaluation

Age Gender Visit (days) Companior€Country Reason Activities
23 M 1 2 Spain nature fishing
26 M 3 1 Spain landscapesports
45 F 3 2 Belgium sports bicycling
56 M 1 0 France  nature culture
26 F 5 3 France fishing nature
45 F 1 1 Spain relaxatiorculture
30 M 2 0 Holland holidays visit

The two textual attributes available in the datéised last columns in Table 1) have been
considered as non-confidential quasi-identifiers trieey will be anonymised and used to
perform the record linkage afterwards. Considetimgse two attributes, we obtain 211
different response combinations, 118 of which wergue (.e. identifying a single person).
Figure 1 shows the equivalence class structuraeei@foy the values of these two attributes.
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FIGURE 1. Attribute distribution according to answepetitions



5.2Masking method. To evaluate the SRL method, we have implementesharglization
algorithm that aims to depict the methods discugseection 2. Due to the size of the data
used during the evaluation, we opted by a non-esthamethod based on a best-first search
strategy (similar to [5, 8, 26, 27]). To reprodulse best scenario from the data utility point
of view, we used a quality measure that quantifress number of generalization steps
performed at each transformation (like in [1, 28 ,discussed in section 2). It is important to
note that, on the contrary to simpler approaches2p25], the search space of the
implemented algorithm is not constrained, and eadbe can be changed by any of the
concepts that generalize it. This configures a meaéistic but also challenging scenario.

Both the best-first search algorithm and the guatiteasure rely on a hierarchical
structure that defines the possible generalizationsach value found in the dataset. In the
same manner as the methods described in sectwa Rave constructed ad-hoc VGHSs. For
this dataset, 25 distinct terms appear in the ttiribates considered. In consequence, 25
leaves taxonomically connected through generatimatbncepts are contained in the VGH.
To evaluate the influence of the VGH design, weeheanstructed two different VGHs. The
first one (Figure 2, denoted as VGHZ2), incorporafieso two levels of generalization. The
second on (Figure 3, named VGH3) models a finangrassification.
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5.3Evaluation of RL. The results obtained from the anonymiszation haealevaluated by
means of our SRL method, using WordNet (versiom®)ontology and the semantic
similarity measures introduced in section 3 asdtieria to propose linkages. To test the
adequacy of the SRL we have compared it againginasamantic implementation of RL
(namedMatching-based Record LinkagéRL). The MRL method represents the expected
behavior of record linkage without background knexalge and dealing with textual data in a
categorical fashion, like in [4, 9, 10, 32]. Ingluase, to build the set of linked recdrdas in
Eq. 4), the record similarity can only be basedton terminological matching of textual
labels. It searches for records with exactly theesaalues irE andD” and assigns them a
maximum similarity value. Formally, the record demity is:

lifr =r
record_simlarity ., (ri ' rk) = {o if rI # rk ©
i k

5.4 Resaults. The first study regards to the results obtainednMirging different semantic

similarity measures (section 3) in comparison tma-semantic approach (MRL). Figure 4
shows the evaluation of the disclosure risk (dgtni4.3) of the generalization method for
k-anonymity values from 2 to 20. For the SRL methtie three semantic similarity

measures introduced in section 3 have been usethedeft, it is shown the percentage of
correct record linkages obtained with a datasekewhsising VGH2 while on the right the

results when using a more detailed knowledge stract/GH3 are given.
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FIGURE 4. Disclosure risk evaluated by means of &@Rdl MRL methods, using VGH2 (on
the left) and VGHS3 (on the right) as the knowletigse.

Several conclusions can be extracted. First, thpgeed SRL method is able to improve
the amount of correct linkages proposed by the semantic approach (MRL). The
differences are more evident for valuekdfom 4 to 8, because largeianonymity levels
imply a higher loss of informatiotn this interval, the amount of correct linkage$anfed
with SRL almost double those achieved by the MRprapch. Moreover, the decreasing of
the number of linkages as tk@alue increases is coherent to that what it isasgnted in the
distribution of the dataset shown in Figure 1 (moktthe records have a number of



repetitions between 1 and 5). This explains thagtiadecrease in the number of linkages for
same range df-values. It is interesting to note that, regardiesk-value, the SRL method
will always outperform the MRL counterpart. In fafdr k-values higher than the number of
maximum repetitions of any record (118 in our caseshown in Figure 1), the number of
linkages obtained by the MRL method will be zengg ¢b all the labels in the masked dataset
will be generalized. The SRL method, on the cogtradill always propose record linkages
with a probability of correct linkage dependingtbe number of total records.

Regarding the SRL method, the differences whemgusaith semantic similarity measure
are minor, even though the approach by Wu and R4gBbgand Batet et al. [36] provided a
slightly higher amount of linkages. This is coherenwhat was evaluated in [36], in which
former measures improved the similarity assessraentiracy of path-based ones by a
considerable margin, when compared with human gatof term similarity. In our case,
semantic similarity measures are only used to pamts of terms and select the most similar
ones. Results in [36] showed that, even thoughsiimdarity assessment of each measure
may be different, the relative order of the resgltiaking is quite similar. Consequently, the
selection of the semantic similarity function does$ have a noticeable effect in the results.

Analyzing the differences in the disclosure riskewhusing VGH2 or VGH3 more
correct record linkages are obtained when usingntbst detailed knowledge structure.
Figure 5 shows the increment (in percentage) afecblinkages of the SRL method with
respect to the basic MRL in both cases. We quaatiigng a 10-25% improvement in the
amount of record linkages when using the SRL methpplied to the dataset masked
according to VGH3. It is worth to note that wheingsa more detailed knowledge base to
guide the anonymisation process (VGH3), the masksdes are more similar to the
original ones, due to the lower level of abstraciiwtroduced by the generalization process.
In consequence, a RL method that is able to ewaltlas semantic difference reveals a
higher disclosure risk. On the contrary, a non-sgmaRL approach obtains similar
disclosure risk because, in both cases (VGH2 anth&)original labels have been changed.
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FIGURE 5. Increment in the amount of correct linke@f SRL (using Batet et al. as
similarity measure) with respect to the MRL, masgkitata according to VGH2 and VGH3.




Finally, we can see that the difference in peraggmtaetween the SRL for both VGH2
and VGH3 (with respect to MRL) is maintained in thage 10-25% alonkjvalues, stating
that this difference is independent of the levepo¥acy. The relative difference between
SRL and MRL, on the contrary, increases signifigamis does the&k-value. One may
conclude that, from the point of view of minimizitige risk of disclosure, one should use
simpler hierarchies of concepts (with few levelsgeheralization), due to the higher level
of abstraction of the values. However, as statdlenntroduction, anonymisation methods
should also maximize the utility of data, minimigithe information loss. To quantify the
information loss when using knowledge structureshwdifferent levels of detail, we
measured how semantically similar the masked recare with respect to the original ones.
Theinformation lossof D* with respect t@® has been computed as follows:

Zm: record _simlarity(ri ,riA)

information_loss, (DA): =1 - 9)

whererecord_similarityhas been computed as defined in Eqg. 5, followisgralar criteria
as the one used to guide the anonymisation process.

Again, WordNet has been used as ontology, enaldim@bjective comparison of the
semantic differences when using each VGH. Figushdwvs the evolution of information
loss for each VGH, according to tk@nonymity level.
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FIGURE 6. Information loss according to the typ&/@H used during the anonymisation.

On one hand, we observe a higher information loeenwa simpler VGH is used.
Hierarchies with fewer nodes produce more abstmamsked values as a result of each
generalization step. When compared to a detailedlagy like WordNet, the semantic
distance of the masked data is higher. In consegyeiata utility will decrease because it is
related to the preservation of the semantics dgtisdwalues [28] . It is also worth noting that
even though using a detailed knowledge base teegh&anonymisation process is desirable
from the data utility point of view, the fact thiairger and finer grain generalizations are



available also increases the search space of p@sslue transformations. Due to the
algorithmic design of generalization methods, the of a source as large as WordNet is not
feasible. The search space of possible generalimaftor each value would be so high that
even methods based on heuristic searches wilload¢ svith large amounts of data [5, 8].
On the other hand, we notice a linear trend in itteasing of information loss
according to the level déanonymity. Figures 5 and 6 show that the use afendetailed
knowledge structures (such as VGH3) decreasesniaftton loss. Notice that the results
obtained show an opposite trend with respect toothes obtained when evaluating the
disclosure risk (Figure 4). This indicates that¢his a trade-off between the preservation of
data utility and the disclosure risk. The differesan the curve shapes (almost linear for
information loss vs. inverted log for disclosurekji suggest that it is not convenient to
protect data with higk-anonymity values, because the consequent losatandility will
be comparatively higher than the decrease in thelatiure risk.

6. Conclusions. As stated in [11] tailored record linkage methods @nvenient to reflect
thefeasibledegree of data re-identification. The work presdrs a step forward in this area,
proposing a new record linkage method based on r#emsimilarity theory and using
ontologies to evaluate masking methods based oergi&ing textual values. Evaluation
results show the convenience of using semantigadynded RL methods compared to
non-semantic algorithms. The tests have also getepafurther, evaluating the influence of
the knowledge bases both in the information loskiarthe disclosure risk.

The importance of textual data analysis have grawrecent years, being framed in
many contexts such as the Wehg( query log analysis), digital library structuring.d.
document classification) or user profile managem@eng. recommender systems). The
work presented in this paper opens a new line s¢arech both in the development of more
suitable RL methods and in the definition of masbust anonymisation schemas focused
on ensuring the privacy of textual data used f@dysis.

As future research, some points can be devisest, fire use of several ontologies to
assist the record linkage process could bring liisnéhanks to the exploitation of
additional knowledge. Second, linguistic techniqlige morpho-syntactic analyses and
part-of-speech tagging can be applied to extendSRé& approach not only to simple
textual answersi.e. words or noun phrases) but also to free textnsvars consisting on
complex sentences. This will permit using this kiol methods in a wider range of
applications, such as private information retriei@m Web search Engines or the
anonymization of free text clinical outcomes.
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