
NURSES´PERSPECTIVES ON ETHICAL ASPECTS OF TELEMEDICINE. A SCOPING REVIEW. 

ABSTRACT 

Background: 

Changes in health needs led to an increase in virtual care practices such as telemedicine. 
Nursing plays an essential role in this practice as it is the key to accessing the healthcare 
system. It is important that this branch of nursing is developed considering all the ethical 
aspects of nursing care, and not just the legal concepts of the practice. However, this question 
has not been widely explored in the literature and it is of crucial relevance in the new concept 
of care.  

Objective: 

The purpose of this scoping review is to identify the ethical aspects of the development of 
telemedicine from a nursing practice perspective. 

Methods: 

A scoping review of the literature based on Arksey and O'Malley's framework. The search was 
conducted in Scopus, PubMed/MEDLINE and CINAHL databases, from 2012 to 2022. A total of 
1322 articles were retrieved, of which 12 met the inclusion criteria. 

Ethical considerations: 

The research was conducted in accordance with the best scientific practices. 

Findings: 

The most relevant aspects were the safety of the patient, the benefits for the user and the 
digital competence of the professionals. Informed consent and patient's willingness to use new 
technologies were relevant to the practice, as was person-centered care and how telemedicine 
can influence the quality of the therapeutic relationship. Another relevant issue was the 
concern about professional competence for optimal outcomes. 

Conclusion: 

It is necessary to further explore and develop the ethical aspects of the new practices, 
disassociating them from the legal aspects only. Professionals demand more training providing 
them with more competence and confidence. 
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INTRODUCTION 

Technological advances and society's access to electronic devices have opened e-health as 
another gateway to health content for the general population, leading, in recent years, to the 
implementation of telemedicine in the practice of health care (1). Global health needs and the 
emergence of worldwide pandemics such as SARS-COV2 proved to be a catalyst for the use of 
this practice by healthcare professionals (2). During the first months of the pandemic, the 
number of teleconsultations skyrocketed to compensate for the health care needs of the 
population (3), giving rise to the priority of its implementation in health policies (4). 

The innovations in global health foster the transfer of some medical competencies to nurses and 
the development of telemedicine to provide solutions for patients with access difficulties (5). 
Advanced nursing practice competencies play key role in the implementation of this type of care 
(6)(7), enabling remote diagnosis and treatment, continuous monitoring and therapy 
adjustment, support for patient self-care (8), and facilitating the use of providers in large 
communities (9). 

In recent years and in line with social changes, the use of telemedicine in relation to health has 
been explored, although most of these articles were aimed at learning about the logistic aspects 
of the implementation, the perception of the users (10)(11) or even of the professionals, leaving 
the ethical aspects aside. 

There is evidence related to ethical aspects (12) in telemedicine, but no conceptual studies have 
been found in relation to nursing. Initially, there were efforts focused on the implementation of 
telemedicine, but without prior consideration of its ethical bases.  

The ethical aspects of telemedicine practice should be based on the aspects reflected in the 
ethical codes of healthcare practices (13). While it is true that the practice of e-health involves 
some specific ethical aspects which must be thoroughly explored (14), given the distance from 
the patient, phone assistance and the use of health technology generate new ethical challenges 
such as equity or safety (15). 

There are key aspects that are already covered in the treaties on the implementation of 
telemedicine (16)(12) that concern patients, such as patient safety and data protection, patient 
autonomy, person-centered care and equity of services (15) (17), but with the development of 
the practice, nuances are appearing on the fundamental concepts. 

New ethical aspects related to telemedicine appear in current literature, including the need to 
establish specific laws and regulations for health technology (18) (15) (19), the responsibility of 
the practitioner (15) (19), informed consent (15) (20), the participants' ability to use the 
technology (21) or how the technology can influence the practitioner-user relationship (20) (22). 

Extensive literature can be found on the description of telemedicine, especially in recent years, 
from the perspective of program implementation as seen from the patients' point of view. This 
study, through a literature review, explores the ethical aspects of telemedicine practice when 
the health care provider is a nursing professional. 

PURPOSE 

The purpose of the review was to identify the ethical aspects related to medicine that arise in 
the development of healthcare practice from the perspective of nursing professionals. The 



ultimate goal is to expand knowledge about the perception of nurses regarding the ethical 
implications of the implementation of telemedicine in practice.  

The review question was: 

Which necessary ethical concepts related to telemedicine practice have been identified by 
nursing professionals? 

METHODOLOGY 

To achieve the objective, the method of choice was a scoping review because the 
implementation of telemedicine by nurses is an evolving concept and we sought to conduct a 
broad search to identify the most relevant aspects. The methodology was based on the 
framework developed by Arksey and O'Malley (23). The five steps described in the framework 
were followed: (1) to define the research question, (2) to identify relevant studies, (3) to select 
the studies, (4) to plot the data, and (5) to collate, summarize, and report the results. The 
search protocol was performed following the Prisma-SCR methodology for scoping reviews (2). 

ELIGIBILITY CRITERIA 

To be included in the article, the chosen papers had to be focused on the practice of 
telemedicine with patient interaction performed by nursing professionals. The inclusion 
criteria were: (1) articles that focused on the perception and experience of nursing 
professionals (2) practicing telemedicine with patient interaction and (3) addressing the ethical 
aspects of the use of the technology.  

Peer-reviewed journal articles published between 2012 and 2022 in English, Spanish or 
Portuguese were included. Qualitative articles, quantitative articles, consensus papers, and 
literature reviews were included. Articles focusing on the perspective of other healthcare 
providers or those referring to other areas of health technologies, in which there was no direct 
interaction with the patient, were excluded. Articles that considered the ethical perspective to 
be imparted to nursing students were also excluded. 

SOURCES OF INFORMATION AND SEARCH 

The literature was identified by means of a systematic search. The bibliographic databases 
used were Scopus, Pubmed and Cinahl due to their relevance in health aspects related to the 
health professions, especially nursing.  

When the scoping review was performed, gray literature documents were reviewed, but they 
were not included in the study since the documents found, mostly telemedicine 
implementation guides or ethical-legal guides, did not reflect the perspective of nursing 
professionals, which was one of the inclusion criteria. 

For the search, MESH terms and free words were used according to the bibliographic basis 
applied (Table 1). The search was conducted in January 2023 and included articles published 
between January 2012 and December 2022. This period was chosen because the practice of 
telemedicine has been developed more in a more recent period of time. 

 



 

 

 

 

 

 

Table 1 

SELECTION OF ARTICLES 

The articles identified in the search of bibliographic sources were transferred to the Mendeley 
bibliographic manager, where duplicates were initially removed. The first step consisted of 
reading the titles of the articles and then the abstracts, discarding the ones which did not 
correspond to the inclusion criteria. For greater consistency, all the selected articles were 
reviewed by two investigators. The included articles were selected by consensus. 

In this process, many articles were discarded because they did not fit the objectives of the 
study. These were grouped into three categories: articles focused on technology 
implementation processes without considering ethical aspects, those that reflected the 
experience or opinion of other professionals or patients, and finally those in which the health 
technology was not directly related to patient-professional interaction. 

The initial search retrieved 1322 articles, of which 31 were eliminated as duplicates. Of these 
1253 were excluded after reading the abstract, leaving 38 articles for an in-depth review. 
Finally, 12 articles met the eligibility criteria. The details of the selected articles are shown in 
Figure 1. 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 1 

BIBLIOGRAPHIC 
BASIS 

 
TERMS 
 

SCOPUS telemedicine OR ehealth OR e-health AND nursing OR nurse 
AND ethics OR ethical 

PUBMED telemedicine AND nurses AND ethics (MESH) 

CINAHL 
telemedicine or telehealth or ehealth or e-health or mhealth 
or m-health AND (nurse or nurses or nursing) AND (ethics or 
ethical issue or ethical concerns or ethical dilemmas) 



ETHICAL CONSIDERATIONS 

The scope review was conducted following the ethical basis of research by identifying sources 
and respecting authorship. 

RESULTS 

The 12 articles selected in the study included 9 studies of a qualitative nature and 3 literature 
reviews. The countries of origin of the articles were Finland (3), Sweden (3), Norway (1), United 
Kingdom (1), Netherlands (1), Canada (1), South Korea (1) and one of them was a collaboration 
between Finland and Sweden. This demonstrates the growing interest in North European 
countries. Six of the twelve articles were published in the last three years.  

Data analysis was performed using an inductive approach (24). Each researcher made an in-
depth reading by extracting the key data from each article. Afterwards, a provisional 
classification of the topics identified as relevant was made by consensus, thus allowing to 
identify thirteen labels (Table 2). The labels were grouped into six categories by area of 
interest. The categorization was based on the key ethical aspects found in the literature, such 
as the criteria of autonomy, beneficence, nonmaleficence and justice, and extended to other 
more specific aspects arising from the practice of telemedicine (14). In response to the aspects 
reflected in the data obtained, the information was divided into categories related to the 
technology, the patient and the nursing professionals. The formulated categories were the 
following: security of the technology used or how technological devices influence care 
practice, patient safety, patient advocacy or how professionals should advocate for what is 
best for users, technological competence, referring to the knowledge and skills that 
professionals and users should possess in order to be able to efficiently use telemedicine, 
benefits for the patient and implications for nursing, i.e., how it affects the dynamics of care 
work, and for the nursing profession. 

                    Table 2. Categorization of results 

 

The main findings of the articles are shown in Table 3. 

TAGS CATEGORIES

1. SHARING DATA

2. DATA ACCESS AND TECHNOLOGY SECURITY

3. INFORMED CONSENT

4. SAFETY AND SECURE RESPONSE

5. PATIENT PROTECTION

6. DEFENSE OF RIGHTS

7.ADVOCATING

8. EQUITY/ ACCESSIBILITY

9. DEFENSE OF INEQUITY

10. COMPETENCE IN TECHNOLOGY COMPETENCE IN TECHNOLOGY

11. PATIENT AUTONOMY

12. PERSON-CENTERED CARE

13. IMPLICATIONS FOR NURSING IMPLICATIONS FOR NURSING

TECHNOLOGY SECURITY

PATIENT SAFETY

PATIENT ADVOCACY

BENEFITS FOR THE PATIENT



AUTHOR / YEAR / 
COUNTRY 

ARTICLE TYPE OBJECTIVE METHODOLOGY / 
PARTICIPANTS 

CONCLUSION KEY FINDINGS IDENTIFIED AS 
SUBTOPICS 

CATEGORY 

ILOMÄKIS (25)et 
al,  2022,  Finland                                                             

Conversation 
analysis case using 
recordings. 

To assess user 
autonomy when nurses 
remotely guide 
medication intake using 
videocall. 

Analytical case study.                        
4 nurses and 3 elderly 
people. 

Interaction with the patient 
via videoconferencing may 
be altered by the 
surroundings. 

 
• Risks for patients such as 

privacy and involuntary use 
of new technologies. 

• Increased autonomy 
depending on the social 
and physical settings.  

• No direct link between use 
of technology and 
increased autonomy. 

Patient safety. 
Benefits for the 
patient. 

SKÄR(26) et al, 
2017, Sweden 

Discussion paper To discuss the 
importance of ethical 
issues when 
implementing e-health 
in health services. 

NA Professionals are 
responsible for 
implementing ethical 
aspects. 
More knowledge about 
ethical aspects is needed. 

• Providing proximity care. 
• Assessment of user needs. 
• Equity based on user 

accessibility and 
empowerment. 

Benefits for the 
patient. 
Technology 
security. 
Implications for 
nursing. 



KORHONE(27)N  
et al,  2015, 
Finland 

Bibliographic 
review 

To describe and 
summarize the concept 
of technology and its 
ethics in nursing and 
care literature. 

Integrative review The relationship between 
ethics and technology is 
not a trivial aspect. 
It is necessary to promote 
ethical care. 

• Need to consider capability 
and informed consent. 

• Nurse must act as an 
interpreter between the 
technology and the user. 

• Concern about malpractice. 
• No literature reflecting 

ethical issues. 

Patient safety. 
Implications for 
nursing. 
Technology 
security. 

JARVA(28) et al, 
2022, Finland-
Sweden 

Qualitative 
descriptive study 

To report on the 
experiences of health 
professionals regarding 
digital competence in 
health. 

Semi-structured face-to-
face or videoconference 
individual interviews.                     
20 nurses (5 Swedish 
nurses and 15 Finnish 
nurses). 

Nurses' perceptions of 
digital competence focus 
on person-centered care.  
Telemedicine is practiced 
alongside traditional 
methods of care. 

• Assessment of user 
appropriateness. 

• Certain evaluations cannot 
be performed via 
telemedicine. 

• Increased patient 
autonomy. 

• Professionals proficient in 
technology. 

• Influence on the 
therapeutic relationship. 

Competence. 
Patient safety. 
Benefits for the 
patient. 

AHONEN(29) et 
al, 2016, Finland 

Discussion paper To describe the work 
process for choosing the 
structure of the national 
implementation of e-
health for nurses. 

Focus group with experts 
and result extraction 
through a multi-
professional triangulation.                                         
10 experts representing e-
health and health IT 
specialists. 

The document outlines six 
topics for e-health strategy 
for nurses: 
1. Client participation                                   
2. Nurses’ daily work                                       
3. Ethical aspects                                            
4. Nursing management                                  
5. E-health competency 
requirements          
 6. Research and 
development. 

• It is necessary to follow 
ethical guidelines. 

• Informing patients of risks 
and benefits. 

• Nursing professionals are 
responsible for the use of 
the technology. 

• Equity of use. 
• Importance of 

humanization of care. 

Implications for 
nursing. 
Patient Safety. 
Competence. 
Patient Advocacy. 



MACDONALD 
(30)et al, 2018, 
Canada 

Qualitative study To examine the 
perspectives of 
professionals on how e-
health affects their 
relationships with 
patients with multiple 
chronic diseases. 

Semi-structured interviews 
with flexible discussion 
guide. Subsequent follow-
up telephone interviews. 12 
participants: 3 physicians, 2 
RNs, 1 practice nurse, 3 
rheumatologists, 1 clinical-
scientist physician, 2 
rheumatology trainees. 

Ethical concerns related to 
patient empowerment. 
Therapeutic relationship 
based on person-centered 
care. 

• Bidirectional conversation 
as a method of patient 
empowerment. 

• Change of power dynamics 
in the therapeutic 
relationship. 

• Person-centered care. 

Implications for 
nursing. 
Benefits for the 
patient. 

YOO(31) et al, 
2022, South 
Korea 

Qualitative 
descriptive design 
with content 
analysis. 

To examine the need for 
information and 
communication 
technology (ICT) based 
nursing care to improve 
patient management 
during the Sars-COV 19 
pandemic. 

Qualitative descriptive 
design with content 
analysis.                                 
24 participants (14 nurses, 
6 medical/nursing IT 
experts and 4 technology 
experts). 

The use of health 
technologies consumes a 
lot of work time and 
generates professional 
burnout. 
ICT can help to reduce the 
burden on nurses by 
facilitating environmental 
management and remote 
communication, as well as 
provide support for 
patients. 

• Understanding digital 
literacy. 

• Person-centered care. 
• Concern about informed 

consent. 
• Program designs must be 

user-friendly.  

Benefits for the 
patient. 
Implications for 
nursing. 
Patient Safety. 
Patient Advocacy. 

HUGHES(32) et 
al, 2021, UK 

Qualitative design Analyzing the impact 
that changes in work 
practices during the 
pandemic had on 
nurses. 

Qualitative design with 
semi-structured interviews 
with 48 operational leaders 
and nurses, which were 
recorded, transcribed and 
analyzed. 

It is important to have clear 
policies to support 
professionals in their 
virtual work. 
Strong evaluations are 
needed to ensure virtual 
practice. 

• Bias in the elderly 
population. 

• The quality of the 
technology influences the 
practice. 

• Virtual visits improve the 
therapeutic relationship. 

• Improved practice 
dynamics. 

• Reluctance of some 
professionals, although this 
was solved with training. 

Patient Advocacy. 
Technology 
security. 
Implications for 
nursing. 
Competence. 



• Need for more training. 

VAN DER 
CINGEL(33), 
2021, 
Netherlands 

Qualitative study To obtain information 
on the practices of 
home care nurses 
during assessments in 
general, and in e-health 
in particular. 

Exploratory qualitative 
design. Two focus groups. 
Think Aloud interviews 
were conducted with 43 
home care nurses (RN or 
professional title). 

The use of technologies is 
determined by trust 
relationship. 
Frail patients are generally 
not considered suitable. 
Personal contact is a 
necessity. 

• Need for training. 
• The technology must be 

easy to use. 
• The use depends on the 

user's needs. 
• Telemedicine is not suitable 

for patients with cognitive 
disorders. 

• Videocalls influence the 
trust relationship. 

Competence           
Benefits for the 
patient. 
Patient Advocacy. 
Technology 
security. 

KAMINSKY(34) et 
al, 2017, Sweden 

Bibliographic 
review 

To provide a 
comprehensive 
understanding of 
telenursing and discuss 
the findings with 
reference to the 
international literature 
on telenursing. 

NA Equal access to telehealth 
is advocated. 
More research is needed to 
assess the impact on 
safety. 
Telenursing can be stressful 
for professionals. 

• Patient-specific biases. 
• The professional must be 

trained. 
• Difficulty in dealing with 

sensitive issues over the 
phone because the 
interlocutor identification 
can be an issue.  

• Difficulty in assessing 
patient severity. 

Patient Advocacy. 
Patient Safety. 
Technology 
security. 
Competence. 

KOLTSIDA (35)et 
al, 2021, Sweden 

Qualitative study To explore the 
experience of RNs 
regarding the use of 
information technology 
in home health care 
through a sustainable 
development model. 

Qualitative study with 
deductive approach.                                                         
10 RNs and district nurses 
with 3 years of practice 
experience. 

Technology is intertwined 
with ethics.  
Registered nurses want to 
provide good, safe care.  
The use of technology 
benefits the patients. 

• It is an easy tool that 
provides safety, quality and 
satisfaction. 

• Patient-centered care. 
• Matching technology to the 

patient. 
• Technology can complicate 

the assessment and 
identification of patient 
needs. 

Benefits for the 
patient. 
Patient Safety. 
Implications for 
nursing. 



GLOMSÅS (36)et 
al, 2020, Norway 

Qualitative study To explore the changes 
and readiness for the 
process of 
implementing well-
being technology in 
home care services, 
from the perspective of 
practitioners. 

Qualitative study with 
exploratory and descriptive 
longitudinal design, using 
focus group interviews. 16 
home care nurses (9 RN 
and 7 NA). 

Lack of preparation of 
professionals. 
Management's haste to 
implement changes before 
training the professionals. 
Professionals required 
more skills, training and 
information. 

• Professionals have no 
influence on technology 
choice. 

• Concern that face-to-face 
observation may be 
undervalued. 

• Professionals request more 
information and training.  

Implications for 
nursing. 
Patient Advocacy. 
Patient Safety. 
Competence. 



 

TOPICS 

TECHNOLOGY SECURITY 

The articles mention the need for e-health to be practiced within the ethical standards of 
professional practice (26)(14)(20). The importance of the functionality of the technology is also 
identified as relevant to the relationship with the patient, i.e., aspects such as the use of 
devices, the interface of the programs or the fluidity of the network should be intuitive and 
easy to use. The authors consider that the distance in therapeutic relationship and 
disconnection is aggravated when there are technical issues (32)(33), and that priority should 
be given to user-friendly applications and devices that allow users to learn the technology 
easily or to use it intuitively (31). Other, more technological aspects, such as Internet access or 
the quality of the connection, can affect the virtual care experience. 

PATIENT-RELATED ASPECTS 

Patient safety is an aspect clearly identified in the articles reviewed. Professionals identify 
safety mainly with the informed consent of users, but other aspects such as the safety of the 
transmitted information or bias in the identification of potential health problems of the patient 
are also mentioned. 

Among nurses, when asked, maintaining patient privacy is a primary concern 
(25)(26)(27)(29)(31)(33). They are concerned about discussing sensitive problems over the 
phone, or providing critical information to family and friends, as they cannot be certain of the 
interlocutor (34), and that in some situations the users may not be able to express their needs 
to the professionals because of the presence of other people, such as family members, who 
are needed at the time of the assistance to use the devices (32).  

Another patient safety aspect that was identified is the concern about the information 
transmitted in both directions of the communication. This refers to the fact that the patient 
may misinterpret the information provided, as there may be no adequate feedback and the 
patient may be unable to correctly follow treatment indications (27), or the professional 
receiving information may not be able to perceive the real condition of the patient, a 
particularly serious aspect in situations of telephone triage or assessment of emergency 
situations that may underestimate the severity of the patient (34)(35). Another aspect 
identified by Glomsås is the concern that the change of care model may lead to underestimate 
the importance of observation, leading to a poor follow-up of the user's other needs, which 
otherwise, during an in-person visit, can be easily identified (36). 

The authors agree that the use of health technology should not compromise the quality of 
service, social interaction, or the human aspects of a therapeutic relationship (29). 

Patient advocacy by nursing practitioners regarding the use of technology is yet another of the 
points identified in the review (31)(33)(29)(36)(34)(32). This aspect refers to considering 
whether telemedicine is appropriate and adapted to the physical, cognitive and economic 
capabilities and skills of the user. 

Some studies reflect the concept that there is a practice bias (34) when the technology is not 
available or the user does not have the capacity to use it (27), and that a group of vulnerable 
patients, both physically and economically, may be left out of the care practice (32). 



Specifically, Jarva et al, consider that telemedicine is not suitable for elderly users (28)(32) due 
to visual or motor impairments or cognitive problems (33) and that it is important to identify 
and emphasize that there may be a digital literacy deficit (31). Considering all these aspects, 
the role of the nurse must be adapted to become an interpreter between the technology and 
the user (27), assessing whether the methodology is appropriate for the patient and providing 
support when necessary (28). 

The benefits of telemedicine constitute another widely acknowledged aspect among the 
authors of the articles (26)(25)(28)(30)(31)(33)(35). The aspects reflected in this section 
include accessibility without the need to travel, the positive effect on patient autonomy and 
empowerment, and person-centered care. 

The results show that professionals consider health technology as an efficient and flexible 
practice with no geographical, institutional or professional barriers (26). It improves 
accessibility to medical (32) and specialized care (26), especially in rural areas (27). The articles 
selected support the concept that telemedicine has a positive effect on patient autonomy 
(26)(27)(30)(32)(33)(34). 

Another aspect identified by the authors in this review is person-centered care. It is considered 
of fundamental importance that the practice of care and the planning of the technology to be 
used should be conducted from the perspective of person-centered care 
(26)(27)(30)(29)(31)(35). However, some professionals find a conflict with the new 
technologies, and consider it important to use telemedicine once there already exists a face-
to-face therapeutic relationship of trust (33)(14). The implementation of the technology must 
be adapted to the needs and well-being of the patient (35) and not dictated by cost or 
management aspects.  

TECHNOLOGICAL COMPETENCE OF PROFESSIONALS 

Digital competence has been defined as confident, critical, collaborative and creative use of 
information technology (37). This aspect is identified with the skills and trainings of 
professionals in the use of digital technology. It is a key aspect for avoiding biases in the use of 
technology by the professionals and to avoid negative impact on the therapeutic relationship. 
The digital competence of the professionals is a point clearly identified by some of the authors 
(28)(29)(32)(33)(34)(36). 

Nursing practitioners consider that they need to be competent in the practice of telemedicine 
(28) by knowing the platforms they use (33) and that they are responsible for using 
telemedicine in their daily practice (29). Technological competence is identified as the most 
influential factor for the implementation of telemedicine (28) and for encouraging user 
participation (36). According to Hughes, reluctance to use technological platforms disappeared 
when users increased their confidence in the use of devices (32). The most technologically 
competent professionals show more confidence and satisfaction with the use of telemedicine 
(36). 

In general, professionals perceive digital health systems as easy (32) even though they may 
require technical skills (28). A greater need for training was identified (32)(33)(36) to increase 
confidence and empowerment in e-health. 

 

IMPLICATIONS FOR NURSING 



The impact of how telemedicine will influence the nursing profession is the last of the points 
identified in the review (26)(27)(29)(29)(30)(31)(32)(35)(36). How technology can influence the 
dynamics of care practice, the care relationship and the new dimension of nursing as a 
profession is a point repeatedly identified by professionals. 

In the literature on care and nursing, ethics in the technology context is not widely addressed, 
and when discussed, it focuses only on the benefits and risks of its use (27). The use of health 
technologies, boosted during the pandemic, has opened new frontiers for the development of 
nursing and the way in which care is provided (32). Although there are clear benefits such as 
reduced number of visits (36) or flexibility of virtual care (32), it must be noted that heavy 
workloads are a barrier for the practitioners to devote their time and resources necessary to 
adapt to these new practices, using new technologies in care (33). 

In addition to following ethical care practice guidelines, nurses must use their power and 
knowledge to ensure that the patient's dignity, autonomy and possibilities for participation are 
maintained (31). This change in care model may pose challenges to the evolution of power 
dynamics in therapeutic relationships (30). Finally, training nursing students in health 
technology is considered essential for the nursing profession (29). 

DISCUSSION 

The objective of this review was to explore the perception of how professionals experience the 
ethical aspects when using telemedicine, however, although it is true that there is literature on 
the implementation (38)(39)(40) and initiation of the use of devices (41), there is little research 
available on the ethical aspects of health technology from the nursing perspective. It is 
important to identify those aspects relevant to nursing as a profession, since the majority of 
literature sources focus on the perspective of users (42)(43)(44), students (45)(46) or other 
professionals (47)(48). 

The ethical aspects considered at the beginning of telemedicine were those related to practical 
implementation issues, such as accessibility and privacy (49), more related to the legal aspects 
of service implementation (50)(51). With the increasing use of health technology, it is 
necessary to point out new ethical challenges that nursing professionals are concerned about, 
such as person-centered care (52) or the impact on the therapeutic relationship (15). 

Threats to patient security and privacy are persistent in the ethics of telemedicine. In addition 
to the basic technological issues, new concerns arise, such as the importance of verifying to 
whom health data is being disclosed, both because the interlocutor cannot be verified and 
because the presence of family members is necessary for effective communication. In relation 
to this aspect, Perry et al report that the need to use technology can overburden the 
caregivers of those users who cannot use telemedicine on their own (53). 

There are authors who reflect the risks for privacy and security, such as Toader, who states 
that cybermedicine increases the risks of breaches of privacy and confidentiality (20), or 
Methan, who refers that health technology potentially increases the security breaches of 
patient information (21). Korhohen et al also identify telemedicine as a potential source of 
harm to the individual in the way that healthcare technology may deal with patient privacy and 
confidentiality (27). 

Informed consent constitutes a widely identified aspect by different authors in the literature 
(20)(54)(15)(19). It is a key ethical aspect in the use of health technology. It is necessary for the 



patient to be aware of the advantages and disadvantages of the use of health technologies 
(54). It is considered priority to inform the patient of the benefits and risks of the technology 
(26). Authors such as Keenan stress that this step should be formulated in an episode prior to 
the use of devices (31)(22)(55), except in emergency situations. Stanberry states that the 
information must be clear and simple, being especially sensitive to patients who are not 
familiar with information technologies (56). It is important to remember that informed consent 
is bound to the principle of patient autonomy and this aspect cannot be relegated solely due 
to organizational issues. 

As for the transfer of information, authors such as Nesher suggest that poor communication 
can hinder care, as patients can, voluntarily or involuntarily, withhold key information for the 
analysis of their situation (57). Therefore, authors such as Jarva et al consider that some care 
practices should not be carried out via telemedicine (28). In contrast to this view, authors such 
as Kaplan consider telemedicine to be a valuable practice for "forward triage"(15). 

The benefits of telemedicine are widely acknowledged in the existing literature (19)(54). 
However, authors such as Toader state that telemedicine cannot be identified as a "generic 
solution", therefore it is necessary to carefully identify the users (20), a concept also referred 
to by Metha et al, commenting that telemedicine scenarios should be sensitive to the user's 
capabilities and needs (21). 

It is vital that healthcare technology should be subordinated to the needs of the patient and 
that patient-centered care should be one of the guidelines that directs the development of 
telemedicine. Demiris points out that implementation should not be based on cost savings or 
"face-to-face" visits (58). According to Kaplan, it is important to keep in mind the importance 
of the person-centered relationship, to avoid dehumanizing the patient by focusing solely on 
how the technology works (15). Several documents advocate the shared use of telemedicine 
and in-person visits. The AMA guidelines consider that telemedicine should be complementary 
to in-person care, whenever conditions allow it (14). Other authors, such as Fleming and 
Toader, believe that telemedicine should not replace traditional medicine, but should 
complement the in-person visit in the continuity of care (55)(20). 

The correlation between telemedicine and increased patient autonomy presents some 
divergence among authors. The prevailing view is that digital technology has a positive effect 
on patient autonomy and empowerment, with authors such as Parks et al, stating that 
telemedicine enables patients to have a better control of their own care (59). They consider 
that digital services encourage patients to have an active attitude towards their health and to 
set common goals with the professionals (28), and that the use of health technology generates 
confidence in the user's ability to solve future health problems (34). In contrast to this idea, 
authors such as Percival et al report that the use of telemedicine can increase the isolation of 
patients with mobility difficulties (60). 

In the new scenario that telemedicine brings, the aspect of technological competence of the 
professionals is of fundamental importance. With the experience of the pandemic, 
professionals were forced to use techniques with which they were not familiar, in addition to 
all the care burden they had to deal with. The urgency of the situation added to the perception 
that it was a methodology implemented from the management services, without considering 
the professionals and users, and without prior training, may have hindered the acceptance of 
telemedicine by the professionals. According to Chaet, technological capacity to practice 
telemedicine falls under the responsibility of the practitioner (54). Training in technology is a 



key aspect to increase the competence of nursing professionals, thus facilitating the 
development of telemedicine as a complementary health care practice. 

The heart of the nursing profession practice is patient care. The therapeutic relationship is a 
foundation of care, and the literature review reveals a concern for the transformation it may 
undergo over time. It is important to embrace new technologies that allow continuity of care 
for those patients who need it, from the perspective of the user's knowledge. We should take 
advantage of the benefits that telemedicine offers and investigate how to open new paths in 
health care practice. Professionals who do not have training in information technology should 
approach it with a positive attitude and increase their competencies, so that it does not 
become a barrier in proposing telemedicine to our patients. Nursing must have the ability to 
see this new field as an opportunity rather than an overload of work (33). It is essential to train 
students in aspects of information technology so that they can share knowledge with 
colleagues who do not have such training (45). 

This scoping review demonstrates the lack of research by professionals in the field of ethics of 
information technologies. It is essential not to forget that telemedicine is a methodology of 
care in expansion and that, as nursing professionals, we must develop this new way of 
providing care, but on a solid ethical foundation. 

 

CONCLUSIONS 

Upon review of the literature, we found that the literature that addresses the ethical aspects 
of telemedicine from the experience of nursing practice is insufficient. It is necessary to bring 
to light those ethical aspects that underpin the nursing profession in virtual care. 

It is essential to apply ethical concepts to the practice of telemedicine, which should be offered 
when the patient's circumstances and needs allow it. Virtual care should not undermine the 
therapeutic relationship and trivialize the humanization of care. Person-centered care is an 
aspect that should not be subordinated to other legal or technological aspects. It is important 
to adapt technology to the specific needs of the users and to respect their preferences for 
care, although in the coming generations such barriers will diminish due to better technology 
knowledge. 

Telemedicine is emerging as a new care model, although it is still recommended that it should 
be a complementary practice to in-person appointments. To implement telemedicine, 
informed consent is a key aspect and must be obtained prior to providing care. 

Professionals require more training in digital competencies, especially prior to the 
implementation of virtual programs, in order to increase their competence and confidence so 
that the transition to a new system of care is more effective and generates less reluctance. 
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