International Journal of Information Security (2024) 23:3311-3327
https://doi.org/10.1007/s10207-024-00888-y

REGULAR CONTRIBUTION l‘)

Check for
updates

A comprehensive analysis on software vulnerability detection
datasets: trends, challenges, and road ahead

Yuejun Guo’ - Seifeddine Bettaieb' - Fran Casino®3

Published online: 23 July 2024
© The Author(s) 2024

Abstract

As society’s dependence on information and communication systems (ICTs) grows, so does the necessity of guaranteeing
the proper functioning and use of such systems. In this context, it is critical to enhance the security and robustness of the
DevSecOps pipeline through timely vulnerability detection. Usually, Al-based models enable desirable features such as
automation, performance, and efficacy. However, the quality of such models highly depends on the datasets used during the
training stage. The latter encompasses a series of challenges yet to be solved, such as access to extensive labelled datasets
with specific properties, such as well-represented and balanced samples. This article explores the current state of practice of
software vulnerability datasets and provides a classification of the main challenges and issues. After an extensive analysis, it
describes a set of guidelines and desirable features that datasets should guarantee. The latter is applied to create a new dataset,
which fulfils these properties, along with a descriptive comparison with the state of the art. Finally, a discussion on how to
foster good practices among researchers and practitioners sets the ground for further research and continued improvement
within this critical domain.

Keywords Software vulnerability detection - Benchmarking - Datasets - DevSecOps

1 Introduction

Nowadays, cyberattacks related to security vulnerabilities are
growing in terms of sophistication and number [1, 2]. In this
context, vulnerability detection in source code is paramount
to safeguard software applications against security threats.
As evidenced by the Common Vulnerabilities and Expo-
sures (CVE) Details database [3], 29065 vulnerabilities were
reported in 2023, and more than 2000 were reported in early
2024, which shows that the continuous growth rate exhibited
in previous years is far from ending.
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Traditional approaches to vulnerability detection, exem-
plified by rule-based methods [4] and signature-based tech-
niques [5], typically use predefined rules or patterns indica-
tive of known vulnerabilities. While effective in certain
contexts, these approaches are frequently time-consuming
to develop and may need to be adjusted to identify novel
or previously unknown vulnerabilities. Such methods target
specific known vulnerabilities, such as buffer overflows, SQL
injection, or cross-site scripting. In the last years, machine
learning [6], and in particular deep learning (DL) emerged as
a promising alternative [7], leveraging its inherent capability
to autonomously discern intricate patterns and features from
vast amounts of source code [8—10]. The latter is leveraged
by the advent of generative Al, with large language models
(LLMs) indicating promising results [11-15].

Nevertheless, the efficacy of Al-based vulnerability detec-
tion encounters a significant limitation-the availability of
high-quality benchmark datasets [6, 16, 17]. As Al mod-
els require vast amounts of data during the training stage,
creating quality datasets directly impacts the efficacy of
these model’s parameter tuning. Despite numerous datasets
being created and open-sourced in the literature (see Table 1
for more details), the quality of these datasets often falls
short, potentially leading to inaccurate, biased, or incomplete
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Fig. 1 Year-wise distribution of articles providing vulnerability
datasets and their types. The term “Mix" denotes the use of both syn-
thetic and real datasets

outcomes when used to train models for vulnerability detec-
tion. A frequent issue, for instance, is the low coverage of
vulnerability types, with many datasets addressing only a
handful of vulnerabilities (refer to Sect.4.2).

After an exhaustive analysis of the state of the art,
which includes the analysis of 92 vulnerability detection
datasets extracted from 27 articles, our contribution high-
lights existing issues within such datasets and provides
recommendations to overcome them. The latter expands the
understanding of vulnerability detection datasets’ intrica-
cies and contributes to mitigating existing challenges by
analysing them. Finally, we apply such analysis as a guideline
to create a new benchmark dataset, and compare it with the
state of the art in terms of features, showcasing its benefits.

The rest of this article is organised as follows. Section?2
provides the reader with the relevant background. Section 3
explains the search methodology followed to collect the arti-
cles used in Sect. 4 to provide a classification and description
of the main findings related to existing datasets and their lim-
itations. Section5 describes our dataset creation guidelines
and presents and example dataset crafted by us. Section 6
discusses the results of our analysis. Section7 presents an
overview of the related work. Finally, Sect. 8 concludes the
article and identifies potential directions for future work.

2 Background

Vulnerability detection has become an increasingly impor-
tant component of software security, enabling developers
and security professionals to identify potential vulnerabilities
more quickly and accurately than manual testing. Typically,
Al-based vulnerability detection uses a model (e.g., a DL
model), and describes the problem as a binary classification
task where an input code is classified into two classes (e.g.,
either vulnerable or secure) [18, 19]. During the training pro-
cedure, labelled source code is fed into the model to tune its
parameters to create a suitable mapping of inputs (source
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code) to outputs (vulnerable or secure predictions). In this
setup, DL models automatically extract patterns of vulner-
ability, unlike traditional rule-based approaches [4]. As of
today, various DL models have been developed and proven to
perform effectively. Zhou et al. [8] proposed the graph neural
network-based model Devign that embeds source code into
graph data structures to learn patterns better. The large-scale
pre-trained model CodeBERT [9] processes source code as
plain text and supports multiple programming languages,
such as Python, Java, and Javascript. Due to the dynamic cre-
ation of LLMs through fine-tuning procedures [11-14], we
refer the reader to other sources such as Huggingface [20]
for more on Al models capable of detecting vulnerable code
and bad programming practices.

The effectiveness of Al-based vulnerability detection
models highly depends on the data quality used for train-
ing [45]. By quality, we refer to the completeness of data and
its verifiable provenance, consistency, orderliness (i.e., data
should be organised and use standard notation and represen-
tation), and correctness [46]. Jimenez et al. [47] demonstrated
that noisy historical data that is labelled secure but holds
undiscovered vulnerabilities can cause the detection accuracy
to decrease by over 20%. Garg et al. [48] confirmed that con-
sidering the noisy historical data can help improve a model’s
performance on vulnerability prediction. Note that if the data
is incomplete, inconsistent, or biased, the models may pro-
duce unreliable results, leading to a false sense of security
and wasted resources. Therefore, ensuring the quality of data
is essential for the success of vulnerability detection.

3 Search methodology

Given the issues observed in the current state of the art in soft-
ware vulnerability detection datasets, we wanted to further
study them. Thus, we planned our review by using various
features of the approach presented in [49]. First, we queried
Scopus and Web of Science (WoS) with the following query
TITLE-ABS-KEY ( ( ( vulnerability AND detection AND
dataset AND software ))) on June 2024 without time restric-
tion. Next, we selected articles with the following criteria
“Articles that are focused on software vulnerability detec-
tion and provide/create a dataset as part of their contribution",
and applied the snowball effect to find further relevant liter-
ature by searching the references of key articles and reports
for additional citations [50]. After thorough screening, we
ended up with a total of 27 articles, providing a total of 92
unique datasets. Note that the information provided in such
articles was used to classify the issues in existing datasets
for Al-based vulnerability detection. The distribution of year
publication can be seen in Fig. 1. More details about the codes
and the sources can be seen in Table 1, and a specific analysis
of each dataset is provided in Sect. 6.
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Fig. 2 Mindmap of the main vulnerability dataset issues found in the
literature

4 Issues in existing datasets for vulnerability
detection

This section classifies the main issues found in the literature,
which are represented in Fig. 2. For instance, small sampling
size, data imbalance, programming language coverage and
low coverage of vulnerability types, and bias in vulnerability
distribution, can markedly degrade model performance and
generalisation and pose non-trivial challenges. Issues such
as encompassing errors in raw data, mislabelling of source
code, and the inclusion of noisy historical data, also have an
impact on the model, and are not easily identifiable as such
information may be missing from the source.

Some of the issues can be alleviated through pre-processing
techniques. Such techniques include common operations to
prepare data before training models, such as cleaning data
to ensure uniqueness, removing comments and empty lines,
writing data into a unified format (e.g., JSON and PKL files),
verifying the labels of source code, and splitting data for
training, validation, and testing.

4.1 Small sampling size and data imbalance

Training a model requires a minimum amount of data. How-
ever, quantifying such data is often impossible, as it depends
on the model trained, its parameters, and the task. Usually,
the richness of data representing the possible feature combi-
nations for each class and the model’s performance is used
as a guideline to assess the quality of the training. Existing
datasets often share issues regarding the number of samples,
which translates into the above problems. In addition, these
datasets exhibit an imbalance of data samples (i.e., the ratio
between benign source code samples and vulnerable ones),
which has been proven to be a recalling issue in the litera-
ture [53-55].

@ Springer

Table 3 describes the characteristics of 70 vulnerabil-
ity detection datasets provided by 24 articles! (please refer
to [56] for additional material). As it can be observed, the
datasets LibPNG and LibTIFF in [18, 23] contain a low num-
ber of samples. More concretely, LibPNG only includes 621
source code samples in total. Concerning the sampling bias,
except the Synthetic dataset by [22], Windows and Linux
datasets by [25], and FFmpeg dataset by [8], all datasets
contain a higher percentage of secure code samples than vul-
nerable ones. Particularly, the imbalance ratio is extreme for
the Asterisk dataset by [23], obtaining a value of 324.82.

4.2 Low coverage of vulnerability types

Vulnerability detection models are expected to detect a broad
range of vulnerability types, including common ones such
as denial of service (DoS) and cross-site scripting (XSS),
as well as less common ones such as HTTP response split-
ting and cross-site request forgery (CSRF) vulnerabilities [3].
However, existing datasets often have limited coverage of
vulnerability types, which can lead to high rates of false neg-
atives or an overall poor detection rate.

To showcase that situation, we summarise in Table 4
the vulnerability types of a total of 18 datasets aggregating
the data reported in [18, 23, 29, 34]. In total, 28 vulner-
ability types are covered across these 18 datasets. These
vulnerabilities belong to 10 vulnerability families[3], bypass
something, XSS, DoS, directory traversal, code execution,
gain privileges, overflow, gain information, SQL injection,
and file inclusion. Other vulnerability families, such as HTTP
response splitting and CSREF, are not covered by any dataset.
In addition, note that each vulnerability family includes sev-
eral vulnerability types, while in the list, most vulnerability
types belong to the DoS (ID: 4-13) and the code execution
(ID: 5-8, 15-23) vulnerability families.

4.3 Bias in vulnerability distribution

Vulnerability distribution refers to the numerical proportion
of vulnerability types in a given dataset. Bias in the distri-
bution could force a vulnerability prediction model to learn
more from the majority types during the training procedure.
Thus, the model will perform poorly on minority types. While
this matter could be partially alleviated by creating subsets
of a dataset with an equal number of samples per class,
datasets often come with poorly represented vulnerability
types, which could entail the creation of very small, bal-
anced datasets. Therefore, such a situation could hinder the
training procedures due to the presence of both imbalance
and insufficient number of samples in some cases.

! Note that one article may provide more than one dataset.
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Table 2 Labelling method of datasets provided by each reference

References Data source labelling method
[21] F-Droid [51] Use the automated static code analysis
tool: HP FortifySCA
[18] GitHub Manual labelling based on NVD
description
[22] Generated based on Juliet Test Suite Manual labelling using CWE
1.1 [52]
[23] GitHub Manual labelling based on NVD
description
[24] Synthetic: SARD; real: GitHub Manual labelling using CWE; based
on NVD description
[25] Generated from [24] Same as [24]
[8] GitHub Manual labelling using commit
message based on NVD
[26] SARD; open-source projects Manual labelling using CWE; using
commit message based on NVD
[27] Synthetic: SARD; real: GitHub Manual labelling using CWE; using
commit message based on NVD
[28] GitHub Manual labelling using commit
message based on CVE
[29] GitHub Manual labelling based on NVD
description
[30] GitHub Manual labelling using commit
message based on CVE and NVD
[31] Synthetic: SATE 1V Juliet Test Suite; Static analysis, dynamic analysis, and
real: ebian packages and GitHub commit-message/bug-report tagging
[32] SARD and open-source projects Same as [26]
[33] Open-source projects The proposed differential static
analysis method
[34] Synthetic: SARD; real: GitHub Same as [24]
[9] Data are combined from [8] Same as [8]
[35] Data filtered from SARD Manual labelling using CWE from
SARD
[36] Bug repository Bugzilla and Debian Manual labelling based on the instance
security tracker tag, e.g., “bug”, “security”
[37] GitHub Manual labelling using commit
message based on NVD
[38] Generated based on SATE 1V Juliet Unknown
and SARD
[39] SARD; CVE SARD statements notes; commit
message
[40] GitHub Manual labelling using commit
message
[41] Real: GitHub; synthetic: generated Manual labelling using commit
using the real one message based on CVE
[42] GitHub Manually labelling using commit

message

@ Springer
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Table2 continued

References Data source labelling method
[43] Combination of existing datasets Improve labels of existing datasets by
(GitHub) checking code formatting and NVD
description
[44] Combination of existing datasets Same as [8]
(GitHub)
Zzglseiugfgg:z:;;?elgir: ble References Dataset #Vulnerable #Secure Imbalance ratio
diffe.rent datasets. The datasets [18] FFmpeg 191 5565 2914
provided by [21], [35], [38] are .
omitted due to restricted access. LibPNG 44 577 13.11
The imbalance ration is included LibTIFF 94 731 7.78
in the last column for the sake of [22] Synthetic 7054 6946 0.98
completencss. (23] Asterisk 56 18190 324.82
#\;tfli% FFmpeg 213 5552 26.07
LibPNG 44 577 13.11
LibTIFF 96 731 7.61
Pidgin 29 8821 304.17
VLC 42 6320 150.48
[24] CGD 17725 43913 2.48
[25] Windows 8978 8999 1.00
Linux 7349 6955 0.95
[8] FFmpeg 9679 4788 0.49
QEMU 7479 10070 1.35
[26] MVD 43119 137861 3.20
[27] SARD 2669 0 -
NVD 404 309 0.76
[28] Big-Vul 10900 177736 16.31
[29] LibPNG 45 577 12.82
Pidgin 29 8626 297.45
VLC 44 6115 138.98
[30] FFmpeg 908 0 -
ImageMagick 756 0 -
OpenSSL 132 0 -
PHP-SRC 426 0 -
Linux 1716 0 -
[31] Draper 82411 1191955 14.46
[32] API function call 13603 50800 3.73
Arithemetic expression 3475 18679 5.38
Array usage 10926 31303 2.87
Pointer usage 28391 263450 9.28
[33] Httpd 217 12086 55.70
Nginx 421 17945 42.62
LibTIFF 553 12090 21.86
OpenSSL 8022 342741 42.73
Libav 4548 233275 51.29
FFmpeg 4797 648104 135.11
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Table 3 continued References Dataset #Vulnerable #Secure Imbalance ratio
[34] Asterisk 94 17755 188.88
FFmpeg 249 5552 22.30
LibTIFF 123 731 5.94
LibPNG 45 577 12.82
Pidgin 29 8626 297.45
VLC 44 6115 138.98
[9] Devign 12460 14858 1.19
[36] ReVeal 2240 20494 9.15
[37] Asterisk 94 17755 188.88
FFmpeg 249 5552 22.30
HTTPD 57 3850 6.75
LibPNG 45 577 12.82
LibTIFF 123 731 5.94
OpenSSL 159 7068 44.45
Pidgin 29 8626 297.45
VLC 44 6115 138.98
Xen 671 9023 13.45
[39] Asterisk 94 0 -
FFmpeg 272 0 -
Libarchive 4 0 -
Libav 12 0 -
LibPNG 21 0 -
LibTIFF 123 0 -
Linux Kernel 662 0 -
QEMU 36 0 -
Wireshark 271 0 -
[40] DiverseVul 18945 311547 16.44
[41] PySecDB 1258 2791 222
[42] Redis 82 1233 15.04
Lua 32 750 23.44
[43] PrimeVul 6968 228800 32.84
[44] CodeJIT 8975 11299 1.26

Figure 3 shows the vulnerability distribution of six
datasets provided by [23] (please refer to [56] for more
results). The first observation is that each dataset covers
a different set of vulnerability types, recalling the cover-
age issue discussed in Sect.4.2. Second, regardless of the
dataset, vulnerabilities are distributed unevenly. Remarkably,
in FFmpeg, 9 out of 15 vulnerability types occupy less than
1% of source code from the entire dataset.

4.4 Mixed data sources

Data for vulnerability detection can come from multiple
sources, which can introduce inconsistencies and biases. For
instance, the source code may exhibit different coding styles
from different software developers. In addition, each source

has its specific characteristics and vulnerabilities, as shown
in Fig.3e, making it difficult to generalise across different
sources. Using data from multiple sources can also result
in data that is difficult to integrate and may require exten-
sive pre-processing. An example of a dataset using mixed
data sources is the Devign dataset provided by [9], which
is a mixture of the FFmpeg and QEMU datasets by [8] (see
Table 2).

4.5 Mislabelling on source code

Mislabelling can severely degrade the performance of pre-
diction models. Generally, code files are extracted from
open-source projects from GitHub, and labels are manu-
ally given based on commit messages and descriptions in

@ Springer
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Table 4 List of vulnerability types included in datasets analysed in the referenced articles

No. CWE-ID Description [18] [23] [29] [34]
1 CWE-119 Improper Restriction of Operations within the Bounds of a Memory Buffer v v v v
2 CWE-189 Numeric Errors v 4 v v
3 NVD-CWE-noinfo Insufficient Information v v v v
4 CWE-362 Concurrent Execution using Shared Resource with Improper Synchronization v v X v
5 NVD-CWE-Other Other v v v v
6 CWE-20 Improper Input Validation v v v v
7 CWE-295 Improper Certificate Validation v X X X
8 CWE-17 DEPRECATED v v X v
9 CWE-399 Resource Management Errors v v 4 v
10 CWE-191 Integer Underflow 4 4 X v
11 CWE-125 Out-of-bounds Read v v v v
12 CWE-120 Buffer Copy without Checking Size of Input v v v v
13 CWE-190 Integer Overflow or Wraparound v v v v
14 CWE-787 Out-of-bounds Write v v v v
15 CWE-476 NULL Pointer Dereference v v v v
16 CWE-200 Exposure of Sensitive Information to an Unauthorized Actor v v v v
17 CWE-400 Uncontrolled Resource Consumption v v v v
18 CWE-834 Excessive Iteration v v X v
19 CWE-9%4 Improper Control of Generation of Code v v v v
20 CWE-79 Improper Neutralization of Input During Web Page Generation v v v v
21 CWE-401 Missing Release of Memory after Effective Lifetime v v v v
22 CWE-772 Missing Release of Resource after Effective Lifetime v v X v
23 CWE-254 7PK - Security Features v v X v
24 CWE-770 Allocation of Resources Without Limits or Throttling v v X v
25 CWE-369 Divide By Zero v v v 4
26 CWE-416 Use After Free 4 X v v
27 CWE-134 Use of Externally-Controlled Format String X v v v
28 CWE-287 Improper Authentication X v X v
29 CWE-264 Permissions, Privileges, and Access Controls X v v v
30 CWE-284 Improper Access Control X v X v
31 CWE-835 Loop with Unreachable Exit Condition X v X v
32 CWE-617 Reachable Assertion X 4 X v
33 CWE-22 Improper Limitation of a Pathname to a Restricted Directory X v v v
34 CWE-824 Access of Uninitialized Pointer X X v v
35 CWE-310 Cryptographic Issues X X X v
36 CWE-78 Improper Neutralization of Special Elements used in an OS Command X X X v
37 CWE-459 Incomplete Cleanup X X X v
38 CWE-754 Improper Check for Unusual or Exceptional Conditions X X X v
39 CWE-129 Improper Validation of Array Index X X X 4
In total 26 31 22 38
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Fig.3 Vulnerability distribution in each dataset provided by [23]. The numeral text indicates the percentage of source code. For the sake of clarity,

we avoided showing CWEs representing less than 1% of the dataset

711 - png_debugl(1, "in %s storage function", (png_ptr->chunk_name[0] == '\0' ?

711+ png_debugl(1, "in %s storage function", ((png_ptr == NULL ||
7128 + png_ptr->chunk_name[08] == '\@') ?
712 713 "text" : (png_const_charp)png_ptr->chunk_name));

Fig.4 An example of mislabelling

NVD’. Both commit messages and NVD entries are man-
ually curated and analysed, which is error-prone even with
experienced developers [57]. Another common way is to use
static code analysis tools (Table 1), which is less accurate
than the manual manner [58].

Figure 4 shows an example of mislabelling in the LibPNG
dataset provided by [23]. The code file (including green lines
in the example) named “cve-2016-10087.c” indicates that
the source code is vulnerable, allowing context-dependent
attackers to cause a NULL Pointer Dereference vectors.
However, according to the commit message on GitHub,? the
green lines are the patch of the corresponding vulnerable
code (in red), thus, the label should be secure instead of vul-
nerable.

4.6 Noisy historical data
Noisy historical data [47, 48] refers to the phenomenon that
code labelled as secure might be identified as vulnerable

in the future, given that most vulnerabilities are discovered

2 https://github.com/glennrp/libpng/commit/
a4d439b97507b54d7f08543e03eb8f006ea73bc5 ?diff=unified

much later than when they are introduced (e.g. zero-day vul-
nerabilities). For example, the decode_main_header ()
function in FFmpeg is recently reported to have the null
pointer dereference flaw.> However, when collecting data
before such a report, this function will appear as secure.

4.7 Errors in raw data

Errors in raw data can significantly affect the accuracy of
vulnerability detection algorithms. We have found errors in
existing datasets, including empty source code files, extra
lines, and inconsistent file formats. [23] includes 435, 195,
and 205 empty source code files in Asterisk, Pidgin, and
VLC, respectively. Without their identification, these empty
files would be processed normally to train a detection model.
However, since they do not provide any pattern, the detection
model to be trained can be misled to learn real patterns for
secure and vulnerable source code.

All the 18 datasets provided by [18], [23], [29], and [34]
have the issue of containing an extra line at the beginning of
aseparate source code file. This extra line varies across differ-
ent datasets, suchas [34]:suchas“} EightBpsContext;”,
“3y7, “x/” and “} AascContext;”. Note that this extra
line cannot be removed during the pre-processing proce-
dure without checking the source code files manually. For
example, the data pre-processing procedure generally filters

3 https://nvd.nist.gov/vuln/detail/ CVE-2022-3341
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Extract GitHub url

NVD

ClE

cwe.mitre.org

Fig.5 Overview of the collection procedure of our dataset

comments by locating paired comment marks, such as “\\”
and “\ x */” for C programming language. The work pre-
sented in [18] uses “.txt” for vulnerable code files and “.c”
for secure code files. Depending on the framework, reading
files can encounter errors.

4.8 Covered programming Languages

Existing datasets usually involve specific programming lan-
guages, such as C/C++, Java, and Python. Table 1 demon-
strates an abundance of data in C and C++ and, a staggering
absence of Java and Python despite them being two of the
most prominent programming languages. This limitation
leads to a gap in evaluating a detection model’s generali-
sation according to different programming languages.

5 Our dataset creation methodology

For the sake of completeness, we created a dataset provid-
ing all the features described in Table 7 and open-sourced it
on Zenodo [59]. We collected vulnerable source code from
projects on GitHub that have registered CVEs into NVD’
from 2002 to 2023. Figure5 illustrates the workflow of our
data collection process. First, we collect all the CVE records
of each year from the NVD Data JSON Feeds [60]. Each
CVE record consists of the detailed information, such as
CVE, impact, and references. Second, we identify the asso-
ciated GitHub repository (if any) along with the commit hash
based on the URL filed in the reference data of each CVE
record. Next, based on the commit message, we extract the
code files before and after this commit. From CWE.mitre,
we obtain the vulnerability type and detailed information
for each CVE record. Once code files in GitHub projects

@ Springer
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are collected, we identify the programming language using
file extensions according to predefined rules. These rules are
dedicated to assign specific file extensions to all program-
ming languages known to GitHub (in total 484 programming
languages), ensuring accurate identification throughout our
analysis process.

Compared to most existing datasets [8, 18, 23-25, 27, 28]
that simply assign code before commit as vulnerable and after
as non-vulnerable, we compare code difference and apply
several filtering rules to avoid mislabelling and duplication.
Specifically, we compare the code difference before and after
commit and apply several filtering rules to ensure a high-
quality dataset. These rules include:

1. Eliminating duplicated code. Removing code that does
not have substantive changes, usually caused by modify-
ing code formatting.

2. Removing spurious entries. Filtering out instances where
changes are limited to modifying variable or function
names, adding or deleting comments, rather than making
significant alterations to the code logic.

In addition, for each vulnerable code, we collect its avail-
able patch(es) to support repairing guidance. These patches
are considered as secure code. Note that according to [48], it
is recommended to utilise the most recent patch concerning
the noise. Nevertheless, we provide access to all available
patches, ensuring users have the flexibility to choose based
on their specific requirements or preferences.

Our dataset covers eight programming languages, includ-
ing JavaScript, C, PHP, Java, C++, Python, Go, and Ruby.
Table 5 shows the data size for each programming language
and Table 6 presents the coverage of 2023 CWE top 25 most
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Table 5 Sqmmary O.f our No. PL #Vulnerable #Secure #with patch #CWE #CVE
dataset. #with patch indicates at
least one patch exists for a 1 JavaScript 79551 181534 70485 85 639
certain vulnerable code

2 C 6766 14872 6185 117 2408

3 PHP 6696 26087 5888 91 997

4 Java 2923 3661 2643 82 367

5 C++ 2431 4455 2321 86 634

6 Python 2404 2873 2139 99 469

7 Go 1472 17683 1327 84 259

8 Ruby 1410 1175 1055 59 224

dangerous software weaknesses [61]. More details about the
features, committer, commit date, and projects can be found
in the dataset description files [59]. Note that, this dataset will
be updated to have newer versions according to new data col-
lected from GitHub or other sources, formatted and revised
periodically.

6 Discussion

According to the previous analysis, we have extracted a
set of desired features to be present in vulnerability detection
datasets. Table 7 summarises them, along with the corre-
sponding mapping of the datasets analysed in this article.
First, we consider provenance as a critical aspect of veri-
fiability and pre-processing. In this regard, we can ensure
that the dataset contains correct versions of the code (i.e.,
easing the analysis and correction of secondary issues), if
there are novel code excepts that can be used to update the
dataset, and that multiple sources can be cleaned and tagged
accordingly, which translates into a more robust database.
In terms of adaptability, including multiple programming
languages increases the dataset’s use cases and models’ capa-
bility to identify vulnerable code in multiple contexts. The
latter, while not being critical, is a desirable feature to ensure
adoption in DevSecOps pipelines, where multiple users with
different necessities coexist. Some qualitative aspects that
could affect the accuracy of models are related to the size and
richness of the dataset. A well-represented number of classes
in terms of secure and vulnerable code and their balance are
also crucial to guarantee sound training procedures. In paral-
lel, the above should also apply to the set of vulnerabilities,
which should include as many as possible types with enough
samples to be fed into the model. Finally, regarding usability,
using correct and standard formatting increases the potential
use across platforms and models and the use of automated
updating mechanisms. The latter could be enhanced by the
use of guidelines on how to correct or repair such vulnera-
bilities and patches for the corresponding code samples.

In terms of minimising the impact of issues in current
datasets, certain problems (Sect.4.1 - 4.3) are difficult to
address by data pre-processing. However, there are tech-
niques to mitigate their impact on the model performance.
For the sampling size issue, data augmentation [62] can
be applied to increase the number of data during training.
To force the model to learn more from vulnerable code in
imbalanced datasets, weighted loss functions, such as focal
loss [55] and mean squared error loss [53], can be applied
instead of the default cross-entropy loss. Concerning the
low vulnerability coverage issue, one can consider merging
several datasets that cover different vulnerabilities or just
focus on detecting source code with included vulnerabili-
ties. Code refactoring [62] and adversarial code attacks [63]
can help to generate more similar code samples without
changing the semantics to reduce the bias in vulnerability
distribution. Finally, despite the real-world prevalence of
imbalanced datasets, such imbalance can hinder the robust-
ness of the performance of learning systems [64], and thus,
several balancing strategies can be used [65]. For instance,
sub-sampling of the dataset can also be used to provide bal-
anced instances, yet only if the dataset has a sufficient number
of samples for all classes and types to guarantee quality train-
ing.

For other issues (Sect.4.4 - 4.8), the quality of existing
datasets can be improved by designing an advanced pre-
processing method to remove errors, check the correctness of
labels, and reduce noise from the raw data. Both static anal-
ysis tools and expert manual manner should be considered
when assigning labels to collected data to avoid mislabelling.
In addition, one should include as much information as pos-
sible in the dataset, such as vulnerability type, source project,
and commit ID, instead of only including labels to allow for
tracking and re-checking. Note that, the errors mentioned
in Sect.4.7 do not exist in all studied datasets and may
not cover all cases. A thorough check should be made to
develop the operations for a comprehensive pre-processing.
To reduce noise, one should look into the latest commit mes-
sages related to each code file and modify the labels when

@ Springer
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necessary. However, the latter can only be done if the prove-
nance of the data is properly managed and verified.

6.1 Limitations

As seen in Table 7, we crafted a dataset that fulfils all the
desired features. Compared to most of the evaluated vul-
nerability datasets, a particular aspect is the inclusion of
the desired feature of providing potential solutions to help
developers, enhancing the DevSecOps pipeline. The latter
is currently being exploited by Al-based models such as
GitHub Copilot [66] and other LLMs [20]. Nevertheless, it
is worth to mention some limitations of our approach. First,
in terms of data collection, the sources used to retrieve data
are GitHub repositories which have registered CVEs into
NVD, potentially introducing bias and limiting the repre-
sentation of diverse software vulnerabilities. Next, regarding
code granularity, the dataset is constrained to the function-
level code given its more frequent utilisation in the existing
literature. Finally, certain programming languages, notably
Go and Ruby, have smaller data sizes within this dataset than
others due to the scarcity of sufficient repositories, potentially
leading to imbalances in vulnerability distribution. Conse-
quently, the model’s efficacy in detecting vulnerabilities may
be compromised, particularly when applied to source code
written in these programming languages.

Regarding current regulations and models, Stanford’s
Center for Research on Foundation Models (CRFM) recently
evaluated the major Al companies on their transparency [67].
The findings revealed a significant gap in the Al industry’s
transparency. Our dataset contains the provenance references
of the code samples collected, providing data source trans-
parency as required by the European AI ACT [68]. The latter,
paired with the use of versioning through hashes, can provide
additional protection against the use of adversarial data and
similar mechanisms, as the contents of the dataset could be
verified via tamper-proof mechanisms such as bloc-kchain.
Similarly, we could enforce verified code when provid-
ing repairing/patching suggestions to avoid using malicious
code. The latter is a research line that we will pursue in the
future.

7 Related work

The quality issues in existing datasets have drawn the atten-
tion of researchers [69]. Most datasets with vulnerable
code from real-world projects are extracted from publicly
accessible repositories on GitHub. These datasets include
vulnerabilities reported in databases like CVE,* the National

4 https://www.cve.org/
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Vulnerability Database (NVD),® and Exploit—DB.6 It is
important to note that these databases do not contain source
code themselves; they provide vulnerability information and
links to related projects (i.e. often referring to GitHub), from
which the source code is retrieved. Generally, simulated
datasets are extracted from the Software Assurance Refer-
ence Database (SARD)’ where synthetic code is provided
for various vulnerabilities. However, a recent comparison
study [70] revealed that some databases, including NVD,
may introduce errors because they do not perform vulnera-
bility testing on reports. As a result, corresponding datasets
may contain mislabelled data. For example, a recent study
by Croft et al. [71] found that 20-71% of vulnerabilities are
inaccurate in four existing datasets, and 17-99% data is dupli-
cated.

Hanif et al. [72] pointed out three open issues of datasets
for vulnerability detection datasets, including the lack of
labelled datasets, inconsistencies of datasets for evaluation,
and the impractical use of synthetic datasets since syn-
thetic data cannot reflect the true structure of real-world
vulnerabilities. Nie et al. [73] specifically studied the cause
of label errors in existing datasets and investigated the
impact on model performance. Croft et al. [71] studied five
quality issues in existing datasets [8, 28, 33], including
accuracy, uniqueness, consistency, completeness, and cur-
rentness. Accuracy refers to the label correctness and the
causes of mislabelling are categorised into: irrelevant code
changes, cleanup change, and inaccurate vulnerability fix
identification. Uniqueness refers to the duplication of data
samples. Consistency refers to duplicated data that have dif-
ferent labels, which is a type of mislabelling. Completeness
refers to the reference information of data samples, and cur-
rentness focuses on if a dataset is up to date. All these five
issues have been covered by our study. Ding et al. [43]
revealed three issues in existing datasets [9, 28, 40], including
low label accuracy, and high duplication rates.

In our article, we leverage a search methodology to pro-
vide a thorough state of the art analysis. As we collect all the
previous efforts in terms of issue/challenge identification, we
are able to provide a more fine-grained analysis of the exist-
ing datasets, as identified in the literature. The latter allowed
us to identify and describe the current issues in a compre-
hensive manner, and to generate a new dataset that fulfils the
identified desirable features while providing a quantitative
comparison with the state of the art.

3 https:/nvd.nist.gov/
6 https://www.exploit-db.com/
7 https://samate.nist.gov/SARD/
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8 Conclusion

The performance of Al-based vulnerability detection mod-
els highly relies on the data used for training. Poor data
quality can lead to unreliable results, false positives, and
false negatives. In this article, we provide an in-depth dis-
cussion of existing vulnerability datasets and define eight
quality issues. Furthermore, we provide actionable guidance
to assist researchers in addressing these issues when using
existing datasets and open-source a real-world dataset with
all desired features extracted from our classification.

In future work, we will foster the pre-processing and
updating capabilities of the datasets to avoid the issues dis-
cussed in our classification. We will also study the use of
tamper-proof mechanisms and their impact on the trustwor-
thiness and usability of the vulnerability detection datasets.
The latter, paired with the adoption of novel regulations and
guidelines such as the European Al Act, should guarantee
the robustness and verifiability of datasets and training pro-
cedures, enhancing vulnerability detection practices.
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