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The integration of large language models (LLMs) into various cybersecurity pipelines has become increasingly
prevalent, enabling the automation of numerous manual tasks and often surpassing human performance.
Recognising this potential, cybersecurity researchers and practitioners are actively investigating the application
of LLMs to process vast volumes of heterogeneous data for anomaly detection, potential bypass identification,
attack mitigation, and fraud prevention. Moreover, LLMs’ advanced capabilities in generating functional code,
interpreting code context, and code summarisation present significant opportunities for reverse engineering
and malware deobfuscation.

In this work, we comprehensively examine the deobfuscation capabilities of state-of-the-art LLMs. Specif-
ically, we conducted a detailed evaluation of four prominent LLMs using real-world malicious scripts from
the notorious Emotet malware campaign. Our findings reveal that while current LLMs are not yet perfectly
accurate, they demonstrate substantial potential in efficiently deobfuscating payloads. This study highlights the
importance of fine-tuning LLMs for specialised tasks, suggesting that such optimisation could pave the way
for future Al-powered threat intelligence pipelines to combat obfuscated malware. Our contributions include
a thorough analysis of LLM performance in malware deobfuscation, identifying strengths and limitations, and
discussing the potential for integrating LLMs into cybersecurity frameworks for enhanced threat detection
and mitigation. Our experiments illustrate that LLMs can automatically and accurately extract the necessary
indicators of compromise from a real-world campaign with an accuracy of 69.56% and 88.78% for the URLs
and the corresponding domains of the droppers, respectively.

1. Introduction Processing Units (TPUs), have dramatically reduced the time and re-
sources needed to process complex algorithms and large datasets. This
technological leap has made Al research more feasible and widespread,

allowing researchers to experiment with more ambitious models and

While artificial intelligence (AI) and machine learning have long
been cornerstones of computer science, it is only in recent years that

we have fully harnessed their capabilities and translated them into
practical applications, realising their true potential. This remarkable
transformation cannot be solely attributed to the field’s maturity but
rather a convergence of several enabling factors. One pivotal factor
is the exponential growth of data generation, which has yielded vast
datasets indispensable for training more sophisticated models. This
abundance of data enables Al systems to learn and improve from a
broader range and wider diversity of examples, leading to improved
performance and generalisability. Simultaneously, significant advance-
ments in computational power, particularly through the advent of
Graphics Processing Units (GPUs) and specialised hardware like Tensor

apply them to a broader spectrum of problems. Furthermore, the mat-
uration and accessibility of machine learning frameworks and libraries
have democratised Al, empowering a wider community of researchers,
developers, and businesses to innovate and apply these transforma-
tive technologies across many domains. As a result, this technological
democratisation has accelerated the adoption of Al fostering a virtuous
cycle of innovation, application, and investment, driving the rapid
growth and evolution of machine learning and Al technologies.

In the last decade, machines have proved their capabilities com-
pared with humans (e.g, by achieving human parity in several con-
texts (Dupoux, 2018; Mosqueira-Rey, Hernandez-Pereira, Alonso-Rios,
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Bobes-Bascaran, & Fernandez-Leal, 2023), and by being capable of
processing vast amounts of data). Undeniably, the recent advent of
Large Language Models (LLMs) such as Generative Pre-trained Trans-
former (GPT) (Radford, Narasimhan, Salimans, Sutskever, et al., 2018),
Bidirectional Encoder Representations from Transformers (BERT) (De-
vlin, Chang, Lee, & Toutanova, 2019), and others has marked a mas-
sive milestone in Al and machine learning, fundamentally transform-
ing how machines process, comprehend, and generate human lan-
guage. LLMs have elevated Natural Language Processing (NLP) ca-
pabilities, enabling more refined and context-aware text interpreta-
tions and producing coherent and contextually relevant responses,
leveraging human—computer interactions. Enriched human-computer
interactions are evolving at an unprecedented pace, enabling Al sys-
tems that can become self-aware (Andrade & Torres, 2018) and learn
from past experiences by using direct human inputs (i.e. human-in-the-
loop) (Mosqueira-Rey et al., 2023).

Such advancement has broadened the applicability of AI across
a spectrum of domains, encompassing translation, content creation,
conversational agents, and more, paving the way for more natural
and efficient human—computer interactions. Furthermore, LLMs have
fuelled research into delving deeper into the intricacies of language
representation and generation, pushing the boundaries of what is pos-
sible in machine comprehension and creativity. The scalability of these
models allows them to continuously learn from an extensive array of
sources, constantly improving and adapting to new information and
contexts (Huang, Zheng, Shang, & Xue, 2023). This has not only led
to the development of more powerful and versatile Al systems but has
also ignited discussions about ethical considerations, potential biases,
and the future impact of Al on society (Zhao et al., 2024). In essence,
the introduction of LLMs represents a transformative leap in the Al and
machine learning landscape, significantly expanding both the potential
applications and the social implications of these technologies (Khoda-
bandehloo, Riboni, & Alimohammadi, 2021; Mozes, He, Kleinberg, &
Griffin, 2023).

Given their advanced capabilities in generating code (Fu, Tan-
tithamthavorn, Nguyen, & Le, 2023; Guo et al., 2024; Khare, Dutta,
Li, Solko-Breslin, Alur, & Naik, 2023; Sharma et al., 2024), interpreting
the underlying functionality, and summarising it, it is natural to ponder
whether they can be used for malware analysis in the case of reverse
engineering malware. The reason is that modern malware is mostly
packed to evade antivirus detection, bypass static signatures, and hin-
der its analysis by hiding the malicious payload (Muralidharan, Cohen,
Gerson, & Nissim, 2022; Roundy & Miller, 2013; Wong et al., 2021).
Additionally, using obfuscators introduces several challenges to auto-
mated static analysis. For instance, variables in the obfuscated code are
randomly named, and the added dead code contains random variables
and strings. Nevertheless, malware authors may use domain generation
algorithms to resolve the Command and Control (C2) server (Casino,
Lykousas, Homoliak, Patsakis, & Hernandez-Castro, 2021). Therefore,
a generic automated deobfuscator must interpret the code to prune the
added noise and distinguish whether a random-looking string is, e.g., a
domain or just a distraction.

Malware analysts must combat these and other anti-analysis mea-
sures by reverse engineering malware. During this process, the analyst
must convert the code from a binary into a human-readable form
or extract the executable code from, e.g., a malicious document and
analyse it. In both cases, the code would be obfuscated. There are
already modules for primary reverse engineering tools like Ida' and
Ghidra? to communicate with GPT to explain functions and reduce
manual effort in their analysis. From this, malware analysts can create
static and dynamic rules to detect the stains of the given sample and
extract Indicators of Compromise (IOCs). It could also require further

1 https://github.com/JusticeRage/Gepetto
2 https://github.com/evyatar9/GptHidra
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dynamic analysis with debuggers, execution in a sandbox, etc. These
IOCs are essential for threat hunting and can facilitate takedowns
and attribution. Nevertheless, the rules and extraction methods are
heavily dependent on the sample. Note that although some generic
deobfuscators can simplify this task a lot (You, Kim, Cho, & Han,
2021) by removing useless code, renaming variables, and reordering
code, automated extraction is challenging as they do not evaluate
or understand code. As a result, when malware authors change their
codebase and tools during a malware campaign, they render detec-
tion rules (e.g., Yara rules®), unpackers, extraction mechanisms, and
CyberChef* recipes useless.

It is evident that the above requires a lot of manual effort; hence,
every possible automation would be beneficial to the cybersecurity
community. Nevertheless, this is an arms race between malware au-
thors and defenders, where the former tries to bypass the established
security mechanisms. Given the prevalence of obfuscation in modern
malware and the quick changes, malware authors make in their code
and toolkits to adapt to the new detection rules, robust and adaptive
deobfuscation methods are imperative. It is clear that current meth-
ods where deobfuscation methods are tailored for specific obfuscators
and versions leave defenders one step behind. Yet, the versatility
of LLMs, their performance in code-related tasks, and their ease of
use in pipelines make them an excellent candidate for generic code
deobfuscation. They can provide a versatile solution to address these
shortcomings and facilitate the extraction of actionable threat intelli-
gence from malware and other malicious scripts, e.g., webshells. LLMs
could reinforce existing pipelines to extract the necessary intelligence,
e.g, C2 servers from the configurations when existing methods fail
because they are very specific and rigid.

Contribution: The core research question of this work is to assess
to what extent modern LLMs can facilitate code deobfuscation tasks
in automated threat intelligence pipelines. We explore the capacity of
state-of-the-art LLMs in a realistic, well-defined, focused task related
to malware analysis: deobfuscating malicious PowerShell scripts. While
more constrained than deobfuscating a binary, it is more suitable for
the maturity and input size of modern LLMs, easier to scale, and allows
a fair and transparent comparison with ground truth. The latter also
provides the means to extract important insights about LLMs’ current
state, applicability, and efficacy in such tasks, fostering advancement
in the field. Thus, our work systematically and practically explores
how LLMs can be used to automate cyber threat intelligence pipelines,
focusing on intelligence from malware samples.

Moreover, the deobfuscation is performed in data from a real-
world malware campaign, namely Emotet, which at that time was
characterised by Europol as “the most dangerous malware” (Europol,
2021). Our results show that even without specific training, the results
are very promising, so using LLMs for such tasks is expected to be very
broad in the upcoming years. To the best of our knowledge, this is
the first work to use LLMs systematically with a large and real-world
dataset to deobfuscate malicious scripts and showcase how they can be
used in cyber threat intelligence pipelines.

Organisation of this work: The rest of this work is structured as
follows. In Section 3, we present the related work, and in Section 5,
we detail our experimental setup and our reference dataset. Next, in
Section 6, we present the results of our experiments. Based on the
above, in Section 7.1, we propose an augmented cyber threat intelli-
gence pipeline for deobfuscating malicious payloads. Finally, the article
concludes by summarising our findings and discussing ideas for future
work.

3 https://virustotal.github.io/yara/
4 https://gchq.github.io/CyberChef/
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Fig. 1. The modus operandi of Emotet.

2. Background

Emotet is a notorious group that operates under the malware as a
service model (Patsakis, Arroyo, & Casino, 2024). The group conducts
a spamming email campaign that delivers malware (malspam) to dis-
tribute malicious Microsoft Office documents that act as droppers to
download and execute the binary of the malware (Glass, 2022). Thus,
the trojanised MS Office document uses VBA to download an executable
from a set of predetermined URLs, usually compromised WordPress
webpages, and then executes it. To achieve this, they use Living Off
The Land Binaries, Scripts and Libraries (LOLBAS) (Koutsokostas et al.,
2022). Practically, Microsoft, in its operating systems has integrated an
additional measure for executable files, to execute a file the user has
to provide direct consent through the graphic interface. The response
can be stored and reused in future sessions to avoid friction and user
fatigue. However, this does not apply to executables that Microsoft
has digitally signed. Thus, tools and programs that bear its signature,
e.g., Regsvr32.exe and Winword.exe, may launch any program
without the user’s consent or notification. Malware like Emotet exploit
LOLBAS to download and execute malicious payloads, so everything
is performed in the background. These files come with each Windows
installation or are shipped with the installation of Microsoft Office,
Visual Studio, etc.

The modus operandi of Emotet is illustrated in Fig. 1. Once the
host is infected with Emotet, Emotet will try to discover sensitive
information, e.g. credentials, find other hosts on the network, make
email hijacking to infect other victims’ connections, and connect the
host to the botnet. Then, Emotet typically executes another malware,
e.g., Qakbot, Dridex, Ryuk, or TrickBot, as part of the malware as a
service scheme. Therefore, Emotet capitalises on its botnet by getting a
share of the ransom or sharing the resources of the compromised hosts
with other threat actors. An international effort coordinated by Europol
and Eurojust disrupted Emotet at the beginning of 2021, took down
its infrastructure, and later disinfected compromised hosts. However,
Emotet resurrected several months afterwards and has not stopped
its activity, recurrently pushing new campaigns. The modus operandi
remains more or less the same, but the droppers have been extended,
as beyond MS Word, there are Excel and OneNote files, too.

To make things even more complex, the dropper uses an obfuscated
PowerShell encoded in base64. Fig. 2 illustrates a sample of obfuscated
and deobfuscated PowerShell scripts. As observed, beyond breaking
many strings into shorter ones, all variables have random names, and
there are several string replacements and unused variables.

3. Related work
3.1. Malware analysis and countermeasures

Malware analysis can be classified into static and dynamic analysis
based on whether the malware is executed. As a result, in static analy-
sis (Han et al., 2019), the goal is to extract as many artefacts from the
file as possible to classify it (benign/malicious), determine the malware
family (multiclass classification), and determine its functionality. To
achieve this, one may use byte streams, imported libraries and used
functions, or even byte-level similarity. On the other hand, the malware
analyst may execute the file in a sandbox, bare metal, or even use
emulation and symbolic execution to record what the file under investi-
gation does, e.g., network connections, file-system and registry changes,
and memory dumps (Or-Meir, Nissim, Elovici, & Rokach, 2019; Sihwail,
Omar, & Ariffin, 2018).

The above is well-known to malware authors who try to evade
detections or at least impede the work of malware analysts (Afianian,
Niksefat, Sadeghiyan, & Baptiste, 2019; Moser, Kruegel, & Kirda, 2007).
The first countermeasures target static analysis, which is the most cheap
countermeasure in terms of resources. Therefore, malware tries to hide
the underlying functionality and break the byte-level patterns. This is
currently achieved by packers, obfuscators, and cryptors.

Packers are software tools that compress or pack an executable
file (Sun et al.,, 2020). This compression is not only for reducing
size but also for obfuscating the code. When packed, the executable’s
original code and data are transformed into a compressed format
and then appended with a decompression stub, a small piece of code
responsible for unpacking or decompressing the executable in memory
when it is executed, so actual code is not revealed until executed.
The latter hinders static analysis, which entails examining the malware
without running it (Gibert, Mateu, & Planes, 2020). Packers are not
inherently malicious; legitimate software often uses them to reduce
the size of executables and protect intellectual property (Reasonlabs,
2024). However, in a malware context, packers are used to hide mali-
cious code from antimalware scanners, which often struggle to analyse
the packed content effectively. Some packers also provide additional
features like anti-debugging, anti-emulation, and anti-virtualisation to
further hinder malware analysts’ work (Vouvoutsis, Casino, & Patsakis,
2022).

Cryptors, on the other hand, take obfuscation further by encrypting
the executable’s content, not just compressing it. They encrypt the mal-
ware’s code and data, rendering it unreadable to humans and antivirus
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(a) The obfuscated script.

$jCFVPb = [System.IO.Directory];

$WXor = [System.Net.ServicePointManager];

$jCFVPb: :CreateDirectory ($HOME + "\\Qyj9bwi\\A5vuovn");
$WXor: :"SecurityProtocol" = "TLS12";

$AhSumea=$HOME + \\\\Qy;j9bwi\\\\A5vuovn\\\\Rcrtkr.exe""
$Vb8kf7h= new-object net.webclient;

foreach ($0di78ep in $MafqSug){
try{
$Vb8kf7h.downloadfile ($0di78ep, $AhSumea);
if ((Get-Item AhSwmea).length -ge 48813) {
([wmiclass] ((’win32_Process’))).create($AhSwmea) ;
break;

catch{}

$Mafqbwg=("https://paasologrp.com/parseopmlo/5/Chttp://launch.tactikafacewear.com/wp-content/Uk/Chttps://singohotel.com/
< dashboardl/q/@https://www.mymathlabhomework.com/wp-content/o/@https://dietherbsindia.com/assets/k8o0/Chttps://dev-tech
< .eu/demoshop/P0/Chttps://mithraa.co/nMT/@http://chess-pgn.com/win-raid/16T5/").split($"Q");

(b) A manually deobfuscated script with dead code removed.

Fig. 2. A sample of the PowerShell payload Emotet. MD5 hash of the sample: 26d63ca2075c04107c0ab42184b86d3c.

software without the proper decryption key or algorithm (Brezinski &
Ferens, 2023). Like packers, cryptors append a decryption stub to the
encrypted executable. Once executed, this stub decrypts the malware in
memory, allowing it to run as intended while remaining undetectable
from static analysis tools. Cryptors are more sophisticated than packers
and are specifically designed to evade detection by antivirus software.
They can employ complex encryption algorithms and frequently change
keys to avoid signature-based detection. Some advanced cryptors also
use techniques like polymorphism; changing the encryption with every
iteration, or metamorphism; changing the underlying code with each
iteration, to create unique malware variants in each iteration, further
complicating detection and analysis (Harter & Rowe, 2022). While
theoretically, packers and cryptors are different, most modern packers
come with some encryption scheme.

For more information on malware evasion and anti-analysis meth-
ods, the interested reader may refer to Alkhateeb, Ghorbani, and
Habibi Lashkari (2024), Calvet et al. (2015), Geng et al. (2024),
Gritzalis, Choo, and Patsakis (2024).

3.2. LLMs in cybersecurity

Given the contextual capability of an LLM to interpret code, they
can manage and analyse extensive volumes of text data sourced from
news articles, blogs, forums, and social media platforms. The latter can
be used to identify emerging cybersecurity threats, vulnerabilities, and
attack trends and enhance existing threat intelligence pipelines (Ferrag,
Ndhlovu, Tihanyi, et al., 2023). Phishing detection and analysis has also
been studied in the context of LLMs (Chrysanthou, Pantis, & Patsakis,
2024; Koide, Fukushi, Nakano, & Chiba, 2023; Roy, Thota, Naragam,
& Nilizadeh, 2023). The latter, however, is an open research line that

should be enhanced by considering visual elements, contextual data,
and coding aspects of emails to guarantee robust analysis.

LLMs can ingest security-related data, such as traffic logs generated
by various systems and applications and intrusion detection system
alerts to identify malicious activity, correlate events, and assist security
teams. Moreover, since the output of the tools can be interpreted,
LLMs can be used for penetration testing (Deng, Liu, Mayoral-Vilches,
et al.,, 2023). Additionally, LLMs are proficient in deciphering com-
plex security guidelines, automating compliance checks, and producing
comprehensive compliance documentation, thereby ensuring that or-
ganisations adhere to sector-specific norms. In this regard, they have
been effectively utilised in developing cybersecurity frameworks (McIn-
tosh et al., 2023). Their proficiency in composing human-like and
contextually relevant text can be harnessed to create realistic security
training resources, cybersecurity scenarios (Zacharis & Patsakis, 2023),
descriptions of security protocols and policies, and interactive security
trivia for cybersecurity awareness campaigns.

On the downside, LLMs can also be abused to leverage cybercrime
campaigns. For instance, LLMs have been used to launch cyber at-
tacks (Gupta, Akiri, Aryal, Parker, & Praharaj, 2023), facilitate malware
development, and generate phishing emails (Pa Pa, Tanizaki, Kou,
et al., 2023). Since LLMs can be abused for various purposes, numer-
ous discussions have been initiated about their use, biases, training,
access to resources, and compliance with legal, regulatory, and ethical
standards. In this regard, Stanford’s Center for Research on Founda-
tion Models (CRFM) recently evaluated the major Al companies on
their transparency (Bommasani et al., 2023). The findings revealed a
troublesome gap in the AI industry’s transparency, with the highest-
scoring model, Meta’s Llama 2, attaining 54 out of 100 according to
their benchmarks.
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4. Problem setting

In what follows, we assume that we have a piece of malware from
which we want to extract actionable intelligence. Moreover, we assume
the malware is packed to protect its malicious payload. Therefore, the
goal of this research is not the detection but the extraction of the
payload. Since we consider the case of cyber threat intelligence, the
assumption that we already know that a file is malicious is weak since
one may have many ways to know that a specific file is malicious.
For instance, the file is very similar at the byte level to other known
malware files (e.g., using ssdeep Kornblum, 2006 and TLSH Oliver,
Cheng, & Chen, 2013), the imphash of the file is known to be mali-
cious (Mandiant, 2014), or the YARA rules have identified a packer
which is known to be malicious (Li et al., 2023).

Knowing that the file is malicious, we want to extract the malicious
payload to understand what the malware does. Although one may claim
that this can be extracted via dynamic analysis, this is not always
accurate. For instance, as in the case of Emotet, which we discuss
afterwards, the malware may use multiple sites to drop the payload
or have various command and control (C2) servers. To take down the
malware’s infrastructure and prosecute the perpetrators, one needs to
collect all these domains and IPs, yet all this information is stored in the
payload of the malware. The problem is that collecting this information
is not straightforward, as malware authors are well aware of this.
As a result, during a malware campaign, the payload, obfuscation
mechanisms, and packers can change, leading to the loss of crucial
information or requiring a lot of manual effort to alleviate this. In this
context, we explore how LLMs can facilitate this process to identify
obfuscated information and extract it in an automated way.

5. Setting up the experiment and the dataset
5.1. LLM parametrisation

LLMs allow the control of the randomness and creativity of the
responses they generate through a parameter referred to as temperature.
In our experiments, we set the temperature for each LLM to zero
so that the results are focused, deterministic, with the least possible
hallucinations, and allow for reproducibility. Additionally, for the lo-
cal models, apart from the temperature parameter, we employed the
“sensible-default” sampling parameters for Transformer-based genera-
tive LMs, as described in 11ama . cpp documentation,® only setting the
value of repeat_penalty to 1.5 instead of the default value of one
(disabled), to minimise the repetition of hallucinated URLs in models’
outputs.

5.2. Prompt engineering

Our prompt engineering process was iterative and systematic, and
the core part of the prompt (i.e., User prompt) was consistent across all
LLMs. The System message, on the other hand, was crafted to promote
JSON-formatted responses from the models containing precisely the
URLs in the obfuscated code, without text that falls out of the deob-
fuscation task’s context. Specifically, ChatGPT offers this functionality
out-of-the-box.® For Code Llama, we adopted the approach of Okuda
and Amarasinghe (2023) to constrain the output to JSON.

Moreover, during our prompt engineering efforts, we observed an
interesting behaviour. LLMs often attempted to generate Python code
to perform deobfuscation tasks rather than directly perform deob-
fuscation. This aligns with recent research on LLM problem-solving
strategies (Dutta et al., 2024), such as PAL (Gao et al., 2023) and

5 https://github.com/ggerganov/llama.cpp/blob/master/examples/main/
README.md
6 https://platform.openai.com/docs/guides/text-generation/json-mode
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PoT (Chen, Ma, Wang, & Cohen, 2022), highlighting the tendency of
LLMs that have been trained for programming tasks or tool-augmented
LLMs, to generate code or employ specialised tools for offloading
complex analytical tasks (Schick, Dwivedi-Yu, Dessi, Raileanu, Lomeli,
Hambro, Zettlemoyer, Cancedda, & Scialom, 2024), which would cause
hallucinations otherwise. As such, this behaviour can be seen as a form
of task decomposition, also described in Wei et al. (2022).

To mitigate this tendency and encourage direct deobfuscation, we
started with a basic set of instructions for URL extraction from ob-
fuscated code and iteratively refined it by analysing failure cases in
a diverse set of malware samples. To this end, we added instructions
to address specific obfuscation techniques (e.g., string concatenation,
Unicode character replacement, etc.). We repeated this process until
we observed diminishing returns in performance improvement for both
LLMs.

Finally, we note that the effectiveness of our final prompt may
vary across the different obfuscation techniques observed in malware
and can be considered as a “best-effort” approach to tackle the most
prominent obfuscation cases in our study without evaluating its gener-
alisability beyond the scope of this work. Nevertheless, these relatively
simple instructions proved to be relatively effective in tackling URL
extraction from more complex obfuscators like Chimera, see Section 6.

5.3. Experimental process

In general, many practitioners have used LLMs to create code sum-
maries, declaring that they can interpret the code quite accurately.
Nevertheless, interpreting code, or even messy code, is one task, but
fully interpreting code that has been deliberately made to bypass checks
from antimalware solutions and prevent the reader from understanding
what it does is an entirely different task. Therefore, to assess the
capabilities of LLMs in deobfuscating malicious code, our experiments
must contain enough samples and a base truth. The objectivity and scal-
ability of the experiments are crucially important, and each introduces
different constraints. While the above could be partially addressed by
using our own samples and obfuscating them, this would significantly
impact the realism of the experiments. Furthermore, LLMs have specific
limits on the information they can process, and unpacking a whole
packed executable is beyond their capacity, not only because of the
input limits but also because of the complexity of the evaluations
that have to be performed. For instance, modern malware often has
encrypted their payload. Yet, decrypting a string is far beyond the
capacity and scope of an LLM.

The above establishes the main criteria for our experiments, namely
objectivity, scale, access to ground truth, and relevance to real-world
threat scenarios. To address the above challenges, we opted to use
obfuscated Powershell payloads used as droppers of Emotet malware.
As a result, we based our methodology on the pipeline we developed
in Patsakis and Chrysanthou (2020) to analyse Emotet’s malicious
documents. This provided us with the necessary scale and ground truth
but also relevance to an actual threat scenario that affected thousands
of computer systems. The pipeline is depicted in Fig. 3. We used a
Linux VM and Viper Monkey’ to extract and deobfuscate the VBA
code. As a result, we collected the obfuscated Powershell code that was
base64 encoded. After decoding it, we parsed it with PWSH; Microsoft’s
implementation of Powershell for Linux systems through Python. The
above environment proved very efficient and scalable, preventing leaks
and bypasses. Indeed, it took one day on an Intel i7 PC with 16 GB of
RAM to analyse more than 30,000 unique malicious documents.

Due to budget constraints for querying the paid APIs, we used 2,000
random obfuscated Powershell scripts and the URLs these scripts were
communicating to download Emotet’s binary. The functionality of these
scripts is very straightforward. Practically, each script creates a file with

7 https://github.com/decalage2/ViperMonkey
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Fig. 3. The environment used for the analysis of the malicious documents.
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Fig. 4. An overview of the experimental process.

a random name in a folder with another random name, which will store
a binary that it will download from the Internet and execute it. To
this end, it has an array of several URLs that refer to compromised
domains; usually WordPress sites, where the perpetrators host their
binaries. For persistence, each PowerShell script from Emotet’s dropper
has 5 to 8 URLs (on average 6.6) from different domains. The script
would iterate this list and try to download the content from each of
them. Once one of them returns a stream with a significant length,
the dropper stores it and executes it. Therefore, even if some URLs
are taken down, the script will proceed to the next until one URL
is available. This way, the Emotet group increased its chances of not
having all of its dropper sites taken down by not revealing them simul-
taneously. In our dataset, we used 2,000 unique documents and used
their corresponding PowerShell scripts. Thus, we have 2,000 obfuscated
Powershell scripts, which, when deobfuscated, refer to 2869 unique
URLs belonging to 2512 unique domains. In terms of scale, our samples
constitute approximately 5% of Emotet’s campaign.

As a result, the experimental process is illustrated in Fig. 4. In
essence, the collected malicious Microsoft Documents are parsed with
ViperMonkey to extract the obfuscated PowerShell payloads. For the
ground truth, we used our customised deobfuscators to get the IOC
reports and the corresponding URLs. For clarity, these URLs were
also validated with cyber threat intelligence platforms to ensure that
important information is not missing and that the URLs our deobfusca-
tors extracted are correct. Then, we submit the obfuscated PowerShell
payloads to the four LLMs with the corresponding prompts and extract
the corresponding URLs. Finally, we compare these URLs to determine
the efficacy of automated IOC extraction with LLMs.

6. Experimental results

For our experiments, we opted to use four state-of-the-art LLMs.
More precisely, we used two cloud-based LLMs offered as services and
two local ones. For the LLMs provided as cloud services, we opted for
OpenAI's GPT-4 (gpt-4-1106), considered the reference LLM, and
the “Pro” variant of Google’s recently introduced LLM, Gemini. For
both of them, we used the official APIs, as provided by OpenAl and
Google, respectively. In terms of locally deployed LLMs, we considered
the following models: Meta’s Code Llama Instruct (with 34B parame-
ters) (Roziere et al., 2023), which is based on Llama 2 with additional
fine-tuning on 500 billion tokens of source code data, as its name
implies, is an LLM that is trained specifically in large chunks of code,
and Mistral AI's Mixtral 8x7B Instruct model (Jiang, Sablayrolles, Roux,
et al., 2024). For both models, the quantisation level was set to 8 bits
(from 16 bits in the original model weights) for all tensors, and they
were deployed on NVIDIA A100 GPUs. The above setting guarantees
the proper diversity and representation of LLMs. It should be noted that,
due to the criticality and sensitivity of the underlying data, malware
analysts are expected to opt for local models to minimise the disclosure
of such information to third parties.

Using the dataset described above, we decided to assess the capa-
bilities of LLMs to deobfuscate the corresponding scripts. To determine
whether the LLMs managed to achieve the task, we argue that if an
LLM can collect the URLs of a given script correctly, then the LLM has
performed the deobfuscation to an acceptable degree and interpreted
the context of the code efficiently. While we understand that the scope
is relatively advanced for an LLM and that a code summary might be far
more straightforward, we believe this would not be enough. First, the
experiment’s goal is not to determine whether a script is malicious or
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System: You are a malware analyst. Your job is to find URLs in obfuscated code. Follow
the instructions. Do not provide any explanations. Encode your responses as JSON.

User: Simplify the attached powershell code before the loop. Remove the code after the loop.
There are some lines with dead code, many strings are broken down to shorter ones. Process
the resulting strings using concatenation and replacements, making the necessary evaluations.
You will often find short strings adjacent with the plus sign, concatenate them. Then look
for additions of parentheses with strings. Concatenate them too. Replace unicode characters.
Now try to deobfuscate the code. There are URLs concatenated in a string which must be
split with the same character, e.g., *,@. All URLS start with http or https. Return the URLs
that you will find in the longest string after the operation within a json without any additional
text. If you don’t find URLSs, return the longest string using the key kk in the returned json

removing space characters and split it using * or @. The code is: ~~°| CODE "~

(a) GPT Prompt

[INST]

<<SYS>>

Follow the instructions. Do not provide any explanations. Encode your responses as JSON.
Your responses must start with ~~~ json and end with ~~~.

<</SYS>>

Simplify the attached powershell code before the loop. Remove the code after the loop. There
are some lines with dead code, many strings are broken down to shorter ones. Process the
resulting strings using concatenation and replacements, making the necessary evaluations.
You will often find short strings adjacent with the plus sign, concatenate them. Then look
for additions of parentheses with strings. Concatenate them too. Replace unicode characters.
Now try to deobfuscate the code. There are URLs concatenated in a string which must be
split with the same character, e.g., *,@. All URLS start with http or https. Return the URLs
that you will find in the longest string after the operation within a json without any additional
text. If you don’t find URLSs, return the longest string using the key kk in the returned json

removing space characters and split it using * or @. The code is: ~~°| CODE "~

[/INST]

(b) Code Llama Prompt

Fig. 5. Structure of the task prompts used in OpenAl’s GPT (top) and Code LLama (bottom).

benign. Conceptually, the chances of an obfuscated PowerShell script
launched from MS Word being harmless are slim (Koutsokostas et al.,
2022). Thus, we assume the script is malicious, but we want to extract
actionable intelligence from it.

Additionally, tools like PSDecode that perform some deobfusca-
tion in their summaries may provide insight into what the code does,
e.g., it downloads and executes some content from the Internet. Note
that for such tools to deobfuscate the code, they resort to intercepting
calls to functions and logging them. Therefore, the code has to be
executed, requiring a sandboxed environment. From the logged in-
formation, such tools make keyword matches in the logs to identify
specific actions. As such, while helpful, they do not understand the code
and its content, which is what we would expect from an LLM.

Crafting prompts for novel tasks requires brute-force trial-and-error
experimentation, and different prompt templates with different word-
ing choices lead to significant accuracy differences. The final prompt;
see Fig. 5 for OpenAI’s GPT-4 and Code Llama tasks to deobfuscate the
scripts of our dataset, were selected after several iterations, empirically
yielded the best results, particularly reducing hallucinations in local
models. Then, for each script, we extracted the URLs and compared
them to our ground truth (i.e., determined whether the URLs were
correctly extracted) to assess the LLMs’ accuracy in deobfuscation.

Our assessment shows that OpenAI’s GPT-4 clearly outperforms all
LLMs, correctly identifying 69.56% of the URLs, followed by Google’s
Gemini Pro with almost half accuracy (36.84%). The two local LLMs
scored very low, with Code Llama achieving only 22.13% and Mixtral
11.59%. Although these exhibit the prevalence of OpenAl’s GPT-4,
there are further things to note. For instance, the deobfuscation might
be partially successful, yet the URL domain can be extracted. From our
experiments, this was the result of substitutions or splits that were not
made. Therefore, we relaxed the task, requesting the extraction of the
correct domain. In this simplified case, the results were significantly

improved since each of the LLMs gained a boost of 13.33% (Code
Llama) up to 19.16% (GPT-4) in accuracy.

In order to understand the consistency in the extraction capabilities
of the LLMs, in Fig. 7, we illustrate the distribution of the success rate
for successfully extracting URLs (top) and domains (down) per sample
with box plots. As it can be observed, GPT-4 was the most consistent. In
the samples where the complete URL extraction failed, it still managed
to extract a bulk of related domains. On the contrary, Mixtral presents a
high amount of fails considering both tasks. The biggest variability was
observed in Gemini Pro, which did not manage to extract any URL or
only few domains from a considerable subset of samples. Finally, Code
Llama showed more consistent outcomes despite managing to extract
only a few URLs and domains. The above illustrates the prevalence
of GPT-4 over the other models, both in terms of success rate and
consistency.

Beyond the poor performance of the two local LLMs, we also wit-
nessed many hallucinations in the models. That is, outputs conforming
to the request’s prompt; they are URLs, but factually, they are in-
correct and make little sense. The extent of these hallucinations is
illustrated in Fig. 6(c). By far, most hallucinations are generated by
the lowest performing LLM, Mixtral, which is almost 70% more than
the second LLM in hallucinations, Code Llama. Moreover, as it can
be observed, the two local LLMs make more hallucinations than the
domains they correctly extract. Interestingly, there is no common hal-
lucinated domain in the top 20 of all LLMs. On the contrary, there is
only one hallucinated domain between GPT-4 and Gemini Pro, which
is blueyellows.com. It should be noted that the domain resembles
blueyellowshop.com, which would be the correctly deobfuscated URL,
indicating the partial deobfuscation from the LLM and an attempt to fill
in the gaps identified. The most hallucinated domains are admins.com
and blog.com from Mixtral. We attribute both these hallucinations
to the existence of literals admin and blog in several URLs of our
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Fig. 6. Comparison of the results for each LLM. . GPT-4, . Gemini Pro, . Code Llama, . Mixtral.

domains.

dataset and the corresponding scripts. Code llama often returned bogus
domains of the form www.example?.com where 7 is either NULL,
1, and 2. In this case, there were several WordPress URLs, e.g., http:
//www.example.com/wp-content/uploads/2019/07/image.png, prob-
ably stemming from the fact that Code Llama recognised something that
looked like a WordPress URL from its training and substituted for that.
Gemini Pro introduced several obvious hallucinations, e.g., youtube.
com and facebook.com. Overall, we can claim that most hallucinated
domains match the pattern of the blueyellows.com case discussed
above, incorrectly processed domains by the LLM.

Finally, we should note that there were a couple of instances where
GPT-4 and Gemini Pro models refused to perform the task requested
in the prompt, producing replies such as “I'm sorry, I cannot extract
URLs from this Powershell code as it appears to be obfuscated and possibly
malicious. As a language model, I prioritise ethical and safe utilisation of
technology.” (GPT-4), and “I'm designed solely to process and generate
text, so I'm unable to assist you with that”. (Gemini Pro), which can be
attributed to their stringent alignment, provided the narrow scope of
the task. This was not observed in the locally deployed models.

Drilling down to the success rate of the LLMs, we performed several
statistical tests. For instance, in the Shapiro-Wilk test, see Table 1, the

extremely low p-values indicate that the success rate of all LLMs signif-
icantly deviates from a normal distribution. The deviation from normal
distribution implies that ANOVA cannot be performed, so we used the
Kruskal-Wallis H test (MacFarland, Yates, MacFarland, & Yates, 2016)
to determine whether the visual results from the box plots are validated
with statistically significant differences between the distributions of
the success rates for each LLM. The intuition is verified as the test
statistic is very high (1970.6742), and the p-value is extremely low
(p = 0.0), indicating statistically significant differences in the success
rates among the four LLMs. Finally, we perform Bonferroni-Dunn test
to make pairwise comparisons between the success rate of each LLM
in this task, as seen in Table 2. As it can be observed, all pairwise
comparisons between the methods are statistically significant, meaning
that the success rate of each LLM is significantly different from the oth-
ers. The latter is supported by the extremely low p-values, suggesting
that the differences are not due to random chance. Therefore, we can
safely state that each LLM performs differently regarding success rates
across the 2000 experiments. For brevity, since the results for domain
extraction are similar, we omit them.

Further to merely using the obfuscated Powershell scripts from
Emotet, we wanted to assess whether this approach would work with
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Fig. 7. Per-sample consistency in URLs (top) and domains (bottom).

Table 1
The Shapiro-Wilk test for the success rate of each LLM in correctly extracting URLs.
LLM Statistic p-value
GPT-4 0.7195 0.0
Gemini Pro 0.8694 5.716544956910218e—38
Code Llama 0.6827 0.0
Mixtral 0.5617 0.0
Table 2
Bonferroni-Dunn test pairwise comparisons.
Code Llama GPT-4 Gemini Pro Mixtral

Code Llama 1.000000e+00  2.362132e—211 1.406946e—36  5.605275e-28

GPT-4 2.362132e—-211 1.000000e+00  3.980866e—74  0.000000e+00
Gemini Pro  1.406946e—36  3.980866e—74  1.000000e+00  1.905162e—125
Mixtral 5.605275e-28  0.000000e+00  1.905162e—125 1.000000e+00

other obfuscators; note that Emotet seems to use Bohannon’s Invoke-
Obfuscation.® (Patsakis & Chrysanthou, 2020) Therefore, we used Chi-
maira,” which obfuscates Powershell scripts and managed to bypass the

8 https://github.com/danielbohannon/Invoke-Obfuscation
9 https://github.com/tokyoneon/Chimera

detections of many antivirus solutions. Having the deobfuscated scripts
from the original dataset, we obfuscated them with Chimera. Using as
reference the deobfuscated script of Fig. 2(b), we obfuscated it with
Chimera, and a snapshot of the obfuscated script is illustrated in Fig. 8.
For brevity, from this snapshot, we have removed the random com-
ments that Chimera adds since they can be easily removed with a script,
a CyberChef recipe, or an LLM. As it can be observed, Chimera uses
very long variable names with random characters; nevertheless, even in
the so-called paranoid mode, the strings are not obfuscated enough, see
Fig. 8 where the string with the domains is more than evident and easy
to be extracted. To obfuscate it, one has to manually specify the strings,
which are simply split into smaller strings and assigned variables so
that their concatenation returns the specific string. Finally, it should be
noted that arbitrarily obfuscating files can lead to functionality issues.
For instance, in the illustrated example the URLs, due to the random
capitalisation are wrong, as most web servers are case sensitive and will
resolve to wrong URLs. The latter further stresses the need to assess
LLMs in such tasks with real-world datasets.

Due to budget constraints, as we had to perform multiple tasks for
each script, we could not do the experiments with all scripts. However,
in all our experiments, all LLMs managed to deobfuscate the strings
generated by Chimera. Yet, this could not be performed on a single
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$CSectHk0GZZAbGLaWCPgqkqdE juxdDhTS ThbFATNuHOZzdZRy tudhopI TWrMpQXHy t CUWExVieVk JnZHyo jkunMKnIvBeqNkhMIOvKveTYwX. .. = "T‘h";
$LPASQHUy JuSNhnSqqcGvMFgNHY cGODtLZncS jXuFGMgHIbnoiF JErbuRmluTS1MRvnqsvgJSZCAwiFxRGivKZtxihx TMVO£PQCZV1dtpytF. .. = "‘NG";
$RihkbBTZwglhXALKNvSVkndnRxhynNsPbeokzEI YUcnUUuuuIbrtWEvbjkehobQECTFWVEXXbcbMpyyGeNDZuWPNo JIvZWGRSCLXWEMAXN. .. = "LE";
$FNZtGIWuHf vynFdDqtLrGMbKDZPvoPiFLPdaZBCIgf XZHwuF gbDTgSH1hZgmulBuRzpl ZbM1GTSCSTDVNAF TuuxrnTdF1bTdWIYXqponIYC. .. = "‘T";
$Tn0£dTpSUBXSeLvaqObbBRKpkDLYMeTiSScbeXWyRqgjsxuHcqYimJcsMuFNCtanUCxSiQpPVxtluPexhNxWsQxEqyoLRniFaXIFibOoLkz. .. = "EN";
$KRxdJHcXayRVEgeMvYnKCveWTNNGrKxnexF1SnBkiltZbdvue JaWEkeKkpxpVgoBf 0SxGbIhAchpYPjaiSYHVBNMLIMr JfquDhMgDeEhhLg. .. = "‘L¢i";
$CXumBbhoSZrWebgErVTH QtiChCssYkOIRSVKgaakPLbYSviclyfsZWUoBRVxyLZBMfmkvpsiFVehFQdUXQpZGbfuAEWPZoSgTsu. .. = "B¢C"
$yZZkHSv1reWGa0d0VpI jEiBTLYyWaJFQnqzVIhjEnuPnqZERnoL1Q1LqIY IFUTUUVFKIWOSXXKL1QRcbz jvIVIhWpHDE 1aHIZzAuc1GeFnYG. .. = "‘w‘E";
$mEGaEcdQtnusyDdtkEkDerxnezDLpYiQMtHgDmikXqWhxNTMultkaVeStVGMYQLFgqCXyLTBiKvHKGoAWNHEVLATEPBSLrnpnFAcaXyFvnL. .. = "<T¢.";
= neNEM;

$DMsnA JWINnTKBDqrhBnhVyRP jOVNaUqRyAtvOLRQUzwztnskkMZXOUKNEHZYmvhqhi1BMvEhtFRE cSXhoJRRrNKzf tkVUBYFrZDohofDWkus . . .
$ZAFhtVeRUWEVObKascpohJIsSct JeZecGqOrawXk1PpWs YPNjNewtL bHqX1VJuTy txXbuVeRP1oHCAKQSAQZRhFr . . .
< i0.DiRECTORY";
SET-iTEM "vARiABLE:wXoR" [TypE]"SYSTEM.NET.SERviCEpoiNTMANAGER";
< $qmyBUVSH1CKQhJrZwdjyiDJMOOROceUPCncMPZnVbgVhr IRBxVzyPwalsLysSkpargVaPKGCqD1jOEPX1BQs0ZStRSoaHOoWUhsSbeozby. .. = "
— jC44ikh";
$QrwCVRIGMgMwuDxGNueXuzEFdNSAHIOwxEioiovjqjnelahLGpuOxJARZbquVj1F1ZhTtELCQDgvczGNgS11BHqE yxHbpVmAiCKoOghgOt . . . =
< $bbBsC1BPh1NIrXrMNf0dSgUuhnAYBydnqRTyad YHXQpwF jBpVEWhJxHPvdLBUzZdaua0SmmJ INZEbHUFG j Xwt rNYEYgbkOCRQXCMXKLXC. . . + "@" +
<  $2gBDSknpqznNThHAVSIXKQaIXRF cCXNiGcpuXpyCGKsNKzndsPcVEITqvAuFfpasnvkibgMo JCAPOWQNKXZNdUclahtHoOZyLiWzGWAMtUh. . . ;

[TypE]"sYSTEM.

$ULHyDhRSeonpODnfbqeyIYsSXYTxGECYvwQf xmoxz0PcshMBKqwyLLtsxazVxTPblyJJMaixVPsrgqnQGgmByeXxJcXSUeOLbWERSUDNR.. .. = ("hTTps://
< pAAsoLoGRp .CoM/pARSEopMLo/5/@hTTp: //LAuNCh . TACTikAFACEVEAR . CoM/wp-CoNTENT/uk/@hTTps : //siNGohoTEL . CoM/DAshBoARDL/q/
< @hTTps://www.MyMAThLABhoMEwoRk . CoM/wp-CoNTENT/o/@hTTps : //DiEThERBsiNDiA. CoM/AsSETs/k80o/@hTTps : //DEv-TECh . Eu/DEMoshop/
< pO/@hTTps://MiThRAA.Co/NMT/@hTTp: //ChEss-pGN.CoM/wiN-RAiD/L6T5/") .spLiT(
< $VnOSkstPFZitwNpWuFZoseyQNAABfEvzJEYwesgEtRQfZ KIerRBAHD: IKBSwmIMYUJHQCHRH1VWCGDisGOLDFG. . . +
< $QrwCVRIGMgMwuDxCNueXuzEFANSAHIOWXEioiovjqjnelahLGpulxJARzbquVj1F1ZhTtELCQDgczGNgS11BHqE yxHbpVmAiCKoOghgO0. . . +
< $GjTOZMObHtdGowoXJtSCRPPCBXWpBVKVe IER1UAyDvefP1BCclblern0JHgrozgObSXtVIbghMX0SQtvFaFRxiwDnNTQcscxZRWEQcae?. . . )

Fig. 8. Part of the obfuscated Powershell script of Fig. 2 with Chimera.

P x

e e—— — Confi F ionality
0000 Traditional N
deobfuscators E
Sandbox
E C2 servers Code analysis
Malicious Org];LIIISC(I:sEeSd @h—‘g Dropper URLs  ATT&CK methods
Word document payload
LLM Cyber threat intelligence

Fmulator

Fig. 9. Proposed pipeline for cyber threat intelligence.

System: You are a malware analyst. Your job is to understand what a malicious powershell
script does. Do not provide any explanations. Encode your responses as JSON.

User: Suppress all output and return only a JSON which contains the description of what the
following powershell script does and the mitre att&ck methods that it uses. For each method,

return only the ID and the name. The code is: ~~ CODE [~

Fig. 10. GPT Prompt for deriving cyber threat intelligence from a malicious powershell script.

task. They required more prompts as the input size exceeded the API’s
constraints. Hence, one prompt was needed to remove the comments,
one to replace the variable names with shorter and more readable
ones, and another to replace and concatenate variables. Nonetheless,
LLMs proved efficient in this task, even if the adversaries used different
tooling.

7. Discussion
7.1. Integration with existing pipelines

As discussed, while LLMs are not mature enough to fully replace tra-
ditional deobfuscators, they can efficiently complement them whenever
they fail. This is very often during malware campaigns where threat
actors may push changes on their droppers and payloads. As such,
important information for, e.g., takedowns or isolation of the threat can
be missed. In the case of Emotet, which we use for reference, some
compromised domains used to download Emotet’s executable were
missed after changes in the dropper, and the deobfuscator required
manual patches.

To address such issues, one could consider a pipeline as the one
illustrated in Fig. 9. More precisely, we consider that the input is

10

a malicious MS Office document, which, depending on the analysis
environment, is sent either to a sandbox or an emulator. Both open the
file and log the obfuscated malicious payload through its usual mech-
anisms. The payload is then sent to the traditional deobfuscators and
an LLM. Each of them tries to extract the configuration, e.g., dropper
URLs and C2 servers, but the LLM tries to provide a summary of the
code and from that derive the MITRE ATT&CK methods.!’ This way,
the LLM can fill in the gaps of the deobfuscator in case it fails but also
provide a brief analysis of what the malicious script does and an easy-
to-digest output for further correlations (MITRE ATT&CK methods). In
our experiments, the prompt in Fig. 10 managed to do the job quite
efficiently in OpenAI’s GPT-4. For instance, the script of Fig. 2 returns
the JSON of Fig. 11, which is quite accurate.

7.2. Ethical and privacy considerations
As stated in Section 3, there is a critical need for greater trans-

parency and ethical considerations in Al development, which are, in
turn, necessary to comply with regulations such as the EU Artificial

10 https://attack.mitre.org/
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{

"description": "The_script, performs several malicious activities: Ity
< createspa directory in the juser's home_ folder, sets the,
— security protocol to TLS,,1.2 for secure connections, downloadsy
< executables from multiple ,URLs until it finds one ;that is at,
~— least 48,813 bytes in size, and then executes the downloaded,
— executable. This behavior isgindicativeof a downloader trying,
<~ to_fetch and, execute malware from the Internet.",
"mitre_attack_methods": [
IIIDII: IIT1566|I s
"name": "Phishing"
}:
IIIDII . IIT1105II
. 3
"name": "Ingress Tool Transfer"
}7
IlIDII . IIT1059|I
. 3
"name": "Command and, Scripting Interpreter"
})
IIIDII . I|T1027|I
. bl
"name": "Obfuscated Files or Information"

Fig. 11. JSON output for cyber threat intelligence.

Intelligence Act. One of the primary concerns is the unclear origins of
the training data in most models and the opacity surrounding the fine-
tuning of these models, a step that usually requires human interaction.
The latter is particularly relevant for evaluating the capabilities of LLMs
as biased outcomes and overfitting can only be avoided if a sound
methodology is used to define the training and testing procedures, high-
lighting the importance of the corresponding datasets. Nevertheless,
for the scope of this work, the necessities are privacy and overcoming
hallucinations.

For the former, it is necessary for users to understand what data
are collected from them, when, and how they are used in cloud-based
systems. Due to potential exposure, threat intelligence organisations
may be reluctant to share their samples to avoid exposure of personally
identifiable information or even business information,!" Thus, both
legal and technical guarantees must be provided to ensure that the
submitted information will not be shared or used to train or fine-tune
the model without the user’s consent, as this can lead to leaks. At the
time of writing, OpenAl claims SOC 2 compliance for ChatGPT Enter-
prise and API, as well a wide range of security measures.'? Similarly,
Google claims SOC 3 compliance for their Gemini product.'® Although
these certifications provide reasonable assurance to end users, it is
essential to note that they are not a panacea for all security and privacy
concerns in the context of LLMs, which also remain an open research
area (Sebastian, 2023; Yao et al., 2024).

Finally, since the hallucinations in the local models are far more
than the correct interpretations, it is necessary to fine-tune the models
efficiently. Evidently, if these hallucinations are not detected in a timely

11 https://krebsonsecurity.com/2017/08/beware-of-security-by-press-
release/https://www.malwarebytes.com/blog/news/2019/07 /caution-
misuse-of-security-tools-can-turn-against-you.

12 https://openai.com/enterprise-privacy

13 https://cloud.google.com/gemini/docs/discover/certifications
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manner, they can lead to false claims and potential blocking issues
of benign domains. In other machine learning models, they can be
considered a type of misclassification. However, assessing hallucina-
tions requires other metrics that are available according to the setup.
For example, typical parameters of LLMs, such as temperature, and
the perplexity metric (that quantifies the predicted tokens probability
distribution), can be used as an indicator of hallucinations. While LLMs
are designed to support humans and final decisions should be assessed
by them, these metrics ease the diagnostic and the confidence of the
outcomes obtained by LLMs. Finally, post-processing techniques that
alleviate hallucinations are a research line itself, and few works are
exploring it (Tonmoy et al., 2024). For instance, an iterative opti-
misation process could be designed to reduce the perplexity values.
Another strategy is the use of retrieval-augmented generation, which
leverages external datasets at inference time to build a richer prompt
that includes some combination of relevant knowledge. However, in
particular problems such as deobfuscation, such knowledge may not
be available.

8. Conclusions

According to our outcomes, LLMs can effectively automate a sub-
stantial portion of the deobfuscation process. The latter implies that,
even though the advent of LLMs is still in its infancy, they exhibit a
remarkable potential to improve malware analysis and to be integrated
into real-world pipelines, as we discuss in the following paragraphs.

First, cutting-edge LLMs do not simply generate code or superficially
interpret its context. Our extensive results clearly show their ability to
process it, identify the relevant parts, and operate on them. Notably,
this capability is showcased in code that is deliberately written in a
form to prevent this from happening. While this is very relevant for
LLMs provided as cloud-based services, the same does not apply to
local LLMs. Indeed, the disparity among the two flavours of LLMs is
so grave that they could be considered inefficient for this task. Yet,
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despite having fewer parameters than proprietary models, local LLMs
can be fine-tuned to optimise their performance in specific tasks as their
weights are made publicly available, which we will explore in future
work. The latter includes exploring smaller LLMs to provide resource-
efficient solutions related to code deobfuscation and analysis, fostering
the adoption of LLMs in constrained environments.

The above implies that we do not foresee that LLMs will replace
traditional unpackers but operate in existing pipelines to enrich tradi-
tional malware analysis and threat intelligence platforms. To this end,
in deobfuscating malicious code, the pressing needs can be summarised
in three key areas: minimising the hallucinations, expanding the input
for queries, and enhancing training methodologies. More concretely,
our experiments have uncovered that even in the case of the best-
performing LLM, there are numerous hallucinated domains. This raises
a significant concern as such processes are used to automatically create
rules, making the risk of raising false flags very high. Since the hallu-
cinated domains are most likely to originate from the training dataset
due to, e.g, high representation and reputation, they would be benign.
Thus, the automatically generated rules for the hallucinated domains
may not only permit malicious traffic but inadvertently block legitimate
ones.

Furthermore, we should consider that if the LLMs hallucinate do-
mains, they may also hallucinate functionality once they do not inter-
pret some code snippet properly, leading to false claims and possibly
false attribution. Moreover, the occasional misinterpretation of the
prompts due to the alignment of some LLMs can also impede such
tasks in automated pipelines. Finally, hallucinations are a way for LLMs
to fill in the gaps in their responses. Therefore, in the context of this
task, and possibly for other cybersecurity tasks, LLMs should provide
different responses to hallucinations. For instance, responding that the
task cannot be performed would be preferable to returning a wrong
result.

While the scripts in our current dataset are relatively short, mali-
cious code, in general, is significantly longer and would not fit within a
single prompt. Hence, expanding the input size becomes an absolute ne-
cessity. However, the length of the code is not the sole challenge. Since
this code is purposefully obfuscated to evade analysis, even by humans,
training LLMs with adequately labelled and properly annotated mali-
cious code is crucial (Lachaux, Roziere, Szafraniec, & Lample, 2021).
By fine-tuning LLMs, we anticipate a substantial improvement in the
models’ accuracy, as well as their ability to handle more complex tasks,
especially in interpreting malicious code and artefacts. To achieve
this, we plan to use sets of obfuscated and gradually deobfuscated
code to train LLMs in code deobfuscating. We prioritise doing this for
VBA, PHP, Python, and Javascript since malware analysts often find
such obfuscated codes in malicious documents and webshells. Other
languages would most likely use executables, which cannot be directly
and accurately reversed to code.
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