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ABSTRACT With the rapid growth of online transactions, there has been a significant increase in fraud
involving pharmaceuticals, textiles, and food, among others. This work proposes the use of non-cloneable
authentication tags for product brand protection, in which both the type of substrate used and its geometry
are combined, resulting in a unique spectral response. These tags are manufactured in two phases, a first
one that forms a laser-induced graphene (LIG) layer, and a second one, based on an electroplating process,
which produces traces with variable sheet resistance depending on the manufacturing parameters. This
technology can be carried out using a common laser (e.g. CO» laser) to directly convert various precursors
(e.g. polyimide) into graphene materials. A prototype scanner designed to characterize the electromagnetic
signature of the tags is presented. Preliminary results obtained with simple resonators and complex images
show the feasibility of this technology.

INDEX TERMS Radio identification, laser-induced graphene (LIG), chipless-RFID, ring resonator, near-

field sensor, unclonable tag, authentication, counterfeit.

I. INTRODUCTION

In the context of a global market, authentication is necessary
to combat counterfeit goods. This is especially interesting
in large markets such as pharmaceuticals [1], [2], [3], [4],
wines [5] or textiles [6], [7], [8]. Numerous anticounterfeit
technologies have been documented in the literature for
this purpose. One of these technologies is the use of
fingerprints to develop physical unclonable functions (PUFs)
[9]. Authentication differs from identification in that it not
only identifies the object but also verifies its genuineness.
Conventional passive radio frequency identification (RFID)
has been proposed in [10] as an authentication solution.
However, conventional RFID tags can be easily cloned.
Therefore, the security level is not suitable for most applica-
tions. One possible solution is to design tags with a specific
radio frequency fingerprint that contains a high level of
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randomness, which is, therefore, difficult to copy. In several
works, some specific RF fingerprints for conventional RFID
tags have been proposed. For instance, in [11], the threshold
power of the tags has been employed, while [12] proposes
a wavelet-based fingerprint. The backscattering response of
nanostructure composite materials, the phase response of the
backscattered signals, and the spectrum of their harmonics
are studied in [13], [14], and [15], respectively. Chipless
RFID technology refers to systems or methods that allow
identification, tracking, and data transmission without the
need for silicon-based microchips [16]. Unlike conventional
RFID, chipless RFID tags rely on alternative methods to
encode information. Two of these methods are based on
obtaining the spectral signature (frequency coded chipless
RFID [16], [17]) or on time-domain reflectometry (time-
coded chipless RFID [18]). In addition to identification
applications, chipless RFID has also been used for sensor
development [19], [20]. By incorporating unique identifiers,
chipless RFID can also help to verify the authenticity
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of products, thus combating counterfeiting. Authentication
tags based on chipless RFID have already been proposed
in previous works. For example, a chipless tag based on
dipoles has been proposed in [21] and [22]. The randomness
in the manufacturing of coupled C-folded resonators has
been proposed in [23]. A tag with concentring ring slot
resonators has been proposed as unclonable chipless RFID
in [24]. Other chipless tags are based on the insertion
of random wires inside a dielectric sealant that produces
an RF fingerprint [25]. A similar concept using additive
manufacturing has been recently presented in [26]. Most
chipless tags for authentication are designed to be read in
far field, although the reading range is typically limited
to a few tens of cm. However, the use of chipless tags
based on resonators that are read in near field has also been
proposed [27]. Recently, multifunctional graphene has been
recognized as a promising material for sensor manufacturing
because of its exceptional mechanical, electrical, and thermal
properties, as well as being a biocompatible material [28],
[29], [30]. The two main techniques for the production of
monolayer graphene are based on chemical vapor deposition
or on the evaporation of a graphene solution [29]. However,
these techniques are expensive and not suitable for industry
production [29]. In 2014, a novel method for the fabrication
of multifunctional 3D graphene known as laser-induced
graphene (LIG) technology was proposed [31]. This method
is based on the use of a common laser (eg. CO; laser)
to directly convert various precursors into graphene (eg.
polyimide), under ambient conditions of temperature and
pressure [32]. The technique consists of writing with a
laser on polyimide. LIG technology has emerged as a
prominent approach for creating graphene-based sensors [29]
such as piezoresistive transducers [33], capacitive strain
sensors [34], biosensors [35], humidity sensors [36], and gas
sensors [37].

The motivation of this work is to develop a novel
technique for fabricating non-clonable tags with specific elec-
tromagnetic signatures for product authentication, thereby
preventing counterfeiting. The EM signature is read in the
near field using an innovative and straightforward scanning
system. To this end, it is proposed the use of resonators
made with LIG. The sheet resistivity of the substrate after
printing the LIG traces depends mainly on the laser power
and the printer speed, but also on the direction of the
printed trace. However, the sheet resistivity that is obtained
is too high, which results in a low-quality factor of the
resonators. This quality factor is improved in a second step
by the deposition of a metal layer of variable thickness
(e.g. nickel) by electrolysis. To increase the difficulty of
cloning, logo images are used as resonators. The main novelty
of this work is the increase in the number of parameters
that insert the randomness in the manufacturing of the
tag, not only using the geometric tolerances but using the
parameters of the manufacturing process itself, based on
printing laser-induced graphene and electroplating, resulting
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in a device difficult to clone. The measurement of tag
resonances is performed with a vector network analyzer
(VNA) connected to a substrate-printed transmission line that
is moved by a stepper motor, in order to scan the surface of the
tag.

The remaining sections of this paper are organized as
follows. Section II describes the proposed technology based
on LIG. The design and implementation of the tags, and
the influence of the manufacturing parameters are described
in Section II-A. The electroplating procedure is described
in II-A2. To characterize the performance of the conductive
strips, measurements of quality factor of ring resonators are
presented in section III-A. The prototype of scanner and
experimental results of the tags are given in section III-B.
Finally, a comparison with other solutions is provided in
Section IV, and the main conclusions are highlighted in
Section V.

Il. SYSTEM OVERVIEW

A block diagram of the system is shown in Fig. 1. The tag
is based on resonators embedded within an image of LIG
directly printed with a CO; laser. The layout dimensions,
shape and materials determine the resonance frequencies and
frequency response. Depending on the laser manufacturing
parameters the LIG conductivity and thickness change.
In addition, to add more uncertainty to the result, a conductive
layer with variable thickness is deposited on top of the
LIG by electroplating. The characterization is based on
a scanner. The transmission coefficient (S2; parameter) is
characterized with a vector network analyzer using a setup
which consists of a microstrip line connected to two SMA
launch connectors at its ends, that is moved scanning the
tag. The measured Sy parameter for each tag is saved in a
database for later application of a validation procedure. This
validation involves performing the measurement using the
same configuration and comparing the tag’s response with
the one stored in the database. In the event of no coincidence,
the tag is counterfeit. The manufacturing process is described
below.

Tag Fabrication Steps Tag Verification
VNA

Layout Characterisation
|
==l

h ‘ Counterfeit
B ) o
authentic
| ;]

FIGURE 1. Block diagram of the proposed system.

LIG Fabrication

Electroplating
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A. TAG FABRICATION

The fabrication procedure includes the following steps:
1-layout definition, 2-LIG fabrication, 3—electroplating, and
4—characterisation.

1) LIG FABRICATION

The process starts with the precursor substrate selection,
usually a polymer such as polyimide (PI). Polyimide (PI)
films are readily available on the market and are widely
employed to produce flexible electronics. Polyimide is
commonly used due to its high carbon content and thermal
stability. However, other carbon-rich polymers can also
be used such as polyether ether ketone (PEEK) [38],
poly(etherimide) (PEI) [39], various polysulfones (PSU)
[40], and lignin [41]. In this work, the substrate selected
is Kapton Dupont flexible polyimide with thickness 75 pum
and dielectric permittivity €, = 3.4. In the first step the
substrate is cleaned with acetone and then attached to a
polyethylene sheet with double-sided adhesive tape to avoid
that the Kapton shrivels due to the temperature. This involves
a later washing with solvents or other cleaning agents to
remove contaminants. A FLUX Beambox 40W CO, laser
engraver and cutter with a wavelength of 10.6 um and a
maximum power of 40 W is used for manufacturing. The
resolution of the laser is 1000 dpi and the beamwidth is
50 pwm. The laser beam is scanned over the substrate at a speed
of 120-200 mm/s, and with a laser power level of 16-22%.
A burning of the polyimide happens for larger powers than the
aforementioned value in the range of scan speeds used. This
precise scanning process allows the selective conversion of
the polyimide film into graphene, thus patterning the desired
figures, in this case, a resonator. The laser’s high energy
causes rapid localized heating of the polymer, reaching
temperatures high enough to break the polymer chains. This
process, known as photothermal conversion, transforms the
carbon in the polymer into graphene. By controlling the
laser’s power, speed, and focus, the process can be precisely
controlled to create specific patterns of graphene. The laser’s
parameters are adjusted to optimize graphene quality and
properties, such as conductivity and layer thickness. The
two main laser engraver parameters are its power and its
scan speed. The graphene produced is characterized using
techniques such as Raman spectroscopy. Table 1 shows
the measured sheet resistance and Raman spectrum peak
ratios of 4 samples with different parameters. The samples
are strips 2 mm wide and 10 mm long. Fig. 2 shows the
normalized intensity of the measured Raman shift spectrum
for the 4 samples using an excitation laser wavelength of
514 nm. The Raman spectrum exhibits the characteristic
peaks of graphitic structures at 1350 cm~! (D peak) and
1585 cm™! (G peak). The ratio between the first two peaks
Ip/Ic permits to characterize the level of disorder existing
in graphene [42], [43]. A strong D peak is an indicator of
high defect concentration associated with defective graphene.
From the measurements of the Raman spectrum, an Ip/Ig
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ratio of less than unity is obtained, with a relatively large
width of the D peaks, which is indicative of the presence of
graphitic porous structures [44].The ratio between 2D and
G peaks is an indicator of the number of graphene layers.
The strong 2D peak shows that the polyimide has been
successfully converted to graphene with a small number of
graphene layers [42], [43]. Both the ratio between the first
two peaks Ip/Ilg and the ratio between 2D and G peaks
(Iop/1g) are also shown in Table 1. Fig. 3 shows the sheet
resistance and the ratio between the 2D and G peaks as a
function of energy per unit length. This energy is computed
(and listed in Table 1) as the laser power by the scan speed.
The result is the energy applied by unit length to the precursor
substrate. This energy is proportional to both the heat and
the amount of graphene induced, which is measured with the
ratio Iop/Ig. A linear behavior is found between the sheet
resistance and the energy applied per unit length. Another
technique proposed in the literature to reduce the sheet
resistance is to defocus the laser beam [45], [46]. In this case,
the laser beamwidth increases when it is blurred onto the
substrate due to an increase in the distance laser-substrate,
resulting in a denser weft of the different graphene strands
induced by the laser beam due to the partial overlap of the
laser spots (see Fig. 5). This phenomenon can be observed
in Fig. 4, where two samples are shown with the beam
focused (Fig. 4.a), and 2 mm out of the focus (Fig. 4.b). The
results using this defocusing technique demonstrate a greater
homogeneity of the graphene layer generated in the samples,
as well as a higher conductivity, in agreement, respectively,
with works [45] and [46]. Fig. 6 shows a reduction in sheet
resistance up to 10-12 % for a 2 mm beam blur for samples
with a laser power of 6.8 W and a scan speed of 120 mm/s.
In addition, it has been observed that deviations from the
average value depend on the laser cutting machine, on the
calibration of the laser height relative to the surface, and in
particular for small defocus heights. The motion resolution
and repeatability of the machine also affect the number of
track passes, contributing to variations in the sheet resistance.
The impact of defocusing on the sheet resistance decreases
when higher dots per inch (dpi) values are used.

2) ELECTROPLATING

Electroplating is a process that uses electrical current to
reduce dissolved metal cations so that they form a coherent
metal coating on an electrode. It is widely used in several
industries to enhance the properties of metal objects, such as
improving corrosion resistance, reducing friction, enhancing
aesthetic appearance, and increasing thickness for undersized
parts [47], [48]. The object to be plated (cathode) and a piece
of the plating metal (anode) are immersed in the electrolyte
solution. The cathode is connected to the negative terminal
of a power supply, and the anode is connected to the positive
terminal. When an electric current is passed through the
electrolyte, metal ions from the solution are reduced and
deposited onto the cathode. Simultaneously, metal atoms
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FIGURE 2. Raman spectra (a) Sample 1, (b) Sample 2, (c) Sample 3, and
(d) Sample 4 (see Table 1 for the laser parameters used in each
configuration).
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FIGURE 3. Sheet resistance (left axis) and 2D-to-G ratio of the Raman
spectrum (right axis) as a function of the energy per unit length.

(@) (b)

FIGURE 4. LIG samples obtained with a laser power of 6.8 W and a
scanning speed of 200 mm/s (a) with the laser-focused and (b) with a
2 mm beam defocusing.

from the anode dissolve into the electrolyte, maintaining
the concentration of metal ions in the solution. After the
desired thickness of the metal coating is achieved, the object
is removed from the electrolyte bath, rinsed, and dried. The
thickness (z,) of the electroplated layer can be calculated
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FIGURE 5. Effect of beam defocusing on the substrate. (a) Focused,
(b) Defocused. The larger spot when the beam is defocused produces an
overlap between traces.
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FIGURE 6. Normalized variation of sheet resistance as a function of laser
beam defocusing (in mm), relative to the value when it is focused.

TABLE 1. Laser parameters employed.

Power | Scan Speed | Energy | Rg
Sample | " (w) | mmis) | @em) | (2/sq) | '/1e | T2n/Tc
1 8.8 120 0.73 19.4 0.73 0.45
2 7.2 120 0.60 235 0.55 0.54
3 8.4 150 0.56 24.3 0.53 0.63
4 6.4 200 0.32 29.6 0.64 0.85
using the formula derived from Faraday’s law [49]:
1-T-M
ey

ty=—F7—"—
P n-F-py-A

where I is the electrical current, T is the electroplating time,
M is the molar mass of the plating metal (in grams per
mole, g/mol), n is the number of electrons involved in the
electrochemical reaction (valence number), F is the Faraday’s
constant (96485 C/mol), p;, the mass density of the plating
metal (8.90 g/m? for Nickel), and A is the area of the electrode
being plated. Nickel is a suitable metal for electroplating
due to its unique properties and the benefits it imparts to
plated objects. Nickel provides excellent protection against
corrosion, making it ideal for use in harsh environments.
Nickel forms strong bonds with various base materials,
ensuring a uniform and durable coating. While it is not
as conductive as copper or silver, nickel’s conductivity is
sufficient for many electrical applications, especially when
combined with its corrosion resistance [50]. The cathode is
the electrode where nickel’s oxidation and deposition occur.
The parts that have been previously patterned with LIG are
connected to the cathode and a bar of nickel rod is used
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as anode. The electrolyte is a salt of nickel, which in this
work is the nickel-plating solution from Tifoo (Regensburg,
Germany) that contains nickel sulfate. A current between
20 mA and 40 mA is typically used for the electroplating,
which is driven from a DC power source (model Agilent
E3632A) configured as a current source (limiting the current
level). The thickness of the electroplated metal is a function
of the time. The deposition is not uniform, which in this
application gives another degree of randomness. The part
of graphene that is in contact with the electrode is not
electroplated and presents a high resistance, therefore, the
electroplating procedure is repeated connecting the electrode
in different locations. Since the conductivity of Laser-induced
porous graphene is not very high (reported values are in the
order of 200-2500 S/m [31]), the effective conductivity of
the resonators is predominated by the high conductivity of
the nickel (1.43 - 107 S/m). In case it was necessary, the layer
of Nickel could be used as a precursor or adhesion layer for
electroplating other metals such as Au or Cu.

To investigate the effect of defects or nonuniformities of
electroplating, a simple ring resonator is manufactured (width
of 1 mm and radius of 10 mm) on the polyimide Kapton
Dupont flexible substrate. The Kapton substrate has been
attached with glue to a board of acrylic plastic of 300 um
height used as a support to avoid that the Kapton shrivels due
to the heat. A laser power of 6.4W is used with scan rate of
200 mm/s to manufacture the LIG. The sheet resistance is
obtained by measuring the DC resistance with two DC probes
connected to a multimeter. Figure 7 shows the measured
sheet resistance as a function of the electroplating time for
two currents (20 mA and 40 mA). To better analyze the
behavior, the inverse of the sheet resistance is represented
(1/Ryy = o - t) being o the effective or average conductivity
of the sample, and ¢ the total thickness of LIG plus the
electroplated metal layer (nickel). The LIG is composed of
parallel graphene threads where the laser beam has hit (see
Fig. 8.a). Equation (1) predicts a linear relationship between
the electroplated layer thickness and time. Consequently,
the inverse of the sheet resistance is also linear assuming a
constant value of the conductivity. However, the measured
Raman spectrum reveals a porous graphene morphology. The
figure shows two regions, each with a different slope. Nickel
begins to permeate the porous interior of the graphene and
progressively covers the entire surface (Fig. 8.b). When the
nickel coats the surface (Fig. 8.c), the thickness of the nickel
begins to increase, and consequently, the sheet resistance
decreases faster. According to (1), the slope depends on the
electroplating current. Note that in the second part, the current
can be increased to reduce the electroplating time because
the resistance of the conductor is enough to avoid applying
high voltage to the samples that can produce undesired
effects as the electrolysis of the solution. The skin depth
is the measure of the penetration of an electromagnetic field
inside a conductor [51]. Since it is inversely proportional to
frequency, at high frequencies the field is concentrated in
the surface, and consequently, the increase in resistance and
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FIGURE 7. Comparison of the measured and the modeled inverse of the

sheet resistance as a function of the electroplating time considering two
different values of current.
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FIGURE 8. LIG surface cross-section and subsequent metallization by
electroplating: (a) LIG surface is composed of parallel threads of
graphene, (b) nickel penetration into graphene at the beginning of the
electroplating process and (c) growth of the nickel layer as electroplating
proceeds. A photography of LIG samples is shown on the right for each
case.

losses are higher than in DC. The skin depth can be computed
as:
1

Jraof o

where o is the conductivity, (¢ is the magnetic permeability

constant (4w - 107’H/m) and f is the frequency. The

resistance per unit length R can be approximated by [51]:
t 1

Sc(1—e /ey 1+4+1t/W

5 = )

R =Rpc

3
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TABLE 2. Electroplating time at 20 mA, sheet resistance and quality
factor of the measured resonators.

Sample Ele?;zzz:)t ng Shee(t S!: /e:g;ance Quality factor
1 600 19.73 1.47
2 800 10.12 1.91
3 1000 2.54 6.0
4 1200 1.91 16.65
5 1400 0.11 19.18
6 1600 0.063 22.76

where Rpc is the resistance per unit length at DC (f = 0):

1
R = — 4
be = wr )

Finally, the quality factor associated with the conductor is
obtained from [52] and [53]:
B
Oc=— (@)

o 20,

where S is the propagation constant in the transmission line,
Z. is its characteristic impedance and o, is the attenuation
constant in Np/m associated to the conductor [52], [53]:

ac = R/(2Z.)) (6

The overall quality factor (Q) is the combination of the quality
factor due to the losses associated with the dielectric and the
conductor [52], [53]:

1/Q=1/0c+ 1/Qa O

The quality factor associated to the dielectric can be obtained
as:

Qa = B/Qaq) = 1/tans ®)

where o is the attenuation constant in Np/m associated to the
dielectric and fan$ is the dielectric dissipation losses. As will
be seen experimentally, the quality factor values obtained
with graphene-based resonators are low, so the predominant
quality factor is that of the conductor.

Ill. RESULTS

A. CHARACTERISATION OF RESONATORS

The response of the resonator (parameter S>1) is measured
with a VNA. Two microstrip lines printed on a 16 mil
thick Rogers 4003 substrate are used to excite the six
manufactured resonators shown (Fig. 9). These resonators
have equal dimensions but different sheet resistances since
the electroplating times are different. Each time the gray
intensity is lighter it means that the thickness of the nickel
layer increases and, therefore, the resistance of the sheet
decreases. Table 2 lists the electroplating time used for each
resonator and sheet resistance. The measurement setup shown
in Fig. 10, and Figure 11 shows the S»; parameters measured
from the six manufactured resonators. The measured quality
factor as a function of the inverse of the sheet resistance is
shown in Fig. 12. It is obtained by fitting the S»; response to a
Lorentzian function using Matlab optimization toolbox [54],
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FIGURE 9. Photographs of the LIG annular resonator for different
metallization thicknesses.
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FIGURE 10. (a) Experimental setup used to measure the (S,;) parameter
of the manufactured resonator (top view and transversal cut),

(b) Equivalent circuit, where the electrical coupling is modeled as a
parasitic capacitance, (c) Schematic of the frequency response.

A maximum in the response of S,; is observed, coinciding with the
resonant frequency f;.

[55]. Table 2 shows the quality factor obtained for each
measured resonator.

Fig. 13 shows the comparison between the measured and
modeled quality factors as a function of the electroplating
time (z,). The modeled quality factor is obtained from the
expressions (1)—(8). An effective conductivity that depends
on the electroplated metal thickness (7,) is considered,
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FIGURE 11. Measured transmission coefficient (S,1) as a function of the
frequency of the ring resonators depending on the sheet resistance (see
Table 2).

in order to take into account the lack of uniformity in
the conductive layers. In Fig. 7, abrupt changes in the
slope are observed when the metal thickness produced in
electroplating is close to the thickness of the LIG. Therefore,
the conductivity is modeled in two sections: the first one
takes into account the average conductivity of the LIG, the
metal immersed in this porous LIG, and the gaps between the
traces; the second one considers the formation on the LIG
of a rough layer of metal. Conductivity is modeled by the
following expression:

OLIGILIG + 01 - 1p
E—— ty < 1LIG

— ILIG '
o(tp) =\ o (tuG)iuG + o2 - (ty — tLiG)

Ip

, Ip > 1G

€))

where 175G is the thickness of the LIG, which is 25 um,
o1 is the conductivity of the LIG, whose estimated value of
2500 S/m is obtained from the DC sheet resistance, oy and
oy are the conductivities of the electroplated metal within
and on the LIG, respectively, and are considered fitting
parameters. The values found are oy = 1.8 - 10* S/m and
oy = 10° S/m, which are lower than bulk nickel conductivity
of due to the porosity and roughness, respectively. The
thickness 7, is obtained from the electroplating time (1).
Considering the proposed conductivity model, the measured
and modeled results of the sheet resistance are in consonance
themselves (see Fig. 7).

To calculate the quality factor, the same thicknesses of
the metal (7) and the galvanized layer (z,) are considered,
because the fields are assumed to be concentrated on the
surface of the most conductive metal. Good agreement has
been obtained between the modeled and measured quality
factor as a function of the inverse of sheet DC resistance
(Fig. 12). Consequently, accurate and reliable estimation of
RF parameters can be achieved from the parameter-based
conductivity model derived from DC measurements. To
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monitor the manufacturing process, simple planar structures
such as ring resonators or small strips can be used.
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FIGURE 12. Measured and simulated quality factor of ring resonators as a
function of the inverse of the sheet resistance.
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FIGURE 13. Modeled and measured quality factors as a function of
electroplating time.

The root mean square (RMS) error between the measured
S»1 parameter, in dB, of two resonators i and j (E(i, j)) can be
computed using the following expression:

1 n=N
E@G, j) = N Z 120l0g(|S21i(n)]) — 20log(|S21x (W)
n=1

(10)

where N is the number of measured frequencies. Table 3
shows the computed error between pairs of resonators of
Fig. 11. The standard deviation between 10 samples is
found to be less than 0.1 dB, much lower than the mean
error differences. Therefore, by modifying the electroplating
time, the quality factor of the resonators can be adjusted,
and consequently, although they are geometrically identical
resonators and have similar resonance frequencies, they are
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sufficiently different to be able to differentiate them from
each other.

TABLE 3. Root mean square error E(i,j) (dB) between resonators.

Resonator

Number 1 2 3 4 5 6
1 0 77 | 126 | 13.7 | 134 | 164
2 7.7 0 54 7.0 6.6 9.5
3 126 | 54 | 0 3.7 2.1 6.0
4 13.7 | 7.0 | 3.7 0 33 33
5 134 | 6.6 | 2.1 33 0 5.8
6 164 | 95 | 6.0 33 5.8 0

B. TAGS BASED ON COMPLEX ELECTROMAGNETIC
SIGNATURES

Tags based on both geometry variations and variable
conductance materials can be used as authentication tags. Due
to its complexity, it is not possible to predict their spectral
response, becoming a tag with complex signature [9]. What
initially seems like a disadvantage is beneficial because the
tags cannot be easily reproduced, especially if they are hidden
inside the product or are covered with adhesive paper or
dielectric material (eg. an opaque PET plastic). If this coating
is removed, the metal tracks deteriorate, altering the tag’s
response.

The spectral response of this type of tags, characterized
by their resonances, strongly depends on the position of the
probe with respect to the metal parts that form it, unlike the
classic resonator, in which the shape is well-defined and can
be precisely placed close to the probe. Therefore, a mechanic
scanner is developed to characterize the tags with complex
signatures. It consists of a mobile platform where the probe,
that is the microstrip transmission line, can be moved under
the tag using a linear actuator controlled by a stepper motor.
A 75um Kapton spacer attached to two brackets separates
the probe from the sample. The tag is attached to the spacer
with adhesive tape. The microstrip line is connected to a
VNA, which measures the parameter S7; for each position.
Only the module of S7; is used, therefore a scalar system
(eg. spectrum analyzer with tracking generator) could also be
used to reduce the cost of the system. A top-view schematic
and a photography of the experimental setup are shown in
Fig. 14 and Fig. 15, respectively. In this work, the frequency
range between 100 MHz and 10 GHz is used, which allows
the measurement of the first resonance and sometimes the
second one. The number of measurement frequency points
is 1601 and the step between two consecutive positions is set
to 0.5 mm.

To understand the working operation, some electromag-
netic simulations of simple resonators are done. Three
resonators have been considered (see Fig. 16). An equivalent
circuit (Fig. 16) can be used to understand the simulations.
The mutual coupling coefficient is a function of the distance.
Therefore, only the resonances associated with the resonators
close to the line (and their harmonics) can be detected in
the measurements. As long as the resonator is far from the
line (e.g., 5 mm in simulations), the minimum peak cannot
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FIGURE 14. Schematic of the designed scanner to measure the spectra
signature of complex tags.
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FIGURE 15. Phototgraphy of the scanner.

be detected in the simulation. The resonance frequency
depends on the length of the strip and can be easily adjusted
by changing the layout. The resonators considered in this
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example have a square spiral shape of 7, 6, and 5 mm on
a side. The number of turns of the strips is 3 and both
their width and the spacing between them is 0.5 mm. The
first resonance frequencies are 2.18 GHz, 2.85 GHz and
4.77 GHz, respectively. The substrate and metal chosen
for the simulations are, respectively, 75 um-thick Kapton
and 17 pm thick nickel. The probe microstrip lines are
patterned on a 16 mil-thick Rogers 4003 substrate and
have a characteristic impedance of 50 2. Simulations are
performed using Keysight’s Momentum. Figure 17 shows
the layout of the spiral resonators simulated at different
distances from the edge of the microstrip line Figure 18 shows
the simulated results for various positions of the resonators
with respect to the microstrip line of the scanner. The
absorption depth at multiple resonance frequencies depends
on the quality factor of the resonators and can be adjusted
by modifying the conductivity of the LIG-nickel compound.
This example shows that simple multibit near-field tags
can be designed. The number of bit combinations can be
increased by increasing the number of resonators and the
position of these resonators with respect to the microstrip
line. Both coupling methods (magnetic and electrical) can be
exploited to design tags. Magnetic coupling is more intense
between parallel lines as in the last example. Electrical
coupling is due to parasitic capacitances between strips as
in the case of measurements of ring resonators. A multibit
chipless tag based on U-shaped resonators has been proposed
in [56] but using the same distance between the transition line
and the resonators. However, in this type of multibit tag, the
resonators are easily identifiable. Although cloning could be
attempted by replicating the design, the challenge would be
considerable, especially if a variable conductance such as the
one proposed in this work is used.

[
] . -
[::::}_LAJka_[::::}_LAJVNJ_{::::}"[::::]ATJVNAJA{::::]
2 M(dy) 2 M(d2) 2 M(dh)
Resonator Resonator Resonator
at fiq at o at fr,

FIGURE 16. Multibit equivalent circuit.

To increase the complexity of electromagnetic signature,
it is possible to embed resonators in images or to exploit
the resonances produced by the shapes printed on them.
Company logos made of LIG and subsequently electroplated
can be used as authentication tags. To remove the losses of
the line and better distinguish the resonance, the measured
response for the first position (where the tags have nothing
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FIGURE 17. Layout of the simulated multibit resonators.

0 0
g g s
10 o 10
-15 -15
0 Frequengy(GH/) 10 0 Frequengy(GHz) 10
(a) (b)
0 ' 0 T
% 75 T % 75 T
o210 o -10
-15 -15
0 Frcqucngy(GHz) 10 0 Frcqucngy(GIIz) 10

(c) (d)

FIGURE 18. Simulation of parameter S,; as a function of the frequency
for the following states: (a) 111, (b) 010, (c) 100, and (d) 001.

printed) is used as a reference and then subtracted from the
responses at the other positions. Figure 20 shows an example
of the uncorrected measurement corresponding to the Batman
logo. Figure 19 shows the S»; parameter corresponding to the
first position (0 mm), where one of the edges of the tag is
aligned with the transmission line. A measurement example
at the 3 mm position reveals the presence of resonances. After
subtracting the reference, these resonances become more
pronounced. The spectral signature (S7; parameter) after
subtracting the reference measurement is shown in Fig. 21.
Figures 21 through 24 show the measured spectral signatures
of various logos or characters printed after the correction has
been applied. The logos are manufactured with a laser power
of 6.4 W, a scan speed of 200 mm/s, and an electroplating
time of 1200 seconds at 20 mA.

By changing the shape, scale, relative position, laser
parameters, electroplating time, or current, another tag with
a distinguishable electromagnetic signature is obtained. Tags
printed with complex shapes produce specific and unique
bidimensional images that are quite difficult to be identified
by visual inspection. Fig.25 shows the difference between
two measurements of the same logo. Small differences can
be attributed to VNA measurement errors. The VNA used
in the experiments is Agilent PNA E8364C. The average
absolute error obtained is only 1.47 - 10~% dB. To classify
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the tags, the root mean square error of the spectral response
as a function of the positions is used to sort the tags. The tag is
identified if the RMS error is smaller than a threshold fixed at
3-10~* dB (two times the difference between the same tag)
to take into account the uncertainty in the VNA measurement.
The error is computed using (10), performing the average for
all the positions and frequencies. For example, the error E(i,j)
between the tags i and j shown in previous figures is listed
in Table 4 showing that the tags are distinguishable between
them.

5
= S21 at Reference Position (0 mm)
———S21 at Position 3 mm
Corrected S21 at Position 3 mm
0
m
S|
5+
-10 ' ' ' '
0 2 4 6 8 10

Frequency(GHz)

FIGURE 19. Measurement of the S,; parameter at the reference position
(0 mm) and at 3 mm. The corrected S,; measurement is obtained by
removing the estimated background from the reference position.

Position(mm)

[

Uncorrected S21(dB)

1 2 3 4 5 6 1 8 9 10
Frequency(GHz)

FIGURE 20. Measurement of the spectral response as a function of the
position for the Batman'’s logo (see inset image). The uncorrected S,;
parameter is shown without removing the losses of the transmission line.
To investigate the impact of misalignments, a series of
measurements are conducted by intentionally changing the
initial position with respect to the nominal one in order
to simulate position errors when placing the tag on the
scanner. Fig. 26 illustrates the Root Mean Square (RMS)
error of one tag (Batman’s logo) depending on its alignment.
Additionally, the figure presents the RMS error between
Batman and Toyota logos (the most similar alternative) as
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FIGURE 21. Measurement of the spectral response as a function of the
position for the Batman'’s logo (see inset image).
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FIGURE 22. Measurement of the spectral response as a function of the
position for the Toyotas’s logo (see inset image).
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FIGURE 23. Measurement of the spectral response as a function of the
position for some characters (see inset image).

a function of the misalignment in Batman’s tag. The results
show that the system tolerates misalignments typically up
to = 1.5 mm. This distance is approximately equal to the
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FIGURE 24. Measurement of the spectral response as a function of the
position for the University Rovira i Virgili (URV) logo (see inset image).
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FIGURE 25. Difference between two measurements of the spectral
response as a function of the position for the URV's logo (see inset
image).

coupling distance between the resonator and the transmission
line. When misalignment exceeds this distance, positions that
previously excited the resonator and generated resonances
no longer do so, causing a rapid increase in RMS error.
In practice, the tag can be aligned with great precision
using alignment marks or the edges of the tag itself. The
combination of the stepper motor with micro-stepping and
the linear actuator allows precise adjustment of the initial
positioning and ensures high repeatability, as demonstrated
in the results of Fig. 25.

TABLE 4. Root mean square error E(i,j) (dB) between tags of Fig. 21-24.

Tag | Fig. 21 | Fig.22 | Fig.23 | Fig. 24
Fig.21 | 0 0.53 074 071
Fig.22 | 053 0 0.64 0.63
Fig. 23 | 0.74 0.64 0 076
Fig.24 | 0.71 0.68 0.76 0

Due to the high resolution of the laser cutting machine
(1000 dpi), small displacements can be introduced during
the printing process to create tags with identical images or
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logos that generate distinct electromagnetic (EM) signatures.
Figure 27 shows the average RMS error and standard devia-
tion as a function of displacement of the logo measurements
corresponding to Figs. 21-24 as a function of the shift
distance. The RMS error increases rapidly, and tags can be
clearly distinguished with an offset of the order of 0.5 mm.

o1l —&—Batman (Fig.21)
’ —#— Toyota (Fig.22)
0 : : S : '
-3 -2 -1 0 1 2 3

Misalignment (mm)

FIGURE 26. RMS error E(i,j) vs misalignment: Batman’s tag (circles), and
comparing batman and Toyota logos (squares).

E(i,j) (dB)
=
(=2}

0.0 T T T
0 1 2 3 4 5

Shift Distance (mm)

FIGURE 27. Average RMS error E(i,j) and standard deviation between two
tags as a function of shifted distance.

IV. DISCUSSION

This section presents a comparison between the proposed
solution and other previously published methods that are
based on chipless RFID technology for authentication
applications. The table 5 shows the references of the works
related to the topic, the frequency bands used, and a brief
description of each of them. The most common frequency
band in most works is UWB, although the frequency depends
on the design of the resonators. Some works are based
on different forms of discrete resonators (dipoles in [22],
C-shaped in [23], or circular ring slots in [24], whose resonant
frequency can be modified by varying the dimensions of
the resonator. Tolerance variations in the manufacturing
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TABLE 5. Comparison of Chipless RFID technologies for authentication
applications.

Frequency
Ref. Band Description
(GHz)

[22] 2-6 Resonance frequency of 3
dipoles over FR4 substrate

[25] 6.4 Reader composed by 4 x 4
PIFA antennas. Tag is ran-
dom wires in a dielectric
sealant

[24] 3-10 Concentric ring slots res-
onators

[27] 4 Circularly-shaped 40-bit en-
coder composed by slit ring
resonators

[23] 10-16 C-folded quad-scatters tags

[26] 4-9 Embedded printed resonator
in 3D printed tag

This work 0.1-10 LIG images and resonators

process introduce an additional degree of randomness that
can be exploited in these types of applications [23]. The
information of these chipless tags is obtained by using a
VNA connected to two antennas in the far field to read
the S»; parameter. Tag signature (e.g. resonance frequencies
or backscattering response) is achieved after some signal
processing to eliminate the clutter contribution associated
with reflections from objects near the tag. The simplest
processing method is to remove the background response of
a previous measurement without including the tag and at the
same distance [24]. There is another proposal that utilizes
enhanced time-domain filtering techniques [23].

Another set of methods requires the use of a near-field
reader, which eliminates the calibration challenges associated
with far-field readout, assuming that read distance is not
a critical factor for this application. In [26], flexible loop
resonators have been embedded over a 3D-printed cylinder
of PLA. A loop antenna connected to a VNA is used
to read the resonance of the embedded loop in the near-
field. In [27], a high-capacity chipless RFID system for
security and authentication applications is introduced. The
system utilizes a chain of split-ring resonators (SRRs) printed
on a dielectric substrate, which are read in the near-field
using another resonator, so that the frequency of the latter
is detuned when approaching the SRR. Data encoding is
achieved by the presence or absence of SRRs at predefined
positions along the chain, and tag identification is based
on sequential bit reading. A different approach has been
proposed in [25], in which an unclonable tag is manufactured
using metallic wires placed in random positions and fixed
to a substrate with a dielectric sealant called RFDNA. The
reader is composed of a matrix of antennas (4 x 4) designed
at 6.4 GHz to maintain a small circuit size. All combinations
of transmitter and receiver antennas are utilized to capture the
electromagnetic signature or RF ““fingerprint” of the tag.

In this work, the tag is based on an image (e.g. alogo) made
with LIG, followed by an electroplating process to increase
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its conductivity. The cost of Kapton material is approximately
1.5 $/m?, making it not only more affordable than standard
FR-4 PCB but also significantly more economical than
typical substrates for RF applications, which are those
used in most chipless tags, according to the work found
in the literature. The use of Kapton flexible substrate
allows the tag to be attached to bottles, product packaging,
or labels for authentication certificates. Mass production
can be achieved using industrial laser engraving machines,
while electroplating is commonly applied in the manufacture
of flexible circuits to protect traces from corrosion and
improve component welding. Consequently, these industrial
processes can be adapted to the proposed tag manufacturing.
Therefore, the tags can be produced at low cost and in large
quantities. Compared to conductive ink printing methods,
no curing post-treatment is needed in this case, while the
price of the tag is lower as the use of expensive conductive
inks is avoided. It is possible to manufacture tags using
conventional PCB fabrication techniques, such as using a
thermal printer (e.g., printing an RFID tag with the Zebra
printer). However, there is a loss in the degree of randomness
associated with the variable conductance obtained with the
combination of LIG and electroplating. Ultimately, this
fact makes tags manufactured in the proposed manner
significantly more difficult to clone than those made using
conventional PCB manufacturing methods. The numerous
fabrication parameters and geometric variations result in
an unclonable tag with a unique electromagnetic signature.
Moreover, a broadband scanner is proposed, which consists
of a microstrip transmission line that scans the tag area.
Thanks to the wide bandwidth, it is possible to capture more
variations than those obtained in the case of working with a
single frequency. On the other hand, the mechanical scanner
provides more spatial information than that supplied by an
array of discrete antennas as used in [25].

V. CONCLUSION AND FUTURE WORK

A method for the design of unclonable tags for anti-
counterfeiting applications based on the measurement of
electromagnetic spectral signatures in near-field has been
proposed. The tags are composed of conductive shapes that
present resonances at certain frequencies. The tags have been
fabricated with laser-induced graphene (LIG) on polyimide
and to obtain a variable conductivity an electroplating process
has been carried out allowing to vary the quality factor of
the resonators. The selection of the manufacturing parameters
offers an additional level of security that can be added to
the one provided by manufacturing imperfections against tag
cloning. A two-dimensional scanner consisting of microstrip
line that is moved under the tags has been presented. The
measurement of the transmission coefficient is performed
with a VNA in scalar mode (only magnitude information
is used). The experimental results are highly promising,
showcasing the feasibility of this technology for anti-fraud
detection in brand protection.
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