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ARTICLE INFO ABSTRACT
Keywords: Threat actors continuously update their code to incorporate counter-analysis techniques designed to evade
Malware

detection and hinder the blocking of their malware. The first line of defence for malware authors is often
to bypass static analysis, a relatively straightforward task using readily available tools such as packers and
cryptors. To address this shortcoming, defenders send potential malware samples for execution in a sandbox
environment. While sandboxing can provide valuable insights into the behaviour of software on an information
system, advanced techniques like anti-virtualisation and hooking evasion allow malware to escape detection.
The primary objective of this work is to complement sandbox execution with symbolic execution frameworks
to detect new malware strains efficiently. Symbolic execution offers a distinct advantage over sandboxing by
achieving greater coverage of all possible execution traces, as it can explore every potential execution path,
regardless of the evasion methods employed by the malware authors. By carefully selecting the samples to be
analysed, we can significantly reduce the workload while extracting essential dynamic features in a fraction
of the time and with far fewer computational resources compared to sandboxing. To this end, we leverage
machine learning in an automated pipeline, enabling the accurate detection of sophisticated malware using a
real-world dataset. Our approach yields average F1 scores of 0.93 for the benign class and 0.99 for the malware
class in a binary classification setup, surpassing the detection rates reported in the literature. Additionally, our
method outperforms a commercial malware sandbox when applied to the same dataset, further highlighting
the efficacy of the proposed method.

Symbolic execution
Machine learning
Malware classification
Clustering

1. Introduction real user environment. While sandbox analysis provides an attractive
set of features regarding resources, accuracy, and performance, mal-
ware is currently exploiting evasion techniques such as anti-sandbox

methods (Yokoyama et al., 2016), anti-virtualisation strategies or the

Modern ICT infrastructures are vulnerable to hostile infiltration due
to the continuous expansion of network-connected devices and the
growing complexity of operating systems. There are several difficulties
in identifying and preventing malware due to the constant growth in
the quantity and complexity of malware, as well as the development of
new techniques. Commercial anti-malware solutions serve as an essen-
tial line of protection against malware attacks. Traditionally, antivirus

ability to identify monitoring processes (Yokoyama et al., 2016; Rudd
et al.,, 2017; Bulazel and Yener, 2017; Apostolopoulos et al., 2021)
and alter their behaviour. As a result, the malware under inspection
does not exhibit the intended malicious behaviour, hindering malware

software employed the signature-based technique to identify malware.
A signature is a byte pattern that can be used to identify known
malware. However, signature-based detection systems cannot protect
against, e.g., zero-day exploits or obfuscated malware (Alkhateeb et al.,
2023; Geng et al., 2024) or builders which can produce hundreds
of variants of the same binary exhibiting similar capabilities without
access to the source code.

Executing software inside a sandbox is one of the most popular
ways to examine its behaviour. Practically, the binary is executed
in a closely monitored and managed environment that simulates a

behaviour classification for analysts and detection of the automated
identification of malicious actions.

In the standard paradigm of programme execution, a programme is
executed with specified inputs following a predetermined control flow
path. This conventional method entails the exploration of a singular
control flow trajectory during a concrete execution, leading to a focused
analysis of relevant attributes pertinent to that specific input and exe-
cution path. To circumvent this limitation, symbolic execution (Baldoni
et al., 2018) can explore several potential pathways a programme may
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follow in response to various inputs simultaneously. Symbolic execu-
tion emulates the execution of a programme by substituting “symbolic”
values, representing variables that are not assigned concrete values,
in place of the programme’s input values. Each time the programme
processes input, constraints or conditions are applied to these ‘sym-
bolic’ values, guiding the simulation and influencing the programme’s
behaviour.

Since the simulation splits into two routes when a branch condition
is encountered (i.e., one when the condition evaluates to true, and the
other where it does not), it explores all available execution paths a
piece of software can possibly have. For instance, an analyst might need
to examine the executable’s behaviour under certain conditions. With
typical sandbox techniques, the analyst would need to deploy several
virtual machines in the desired states, run the executable, and monitor
its behaviour since malware exhibits different behaviour depending
on the environment in which it is executed. In contrast, by taking
advantage of the path explosion effect (Krishnamoorthy et al., 2010),
the analyst can effortlessly filter out all execution states that do not
meet specific criteria and further orchestrate the sample’s state.

Several well-known examples of symbolic execution frameworks are
EXE (Cadar et al., 2008b), KLEE (Cadar et al., 2008a), Mayhem (Cha
et al., 2012), and S2E (Chipounov et al., 2012). They allow analysts to
simulate binary execution on a host by replicating functions, system
calls, and operating subsystems. In addition to the path exploration
capabilities, one of the main advantages of these systems is decoupling
the analysis from the need to use a dedicated (virtual) system and a
specific operating system environment. Instead, an abstraction at the
application layer (e.g., containerisation) is used to enhance the analysis
effectiveness drastically.

The increasing volume of malware samples challenges analysts to
swiftly identify and respond to emerging threats. In this article, we
evaluate the effectiveness of binary simulation in malware analysis
and classification. We focus on minimising the manual analysis work-
load for malware analysts through strategic sample filtering at each
level. We propose a systematic approach that enhances efficiency and
provides insights into the diverse malware landscape. Our approach
employs different simulation levels to filter and prioritise samples,
allowing analysts to concentrate on the most complex cases. More
concretely, we explore the benefits of binary simulation, such as rapid
processing and automated execution, and discuss challenges like ad-
dressing evasion techniques. Finally, we validate the efficacy of binary
simulation and provide a fruitful discussion, contributing to advancing
this research field.

Based on the above, the main novelty of this work can be sum-
marised in the use of symbolic analysis in automated pipelines for
malware detection. Further than merely using symbolic analysis to
analyse a single sample, we do this in scale, managing to have better
results than many works using sandboxes, but at a fraction of time
and computational resources. While not generic enough to cover all
malware samples, we anticipate that this gap will soon be adequately
filled due to the maturity of existing frameworks. For example, with
our approach, all necessary features are extracted within 30 s instead
of the minimum two minutes that are used by all malware sandboxes.
Moreover, the use of symbolic execution prevents the bypasses that
malware authors embed in their code and would escape sandbox ex-
ecution. Note that with proper filtering of the samples that have to be
analysed, e.g., by using TLSH clustering, we can further minimise the
time and computational resources without compromising the detection
accuracy.

The rest of this article is organised as follows. The next section
provides the reader with the relevant background and an overview
of the related work. Section 3 describes our methodology and details
the automated pipeline constructed for symbolic execution and feature
extraction. Section 4 presents the datasets, the training methodology
used, as well as the experimental setup and the tests performed to
evaluate our method, even against commercial malware sandboxes.
Section 5 discusses the results and findings. Finally, Section 6 concludes
the article and identifies potential directions for future work.
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2. Background and related work

In recent years, symbolic execution has gained prominence as a
technique for analysing programme behaviour by systematically explor-
ing all possible execution paths of a binary. This capability has proven
crucial in contexts such as malware detection and analysis, where dy-
namic evasion techniques often circumvent traditional sandbox-based
analysis. Our approach leverages symbolic execution in malware de-
tection and classification, contributing to an existing body of research
focused on improving the efficiency and accuracy of malware detection
mechanisms.

2.1. Detection approaches

Malware detection technologies are classified as static or dynamic
depending on whether or not the target software sample is executed.

We may extract static information from target programmes using
static detection techniques (Han et al., 2019), including strings, op-
codes, API calls, n-grams, CFG, imports, and entropy. Signature-based
detection was proposed early on. At that point, it was considered
that automatic signature development of malware was vital, which
boosted pattern matching performance (Griffin et al., 2009; Kephart,
1994). However, signature-based detection requires regular signature
improvements and a large maintenance budget. Moreover, code ob-
fuscation and binary transformation techniques that lead to malware
in polymorphic forms may be resistant to such approaches (Moser
et al.,, 2007). To address these shortcomings, researchers have used
code normalisation to capture the inherent original maliciousness of the
executable (Christodorescu et al., 2005) or use features that typically
remain the same after such manipulations, e.g., hashes of the imported
libraries (Mandiant, 2014; Naik et al., 2020), headers (Joyce et al.,
2019), but also mapping the files to images and then use machine and
deep learning to classify them (Nataraj et al., 2011; Vasan et al., 2020).
For more on the use of machine learning in malware detection and
classification, the interested reader may refer to Gibert et al. (2020).

On the other hand, dynamic analysis examines a programme’s ac-
tivities during execution (Egele et al., 2008; Sihwail et al., 2018).
A file under examination is executed in a controlled and monitored
sandbox to identify what it does regarding file system modifications,
network connections, launching processes, or making specified system
functions (Or-Meir et al., 2019). Because the file is being executed,
the analysis is oblivious to obfuscation and packing because the file
will be unpacked, memory dumps may be retrieved, and the resulting
execution path will be disclosed.

However, as malware analysis research evolves, malicious actors
are catching up since malware as a service model is rather pros-
perous (Patsakis et al., 2024). Dynamic analysis in a sandbox has
started reaching its limitations. Malware uses evasion and anti-analysis
techniques like fingerprinting (Oyama, 2018), stalling, trigger-based
tactics, and traps (Afianian et al., 2019) to prevent the analyst from un-
derstanding the executable’s nature. To handle such cases, researchers
have utilised binary emulation to orchestrate the execution towards
its malicious path (Mow et al., 2022). The analyst can hook into the
binary during execution and redirect execution around the evasive
code (Ziegler, 2021).

Feature analysis is crucial to extracting relevant information from
malware samples for classification purposes. Various static and dy-
namic features have been explored to capture the distinctive charac-
teristics of malicious code. Christodorescu et al. (2005) addressed the
limitations of signature-based detection by proposing code normalisa-
tion techniques to capture the canonicalised original maliciousness of
executable code. Han et al. (2019) introduced MalDAE, a malware de-
tection system that utilises static features such as strings, opcodes, API
calls, n-grams, control flow graphs (CFG), imports, and entropy, exem-
plifying the significance of diverse feature sets in enhancing malware
detection accuracy.
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Meanwhile, researchers have increasingly integrated binary emula-
tion with feature analysis to counter evolving malware strategies that
evade detection. This combined approach enhances the effectiveness of
malware detection by leveraging both dynamic and static techniques.

Salehi et al. (2017) proposed a model that integrates static and
dynamic analysis with machine learning to address zero-day malware
detection challenges, reducing model-building time without sacrificing
accuracy. Xue et al. (2019) introduced Malscore, a classification system
that uses convolutional neural networks for static feature analysis and
machine learning for dynamic features, achieving a 98.82% accuracy
in malware classification, even against obfuscation techniques.

Binary emulation, a key element of this integration, allows re-
searchers to execute code in controlled environments and observe
malicious behaviour dynamically. Mow et al. (2022) demonstrated
how binary emulation could direct execution towards malicious paths,
enabling analysts to bypass evasive code and monitor behaviour. This
approach also underpins broader sandbox-based malware analysis, pro-
viding a more robust solution for detecting sophisticated malware.

2.2. Symbolic execution

Symbolic execution has been extensively explored to address chal-
lenges in programme verification and vulnerability detection.The au-
thors in Baldoni et al. (2018) and Cadar and Sen (2013) provide
comprehensive surveys on symbolic execution techniques, demonstrat-
ing their utility in expanding the execution space by exploring multiple
control flow paths simultaneously. These frameworks have evolved
from earlier symbolic execution platforms such as EXE and KLEE (Cadar
et al., 2008b), showcasing how symbolic execution can automatically
generate high-coverage test cases for complex software programmes.
Building on this, Cha et al. (2012) introduced Mayhem, a frame-
work designed to identify vulnerabilities in binary code using symbolic
execution. Similarly, Chipounov et al. (2011) developed S2E, which
enables analysts to conduct binary analysis across different system
architectures by decoupling the analysis from the environment, thus
enhancing the scalability of symbolic execution.

In malware analysis, symbolic execution has been adapted to com-
bat anti-sandbox techniques and detect evasive behaviour.
Shoshitaishvili et al. (2016) introduced Angr, a platform combining
static and dynamic analysis, which is notable for its ability to track
control and data dependencies during symbolic execution, making it
highly effective in uncovering malware’s evasive strategies. Further-
more, Saudel and Salwan Saudel and Salwan (2015) presented Triton,
which extends symbolic execution for taint analysis, enhancing the
identification of critical execution paths. These advancements under-
score the importance of symbolic execution in the context of malware,
where static and traditional dynamic analysis often fail to capture
sophisticated behaviours embedded in obfuscated code.

2.3. Behavioural signatures

Behavioural signatures play an essential role in dynamic malware
detection. The concept revolves around identifying patterns in the
programme’s behaviour during execution. Canali et al. Canali et al.
(2012) and Christodorescu et al. Christodorescu et al. (2007) proposed
methods for mining malicious behaviour by comparing execution traces
with known behavioural signatures, enabling the classification of previ-
ously unseen malware. These methods focus on capturing key features
such as system calls, file system interactions, and network connections
that are often manipulated by malware to achieve persistence or evade
detection.

A suggested static analysis method for feature extraction based on
symbolic execution can be found in the work of Namani et al. Namani
and Khan (2020). The goal of the suggested system was to fix indirect
jumps and calls as well as dynamic imports, providing a framework
for improving detection accuracy and reducing false positives. Sebastio
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et al. Sebastio et al. (2020) proposed a method that uses symbolic
execution to classify malware based on its behaviour. They introduce
several optimisations to improve the efficiency of the symbolic execu-
tion process, including context-bounded symbolic execution, selective
symbolic execution, and abstraction techniques. These optimisations
allow the proposed approach to effectively handle large scale malware
datasets while maintaining accuracy. Similarly, Bertrand Van Ouytsel
and Legay Bertrand Van Ouytsel and Legay (2022) also proposed a
method that first uses symbolic execution to generate path constraints
from programme inputs, which are then converted into a graph repre-
sentation. Next, the graph is analysed using a graph kernel algorithm,
which extracts features based on the structure of the graph. These
features are used to train a machine learning classifier to identify
whether a given programme exhibits malicious behaviour or not.

2.4. Angr

Angr is a binary analysis framework incorporating several of the
most advanced binary analysis techniques available in the literature
(Shoshitaishvili et al., 2016). To make it simple to execute suggested
research methods and evaluate their efficacy to one another, Angr offers
building blocks for various studies utilising static and dynamic method-
ologies. It allows an analyst to utilise Disassembly and intermediate-
representation lifting, Programme instrumentation, Symbolic execu-
tion, Control-flow analysis, Data-dependency analysis, Value-set analy-
sis (VSA) and Decompilation. Angr performs the majority of its analysis
on an intermediate representation, a structured description of the fun-
damental actions performed by each CPU instruction, to be able to
analyse and execute machine code from different CPU architectures,
such as MIPS, ARM, and PowerPC in addition to the classic x86. To
store the different states of a programme during its symbolic execution,
Angr uses a special structure called stash.

3. Methodology

One of the main motivations in this work is to explore the balance
between the automated detection of malware stains and accuracy. To
this end, we argue that various combinations can be used between
static analysis and manual reverse engineering of a malware sample.
To this end, we argue that before resorting to sandbox execution, other
approaches, such as symbolic execution, can efficiently achieve this
task. As a result, we favour a multi-layer approach where samples are
pruned at each layer before being passed to the subsequent analysis
layer. In terms of use of resources, this is mapped in Fig. 1. Therefore,
this can lead to prioritising which samples must be manually checked,
having already collected a considerable amount of information that
the analyst can use. Indeed, as we showcase in our experiments, our
approach is far more efficient in terms of the use of resources compared
to both sandbox execution and binary emulation without compromising
detection accuracy and precision.

Our approach to constructing a malware detection pipeline using
symbolic execution is based on a comprehensive methodology de-
signed to maximise efficiency and accuracy. The process begins with
collecting diverse data samples, ensuring a broad representation of
potential malware variants. To manage large datasets effectively, we
employ clustering techniques, such as TLSH clustering, grouping similar
binaries together to ease identification. Symbolic execution is then
applied to perform in-depth analysis, extracting detailed execution
traces for subsequent feature extraction. The derived features capture
behavioural patterns indicative of malware and serve as valuable inputs
for machine learning classification. Integrating machine learning algo-
rithms enables automated and accurate classification based on learned
patterns. Following classification, the pipeline undergoes evaluation,
generating detailed reports to provide insights into its performance,
strengths, and limitations. Finally, continuous optimisation ensures
adaptability to evolving malware characteristics.
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Fig. 2. Overview of the developed workflow.

For our experiments, we utilised the Angr symbolic execution frame-
work primarily because of its platform-agnostic nature. The multiple
sequential pipelines we developed for our experiments are illustrated
in Fig. 2.

3.1. Sample selection

Instead of blindly analysing all samples available, we opted for a
technique to further diversify our tests by implementing TLSH cluster-
ing (Oliver et al., 2013, 2021, 2020). TLSH is a software and library for
fuzzy matching. TLSH creates a hash value from a file (min 50 bytes)
that may be used for similarity comparisons. Similar files will have
similar hash values, allowing similar items to be detected by comparing
their hash values. Several organisations and malware repositories have
used TLSH. Because of its performance and scalability and because it
is significantly more difficult to attack and evade than other similarity
digests, TLSH is quickly becoming a standard choice for threat hunting
and related security processing. We initially consumed all TLSH hashes
of the samples available to us, and then we applied the DBSCAN
data clustering algorithm proposed by Ester et al. (1996). It is a non-
parametric density-based clustering algorithm: given a collection of
points in a space, it clusters together points that are tightly packed
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together (points with many nearby neighbours), identifying outliers as
points that lie alone in low-density regions (whose nearest neighbours
are too far away). After experimenting with the number of clusters
produced and the number of unclustered samples, we used a maximum
distance score of 100 between two samples for one to be considered
in the neighbourhood of the other since that maximised the inter-
cluster distance. Given the high detection and low false positive rates
for thresholds approaching 100 for TLSH (Oliver et al., 2013), we opted
to use this as a threshold after verifying the above for our dataset; see
next section. Once the clustering phase with TLSH is over, all results
are stored in MongoDB (MongoDB, 2009) database.

3.2. Execution of the symbolic analysis

Using a representative from each cluster of the previous step, we
prune the number of samples that have to undergo symbolic execution.
For the symbolic analysis, first, we verify that a sample was not
previously analysed, as discussed in Section 3.1. If the sample is valid
for analysis, we load the PE file in Angr. For a timeout of 600 s, Angr’s
simulation manager is executed, which allows for managing symbolic
execution across groups of states. To monitor execution and construct
the traces, breakpoints that are used to record system calls as they occur
are set. All execution paths are organised into stashes based on their
current state. After completing the simulation or reaching a timeout,
all Angr stashes are iterated to extract the system calls. The results are
then written back into the document database.

3.3. Feature extraction

The resulting reports for each sample from Angr were collected,
and the API calls were extracted. To extract API calls, all execution
traces were collected for all generated paths by the symbolic execution.
The algorithm then iterates over all generated paths and extracts all
recorded system calls.

We added a unification step to the process, in addition to the API
call extraction, to make the resulting dataset containing the feature
information less sparse and group relevant artefacts together. This step
is critical because there are too many discrete API calls that, if used as-
is, would result in a considerably sparser data collection than the one
collected (which is already sparse). Be aware that sparse datasets create
extra challenges when establishing a dataset’s statistical characteristics
and correlations, affecting the predictive potential of machine learning
approaches in various situations (Kuss, 2002; Zigomitros et al., 2020;
Casino et al., 2019; Li et al., 2016).

We adopted a similar approach to our recent research (Vouvoutsis
et al,, 2022) for the unification process, and is comprised of the
following steps:

API counter: Every reported API call was enumerated for each
generated report.

Feature counter: For each sample analysed, we added a feature
that counts/summarises all features available for each sample in
our dataset.

State counter: Based on the fact that symbolic execution tries
to analyse all available paths, we enhance our feature collection
with the status of each trace. The included statuses are: Excess
Loop, Active, Dead-ended, Errored, and Unconstrained.
ASCII/Unicode Win32 API merge: Win32 supports two API ver-
sions if any of the API’s arguments is a string. These are the ASCII
and Unicode versions of the API, which generate the letters A and
W, respectively. The ASCII API accepts ASCII strings, whereas the
Unicode API takes Unicode-wide character strings (Mohanta and
Saldanha, 2020; Microsoft, 2022).
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» Extended Win32 API merge: A more extended version of some
Win32 APIs exists. The suffix ‘Ex’ denotes the enlarged version
of an API The difference between a non-extended and an ex-
tended API is that the extended version may accept more param-
eters/arguments and may also include more functions (Mohanta
and Saldanha, 2020). Some compromises had to be made to
accommodate both the old 16-bit Windows API and the new
32-bit Windows API. Because both APIs had several functions
available, one had to be altered, and for backward compatibility,
it was nearly always the 32-bit version.

C runtime library: The Microsoft runtime library provides rou-
tines for programming the Microsoft Windows operating system.
Many common programming tasks that the C and C++ languages
do not offer can be automated using these methods (Microsoft,
2022). Many of these methods have different names but use the
same code.

Interesting APIs. We selected to include the arguments of the
invoked Win32 API in our study. The APIs employed are:

- LoadLibrary* function (1ibloaderapi.h). Loads the
supplied module into the address space of the caller pro-
cess. Additional modules may be loaded as a result of the
specified module. Malware authors usually prefer not to
employ load-time linking when accessing Windows APIs.
They conceal such calls instead by dynamically loading and
resolving API references.

- GetModuleHandlex* function (1ibloaderapi.h). This
method returns the module handle for the provided module.
The module must have been loaded by the caller process.
Some modules are automatically loaded into all non-native-
system processes. Such modules are ntd11.d11 and ker-
nel32.dl1l, therefore LoadLibrary/FreeLibrary do
not need to be called on these and can instead just call
GetModuleHandle.

- GetProcAddress function (1ibloaderapi.h). The ad-
dress of an exported function or variable from the given
dynamic-link library is returned (DLL). Most malware re-
searchers understand how APIs can be dynamically resolved
via a call to GetProcAddress, so they can track down all
calls to that function and check the second parameter, or
1pProcName, for the presence of high-risk APIs (or those
that can download and run the malware’s actual payload).
This generally aids them in narrowing down and eliminating
API calls that do not provide a significant security risk.

+ Name mangling: The practice of encoding function and variable
names into unique names so that linkers can discern common
names in the language is known as name mangling. Some names
are mangled in a manner akin to Visual C/C++ (Agner, 2014). In
such case, our technique is to use the name’s strings to construct
a signature based on Bonfante and Nogues (2016), but further
extended to retain the majority of the contained information.

4. Experiments

In this section, we describe the reference dataset and the features
of the samples. Moreover, we analyse the experiments performed,
including TLSH clustering and machine learning classification.

4.1. Reference database

We choose to acquire active and current malware for a comprehen-
sive and realistic database to analyse our methods appropriately. As a
result, we downloaded from abuse.ch (2021) all executable malware
samples available, identified by mime type x-dosexec and file type
guess exe in the database. We only retained the Windows PE files,
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non-dynamic libraries, and unmanaged code executables from these
files. This is due to the fact that unmanaged code executables compile
directly to machine code and are executed by the operating system.
Thus, the total number of malicious files we used is 14761. Beyond
these malware samples, we added 1531 benign files. These files were
collected from a Windows 10 installation by performing a full drive
file listing and then filtering out non-PE, managed executable, that is
.d11, .sys, and .mui files.

To speed up the clustering process, we first split our sample database
based on the recorded family provided by abuse.ch (2021). We then
apply the clustering algorithm to each group of samples. Afterwards,
during the sample symbolic analysis, we retrieve the cluster to which
each sample belongs. If no other sample from the identified cluster
has been previously successfully analysed, then we proceed with the
symbolic execution and the execution traces generation. The clustering
process helped us to significantly reduce the number of malicious files
for analysis. Out of the original 74,712 files, we only had to examine
14,761, a reduction of 80.3%.

To verify that the TLSH clustering would not impede the machine
learning classification, we evaluated the TLSH clustering classification
on our dataset. As it can be observed in Fig. 3, the empirical threshold
of 100 referred to in Oliver et al. (2013) is valid for our dataset.
Notably, we have a negligible false positive rate (0.046%) and a sig-
nificantly lower detection rate (11.3%) than the original. This can be
attributed to the differences in our dataset with the original and the
inclusion of far more families than the dataset used in Oliver et al.
(2013).

4.2. Classification experiments

In the following sections, we describe the feature extraction and
classification experiments along with the benchmarks used.

4.2.1. Feature extraction strategies

Given the reference database described above, we used two feature
extraction strategies to create two datasets for input to the machine
learning algorithms. These strategies are described as follows:

+ Summarised strategy: In the Summarised strategy, we chose to
summarise all distinct feature counts for each analysed sample to
produce one data sample for all execution traces of each analysed
sample. This created the DB, dataset.

 Longest Path strategy: In the Longest Path strategy, we kept the
longest execution trace of each analysed sample. This created the
DB, p dataset, see Table 1.

4.2.2. Analysis

For our classification experiment, we utilised the auto-sklearn
(Feurer et al., 2015) machine learning toolkit to find the optimum
settings, depending on Bayesian optimisation, meta-learning, and en-
semble building. We computed 5-fold- and 10-fold cross-validation
strategies to assess the models’ accuracy and robustness and avoid
possible overfitting issues. The resulting auto-sklearn pipelines apply
multiple learning algorithms to obtain better predictive performance
than could be obtained from any of the constituent learning algorithms
alone (Rokach, 2010). Pipelines generated on DBgy;;, and DB; p based
on the cross-validation strategies require an order of magnitude fewer
models to achieve good predictions. As seen in Table 2, all auto-
sklearn pipelines produced an accuracy score of over 0.98, with a
slight deviation fluctuating from 0.984 to 0.987 accuracy. 10-fold cross
validation pipelines achieved both precision and F1-score of 0.99 for
malware samples and over 0.93 for benign. Results for both DBg,,
and DB; p are also similar, with slightly better accuracy towards DB; p.

An additional experiment was performed to investigate correlations
among families. Thus, a multiclass classification experiment was per-
formed. In this case, since the experiment aims to showcase potential
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Table 1
Sample of DB, p.
sha256 Signature GetStartupInfo HeapAlloc HeapFree Count
...159c1b44aed8albclcOcd. . . Loki 0 0 0 42
...£179174£588fbf28e8766. . . ArkeiStealer 26 56 4 409
...f5607adfecd39ec459e76. . . CobaltStrike 56 94 0 1170
..9dfbccf28120£fd63299€8. . . Heodo 123 0 0 1336
.1fb58c88490ab16540f2e. . . Heodo 45 135 0 1489
...f00903a82562ae9eecf70. . . BitRAT 5 0 0 112
...300389cbalabfa3374775. .. Heodo 82 120 0 1662
...39721¢c6c3098e0153ed36. . . GuLoader 0 0 0 6
...015593f8e2fce0b002289. .. GuLoader 0 0 0 6
..941bd4bc57£638a8dfd21. .. GuLoader 0 0 0 6
Table 2
Classification reports from the auto-sklearn pipelines.
Strategy Dataset Class Precision  Recall ~ Fl-score
Summarised Cross-Validation-5 Benign 0.996 0.865 0.924 “
Summarised Cross-Validation-5 Malware  0.994 1.000 0.991 :*;" i
Summarised Cross-Validation-10 ~ Benign 0.992 0.871 0.934 S Q“"
Summarised Cross-Validation-10 ~ Malware  0.991 1.000 0.992 :4&'%
Longest path  Cross-Validation-5 Benign 0.963 0.887 0.924 § &
Longest path  Cross-Validation-5 Malware  0.990 1.000 0.992 :\} >
Longest path  Cross-Validation-10  Benign 0.957 0.912 0.932 &
Longest path  Cross-Validation-10 ~ Malware  0.990 1.000 0.993 L
+o a1 ee
Primitive Type
. . R U ® Data Preprocessor
overlapping, we created a confusion matrix with the classification & (Classit e&‘
outcomes, as seen in Fig. 4. 0 &
According to Fig. 4, several families, such as GuLoader, and Heodo,
were accurately identified. In the case of families with a low amount of ENSEMBLE WEIGHT v

samples, their identification is prone to errors due to, e.g., not having
enough training samples or a feature overlapping issue. In this regard,
several families suffered from misclassification issues, with AgentTesla,
Formbook, ArkeiStealer, Loki, RaccoonStealer, RedLineStealer, Rem-
cosRAT, and TrickBot being the most impacted cases. From these
families, we find that families such as AgentTesla, Formbook and Loki
Remcos are usually confused since they have overlapping features.
The latter connection has also been observed and documented in the
literature (Casino et al., 2023), confirming the possibility that either the
same perpetrators are behind different campaigns or malicious actors
are using previously published samples and materials to enhance their
malware.

4.2.3. DBgy,, and DB p comparison

To better understand our results, first, we compare the results be-
tween DBg; ), and DB, p for the 10-fold cross-validation experiments.
The experiments over DBgy;,, achieved the same accuracy as the ones
in DB p. Next, to get a better insight into the models that were selected
by auto-sklearn, we use PipelineProfiler (Ono et al., 2020). As it can
be observed in Fig. 5, the pipeline for DBgy,, has generated only one
ensemble model that used a Random Forest (RF) classifier. However,
the pipeline for DB; p required three ensemble models with different
weights, see Fig. 6, to construct the machine learning model. Instead,
the model with the biggest weight was based on the Adaboost Classifier,
while the rest of the models with a minor ensemble weight used the RF
classifier. Moreover, in DB; p, more preprocessing and balancing steps
were added in the auto-sklearn pipeline.

For the sake of explainability and interpretability, we computed the
Shapley Additive Explanations (SHAP) of DBgy,, and DB; p experi-
ments with the cross-validation 10 setup. The SHAP values are shown
in Fig. 7.

As it can be observed, the most relevant feature in all cases is
GetProcessHeap, a function often used by malware for process injection
or virtualisation detection (Kemkes, 2019). In the case of DBgyy,
as the samples represent all feature counts, they can be seen as the
average relevance of all execution traces. In this regard, features such

auto-sklearn # 1o EGG_—— 1.000

Fig. 5. Profiling of DBy, experiment with Cross Validation = 10. A single ensemble
model was generated in the DB, pipeline, utilising the Random Forest (RF) classifier.
Generated by PipelineProfiler library (Ono et al., 2020).

Sy Primitive Type

toont ® Data Preprocessor
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¢ Balancing

H W Feature Preprocessor

—
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auto-sklearn #2 éonm
auto-sklearn #1 e}

| 0.740
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H ENSEMBLE WEIGHT v 1
4
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+

Fig. 6. Profiling of DB, experiment with Cross Validation = 10. An ensemble of
three models was employed in constructing the Machine Learning model for the DB, ,
pipeline, each with distinct weights. The model with the most significant weight was
founded on the Adaboost Classifier. Conversely, the remaining models, which were
assigned lesser ensemble weights, utilised the Random Forest (RF) classifier. Generated
by PipelineProfiler library (Ono et al., 2020).
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Fig. 7. Detail of the SHAP values for DBy, and DB, in the cross-validation 10 setup.

as CallReturn and GetStartupinfo appear to be the most relevant from
the ones appearing in such executions, highlighting their contribution
to the classification task. In DB, p, we see different features as the
most relevant ones since the longest execution path of each sample is
considered. In this case, we see features such as GetVersion and HeapFree
(i.e., the latter also appears as one of the most relevant features in
DBgyr) being the most relevant in the binary classification task.

4.3. Comparison with a commercial sandbox

To better understand the capacity of our pipeline and looking
beyond academic work, we decided to compare our results with a
malware sandbox used in a real world. Hatching’s Triage' is a well-
known malware sandbox that analyses thousands of malware samples
in specially crafted sandboxes for Windows, MacOS, Linux, and An-
droid. Using its API, we searched for the analysis reports of the 14761
malware samples in our database. From them, we retrieved 14 691 be-
havioural reports. Triage uses a scoring system for each sample, where
scores above 7 are malicious files, samples with scores above 4 and
below 8 are considered suspicious, and everything below 5 is benign
or unknown. Based on the latter, the maliciousness of the samples
according to Triage is illustrated in Fig. 8. As it can be observed, more
than a 20% (21,7%) of the samples are very evasive and manage to
bypass the dynamic analysis of a commercial sandbox, further justifying
our dataset choice. Yet, these evasive mechanisms are bypassed since
the malicious payload is executed with the symbolic execution, and the
maliciousness of the sample is immediately detected. Of course, these
results clearly demonstrate the capacity of our detection framework
and with a fraction of the resources, as, for example, each sample
was executed in a virtual machine for at least two minutes. Certainly,
our approach does not manage to record the events happening in a
sandbox when the sample is executed; nevertheless, detection-wise, our
dynamic analysis approach is far better than a sandbox, showcasing its
complementarity.

5. Discussion

Our research used different techniques previously utilised as stand-
alone for malware analysis to formulate a standardised approach to
malware identification. Even though the performance issues affect
symbolic execution, we completed a reliable feature extraction from
execution traces at scale. TLSH clustering has proved to be a reliable
technique to prevent similar binaries from being repeatedly analysed

1 https://tria.ge/.

Malicious

Unknown Benign

Suspicious

Fig. 8. Classification outcomes of the samples according to the behavioural reports
from Hatching’s Triage.

by a cost-consuming procedure. More concretely, in a real-world in-
tegration, one would first compute the TLSH of the binary and try to
determine whether it belongs to an existing cluster. If the sample does
not belong to a cluster, then it has to undergo symbolic execution. Once
the API calls are extracted, the features are extracted, and the sample is
classified accordingly. Evidently, as in the experiments, this approach
significantly limits the number of symbolic executions that have to
be performed, especially in the case of dealing with specific malware
campaigns. Even with the applied sampling process, we managed to
produce accurate classification results. This can further challenge the
malware author, as new derivations of an existing malware are highly
more likely to be identified as malicious. Despite the plethora of
analysis frameworks and methodologies in the literature, at the time of
writing, symbolic execution was the only way we could have complete
coverage of the executable’s inner workings.

Notably, our automated pipeline allows us to extract essential fea-
tures from symbolic execution, enabling us to conduct effective classifi-
cation with a fraction of the resources and time compared to traditional
and commercial sandboxed solutions. While researchers often concen-
trate on analysing relatively compact datasets, dedicating several days
to studying highly specific behaviours, security companies prioritise the
implementation of fully automated malware analysis pipelines. These
pipelines are designed to efficiently process hundreds of thousands of
samples daily, emphasising scalability and the accumulation of generic
behavioural data. Companies typically run samples for an average
duration spanning from 30 s to 4 min. This choice is rationalised
by the necessity to analyse a large volume of new malware samples
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daily, highlighting the importance of achieving scalability in their
operations (Kiichler et al., 2021). On average, our pipeline would
analyse a sample in 31 s, proving its efficiency. Due to the capacity
of our pipeline to conduct dynamic analysis within a logically iso-
lated memory environment, the redundancy associated with integrating
additional sandbox systems is alleviated.

Our diverges from the existing literature in several significant ways.
In the work of Sebastio et al. (2020), authors explored symbolic execu-
tion for malware analysis, focusing on the technical aspects of symbolic
execution without integrating clustering techniques to handle large
datasets efficiently. Similarly, Namani and Khan (2020) investigated
symbolic execution’s application in malware analysis, emphasising its
effectiveness but not addressing the preprocessing step to reduce redun-
dant samples. Our approach extends these foundations by incorporating
TLSH clustering, a novel application in this context, to preprocess and
deduplicate malware samples before symbolic execution. This inte-
gration not only enhances the efficiency of the analysis process but
also ensures that the symbolic execution phase focuses on unique and
representative samples, thus overcoming the path explosion issue more
effectively. Additionally, our methodology diverges by emphasising the
extraction of relevant features from the execution traces for use in
machine learning-based malware classification, which provides a struc-
tured and automated approach to malware detection that was slightly
explored in the aforementioned studies. By addressing the limitations
of both symbolic execution and dataset redundancy, our work presents
a comprehensive and practical solution that advances the state of the
art in malware analysis.

As it can be observed in Table 3, our results are at least comparable
with the ones of other researchers using dynamic analysis for malware
detection in terms of precision, accuracy, and F1 score. Nevertheless,
two key advantages of our methodology illustrate that this direction
can achieve even better results. The first and most obvious is that
our pipelines do not require a devoted virtual machine to execute all
binaries. On the contrary, our pruning method allows us to reduce the
samples that have to be analysed, but in the meantime, the execution,
on average, requires a fraction of the time needed for a sandbox. For
instance, in our pipeline, a symbolic execution required, on average,
30 s, while for a sandbox execution, that would be at least two minutes.
Therefore, our methodology requires far less computational resources
to achieve the same results.

Beyond comparing with purely academia works, which in most
cases are performed in very constrained environments, we used real-
world samples from many families and compared with a commercial
malware sandbox, as seen in Section 4.3. Our approach is proved to
be far better in terms of accuracy, precision, and resource allocation
than such a sandbox, illustrating that symbolic allocation is a viable
and complementary approach in dynamic malware analysis, even on
scale. To this end, when dynamic analysis in sandboxes fails but static
analysis shows that a sample is malicious, malware analysts should
consider an automated symbolic execution pipeline to complement the
missing traces from their analysis.

Moreover, much of the literature in Table 3 does not use only
features from dynamic analysis but also exploits static features. Clearly,
the latter introduces further information that can be used to train the
underlying models better. However, we have opted to study symbolic
execution independently to determine how much it can offer in large
automated pipelines and what processing savings it could imply. Thus,
we only use TLSH for filtering similar samples. Nevertheless, we an-
ticipate that adding static features to the machine learning models can
improve our measurements without overfitting.

5.1. Limitations
While we claim that symbolic execution is a great option for thor-

ough sample analysis, there are several restrictions and limits. First,
because of its maturity, no file or operating system can be arbitrarily

Computers & Security 149 (2025) 104193

analysed. In fact, we only employ a portion of the EXE files in our tests.
More precisely, we only retained the executable, non-dynamic libraries,
and Windows PE files. This decision was made because symbolic ex-
ecution is more straightforward for unmanaged code executables as
they compile directly to machine code and are run by the operating
system. Other file types, such as Windows PE files built on the .NET
platform, might cause problems with the symbolic execution at this
time. As a result, the demands of arbitrary symbolic execution cannot
be met by this analytical technique. Additionally, we had to exclude
Dynamic-link libraries since they cannot be directly run without per-file
orchestration. An entry point (typically, the main function) is necessary
to execute a PE file. Angr, like many community-powered frameworks,
has not yet implemented and fine-tuned all system-dependent APIs. As
a result, API-complex applications fail to finish full symbolic execution.

Evidently, executing all possible programme pathways symboli-
cally does not scale to huge programmes. The number of potential
pathways in a programme rises exponentially with programme size,
and in the case of systems with unbounded loop iterations, it can
potentially be infinite (Anand et al., 2008). Path-finding techniques
are commonly used to enhance code coverage (Ma et al., 2011), re-
duce execution time by parallelising independent pathways (Staats and
Pasareanu, 2010), or merge related paths to solve the path explosion
problem (Kuznetsov et al., 2012). Veritesting is an example of merging
since it “uses static symbolic execution to increase the effect of dynamic
symbolic execution” (Avgerinos et al., 2014).

Symbolic execution is often hampered by limitations such as path
explosion, inaccuracies in API modelling, and slow analysis speeds. Our
approach addresses these challenges by integrating TLSH clustering
to preprocess and reduce the dataset size, thereby focusing symbolic
execution on fewer, more representative samples. The latter reduces
the computational burden and mitigates path explosion. Additionally,
by setting a controlled time budget for symbolic execution, we balance
thorough analysis with practical time constraints, ensuring faster and
more efficient processing. Finally, we have to consider that when the
same memory region can be accessed using various names, symbolic
execution becomes more complex (aliasing). Since aliasing cannot al-
ways be identified statically, the symbolic execution engine cannot
understand that changing the value of one variable also alters the value
of the other (DeMillo et al., 1991).

6. Conclusions

Early detection and automated malware analysis are becoming in-
creasingly important as malware design and dissemination continue to
progress. For example, executing a binary in a sandbox environment
necessitates the reproduction of a real user host in a virtual machine,
hooking all calls and monitoring all its interactions in the network, file
system level, API and system calls, and so on. As a result, significant
resources must be allocated to executing a single binary over an ex-
tended period. Such techniques cannot reach this rate when the total
number of malware samples in Windows continuously increases, with a
magnitude above 800 million (as of January 2024) (av-atlas.org, 2024).
Investigating various feature selection approaches and their effective-
ness in the context of symbolic execution in malware identification is a
relevant research topic we want to pursue. As shown in this article, we
introduce a novel pipeline that provides both accurate outcomes and
a significant reduction in resource allocation compared to the state of
the art and practice, as we analyse samples in a fraction of the time
required by sandbox techniques. In addition, the interpretability and
readability of the results can provide further insight into the elaboration
of effective Al-based malware detection models (Casino et al., 2022).

Our future research will focus on the dynamic update of these
models through adaptive processes, as in cognitive security scenar-
ios (Huang and Zhu, 2023) or by using generative AI (Feffer et al.,
2024). For instance, one could automate the creation of pipelines that
adjust their input variables and performance (e.g., by using federated
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Comparison with state of the art. Notation: Scope: (A)ndroid, (W)indows. Method: A: https://www.apimonitor.com/ C: Cuckoo, D: Detours (Brubacher, 1999) M: Maleur, E:
Ether (Dinaburg et al., 2008), SA: Static Analysis, SB: Sandbox, I: Imaging, ACR: API calls reports, SE: Symbolic Execution. Dataset: We report the number of (M)alicious and
(B)enign samples that were used. Classification: (B)inary, (M)ulticlass and (#families). The latter classifies samples into worms, trojans, droppers, etc.

Ref. Scope Method Dataset Classification Results

Qiao et al. (2014) W C&M 3131M M(24) F1 between 0.909 and 0.95

Uppal et al. (2014) w A 120M/150B B Accuracy of 0.985

Naval et al. (2015) w E 1209M/1316B B Accuracy of 0.954

Ki et al. (2015) w D 23,080M/114B B Accuracy of 0.998

Tang and Qian (2019) w C 9000M M(9) TPR, precision, recall and F1 are all above 0.99,
while the FPR is below 0.01

Catak et al. (2020) w C 7107M B&M F1 score of 0.47 in the multiclass setup, and F1
scores between 0.27 and 0.83 in the binary
classification according to different malware types.

Ficco (2021) w C 4960M/1200B B Best Accuracies reported between 0.954 and 0.989.

Xue et al. (2019) w I 174,607M M(63) Accuracy of 0.988. Fl-score is 0.988

Salehi et al. (2017) w SB 3009M/1359B B Accuracy of 0.981

Han et al. (2019) w SA & C 5567M/1174B B & M(5) Accuracy of 0.943 for classification and 0.978 for
detection

Amer et al. (2021) W& A ACR 51,938M/42,783B An average accuracy of 0.997 and 0.977

Chen et al. (2022) w C 51,707M/20,000B Accuracy of 0.991

Amer and Zelinka (2020) w ACR 30,658M/21,422B An average precision of 0.990 with an average
FPR of 0.010, and average FNR of 0.010

Our work w SE 14,761M/1531B B&M F1-score of 0.99 for malware samples and over

0.93 for benign

learning over models that use the most relevant features) according to
the available computing resources and the collected features, provid-
ing effective strategies to fight persistent malware campaigns. Further
research efforts on improving symbolic execution, to improve path
coverage and path prioritisation, along with better resource allocation,
can further improve the efficiency of our proposal. For instance, the
development of advanced heuristics and pruning techniques to address
the exponential growth in the number of execution paths or at least
reuse results from previous runs can drastically boost the performance
of symbolic execution (Yi et al., 2018; He et al., 2021). The handling of
complex or dynamic data structures, often used by malware to hinder
analysis, is another promising research direction (Borzacchiello et al.,
2019; Schemmel et al., 2022; Trabish and Rinetzky, 2020). On the other
hand, given the efficacy of this methodology, evasion methods against
symbolic execution, e.g., deliberately increasing the possible execution
paths or decreasing the prioritisation of the truly malicious execution
paths, could be a fruitful research track and lead to an even more robust
solution.
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