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resourceful services entails many complexities that require, among others, scalable systems that are provided
with intelligent and automated management. In parallel, the different components of cloud computing are
continuously evolving to enhance their capabilities towards leveraging the next generation of ICTs. Due to the
substantial investment in resources required to provide efficient services, suitable research and experimentation
platforms to test and validate cloud technologies before releasing them into operational versions are crucial
to delivering sound systems with sustainable cost/benefit ratios. In this article, we review the current state
of the art by analysing cloud testbeds devoted to studying the capabilities of the cloud continuum. Instead of
recalling a component-wise or architectural discussion of these systems, this article explores the full spectrum
of the cloud continuum testbeds and their features, providing a taxonomy that can be practically used as an
entry point to identify each testbed’s scope. Moreover, we extract the challenges found in the literature to
deliver a profound discussion, correlating the analysed testbeds and their features. Our findings highlight the
main gaps and potential roadmaps to provide effective testbeds considering the next generation of ICTs.
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1. Introduction

The next generation of Information and Communication Technolo-
gies (ICTs) will be sustained — in its vast majority — by cloud-based
platforms [1-3]. This means that the technological advancement and
digitisation related to most of the services leveraged by the industry,
governments, critical infrastructures, and other companies and end-
users, will use cloud resources to provide ubiquitous and timely services
in myriad heterogeneous contexts. Moreover, the growth of ubiquitous
systems, sensors and smart contexts is forcing a paradigm change in
how data are managed and processed, embracing the cloud continuum
paradigm [4], in which multiple services and decentralisation levels
coexist [5]. The statistics on the number of IoT-connected devices
significantly differ between studies [6,7]; nonetheless, the minimum is
more than 10 billion worldwide, which justifies some timely initiatives
behind the adoption of edge and fog computing [8]. One of the main
ideas behind this radical shift is that IoT sensors and data collected from
disparate resources are processed on the edge. The latter implies that
cloud resources are only used when deemed necessary (i.e., providing
elastic resource management), minimising the overload of information
flows generated by system endpoints and providing a scalable contin-
uum of resources [9]. On the one hand, this setup reduces latency,
costs, and bandwidth. On the other hand, computational resources are
required to be installed and managed in the fog and on the edge;
thus, the attack surface is increased. Moreover, due to local data
preprocessing, some information may be lost and never reach the cloud,
which requires further management.

Cyber-physical systems (CPS) refer to a new generation of systems
with integrated computational and physical capabilities that can in-
teract with humans in different ways [10]. Thus, CPS testbeds are
platforms equipped with system monitoring tools, data analysis capa-
bilities and commercial software [11], capable of simulating platforms
in a hybrid (i.e., replicating physical components) or fully virtual
environments. Such testbeds are used, among others, for testing and
experimenting, as experiments with production systems with real com-
ponents can incur costly procedures and safety risks [12]. For the sake
of readability, this article uses the term “testbed” to refer to such
systems.

Motivation and contribution: Given the scale, complexity, and
commercial sensitivity of hyperscale computing environments, the op-
portunity for experimentation is limited and requires a substantial
investment of resources in terms of both time and effort, creating an
attractive line of research that also has lucrative commercial potential.
In this regard, the need for suitable research platforms to test and val-
idate the continuously evolving cloud services and technologies before
releasing them into their commercial/functional versions is mandatory
to increase the effectiveness of the solutions by resolving possible
issues during the development phase, and therefore, guaranteeing the
achievement of the desired outcomes at a much lower cost [13].
Moreover, these platforms are used as a back-end to realise simulations
in a plethora of contexts, including the implementation of digital twins
with diverse capabilities, such as the recreation of real-time working
conditions and intelligent decision-making [14].

In this survey, we review the state of the art testbeds devoted to
simulating and evaluating particular characteristics of the cloud con-
tinuum while providing a classification based on their characteristics
and scope. Rather than recalling a component-wise or architectural
discussion of these systems, as commonly seen in the literature, the
analysis provided in this work aims to provide an entry point for
researchers and practitioners to leverage a suitability analysis and

further evaluation of the testbeds according to their specific needs.
This is accomplished by a robust methodology, which allowed us to
collect the current state of practice, including other review articles —
as described in the next paragraph — allowing us to provide a unique
global overview by recalling the multi-purpose testbeds analysed in
them. To complement the latter, and provided such a unified back-
ground, we extract the common challenges and issues of state of the
art to develop a profound discussion, with a particular interest in the
features and enabling technologies that such testbeds should leverage
and/or improve to face the next generation of ICTs.

The closer surveys to ours are those of Lynn et al. [15], and
Byrne et al. [16], and Sharkh et al. [17]. The scope of these surveys
differentiates from ours since they analysed cloud testbeds in terms of
their technical components and capabilities, and/or their relevance in
the state of the art, focusing on a subset of the cloud testbeds included
in our article. Indeed, most of them focus on CloudSim and its variants.
Sakellari et al. [18] proposed a taxonomy of research-oriented cloud
testbeds, covering a subset of the taxonomy presented in this article.
Other authors focused on IoT-based cloud testbeds [19,20], including
edge and fog simulation [21,22]. Similarly, Bendechache et al. [23]
analysed some tools to leverage resource allocation in the cloud con-
tinuum. Fakhfakh et al. [24] performed a taxonomy according to the
technologies used in each cloud simulator, focusing on Cloudsim and its
variants. Fog-based tesbed and simulation surveys and their challenges
have also been discussed in [22,25,26], yet not covering other aspects
of cloud computing. Finally, Berman et al. [27] highlighted some cloud
testbed systems from the perspective of their research applicability in
federated environments.

While the previous surveys have provided insights into specific
areas targeting, e.g., cloud-only or fog-only infrastructures, they fail to
address the growing complexity and interconnectedness of modern ICT
systems that span multiple layers. As next-generation ICT systems are
highly dependent on the seamless integration of cloud, edge, and fog
computing for critical applications such as real-time data processing,
low-latency communication, and scalable resource management, it is
crucial to review existing testbeds and identify key challenges and
gaps in simulating these environments together. This survey uniquely
tackles the integration of cloud, fog, and edge computing environments
and fills this gap by offering a novel classification of testbeds across
the entire cloud continuum. The latter is enriched by showcasing
the interrelation between them and the current gaps and challenges,
providing a roadmap for future research.

The remainder of the article is organised as follows. In Section 2, we
provide a background on cloud computing and its evolution. Section 3
details our research methodology. Then, Section 4 reviews the state of
the art of cloud continuum testbeds and classifies them according to
their scope. Relevant open issues, trends, and further research lines are
discussed in Section 5. The article concludes in Section 6 by answering
the research questions and providing some final remarks.

2. Evolution of cloud computing

The concept of cloud computing goes back to the origins of comput-
ing, when users used mainframes. At that time, users had to share the
available computing system from their dummy terminals due to lack
of resources. This resource sharing is practically at the core of mod-
ern cloud computing as users may seamlessly access rich computing
environments, storage, and infrastructure via various devices that act
as dummy devices of that time.

However, while the evolution of resource sharing in a mainframe
was one key factor in developing the concept of the cloud, the creation
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Fig. 1. Cloud services (left) and cloud platform models (right). Cloud services correspond to these available in a public cloud.

of virtual machines in the ’70s was also a fundamental milestone. Thus,
the primary steps towards sharing different computing resources and
interfaces were enabled by hosting various virtual machines in a single
physical environment. The latter enabled users to access remote com-
puting environments regardless of where they were hosted. This way,
virtualisation and containerisation [28] paved the way for managing
computing resources more efficiently and on demand.

The issues related to migrating physical assets to the cloud require
a proper suitability assessment according to each need since there are
several models of cloud services, namely Infrastructure as a Service
(IaaS), Platform as a Service (PaaS), Software as a Service (SaaS), and
Business Process as a Service (BPaaS). More recently, the Simulation as
a Service (SMaaS) concept appeared. SMaa$S operates at the application
level, sometimes utilising specific hardware tailored to context-aware
simulation scenarios [29]. Nevertheless, we consider that SMaaS, de-
pending on its flavours, lies somewhere between SaaS and PaaS without
having a clear distinction from them in most settings. Therefore, we
omit it from the general classification. Each of the previous variants
and concepts has different benefits and assumes a different level of
migration, as seen in Fig. 1. The most common service is SaaS, which
uses the Internet to deliver applications to its users that are managed
by a third-party vendor. In the case of PaaS, all servers, storage, and
networking can be managed by the enterprise or a third-party provider,
while the developers can maintain the management of the applications.
Iaa$ is used for accessing and monitoring computers, networking, stor-
age, and other services. IaaS allows businesses to purchase resources
on-demand and as needed instead of buying hardware outright. BPaaS
is an extension of PaaS, which virtualises a whole business process, such
as billing and payments. At its core, SMaaS is a cloud-based service
designed for decision-making and training purposes. However, the
technology faces several technical challenges, including discoverability
and scalability [30].

3. Research methodology

Our review protocol is based on the five steps of Denyer and Tran-
field [31] for a systematic literature review. More precisely, the steps
are the following: (1) Define the scope of the review, (2) Define the
research questions, (3) Search literature databases, (4) Apply inclusion
and exclusion criteria, and (5) Synthesise and report the results of the
literature analysis.

3.1. Defining the scope of the review

A systematic literature review relies on standardised processes for
searching, screening, analysing, and synthesising the available litera-
ture in a systematic, transparent, and reproducible manner, thus as-
sisting in the development of policy and decision-making [32]. Sys-
tematic reviews help build a reliable knowledge base by aggregating
information from a wide range of relevant studies [32].

This paper focuses on cloud testbed systems and their particu-
larities according to their features. Our approach relies on several
predefined research questions pertinent to cloud testbed systems, which
are aligned with the specific objectives of our survey (see Table 1).
Based on these research questions, we performed a thorough analysis
of the available literature and provided a classification of the most
well-known cloud testbed systems.

3.2. Search strategy

As previously stated, our overall survey process is based on several
predefined research questions relevant to the cloud testbeds litera-
ture. To this end, we performed a systematic literature search without
time constraints in October 2024. The main search engines used were
Web of Science (WoS) and Scopus, which were used to locate all
scientific-related literature due to their multidisciplinary coverage and
scope [33]. Google was used as a complementary source to locate
further cloud testbed relevant data, mostly from non-research-oriented
and commercial solutions (grey literature).

For the white literature, we queried WoS and Scopus using the
following query:

TITLE-ABS-KEY ( cloud AND ( testbed OR simula-
tion ) ) AND ( LIMIT-TO ( LANGUAGE , ¢ ‘English’’
) ) AND ( LIMIT-TO ( DOCTYPE , ‘‘re’’ ) )

Note that we limited the search with the previous query so that
additional studies can be found afterwards. It should be noted that
the first bulk search query yielded 617 results. The database’s various
refinement features were used (fine-tuning of results following the
context of specific articles, papers, subject area, etc.). When a study’s
abstract was unavailable, the full article was retrieved and evaluated
for relevance. Moreover, we retrieved the full text of all relevant
articles.

Due to the broad selection of articles, we discovered additional
studies using the so-called backward and forward snowball effect,
which involved searching the references of critical articles and reports
for additional citations [34]. For instance, additional grey literature
was discovered by manually searching the reference lists in several
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Table 1
Summary of research questions and the corresponding sections devoted to answering them.
Research Question Objective Sections
RQ1: What is the current state of The objective of this question is to discover the features offered by cloud testbed systems and 4
practice of cloud testbed systems? in what contexts researchers and practitioners are devoting more effort so that we can identify
the topics that require more support.
RQ2: What are the current challenges Since cloud testbeds offer different functionalities depending on their application context, the 4 and 5
in cloud testbeds? aim of this question is to extract the challenges from both local and global perspectives to
provide a comprehensive overview.
RQ3: Is the current state of the art The intention of this question is to analyse whether the actual state of the art, in terms of, 2,4 and 5
aligned with technological evolution e.g., technologies, and simulation capabilities, is sufficient to cope with the next generation of
in the cloud? cloud ecosystems. This can serve as a road map for tool and hardware development, more
complex simulation environment definitions, and improved benchmarks.
RQ4: What strategies and research According to the knowledge extracted from the state of the art, the aim of this question is to 5

directions should be used to deal with

identified challenges? overcome them.

identify the pain points of the actual state of practice and provide fruitful strategies to

reports since many cloud testbed solutions are only present in the
form of grey literature. The latter were complemented with electronic
searches using Google. In particular, different authors looked at the first
100 Google results for the query cloud testbed systems to find
additional grey literature. Note that the scope of the Google query is to
complement the research literature since the survey aims not to provide
a report of all existing cloud testbed solutions, but to collect the most
relevant ones. The latter also supports that Google may return different
results for different users (i.e., the outcomes of the other searches were
combined accordingly). Yet, we argue that the purpose and scope of the
search are properly fulfilled. Following our methodology, 753 sources
were initially selected (combining research and grey literature).

3.3. Apply inclusion and exclusion criteria

We evaluated the eligibility of the retrieved literature based on
a set of inclusion/exclusion criteria. Initially, we excluded all non-
English written papers from Scopus and WoS. The next step included
screening the retrieved articles (title and abstract reading). For the
remaining articles, we performed a full reading. It is worth noting that
several articles were excluded during the last two steps (Title/Abstract
screening and full paper reading). Our exclusion criteria aimed at
fulfilling the scope of the survey; thus, we excluded application-based
articles not presenting a novel cloud testbed system but only using or
recalling it, except for literature review/survey articles, which in turn
let us discover further relevant articles through the snowball effect.
In addition, we excluded simulation contexts that did not strictly fall
into a cloud context simulation (e.g., systems oriented to network-based
simulation, which were included due to the use of particular keywords).

As summarised in Fig. 2, after collecting all relevant sources and
applying our methodology, 142 research articles passed the title and
abstract screening. From these, 29 were discarded after a full review,
leaving 113 research articles relevant to the scope of our paper, which
were complemented with 34 relevant sources extracted from the grey
literature. In this sense, the articles selected in the methodology were
used to cover the analysis and classification presented in Section 4. Note
that in Section 5, we perform a discussion based on the information
collected from these sources plus others according to each section and
particular area, as we believe that advancing beyond the state of the
art requires a multidisciplinary approach.

3.4. Content analysis and reporting

We adopted a thematic content analysis approach to derive re-
search areas and common themes from the eligible literature. We used
qualitative analysis software for the thematic content analysis of the
selected literature (MAXQDA2022) [35]. Moreover, the findings were
peer-reviewed by the authors. We applied various qualitative analysis
methods, such as narrative synthesis, to classify the extracted data

comprehensively, combining the findings from multiple studies in a
qualitative manner. For example, we present multiple categorisations of
the cloud testbed systems, and we analyse their challenges in a global
manner according to their context of application to derive further
discussion in Sections 4 and 5.

3.5. Bibliographic analysis

The bibliographic analysis includes 113 peer-reviewed research
articles published between 2006 and 2024 (as of October). Of these
research articles, 76 describe a specific testbed tool, while the other
37 articles analyse different features of one or more than one of these
cloud testbeds. As a common practice, we omitted the grey literature in
the year-wise analysis due to the difficulty of assessing the exact dates
of each contribution or tool. As shown in Fig. 3, 2017, 2018 and 2019
received a relatively high number of publications, all of which were
related to specific cloud testbed implementations. In the last five years,
the number of review papers discussing cloud testbeds has increased,
probably due to the maturity of novel technologies such as blockchain
and the increased use of cloud systems in different contexts, with
particular relevance of fog and edge, which require extended simulation
capabilities. The latter is paired with the cloud adoption in the industry
in terms of market size and volume [36-38].

4. Cloud simulation testbeds for next generation ICTs

Nowadays, the complexity of cloud environments is increasing with
scale and heterogeneity, posing a challenge to the efficient manage-
ment of cloud applications and data centre resources. The increasing
ubiquity of social media, mobile, and cloud computing combined with
the IoT and emerging paradigms such as edge and fog computing is
exacerbating this complexity [15,16,39-42]. Following these drivers,
this trend is amplified by increasing demands for dependability and
real-time low latency communication, among other challenges [25,26,
43]. Thus, it has driven the integration of telecommunications [44],
software-defined networks [45] and cloud infrastructure (edge com-
puting), and development and integration of applications that make
greater use of the capabilities of end-user devices and appliances (fog
computing) [19-23,46,47]. However, there is still a general inability to
control and process the network environment and predict and control
network conditions in hyper-scale computing environments considering
a continuum flow of resources from the cloud core to the edge [15,16,
48-50].

The research on cloud computing models primarily focuses on
the IaaS paradigm. Nevertheless, other models that offer higher in-
tegration levels include PaaS, SaaS, and, more recently, SMaaS and
BPaaS services in their frameworks [29,51]. The validation of the
models, beyond their mathematical soundness and well-established
privacy and security policies [52], is a critical part of their devel-
opment [53] since there is the need to validate the capabilities of a
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Criteria - Articles written in English presenting a cloud, fog, edge (or a combination) testbed system, including literature review articles.
Bibliographic database search Grey literature search
=
% Records retrieved (n=617). - - Records
L Additional articles included Exclusion of Non-English retrieved from
2 through bibliographic trail language literature (n=0) other sources
K search and reference lists (n=36) (n=100)
——
[ )| Recordsimported into citation
ccorcsimpornte '_ ojcitatio | Duplicates removed (n=9) |
manager (n=653)
2 Records Records
S screened excluded
o ) : - (n=100) (n=66)
v Title and Abstract screening Articles excluded based
(n=644) on Title and Abstract
\ y, (n=502)
e
2
= Full-text articles Full-text articles excluded
=) assessed for eligibility (n=142) (n=29)
w
g
c Number of articles included | Number of reports included (n=34) |
(=]
-2 (n=113)
=,
-
- Total records included in qualitative analysis (n=144): 113 articles and 34 reports
Fig. 2. Flowchart of the statistics for each step according to the inclusion criteria.
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Fig. 3. Distribution of the selected research literature per year.

cloud system from their early stages to their final deployment, both
in research and commercial contexts [17,51,54]. Several simulation
platforms were conceived from networking simulators such as NS-
2 [55], SIMCAN [56], and Simkit [57]. For example, GreenCloud [58]
extends NS-2, iCanCloud [59] and secCloudSim [60] extend SIMCAN,
and SPECI [61] extends Simkit.

In order to provide a comprehensive overview, we analysed all the
testbeds retrieved using the methodology described in Section 3. For
each testbed, we provide a summary description, and a classification
based on several dimensions, namely the scope, the family, and the
category of each testbed as seen in Table 2. We provide a description
of each dimension in the following paragraphs.

The ‘Scope’ column in Table 2 classifies each testbed according to
the computing infrastructure it primarily targets: cloud, edge, fog, or
a combination of these. This categorisation clarifies the specific envi-
ronments each testbed is designed for, providing a clearer distinction

between the computational layers involved in resource management,
data processing, and simulation. The rationale for assigning testbeds
to these categories stems from the operational focus outlined in their
documentation. For instance, testbeds like CloudSim [162], which focus
on resource allocation within large-scale cloud infrastructures, are
classified with the Cloud scope. In contrast, testbeds such as PureEd-
geSim [165], which focus on distributed processing at the network’s
edge, are classified as Edge. Some testbeds, like iFogSim [163] and
FogBus [161], manage resource orchestration and computation across
both fog and cloud environments, combining more than one scope.
According to the analysed literature, we further classified cloud
testbed systems into three families (i.e., note that some testbeds may
fall into more than one family, yet we selected the most representative
one in such cases for the sake of clarity), as can be seen in the
‘Family’ column of Table 2. First, we grouped cloud testbeds originating
from the research, investigation and/or open-source perspective, often
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Table 2
Main features and summarised description of the testbeds found in the literature (see [62-150]).

Legend:

Scope: & Cloud, = Fog, A Edge
Family: @ Research and Investigation, CloudSim-Related Testbeds, Commercial Testbeds

Categories: R: Resource Allocation and Management, P: Privacy, S: Security, E: Energy and Performance, C: Communication and Networks,
D: Data Acquisition and Storage

Testbed ‘ Ref. ‘ Scope ‘Family‘ Description Categories

SIMCAN [56] > [ J SIMCAN is a simulation tool for large-scale distributed systems, including storage and computational resources. SIMCAN| R,E,C
has a modular design that eases the integration of different basic systems on a single architecture.

GreenCloud [58] > GreenCloud is a network simulation platform with a focus on energy efficiency in data centre networks. Built on the E,C
NS2 simulator, it models the energy consumption of servers, switches, and network links.
iCanCloud [59] © iCanCloud is a simulation framework for cloud architectures and applications, emphasising performance prediction and| R,E,D

cost estimation, and allows simulation at different abstraction levels.

secCloudSim [60] > secCloudSim is a security-aware cloud simulation tool that extends ICanCloud to simulate security features and cyber R,S,D

attacks.

CloudSched [151]] & CloudSched is an open-source simulation platform for cloud resource scheduling algorithms, focusing on virtual machine RE

allocation and resource utilisation.

DCSim [62] | & DCSim is a data centre simulation framework focusing on resource management and dynamic virtual machine scheduling RE
policies.

GroudSim [63] > GroudSim is an event-based simulation framework for grid and cloud computing, focusing on job scheduling and resource| R,E,C
management. It supports complex job dependencies and workflows.

SPECI [61] > SPECI is a simulation tool for analysing the performance and scalability of cloud infrastructures, focusing on emergent E
behaviours in data centres. It is useful for studying scalability issues in large-scale data centres.

CACTOSim [152]] © CACTOSim is a simulation tool for cloud application performance and energy efficiency. As part of the CACTOS project, RE
it models cloud applications and underlying infrastructure.

Castnet [64] [« Castnet is a simulation platform for content distribution networks over cloud platforms, focusing on network performance C
and efficient content delivery.

CloudLightning [[153]| < CloudLightning is a simulation framework from an EU project, that focuses on the efficiency of heterogeneous cloud RE
infrastructures, including resource management and scheduling.

OpenNebula [154]1] A & OpenNebula is an open-source cloud and edge computing platform that simplifies data centre management and supports R,S
hybrid cloud deployments.

OpenQRM [65] > OpenQRM is an open-source data centre management and cloud computing platform. It provides tools for managing both R,S
virtual and physical resources in data centres.

DISSECT-CF [155]] & DISSECT-CF is a discrete event-based simulation toolkit for cloud federations, focusing on energy consumption and resource RE
sharing.

DISSECT-CF-Fog| [66] DISSECT-CF-Fog introduces capabilities for modelling fogs and their evaluation in terms of reliability, among the other RE
options offered by DISSECT-CF.
DISSECT-CF-IoT enables the resources of DISSECT-CF and extends the capability of modelling IoT sensors. RE,C
OpenStack is an open-source cloud computing platform for Infrastructure as a Service (IaaS), supporting public and private RS
clouds with a modular architecture.

DISSECT-CF-IoT | [67]
OpenStack [156]| &

EmuFog [157] EmuFog is a tool for the emulation of large-scale fog computing networks using container technologies. It automates the C
deployment of fog nodes within network topologies.

SCORE [158]| & SCORE is a simulation tool for cloud resource and energy optimisation, designed to test energy-efficiency, security and RE
scheduling strategies in cloud environments.

Eucalyptus [68] [« Eucalyptus is an open-source software platform for building AWS-compatible private clouds, enabling hybrid cloud RS
computing with AWS integration.

FogBed [69] FogBed is an emulation tool for fog computing environments using container-based virtualisation. It uses Docker containers| R,E,C

and it is suitable for testing real applications in fog scenarios.

FogNetSim++ [159] FogNetSim++ is a simulation tool for fog networking environments, focusing on network protocols and resource R,E,C

management.
SimIC is a simulation tool for inter-cloud computing systems, simulating interactions between multiple cloud providers| R,E,C
resulting in efficient resource allocation management.

SimIC [70] >

FogTorch [71] FogTorch is a tool for analysing fog computing deployments based on service placement requirements. R,E

FogTorchIl [72] FogTorchIl is a tool for analysing fog computing deployments based on QoS requirements. It evaluates deployment RE
configurations, considering factors such as latency and energy consumption.

STEP-ONE [160]| STEP-ONE is a simulation tool for edge-fog computing, simulating edge-fog processes based on the Opportunistic Network R,E
Environment simulator.

GDCSim [73] & GDCSim is a green data centre simulator focusing on energy consumption, simulating energy usage in data centres to RE
study energy efficiency.

TCS ECP [74] > TCS ECP is an Enterprise Cloud Platform developed by Tata Consultancy Services, offering cloud services and solutions R,S
for enterprises.

XCAT [75] > XCAT is a scalable cluster management and provisioning tool used for managing large-scale clusters and data centres. R

SpanEdge [76] | A & SpanEdge is a framework for processing data streams across edge and cloud resources, addressing latency-sensitive stream| R,E,C
processing needs.

VirtFogSim [771 VirtFogSim is a fog computing simulator with a focus on virtualisation, simulating virtualised fog environments. RE

YAFS [78] YAFS is a simulation tool for large-scale fog computing scenarios, focusing on application placement and network dynamics| R,C,E

while enabling highly customisable simulations.

piFogBed [79] piFogBed is a physical testbed for the emulation of fog computing using Raspberry Pi devices, useful for realistic RE
experimentation.

piFogBedIl [80] piFogBedIl is an advanced physical testbed for fog computing using Raspberry Pi devices. It is an updated version of RE
piFogBed, used for advanced fog computing experiments.

MockFog [81] MockFog is an emulation platform for fog computing environments that uses containerisation technologies. It facilitates RE
the testing of fog applications within a controlled environment.

MockFog2 [82] MockFog2 is an updated verson of MockFog platform for fog computing environments, also using containerisation, this RE
time incorporating enhanced features for fog computing emulation.

FogBus [161] FogBus is a middleware platform for integrating fog and cloud resources, designed to simulate IoT applications along| R,S,P,E,C
with security and privacy configurations.

FogDirSim [83] FogDirSim is a fog computing simulation environment that permits the comparison of different application management C

strategies within fog environments.
FogExplorer is a tool for modelling and simulation of fog computing architectures, analysing application deployment. It RE
provides a graphical user interface for designing and evaluating fog scenarios.
Edge-Fog Cloud is a simulation framework that combines edge, fog, and cloud computing layers to evaluate end-to-end| RE,C
scenarios. It addresses resource management across all layers.

FogExplorer [84]

Edge-Fog Cloud| [85]

(continued on next page)

presented and discussed in the research literature. Next, due to its popularity, we consider CloudSim [162] and its variants into another



F. Casino et al. Computer Science Review 56 (2025) 100696

Table 2 (continued).

DockerSim [86] (< . DockerSim is a simulation tool for container-based virtualisation in cloud environments, focusing on container orchestration R,S,E
and management.

Apache VCL [871 ~ |@ Apache VCL is a cloud computing platform for provisioning resources used in academic environments. It supports R,S
reservation of resources and virtualisation, often employed in universities.

Grid5000 [88] > . Grid5000 is a large-scale grid and cloud computing testbed in France, used for research in parallel and distributed R,S,E,C
computing.

SimGrid [89]| & @ |5imGrid is a simulation framework for modelling and studying large-scale distributed computing systems with applications, RE,C
enabling versatile configurations and metrics.

ENIGMA [90] . ENIGMA, based on the SimGrid simulation tool, is capable of simulating Edge and Fog Computing environments, allowing R,E,s
the specification of different ch. istics of the c and applications.

Chameleon [91] [ . Chameleon is a large-scale, reconfigurable testbed for cloud research that supports high-performance computing and cloud R,SEC
computing experiments.

Nimbus 92]| o @ | Nimbus is a cloud computing toolkit providing an implementation to manage virtual infrastructures with a web service RS
interface.

Cloudlab [93] [« . CloudLab is a cloud computing research testbed designed for building customisable cloud environments, supporting different R,S,E,C
cloud architectures and applications for testing and benchmarking.

Okeanos [94] (< . Okeanos is a cloud service providing virtual computing resources in Greece. It offers Infrastructure as a Service (IaaS) R,S,C
primarily for academic and research institutions, facilitating scholarly activities with scalable computing resources.

Fed4fire [95] () . Fed4FIRE is a federated testbed infrastructure for experimentation across wired, wireless, and cloud domains. It offers R,S,C
access to diverse testbeds across Europe, enabling comprehensive networking and cloud experimentation.

Fed4fire+ [95] > . Fed4FIRE+ is an enhanced version of the Fed4FIRE federated testbed, offering additional features for experimentation. It R,S,C
continues to provide access to diverse European testbeds for advanced networking research.

Open Cirrus [96] () . Open Cirrus is a cloud computing testbed dedicated to open-source research. It allows the federation of resources, and R,S,C
focuses on fostering research and innovation.

Open Cloud Testbed | [97] © ([ J Open Cloud Testbed is a platform for cloud computing research and experimentation that supports open-source cloud R,S,E,C
technologies. It provides access to OpenStack and other cloud software, facilitating research in cloud infrastructure and
services.

FIT IoT-LAB [98] A @ |FIT 10T-LAB is an ToT experimentation platform designed for large-scale wireless sensor network experiments. It provides S,E,C
thousands of nodes across several sites in France, supporting extensive networking research in IoT.

SAVI [99] | A & ([ J SAVI (Smart Applications on Virtual Infrastructure) is an edge computing testbed for cloud and edge computing research. R,S,E,C
It focuses on future internet application research, providing a platform for developing smart applications on virtual
infrastructures.

Sphere [100] A ([ J Sphere is a project that offers research infrastructures with diverse resources relevant to cybersecurity and privacy research. R,S,C,P

Abiquo [101]| & Abiquo is a cloud platform d d for hybrid cloud orchestration. It manages private, public, and hybrid RS
cloud infrastructures, providing tools for efficient cloud integration and management.

Heroku [102]| o Heroku is a cloud platform supporting multiple programming languages. It simplifies application deployment and scalability, RS
allowing developers to deploy applications without managing underlying infrastructure.

Adtran Mosaic [103]| & Adtran Mosaic offers network access solutions through software-defined access and cloud software for broadband networks, R,S
allowing virtualisation to enhance management.

IBM Cloud [104]] o IBM Cloud is an enterprise cloud platform offering IaaS and PaaS with a focus on artificial intelligence and data analytics.(R, S, D, P, E
It provides a range of cloud services, including IBM Watson Al, to support advanced business applications.

Alibaba Cloud [105]| & Alibaba Cloud provides cloud computing services such as elastic computing, databases, storage, and CDN. As a leading|R, S, D, P, E
cloud provider in China and the Asia-Pacific region, it offers robust resource management solutions.

Google Cloud [106]] Google Cloud is a scalable cloud platform offering services running on Google’s internal infrastructure. It provides laaS,|R, S, D, P, E
PaaS, and serverless computing environments, supporting various cloud service models.

MetaNet Tplatform [107]] & MetaNet Tplatform is a cloud services provider offering hybrid cloud solutions in South Korea. It delivers end-to-end R,S
hybrid cloud services, including IaaS, PaaS, and SaaS, to meet diverse business needs.

Tencent Cloud [108]] o Tencent Cloud offers comprehensive cloud services, including compute, storage, databases, and Al services. As one of|R, S, D, P, E
China’s leading cloud providers, it provides a global infrastructure for various technological applications.

Amazon Web Services|[109]| Amazon Web Services (AWS) provides on-demand cloud computing platforms and APIs to individuals, companies, and|R, S, D, P, E
governments, supporting a wide range of cloud-based solutions.

Microsoft Azure [110]| © Microsoft Azure is a public cloud platform offering a comprehensive set of services for building, deploying, and managing|R, S, D, P, E
applications. It supports a wide range of programming languages, tools, and frameworks, facilitating versatile application
development.

Apache CloudStack [111]| & Apache CloudStack is open-source cloud computing software for creating and managing IaaS cloud services. It supports RS
hypervisors like KVM, VMware, and XenServer, enabling flexible cloud orchestration and management.

Salesforce Cloud [112]] o Salesforce Cloud is a cloud-based customer relationship management (CRM) platform providing tools for customer service, R,S,P
marketing automation, and analytics.

Cisco Cloud [113]| & Cisco Cloud delivers cloud solutions focusing on networking, security, and collaboration services. It offers multi-cloud R,S
solutions and cloud-managed networking, aiding organisations in managing networks across various cloud environments.

Rackspace Cloud [114]] © Rackspace Cloud provides managed cloud computing services across applications, data, security and infrastructure, offering R,S
support to optimise cloud deployments.

Cloud Foundry [115]| & Cloud Foundry is an open-source, multi-cloud application PaaS governed by the Cloud Foundry Foundation. It enables RS
developers to deploy and scale applications without managing infrastructure, promoting efficient application development.

Oracle Cloud [116]] & Oracle Cloud offers cloud services including SaaS, PaaS and IaaS. It provides integrated cloud applications and platform| R, S, D, E
services, supporting businesses in deploying enterprise applications.

DataDog [117]] & DataDog is a monitoring and analytics platform for cloud-scale applications. It provides performance metrics and event RS
monitoring, offering real-time insights into application and infrastructure performance.

VMware Cloud [118]] & VMware Cloud delivers cloud services for running, managing, connecting and protecting applications across clouds. It R,S
offers solutions for hybrid and multi-cloud environments, extending VMware infrastructure seamlessly to the cloud.

Digital Ocean [119]| & DigitalOcean is a cloud infrastructure provider offering compute, storage, and networking resources to enable accessible R, S, D
application deployments.

SAP Cloud [120]] & SAP Cloud is a cloud platform providing SaaS, PaaS and IaaS solutions with a focus on enterprise applications for| R, S, D, P
businesses.

CloudSim [162]| & CloudSim is a general-purpose cloud computing simulation framework that supports modelling of cloud infrastructures, RE
virtual machine provisioning, and resource scheduling. It is widely used and extensible, serving as the basis for many
other simulators such as iFogSim and NetworkCloudSim.

ElasticSim [121]] & ElasticSim is a simulation tool for elastic cloud resource mar designed to 1 techniques for auto-scaling RE
web applications in cloud environments.

Cloud2Sim [122]| o Cloud2Sim is a concurrent and distributed cloud simulation platform designed to simulate heterogeneity in computational R.E
clouds.

EMUSIM [123]] & EMUSIM is a hybrid tool that integrates emulation and simulation for cloud applications, combining real application RE
execution with simulation by using automated switching between the two modes.

CloudSimSDN [124]| & CloudSimSDN is a simulation framework designed to model and simulate cloud computing environments integrated with R,C
SDN concepts.

CEPSim [125]| & CEPSim is a simulation tool for complex event processing in cloud environments, designed to evaluate the performance C
of event processing systems over cloud infrastructures.

FederatedCloudSim [126]| & FederatedCloudSim is a simulation tool for federated cloud environments, focusing on resource sharing across clouds. It R,ES
models inter-cloud communication and data transfer costs.

FTCloudSim [127]1] & FTCloudSim is a fault-tolerant cloud simulation tool that simulates failures and recovery mechanisms. It extends CloudSim R,ES
to evaluate fault tolerance strategies.

CDOSim [128]| & CDOSim is a Cloud Depl Option Simul that 1 the cost and performance of cloud deployment options, R,S,D
aiding in decision-making for cloud deployments.

(continued on next page)
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iFogSim [163] iFogSim is a simulation tool for fog and edge computing environments that extends CloudSim. It models latency and| R,E,S,P
network congestion and it is widely used for fog computing research.

10Tsim [129]] & I0Tsim is a simulation tool for IoT applications within cloud environments, designed to evaluate IoT data processing and| R,E
resource allocation in clouds.

CloudAnalyist [130]| & CloudAnalyst is a simulation tool built on top of CloudSim, designed specifically to model and analyse large-scale cloud| R,E
computing environments with a focus on the performance of applications deployed in geographically distributed data
centres.

CloudExp [131]] & CloudExp is a cloud computing experimentation framework that provides a flexible environment for conducting cloud| R,E
experiments.

MR-CloudSim [132]| & MR-CloudSim is an extension of CloudSim for MapReduce applications, simulating data processing tasks by modelling| R,E
MapReduce job execution in cloud data centres.

CloudReports [133]] & CloudReports is a user-friendly cloud simulation tool that emphasises reporting and visualisation. It is well-suited for| R,E
educational purposes and provides graphical outputs.

MultiRE-CloudSIm [134]| & MultiRE-CloudSim is an extended version of the CloudSim simulation framework that is designed to model and simulate| R,E
multi-region cloud computing environments.

NetworkCloudSim [135]| & NetworkCloudSim is a network-aware cloud simulation tool that extends CloudSim with network topologies and bandwidth C
sharing. It is useful for applications sensitive to network performance.

CloudSimEx [136]| & CloudSimEx builds on the basic CloudSim framework by offering more advanced tools for modelling, simulating, and| R,E
evaluating cloud resource heduling, and virtual hine provisioning strategies in cloud data centres

DartCSim [137]| & DartCSim is an enhanced cloud simulation system that offers better performance and hides implementation details, allowing| R,E
users to configure all the data of the simulation environment with a visual interface.

PriDynSim [138]| & PriDynSim is an 1/0 scheduling cloud simulation tool that models dynamic I/O behaviour in cloud data centres. RE

DartCSim+ [139]] & DartCSim+ is an advanced data centre simulator with power and network models, simulating energy consumption and| R,E
network performance in data centres with improved accuracy.

TeachCloud [140]| © TeachCloud is an educational cloud computing simulation toolkit, an extension of CloudSim designed for academic teaching C
purposes.

DynamicCloudSim [141]] & DynamicCloudSim is an extension of CloudSim for dynamic simulation scenarios, supporting dynamic workloads and| R,E
resource variation during simulation runtime.

UCloud [142]| © UCloud is a cloud computing platform designed to provide scalable and flexible infrastructure as a service (IaaS). By| R,E
implementing a hybrid cloud model, it focuses on performance and cost reduction.

EdgeCloudSim [164]|A & EdgeCloudSim is a simulation tool for edge computing scenarios that includes mobility models, network modelling, and| R,C,E
edge server simulation. It is an extension of CloudSim useful for mobile edge computing studies.

WorkflowSim [143]| & WorkflowSim is an extension of CloudSim for workflow simulations, adding support for modelling workflow execution R
and scheduling in cloud environments.

EdgeNetworkCloudSim | [144] [A & EdgeNetworkCloudSim simulates both edge and cloud environments with detailed network modelling, combining features| R,C
of EdgeCloudSim and NetworkCloudSim.

FogWorkflowSim [145] FogWorkflowSim is a simulation tool for workflow management in fog computing environments. It extends WorkflowSim| R,E
and evaluates the performance of workflow scheduling algorithms.

MobFogSim [146] MobFogSim is a simulation tool focusing on mobility in fog computing, considering user mobility patterns and evaluating| R,E
Quality of Service (QoS) in mobile fog environments.

MyiFogSim [147] MyiFogSim is an extension of iFogSim with additional features, enhancing it with new capabilities for fog computing|R,E,S, P
research.

PFogSim [148] PFogSim is a simulator for performance evaluation in pure fog computing environments, focusing on fog-only scenarios| R,E
without cloud interaction.

PureEdgeSim [165]| A PureEdgeSim is a simulation tool for edge computing environments that includes mobility and network models. It models| R,E
energy consumption and network latency, supporting custom scenarios.

MDCSim [149]| & MDCSim is a multi-tier data centre network simulation tool that focuses on performance and scalability. It models data| R,E,C
centre components including servers, switches, and network topology.

RECAP [150] | & RECAP is a simulation tool for cloud, edge, and fog computing that optimises application deployment and simulates| R,E
large-scale network scenarios.

group. Finally, commercial cloud systems, oriented to companies and
businesses and mainly service provision for profit, are summarised
in the last group. Regarding the research and investigation testbeds
group, several testbed software frameworks have been developed to
set up and manage a private cloud, covering different service layers.
These frameworks enable fine-grained outcomes and resource control
since the software can be designed to solve a specific problem and the
set of physical resources assigned to it. The main trade-off of these
solutions is that they usually cannot reproduce realistic functionalities
due to reduced computing resources compared to large-scale platforms.
Therefore, further experiments in real-world scenarios are required
depending on the research context or product. As already discussed, one
needs access to a hardware infrastructure and a software framework
to set up a cloud environment for experimental purposes. Multiple
research centres, businesses and academics support the testbeds dis-
cussed in this section. This practice is therefore translated into a service
commonly known as testing-as-a-service (TaaS) [166] and is widely
adopted due to its attractive features, delivering automated application
testing services. Taa$S enables the proper testing of diverse technologies
such as large-scale tests compared with local testbeds, reproducible
experimentation based on realistic user and machine behaviour, the dy-
namic resource allocation from local resources to distributed large-scale
cloud platforms, the seamless integration of complex distributed sys-
tems and tools to the broader community, and, thus, a transition model
to provide successful research and experimentation outcomes [167].
The majority of the testbeds of this group aim to simulate advanced
resource allocation, virtualisation and orchestration of the cloud. In
this regard, more efforts should be devoted to IoT-oriented testbeds,
which should enable the simulation of Industry 4.0 frameworks and
their corresponding metrics [49].

Cloud simulation systems usually instantiate machines and simulate
multiple resources, including network, traffic profiles, virtual machines
and even federated clouds. These methods can simulate and monitor
the properties above and other features, such as energy consumption.
The most common simulation method for cloud systems is Discrete
Event Simulation (DES) [15], where every system change is modelled as
an event. Since CloudSim [162] is the most widely-used platform [23],
DES is the most popular modelling technique, also paired with the
timeliness of its release. Nevertheless, CloudSim-based testbeds are able
to cover simulate multiple aspects of cloud, fog, and edge, showcasing
their diversity. Similarly to CloudSim, other examples of DES simula-
tion platforms are DISSECT-CF [155], SCORE [158], STEP-ONE [160],
FogNetSim++ [159], and CloudLightning Simulator [153]. Neverthe-
less, there is a lack of cloud testbeds focusing on the novel cloud
continuum paradigm [4]. While simulation offers several advantages,
especially in terms of scalability and experiment reproducibility, it is
still based on assumptions and simplifications that could only partially
represent an actual cloud [18,168].

Finally, the resource potential offered by commercial solutions is
at another level, yet it is often used to simulate the performance in
the latest stage of development. Clearly, the objective of this survey
is not to perform a market analysis or capture all existing cloud com-
mercial solutions. Thus, we selected the most representative according
to our research methodology and their adoption [37,38], thus many
commercial solutions are not included.

The last dimension (last column in Table 2) relies on a set of key
operational categories, namely, Resource Allocation and Management,
Privacy, Security, Energy and Performance, Communication and Net-
works, and Data Acquisition and Storage. The Resource Allocation and
Management category was applied to testbeds that explicitly manage
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resource scheduling, task management, workload distribution, or re-
source provisioning in cloud, edge, or fog environments. For example,
platforms like CloudSim [162], iCanCloud [59], and OpenNebula [154]
have integrated mechanisms for managing virtual machines (VMs),
containers, or distributed workloads, making them central to resource
management. The Privacy category was assigned to platforms that
explicitly handle user data protection, data privacy concerns, or com-
pliance with privacy regulations. Testbeds like FogBus [161] and
iFogSim [163] were categorised under privacy due to their proximity to
end-user data in fog and edge computing environments, where sensitive
information is processed closer to the user. The Security category was
applied to testbeds that either simulate security features or focus on
securing cloud and distributed computing environments. Platforms like
secCloudSim [60] and OpenStack [156] implement mechanisms to
ensure data integrity, secure resource management, and access control.
As a further example, platforms without a direct focus on security,
like GreenCloud [58], were excluded from this category. The Energy
and Performance category included tools that focus on optimising the
energy consumption of cloud or distributed infrastructures or that
emphasise performance optimisation. Testbeds like GreenCloud [58]
and CACTOSim [152] focus on improving energy efficiency within data
centres or cloud environments. Other platforms like CloudSched [151]
focus on performance optimisation and were also included in this
category. The Communication and Networks category was applied to
platforms that explicitly simulate or manage network communication
or interactions between cloud, edge, or fog environments. Testbeds
such as FogNetSim++ [159] and EmuFog [157] fall under this cate-
gory because they emphasise network simulation and communication
between distributed nodes. Finally, the Data Acquisition and Storage
category includes testbeds focusing on data management, storage so-
lutions, or handling large datasets in distributed environments. For
instance, iCanCloud [59] and secCloudSim [60] manage data storage
systems and support secure data handling.

The goal of this comprehensive categorisation, along with the rest of
dimensions was to align the testbeds with the computing infrastructure
components they are designed to simulate or manage, ensuring a clear
understanding of the scope and capabilities of each testbed. Moreover,
Section 5 discusses the same subset of categories, allowing the reader
to map each testbed in Table 2 with the current state of knowledge,
gaps, and challenges to establish a connection across them.

5. Discussion and the road ahead

To identify which features would be desirable to enhance in Cloud
testbed systems, we split the analysis into different sections, high-
lighting the benefits of each technology and the importance of their
integration in cloud testbeds, as depicted in Fig. 4. Furthermore, we
discuss qualitative aspects of evaluating testbed systems, which require
particular attention.

5.1. Communication and connectivity

The connectivity and the assessment of wireless communications
among the components/devices of a cloud-based system are key factors
to guarantee operational performance. However, in most cases, they are
overlooked in general solutions proposed in the literature and by cloud
testbed systems in particular. For instance, although some tools for
networking simulation could be used to leverage current testbeds [20],
including IoT systems [41], they lack the proper simulation of novel
communication technologies and ubiquitous device capabilities. For
instance, some examples of wireless security testbeds can be found in
the literature [169], yet there is a gap in terms of actually computing
and simulating wireless propagation behaviours. IoT devices are usually
connected via wireless communications, and the inherent properties of
the wireless channel make the radio propagation assessment and sub-
sequent radio planning very complex. This complexity is given mainly
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due to the site-specific nature of the behaviour of the propagating
waves, which is determined by the obstacles, their material’s electric
properties (i.e., dielectric constant and conductivity) and the interac-
tion of the electromagnetic waves with these objects. Thus, different
contexts lead to different electromagnetic propagation phenomena such
as reflection, refraction, diffraction and scattering.

Typically, the deployed devices create a Wireless Sensor Network
(WSN) or an IoT-based network capable of containing thousands of
devices, depending on the specific application and subject to the un-
derlying wireless technology. Should the wireless network be deployed
without a proper radio planning analysis, the collected information
by the nodes might never reach the gateway or the edge nodes. In
general, it is often assumed that the nodes deployed in a real envi-
ronment will work correctly, but that is not always true, even more
in complex radio-electric environments such as Vehicle to Everything
communications [170], Industry 4.0 (e.g., due to the presence of vol-
umetric and metallic obstacles, electromagnetic noise), Smart Farming
(e.g., due to near-ground or underground communication, presence of
high-density vegetation) or Urban scenarios (e.g., due to high density of
obstacles such as buildings, presence of human beings, the coexistence
of other wireless systems), to name a few. Therefore, radio propagation
estimation methods for different wireless communication systems in
cloud testbeds would be beneficial when evaluating the wireless com-
munication alternatives deployed in specific environments. Accurate
results of the overall performance of the wireless network would help
practitioners select the most suitable wireless communication solution,
including the wireless technology (e.g., LoRaWAN, WiFi, ZigBee), its
parameters (e.g., transmitted power, antenna types, spreading factors
in case of LoRaWAN) and issues related to the network deployment
(e.g., location of nodes and gateways, coverage-capacity assessment,
number of nodes to be deployed, latency, nodes’ energy consumption,
SNR and interference analysis).

The development of wireless communication techniques has in-
creased in recent years while new protocols have been created to meet
the new requirements for WSNs and the IoT paradigm leading to the
adoption of mature technologies such as Bluetooth [171], RFID [172],
ZigBee [173], Ultra Wide Band (UWB) [174] or LoRaWAN [175].
Nevertheless, the list of available wireless communication technologies
is far greater. More recently, new technologies have been introduced
in a continuous effort to improve the capabilities of the precedents
(e.g., enhance range and data rate, and decrease the latency and energy
consumption). In this group, we can classify the promising Bluetooth
5 LE (Low Energy) [171], 5G communication systems [176], Near
Field Magnetic Induction (NFMI) systems [177], Mioty [178] or WiFi
HaLow (IEEE 802.11ah) [179]. Other relevant technologies include
networks based on 6G systems [180], new protocols such as WiFi 7
(IEEE 802.11be) [181], and millimetre wave communication systems,
in general, [182].

This range of wireless communication technology possibilities leads
to increasingly complex radio planning tasks. Thus, including radio
propagation analysis tools in cloud testbeds becomes challenging. The
empirical or statistical models are the most direct and easily imple-
mentable propagation models, based on measurements and using a set
of equations derived (from a regression) from those extensive field mea-
surements. Once obtained, they are simple and efficient if employed
for the analysis in environments with the same characteristics as those
where the original measurements were made [183]. However, the main
drawback of empirical models is that the accuracy falls drastically when
used for different types of environments. For example, using a macro-
cell model for indoor pico-cells. Some examples of empirical models are
Okumura, Hata and COST 231 models.

In contrast to empirical models, deterministic radio propagation
methods exhibit increased accuracy since they consider site-specific
features (i.e., all the elements within the scenario are taken into ac-
count, their size and their material’s electromagnetic properties) based
on numerical calculations: They solve Maxwell’s equations to calculate
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Fig. 4. Relation between different enabling technologies and their relevance considering each discussed topic.

the full electromagnetic propagation behaviour, taking into account all
phenomena (i.e. refraction, reflection, scattering and diffraction) [183].
Some examples are the Ray-Tracing method [184], the Method of
Moments (MoM) [185] and the Finite-Difference Time-Domain (FDTD)
method [186]. The major disadvantage of the deterministic methods is
the large computational overhead that could be prohibitive for some
large complex environments. For these cases, Ray Tracing and Ray
Launching methods offer a good trade-off between accuracy and calcu-
lation time, providing accurate RF power distribution estimations [183,
187]. Above all, the 3D or volumetric tools offer results for the whole
volume of the scenario under analysis [188].

Finally, it is worth noting that beyond the tools for radio propaga-
tion analysis, other technologies impact connectivity and communica-
tion, such as machine learning and blockchain. For example, in edge
and fog computing, it is crucial to reduce communication overhead.
In this regard, machine learning, particularly distributed and federated
learning approaches, can prevent sending data to the cloud if it can
be processed in edge of fog devices. More concretely, computation
and data-sharing across different edge devices are crucial to establish-
ing an effective ML-edge distributed system [189]. Novel networking
paradigms that are ‘computation-aware’ are highly desirable for build-
ing such data-sharing distributed systems. 5G networks, which provide
Ultra-Reliable Low-Latency Communication (URLLC) services, are a
promising field to integrate with edge computing. 5G should help to
establish more control over the network resources for supporting on-
demand interconnections across different edge devices. The adoption
of software-defined networks and network function virtualisation and
its integration in Cloud testbeds systems to include 5G networks and
control distributed ML settings is a clear example of an appealing
research area for future ML researchers [44]. On the other hand,
Blockchain could boost the privacy and security of the growing number
of personal wireless devices and the generated personal data [190], for
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spectrum sensing and medium access regulation [191], and identifying
fraudulent users in wireless networks [192]. Additionally, Wireless
Blockchains will provide decentralised services to current wireless sys-
tems, which are centralised (causing data monopoly, such as 5G) and
easy to be attacked [193]. Wireless Blockchains and their transactions,
consensus protocol messages and new blocks face the same character-
istics of all wireless communications: limited resources (e.g. energy
consumption), higher interference levels and path loss, which could
impact very negatively on the performance of a Wireless Blockchain,
especially if the consensus protocol is affected. Thus, these key issues
are being analysed and studied to facilitate large-scale deployments of
Blockchain-based wireless networks [194].

5.2. Security and privacy

Cloud outage [195-197] and unauthorised access [198] are not
rare phenomena. Yet, cloud vulnerabilities are typically not issued
CVEs as they are not linked to a specific element but are caused by
misconfigurations. As a result, customers have little insight into the
actual security of deployed clouds. Some initiatives, such as the Open
Cloud Vulnerability and Security Issue Database (OCVSID) [199] have
shed some light on this aspect; nevertheless, due to the criticality
of cloud infrastructures, it is necessary to push the security aspect
further and having cloud security testbeds available for researchers and
practitioners is an ideal way to identify and patch security issues before
they become an actual problem.

To understand the risk exposure, we examined the reports from
OCVSID and categorised the various published vulnerabilities for ser-
vices such as AWS, Google Cloud, and Azure into multiple categories,
see Table 3. Fig. 5 shows the distribution of reports per severity. It must
be highlighted that many of these vulnerabilities classify into more than
one category, but the denoted number refers to the number of reports.
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Table 3
Classification of vulnerabilities reported in the Open Cloud Vulnerability and Security Issues Database.
Vulnerability # Vulnerability #
Privilege escalation 21 Lack of audit trail 5
Unauthorised access 17 CSRF 4
Stored data/metadata exfiltration 13 XSS 3
Remote code execution 12 Request smuggling 3
Credential/data/code leak 11 Malicious images/dockers/packages 4
Policy override 10 SQL injection 2
Sandbox/terminal/container escape 9 Other 8
Cryptographic primitives 5
‘ 4‘3 and third-party penetration testing. While chief information officers
10 41 i (CIO) and other decision-makers seem to be very aware of the benefits
of fostering DevSecOps [218], they are rather slow in this shift as they
report several obstacles including: (i) lack of “automated, integrated”
21 security testing tools, (ii) inconsistent approaches, (iii) the fact that
20 B security testing “slows things down”, (iv) the large number of false
13 . . .
positive results, and (v) developer resistance to adopting new method-
l ologies and technologies. Incorporating technologies and procedures
0 in testbeds to prevent vulnerabilities and exploits starting from the
Low Medium High Critical

Fig. 5. Classification of vulnerabilities reported in the Open Cloud Vulnerability and
Security Issues Database per severity.

The latter justifies the difference in the numbers reported in Table 3
and Fig. 5. Practically, one of these attacks may apply to more than one
service or imply more than one attack on a service, and we differentiate
the data stored on the cloud from possibly other user data stored by
the service, credentials, and metadata. It is clear that cloud services
often suffer from privilege escalation attacks, unauthorised access, and
data leaks, although they were developed to avoid these attacks. Even
if one considers the rest of the attacks, it is easy to understand that the
exposure is not significantly different from other information systems,
e.g., remote code execution, data leakage, and escape from isolated
environments (e.g. sandbox, container). Moreover, issues with crypto-
graphic primitives are very relevant in the cloud context. However,
the impact of such attacks is some orders of magnitude bigger than
traditional information systems, as the underlying information can be
on the scale of hundreds of terabytes.

Considering the state of practice of cloud security, we should revisit
the role of security in cloud testbeds. Currently, the bulk of research
is focused on the use cloud for security testing or simulating attack
scenarios and providing cyber range capabilities [200-206] as the
cloud offers an on-demand isolated infrastructure to test various attacks
and monitoring malware [207-210]. This results from the convenience
of the cloud of preventing further infection, always being available,
and dynamically allocating resources. The latter has pushed most mal-
ware analysis sandboxes to cloud infrastructures. While several existing
testbeds have inherent security measures, the state of the practice
illustrates that testbeds focused on security must be developed so that
practitioners and researchers can test and validate these infrastructures.
In the literature, there are some such testbeds [211,212]; however,
more targeted development and broader scenarios must be considered.
Using tools and methods such as [213-216] and DevSecOps approaches
must be fostered to enable easy and seamless integration and automated
testing of security features and policies. Especially the fostering of
DevSecOps can provide more guarantees that baseline security mea-
sures have been tested before the deployment to production while also
having further security monitoring measures and procedures to timely
detect and mitigate attacks once the cloud infrastructure is deployed. In
fact, according to a recent report [217], only 50% of IT decision-makers
across industries perform some application security testing procedure
during the DevOps process. The most common such procedures are
software analysis scanning solutions, dynamic analysis methodologies
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development till the production phase is critical [54]. Thus, an im-
portant research path arises towards adopting sound and automated
methodologies to test the security of the cloud and providing services
in the aforementioned categories.

Beyond the above, one should also consider the shift towards zero-
trust security [219]. In essence, up to recently, organisations have
abided by the perimeter security model. What is within the perimeter
is secure and trusted; all the attacks come from outside. However, once
an adversary gets a foothold at a host of an organisation, all traffic
is treated as legitimate and can lead to full compromise. The zero
trust model tries to eliminate such risks by segmenting the network,
ensuring that only legitimate traffic is allowed after being authenticated
while all traffic is logged and inspected, conforming to the least access
privilege policy. Despite the technical difficulties in implementing zero
trust in one organisation, implementing it in a cloud environment is
an even bigger challenge. The reason is that the cloud is beyond the
organisation’s premises and its actual perimeter. As a result, there are
obvious constraints in implementing such a policy. Evidently, fostering
zero trust models in cloud testbeds is a definite need and would enable
organisations to boost their security significantly [220,221]. Note that
while organisations shift their infrastructure to the cloud, they have
many employees and subcontractors working remotely and using ex-
ternal applications with their own outgoing and incoming connections.
Nevertheless, the fact that much of this traffic is expected does not
often trigger any alert. Thus, the zero trust model can fill in many gaps
in the security of most organisations, respecting their current work-
flows. Cloud-wise, while we acknowledge that many companies provide
consulting services to foster this approach, given the aforementioned
issues, having some cloud testbeds to assess the fitness and efficiency
of such technologies and architectures would be greatly beneficial.

Some of the countermeasures to enforce such trusted environments
rely on various access technologies, including, but not limited to VPN
access, software-defined perimeter, proxies (inbound, cloud access se-
curity broker), and virtualised firewall, to mention a few. The result of
this is very fragmented security architectures in which it is difficult to
be sure which policies are in place to protect any given data in the cloud
at any given time. Despite the legal issues that this may raise [222],
this situation puts at stake the very foundations of organisations, which
nowadays is their data.

This landscape motivated NIST’s publication regarding Zero Trust
architectures [223] which devotes a section to multicloud enterprises,
highlighting that “relying on the enterprise perimeter for security becomes
a liability”. The use of this security model aims to bring the following
business benefits; (a) network visibility improvements, breach, detec-
tion, and vulnerability management, (b) to stop malware propagation,
(c) to reduce both capital and operational expenditures on security, (d)
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to increases data awareness and insight, (f) prevents data exfiltration
into the hands of malicious actors.

In addition to security, cloud platforms are no longer only serv-
ing resources (i.e. IaaS), but they are also providing services at the
application and development level, as discussed in Section 1. Such
services are integrated into a myriad of end users, requiring the
management of hundreds or thousands of applications, which need
a careful development strategy to resolve problems in a scalable
way. In this context, some novel development paradigms like Flee-
tOps [224] focus on the efficient planning, management and use of
containers (e.g. Dockers, Kubernetes) to guarantee rapid development
without requiring huge teams behind the process. Such strategies can
be integrated from the planning phase and integrated into the PaaS
layer to enhance the management of an application or a website
infrastructure by eliminating several core sinks such as manual devel-
opment/deployment/testing, heterogeneous technology stacks, or the
disparate security updates/checks of the underlying technologies.

Finally, of specific interest for cloud testbeds is the privacy perspec-
tive. Currently, there are several proposals on how to store, retrieve
content, and perform computations on data in a privacy-preserving
manner [225-231] mainly exploiting homomorphic encryption and
other cryptographic primitives. However, despite their necessity, the
available testbeds are very rare in the literature [232]. Given that
security and privacy issues in the underlying schemes can gravely
impact the users’ data, the availability of privacy-focused cloud testbeds
to experiment with these mechanisms is crucial to cope with cur-
rent challenges and regulations [233,234]. Moreover, the upcoming
adoption of secure post-quantum cryptographic primitives will require
further testing to assess their fitness for handling sensitive user data at
scale.

For more on cloud security and privacy, the interested reader may
refer to [231,235-240].

5.3. Energy and performance

Energy consumption, related to both data processing and wireless
communication of the deployed devices, is a critical aspect that should
be taken into consideration when resource allocation is being analysed
and planned. In fact, improving the overall energy consumption of the
network will directly affect the network lifetime and the general cost
of the system.

Following that idea, different energy-saving techniques for IoT
nodes [241] and energy efficiency for WSNs have been broadly studied
in recent years, covering diverse areas such as energy-efficient rout-
ing protocols for WSNs [242,243], MAC (Medium Access Protocol)
protocols for energy consumption enhancement [244], optimised clus-
tering algorithms [245] and energy-efficient data transmission in the
integration of WSNs and cloud computing [246].

As can be seen, many of the presented studies come from the
research and development of protocols for WSNs, as these networks
are, in many cases, the base for the Internet of Things. But nowa-
days, searching for sustainable cities and societies leads researchers
to study new techniques and next-generation IoT devices. Thus, re-
search topics within the frame of the design of sustainable green
communication networks such as Energy Harvesting, (ultra-)low-power
Wireless Connectivity or Sustainable Eco-Friendly Manufacturing have
been gaining importance [247,248]. In addition to enabling wireless
communication technologies for the so-called Green IoT [249], Radio
Resource Management (RRM) has gained a lot of attention mainly due
to the development of Artificial Intelligence (AI) techniques applied to
radio designs such as next-generation 5G or 6G networks [250,251].
Although AI heralds a step-change in RRM and wireless networks, its
high energy consumption requirements present a challenge in terms of
energy efficiency and management [252].

At this point, Software Defined Networks (SDN) play a key role.
SDNs can be leveraged to enhance the efficiency of cloud computing,
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in areas such as communication overhead, performance, virtualisation,
and also energy consumption. These software-defined environments,
merged with the centralised processing of cloud-based systems, can
lead to green and flexible Cloud-Radio Access Networks (C-RAN). Due
to the innovation of migrating baseband processing functionalities to
the cloud, C-RAN solutions are anticipated to drastically reduce energy
consumption and become a prospective architecture for 5G and greener
next-generation networks [253].

Among future networks, it is worth mentioning dynamic and het-
erogeneous WSNs and IoT networks, where Vehicular Ad-hoc Networks
(VANET) and flying Unmanned Aerial Vehicles (UAV)-based Internet
of Drones (IoD) networks present specific and complex challenges
in terms of energy management due to their intrinsic dynamism
and continuous re-organisation of the network [254,255]. Finally, we
want to mention the fast-growing quantum-based applications, specif-
ically quantum-based WSNs, which have not been thoroughly studied
yet [256], but surely will cause a great impact in every area of wireless
communications.

As seen, wireless communication systems combined with Cloud
capabilities present a very complex frame where many different wire-
less communication technologies, network topologies, applications and
interdisciplinary solutions can be found. Therefore, including these
aspects in cloud testbeds to analyse and assess energy efficiency is very
challenging. But a task that should be carried out due to the huge
importance that energy management and consumption reduction have
gained nowadays in a world where green and eco-friendly solutions
must be deployed in the near future.

5.4. Data processing and storage

The humongous amount of data generated by ubiquitous devices,
including IoT devices and sensors [257,258] is estimated to keep grow-
ing. Therefore, optimising data collection and processing in constrained
devices is mandatory [259,260]. However, according to the application
scenario, such optimisation must be applied carefully. For instance,
vehicle systems generate large amounts of data that need to be pro-
cessed in real-time [258]. In this regard, bandwidth constraints prevent
continuous communications with the cloud, and thus, edge computing
is becoming an integral part of autonomous vehicle systems. Due to the
critical impact of system failures in this context, cloud testbeds that aim
at simulating networking, communication and Al-based data processing
policies of vehicular networks (e.g. reducing the number of necessary
communications and applying Al-based methods to reduce the amount
of data required to make decisions) have to be tested to ensure security
and performance [50].

In the recent years, edge computing has been increasingly used
to deploy machine learning based intelligent systems in resource-
constrained environments [260,261]. However, most Al models, such
as deep learning, require training large datasets. This conflicts with
resource-constrained IoT devices, which may generate continuous
sources of data, but their limited storage and power make them unsuit-
able for training tasks [260,262]. In this regard, federated learning is a
promising line, which enables distributed aggregation of local models
and privacy-preserving mechanisms [263]. These can be combined with
Al-based data storage policies to discard unnecessary data and minimise
communications with the cloud [262,264].

One of the most relevant contexts which needs further simulation
is smart cities [265]. The continuous digitisation of urban areas is
enabling a myriad of context applications such as pedestrian security
monitoring, crowd analysis, traffic surveillance, secure emergency re-
sponse, and weather monitoring, to name a few [266]. The scalability
of such systems depends on the capabilities of the devices in several
dimensions, such as storage, energy, and processing power. Moreover,
the cloud computation resources behind them and the communication
overhead must be carefully assessed. Notably, smart cities combine
heterogeneous sources of information, which require careful processing
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to leverage learning models according to different applications [265-
267]. Moreover, given the challenges to be faced by future mega-cities,
current approaches could be enhanced with cognitive models to exploit
human-machine collective intelligence [268]. Therefore, cloud testbeds
should accommodate use case scenarios and capabilities to mimic
orchestration between fog, edge and cloud by collecting these data from
different sources and applying data management policies to reduce
communication overhead.

Recently, systems that combine components such as Al, IoT, and
blockchain are proliferating [269]. Blockchain provides interesting
features to enhance the next-generation cloud, such as integrity and
auditability [270]. Moreover, the use of encryption provides ex-
tended security, privacy, and robustness to edge and fog computing
frameworks. However, these features come with a cost due to their
computation and communication overhead. Next generation testbeds
should manage the latter by allowing the integration of blockchain
systems in their simulation scenarios.

Blockchain is also used to extend current business networks by
enabling collaboration opportunities and enhancing the trust of such
transactions [271]. For instance, blockchain is currently used to enforce
quality of service policies in the context of the cloud [272]. Smart con-
tracts combined with monitoring systems can ensure that the resources
allocated by a cloud provider and their performance are guaranteed,
avoiding, e.g. computing resources saving policies the cloud provider
applies.

5.5. Resource allocation management

Given the extended and successful use of Al and machine learning
to solve optimisation problems considering different sets of chal-
lenging features and multiple sources of heterogeneous information,
researchers and practitioners have recently started adopting such
tools to optimise the functionalities of cloud platforms on their core
level [273]. Cloud resource allocation management entails the study
of the behaviour of several dimensions of the cloud architecture.
For instance, resource management includes the dynamic allocation
of containers (i.e. computing resources) to prevent bottlenecks, the
seamlessly distributed allocation of resources to optimise the perfor-
mance/scalability of the platform, and the monitoring of the lifecycle of
the hardware, preventing deterioration of the systems due to overloads
and scheduling the proper maintenance tasks. The use of ML enables
the automation of the aforementioned tasks according to predefined
rules. Moreover, due to the learning capabilities of deep learning and
ML models, we can optimise and prevent managerial issues [274,275].
This guarantees the elastic provision of services according to the
statistics monitored and collected, enabling the application of seam-
less cloud-to-edge managerial policies, which could adapt their traffic
size and computing power in real-time to unpredictable amounts of
requests [49,276].

Resource allocation management in cloud environments is a well-
studied problem [25,277], including coordinating the cloud’s physical
and virtual resources. Traditionally, it is tackled by static policies
that have two shortcomings [273]. First, they are tuned offline based
on relatively few benchmark workloads. For example, threshold-based
policies typically involve hand-tuned thresholds that must be used
for widely different workloads. Second, static policies require reactive
actions and may incur unnecessary overheads and customer impact.
To deal with these problems, intelligent cloud resource management
is introduced as a significant shift to automatically manage and coor-
dinate all aspects of cloud assets, especially resource utilisation. For
instance, scheduling strategies based on heuristic and meta-heuristic
techniques can be employed in fog-based environments to release and
request resources [278].

In general, submitting containers to virtual machines (VMs) and
VMs to physical machines is an NP-hard combinatorial problem. The
problem can be formulated as an optimisation problem, where the
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objective is to minimise power consumption and increase resource
utilisation of a cloud data centre. Moreover, depending on the VM
placement strategy, we mainly differentiate it into static and dynamic.
A static VM placement algorithm maps a set of VMs, the number
of which and the corresponding configuration is known, to a set of
fully empty physical machines. Static and dynamic placement can be
considered a vector bin-packing problem [279]. However, the former is
preferred in current installations because extensive dynamic placement
may cause overhead due to the time consumed by the migration pro-
cess [280,281]. Nonetheless, the actual load of a system relates to the
running applications, and for VMs, the actual memory and processing
consumption are constantly changing. Obviously, a static memory and
processing allocation policy will lead to a waste of resources.

The fact that applications live on the cloud practically means that
the infrastructure must dynamically change depending on the work-
load [282]. To this end, IBM, Google, Amazon, Microsoft, and other
providers offer cloud services that dynamically scale to cater to their
customers’ instant needs [283]. Notably, this scaling is primarily per-
formed over configurations that remain static. For example, the client
reserves a specific amount of CPU or memory resources that account for
the spikes in traffic, storage, and processing needs. The dynamic scaling
often results in significant service costs since such spikes are not usually
estimated correctly by the users and result in many issues in service
provisioning [282,284]. The recent outages and service disruptions due
to the high demand during the COVID-19 worldwide crisis indicate
that many cloud service providers are not yet ready to provide their
services to such a scale [285,286]. Moreover, they indicate the high
dependence of Europe on other countries for ICT infrastructures, as
showcased by recent innovation actions such as GAIA-X [287]. How-
ever, while the infrastructure scales, the same does not apply to the
applications. Considering that the application should always exhibit
the same behaviour, regardless of the workload, means that we do not
exploit our applications’ full potential and scalability. For instance, one
may prioritise specific tasks when the workload is exceptionally high or
use another set of algorithms to address the increased needs. As running
edge applications involves the coordination of edge nodes, computing
resources, storage resources, and application services, applications have
to be continuously manually managed to adjust resources to the fluctu-
ating demand and face transient failures due to the heterogeneous and
unreliable nature of edge nodes, posing a challenge [40,46,160,288].
In this regard, to make our applications elastic and context-aware,
the infrastructure must be provided with the necessary intelligence to
optimally adapt to the changing environment [23,40].

One way to balance the resources is to predict changes by recog-
nising patterns and making the corresponding allocation seamless. To
this end, public cloud providers are leveraging ML-based resource man-
agement in production [289], and optimisations based on Evolutionary
Computing (EC) [290,291]. For example, Google uses, among others,
neural networks to optimise fan speeds and other energy knobs [292].
In academia, researchers have proposed using collaborative filtering
in scheduling containers for reduced in-server performance interfer-
ence [293]. Others suggested using reinforcement learning to adjust
the resources allocated to co-located VMs [294]. Furthermore, several
proposed ML-informed dynamic policies can naturally adapt to actual
production workloads [295-297], so each server can learn different
thresholds for its resource management.

Despite these prior efforts and opportunities, it is unclear how best
to integrate ML into cloud resource management. Previous approaches
differ in multiple dimensions. For instance, the ML approach may gen-
erate either actual resource management decisions or just predictions
regarding the workload or infrastructure. In some cases, the ML is
deeply integrated with the resource manager; in others, it is entirely
separate.

Going beyond cloud data centres, the emerging edge computing
paradigm aims to fill the gap between centralised cloud infrastructures
and data produced at the network edge. Nonetheless, many applications
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cannot be sustained by solely using edge resources or sending all the
data to the cloud [269]. They instead require a fluid integration of
resources at the edge, the core, and along the data path to support
dynamic and data-driven application workflows; that is, they need to
leverage a computing continuum [4,298]. Continuum computing aims
to realise a fluid ecosystem where distributed resources and services
are programmatically aggregated on-demand to support emerging data-
driven application workflows. In this context, Deep Reinforcement
Learning (DRL) [295,299-303] outstands among the state of the art
methods proposed in the literature for intelligently managing and
orchestrating resources across the compute continuum [304,305]. Due
to its excellent ability of autonomic and efficient learning, DRL not
only handles the uncertainties of workload demands on resources but
also deals with complex and dynamic environments [301,306]. This
can be achieved since DRL algorithms can start from zero knowledge
and gradually achieve human-level control capability over a specific
environment to achieve some objective (reward). As such, a DRL-
based computing resource management paradigm does not require
prior knowledge of the network dynamics and the specificities of
each deployed application. DRL agent-based models are capable of
autonomously acquiring a holistic view of the computing environment
and the data flows within deployed services by learning to make ap-
propriate control decisions for optimising the service performance and
cloud/edge resource efficiency [299,307]. Finally, blockchain systems
and their integration into cloud systems are receiving increasing at-
tention towards cloud continuum systems, [oT and resource allocation
management [308-312], establishing a promising research line.

In conclusion, it is crucial to test different resource allocation
strategies according to specific contexts (e.g., disparate cloud contin-
uum setups and underlying technologies) in testbeds to ensure their
performance, given their core impact on the whole cloud ecosystem.

5.6. Benchmarking of cloud testbeds and harmonisation

In general, a rigorous methodology needs to be followed to eval-
uate the performance of a cloud system [51,313], which often uses
mathematical models adopted to a set of features, metrics, and charac-
teristics [273,314]. A proper study of such metrics [164,313] is crucial
to establish reproducible and comparable outcomes for each service
offered and the monitored features [315].

Notably, each testbed enables different services and simulation ca-
pabilities. Thus, each service level will require different configurations
and dynamism to accommodate different setups [51]. Moreover, use
cases must be adequately defined to test several aspects according
to the application context, e.g., vehicular, healthcare, finance, and
supply chain, since requirements vary. For instance, some cases require
advanced local data processing to minimise network overhead, or in
others, data protection plays a critical role. Based on the number of
sensors and hardware that a system may require, the ability to emulate
them along with their energy consumption, processing power, and
networking capabilities is crucial, especially in the case of IoT-enabled
cloud contexts such as fog and edge.

Another critical research objective is to develop standards and
frameworks towards interoperability between different cloud soft-
ware [26] so that researchers and practitioners can use federated
resources [316], resulting in a smooth integration of high-performance
computing environments. Overall, a sound cloud testbed design should
give application developers greater control over the network, comput-
ing power, data infrastructures and services, and seamless access to
continuous service environments. While this path is being explored
via multicloud solutions [317-319], we argue that there is still a road
ahead in this direction. In parallel, the increasing complexity of cyber—
physical systems requires the integration between simulations offering
different features [11,40,48]. For instance, the Internet of Simulation
(IoS) [320] allows the connection and integration of simulations, re-
sulting in large co-simulations, overcoming the difficulty of developing
large-scale monolithic simulations.
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As previously discussed, there is an obvious need for improving cy-
bersecurity. The types and number of cyberattacks and cybercrimes are
constantly growing and causing significant damage to our economy and
society, as has been demonstrated many times. Several measures are
contemplated to overcome this [321-324], such as the necessity of rules
and standards governing the cybersecurity of all connected devices,
services, processes and software and a regulator with the necessary
resources and capacity to enforce the rules. Moreover, a huge increase
in stakeholder awareness of the need for enhanced cybersecurity is
also needed since prevention measures are less costly than dealing
with the consequences of cyberattacks and cybercrimes currently being
experienced [222,325,326]. According to each product, its particulari-
ties, and its domain, different definitions and certifications are needed,
strengthening the need for harmonisation.

Finally, the definition of sound policies to manage resources and
security is a mandatory requirement to realise “everything-as-a-service”
provisioning since virtual resources need to be automatically adapted
from machine to machine (M2M), including cloud and edge assets, and
end-user requirements. In this regard, management and security are
tight together since the system’s resources can be changed dynamically
when a security threat is detected, significantly reducing the impact
of attacks. Moreover, the platform can react in a preventive manner by
enabling management policies that distribute the load balance in a way
that, even if under attack, minimise the required time to reach a stable
status again.

6. Concluding remarks

Cloud testbeds provide a myriad of components and simulation sce-
narios, e.g., to enable real-time applications and services simulations,
reduce delays throughout product testing procedures, and enhance cer-
tification procedures [53]. Thus, cloud testbeds are a crucial component
in achieving the next generation of ICTs, and advancement in multiple
sectors is tied to different constraints and technological requirements.

Due to the challenges discussed in Section 5, adopting cloud com-
puting from SMEs and the public administration does not meet the
expectations [327]. It has significantly improved from the 25% (for
SMEs) reported in 2018 [328], mainly due to the shift of many services,
including email and productivity suites on the cloud, and was given
a further boost during the recent lockdown. However, cloud infras-
tructures and services, e.g. Al and big data analytics, are yet to be
widely adopted. The latter could be attributed to the lack of trust in
the cloud providers and their services as they operate beyond their
control. Note that their core assets and the collected and generated data
must be outsourced for storage and processing. Therefore, to guaran-
tee mandatory features such as performance, scalability, availability,
security and privacy, cloud platforms require the proper application
of managerial - in terms of resources and allocation - and security —
in terms of prevention, detection and mitigation of threats — policies.
The research questions posed in Section 3 summarise the main aim
of our research, namely providing a comprehensive review of cloud
continuum testbeds, focusing on their role in simulating and evaluating
cloud, edge, and fog environments for next-generation ICT systems, and
identifying challenges and gaps where research should be focused. We
discuss them in order as follows:
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RQ1: What is the current state of practice of cloud testbed systems?

The current state of the art reflects a broad set of testbeds supplying dif-
ferent research and industrial needs, addressing the growing complexity
of cloud environments. In particular, cloud testbeds like CloudSim
and iFogSim have become integral in modelling and simulating cloud
infrastructures, resource allocation, and network behaviour. Section 4
provides a detailed classification of these systems based on their oper-
ational scope, distinguishing between cloud, fog, and edge computing
environments. Nevertheless, while these testbeds have advanced to
incorporate modular and scalable features, challenges remain in fully
integrating emerging technologies like edge computing and IoT into
existing frameworks. The analysis of such testbeds indicates that they
are designed to simulate different aspects of cloud environments, from
data centre performance to energy efficiency. However, some areas,
such as security, have not received much attention, except for com-
mercial platforms. Moreover, gaps in coverage, particularly concerning
the cloud continuum, need to be addressed. Therefore, there is room
for improvement to accommodate the next generation of ICTs.

RQ2: What are the current challenges in cloud testbeds?

The challenges cloud testbeds face range from technical limitations
in handling large-scale distributed environments to gaps in addressing
emerging trends such as the cloud continuum. These challenges are
exacerbated by the need for low-latency communication and efficient
resource allocation across diverse network topologies. Moreover, Sec-
tion 5 highlights that many systems struggle to provide accurate,
real-time simulations of large, dynamic networks. Incorporating real-
time systems and IoT devices into cloud testbeds introduces additional
complications, such as ensuring seamless integration and scalability
while procuring adequate levels of privacy and security. Addressing
these challenges requires further refinement in simulation frameworks
and the development of more robust models capable of simulat-
ing and benchmarking next-generation cloud ecosystems so that real
deployments can be made with guarantees.

RQ3: Is the current state of the art aligned with technological evolution
in the cloud?

The alignment of cloud testbeds with technological evolution in cloud
computing is partial, as existing platforms have made significant ad-
vancements but still lag in several critical areas. Section 2 provides an
overview of the technological advancements in cloud computing, such
as the shift towards virtualisation, containerisation, and the increased
role of edge computing. While several testbeds have incorporated some
of these advancements, their capacity to fully simulate the complexities
of next-generation cloud architectures remains limited. Sections 4 and
5 further highlight that the state of the art is not fully equipped to
integrate Al-driven cloud orchestration, real-time decision-making, and
advanced resource management at the edge and fog layers. The rapid
pace of technological development, especially in distributed and fed-
erated cloud environments, has outpaced the capabilities of numerous
existing testbeds. Therefore, while there is a general alignment, there
is a need for more advanced testbeds that can better cope with the
demands of modern cloud infrastructures.

RQ4: What strategies and research directions should be used to deal with
identified challenges?

To address the challenges identified in cloud testbeds, future research
should focus on several key areas, including enhancing modularity,
improving interoperability between cloud, edge, and fog environments,
and fostering the development of Al-driven cloud management frame-
works. More concretely, Section 5 thoroughly discusses these strategies,
suggesting that testbeds need to adopt more modular designs that can
be easily adapted to new technologies as they emerge. Additionally,
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improving the interoperability of cloud testbeds with fog and edge
systems is crucial to managing the increasing volume and diversity
of cloud workloads. In parallel, integrating more sophisticated bench-
marks and performance evaluation tools into testbeds is mandatory
to ensure they can accurately simulate the behaviour of large-scale,
distributed environments. Finally, embracing machine learning and Al
in cloud orchestration and resource management is a promising path,
allowing for more efficient and scalable solutions in next-generation
ICT systems. We foresee that these strategies will enable cloud testbeds
to evolve alongside the cloud continuum and meet the demands of
modern cloud infrastructures.

In terms of future trends, recent enabling technologies such as
blockchain, with features like decentralisation and immutability, add,
among others, trustworthiness and transparency to cloud computing
solutions. Although its relatively recent adoption, blockchain has been
integrated into many cloud architectures [310,329]. Nevertheless, each
cloud solution may differ, and the suitability of blockchain has to be as-
sessed according to the corresponding specifications and requirements.
Thus, the incorporation of blockchain in cloud testbeds is a promising
line of research and mandatory to test aspects such as efficiency, costs,
data privacy issues due to immutability, the use and selection of the
proper consensus mechanisms [330-332], and the control of the whole
ecosystem and its scalability, taking into account further aspects of
blockchain architectures [333,334]. Other novel paradigms enabling
cognitive intelligence and dynamic, distributed learning approaches,
combined with the advent of advanced human-machine interactions,
require further ethical, technological, and security assessments before
deploying them into production systems due to the potentially concern-
ing criticality of such advancements. Therefore, cloud testbeds enable a
seamless and scalable integration of technologies and services to benefit
society as a whole. We sustain that our topic-based analysis, along with
the discussion on the current challenges and future trends, reflects with
high fidelity the current state of practice and provides a fruitful ground
for research in the coming years.
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