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Abstract

Large language models (LLMs) have become the state of the art in natural language pro-
cessing. The massive adoption of generative LLMs and the capabilities they have shown
have prompted public concerns regarding their impact on the labor market, privacy, the
use of copyrighted work, and how these models align with human ethics and the rule
of law. As a response, new regulations are being pushed, which require developers and
service providers to evaluate, monitor, and forestall or at least mitigate the risks posed by
their models. One mitigation strategy is digital forgetting: given a model with undesirable
knowledge or behavior, the goal is to obtain a new model where the detected issues are no
longer present. Digital forgetting is usually enforced via machine unlearning techniques,
which modify trained machine learning models for them to behave as models trained on
a subset of the original training data. In this work, we describe the motivations and desir-
able properties of digital forgetting when applied to LLMs, and we survey recent works
on machine unlearning. Specifically, we propose a taxonomy of unlearning methods based
on the reach and depth of the modifications done on the models, we discuss and compare
the effectiveness of machine unlearning methods for LLMs proposed so far, and we survey
their evaluation. Finally, we describe open problems of machine unlearning applied to
LLMs and we put forward recommendations for developers and practitioners.

Keywords Large language models - Machine unlearning - Privacy - Copyright -
Trustworthy Al

1 Introduction

Large language models (LLMs) have become the state of the art in most if not all natural

language processing (NLP) and natural language understanding (NLU) tasks. Since the pub-
lication of the transformer architecture by Vaswani et al (2017), several authors and com-
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panies have made use of (variations of) this architecture to tackle tasks such as translation,
summarization, question answering, sentiment analysis, or text generation.

Whereas the original transformer consisted of an encoder-decoder architecture, varia-
tions of this have been introduced in subsequent works. Namely, encoder-only architectures
such as BERT (Devlin et al 2018) —used mostly for text classification—, decoder-only archi-
tectures such as GPT (Radford et al 2018) — for text generation—, and encoder-decoder archi-
tectures, such as TS (Raffel et al 2020) —for text-to-text processing, such as translation—.

The training of LLMs occurs in different phases. These phases include a self-supervised
pre-training phase using text data collected from several sources (and sometimes uncu-
rated), with tasks or training objectives that depend on the type of LLM being trained (e.g.,
masked language modeling and next word prediction); a fine-tuning phase, where labeled
data are used to train specific tasks, such as sentiment analysis, conversational text genera-
tion, code generation, or summarization; an additional optional round of fine-tuning using
reinforcement learning from human feedback (RLHF), in which human annotators help
fine-tune the model by providing feedback on the model responses; and a final phase for
generative models, where specific prompts can be passed to the model to guide it and condi-
tion its future responses.

The announcement and publication of ChatGPT by OpenAl in November 2022 (among
other large language, image, video, and audio generative models) released the capabilities
of LLMs to the general public. Since then, several issues have been raised, mainly related
to the alignment of such models with societal values and the rule of law. Such concerns
have elicited political reaction at an international level, with governments and supranational
entities reaching agreements such as the G7 Hiroshima Al Process (Group of Seven (G7)
2023), and adopting executive and legislative actions such as the President Biden’s Execu-
tive Order on the Safe, Secure, and Trustworthy Development and Use of Al (Joseph R.
Biden Jr. 2023), and the European Union’s Al Act (European Parliament 2024).

These recommendations and regulations, along with privacy regulations like the Euro-
pean Union’s General Data Protection Regulation (GDPR) (European Parliament and
Council of the European Union, 2016), require developers and entities that deploy large
(generative) models to document, monitor, inform about, and solve any potential risks dur-
ing the development and operation of the models. Such risks include the impact of LLMs
on several areas: the labor market, the right to privacy of individuals, copyright laws, the
furthering of biases and discrimination, and the potential generation of harmful content,
including content that could be used to damage people.

One proposed solution to these issues is digital forgetting, which includes machine
unlearning techniques. Given a model with undesirable knowledge or behavior, the objec-
tive of digital forgetting is to obtain a new model where the detected issues are no longer
present. However, effective digital forgetting mechanisms have to fulfill potentially conflict-
ing requirements: (i) effectiveness of forgetting, that is, how well the new model has forgot-
ten the undesired knowledge/behavior (either with formal guarantees or through empirical
evaluation); (ii) performance retained by the model on the desirable tasks; and (iii) cost and
scalability of the forgetting procedure.
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1.1 Contributions and differences with other surveys

In this paper, we provide an up-to-date survey on digital forgetting and machine unlearning
on LLMs. We first discuss and characterize the motivations, types and requirements of digi-
tal forgetting in LLMs. Then, we survey approaches to digital forgetting in LLMs and focus
on machine unlearning techniques, which are the most common and effective methods. We
have organized the surveyed methods according to the depth and reach of the modifications
they perform on the models, from architectural changes to no changes at all, including
methods that modify all or part of the model parameters. We also discuss the evaluation of
unlearning methods in LLMs, including datasets, models, and metrics.

Most of the surveyed works were published in 2023 and early 2024. Specifically, we
have analyzed and compared 22 unlearning methods, 28 datasets used for unlearning and
evaluation, 31 datasets used for evaluation of retaining, and 15 models (plus size variations)
used in the unlearning literature.

Finally, we provide a summary of the challenges of machine unlearning in LLMs and
we state recommendations for practitioners on how to choose specific methods depending
on their needs.

Related surveys on digital forgetting and machine unlearning, such as Qu et al (2023);
Xu et al (2023); Nguyen et al (2022); Shaik et al (2023), have focused on the general ML
case by considering models used to classify tabular or image data. However, natural lan-
guage and LLMs have substantially distinctive qualities that warrant a dedicated study. As a
consequence, and also looking at the large corpus of (so far unsurveyed) works on unlearn-
ing for LLMs published in the last 8 months, we believe that an up-to-date survey devoted
specifically to this subject is much justified and needed.

1.2 Organization of this paper

This document is organized as follows. Section 2 describes the motivations, types, and
desired properties of digital forgetting. Section 3 introduces the approaches to digital for-
getting in LLMs, among which unlearning methodologies stand out as the state of the art.
Section 4 provides a detailed taxonomy of machine unlearning methods for LLMs, and sur-
veys and compares current approaches. Section 5 details datasets, models and metrics used
for the evaluation of forgetting, retaining and runtime. Section 6 discusses challenges and
recommendations in the area. Finally, Sect. 7 gathers concluding remarks.

2 Digital forgetting

Digital forgetting refers to procedures used to remove information from software systems.
This term originated from privacy laws related to the right of erasure or the right to be
forgotten (e.g. GDPR, Art. 17, (European Parliament and Council of the European Union,
2016)), which enables data subjects to request service providers to delete information
related to them from their systems. However, forgetting can be extended to any request (by
data subjects, regulators, or the entity managing the software system) to remove any infor-
mation or unwanted behavior from a software system. In the case of LLMs, this translates to
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any modification in the model or the training procedures to remove any influence of specific
training data or specific training procedures on the model’s capabilities or behavior.

This section discusses the motivations for digital forgetting, including legal and ethical
issues, the types of digital forgetting, and the desirable properties of forgetting procedures.

2.1 Motivations for digital forgetting

The need for digital forgetting stems from several ethical principles, national and suprana-
tional regulations, and codes of conduct. In general, regulations relating to the protection
of the privacy of individuals (e.g., the GDPR), the protection of intellectual property (e.g.,
copyright laws), and the alignment with human values and the rule of law (Group of Seven
(G7) 2023; Joseph R. Biden Jr. 2023; European Parliament 2024) motivate the research,
discussion, and implementation of digital forgetting measures in software systems, includ-
ing LLMs.

In the following, we categorize and discuss the reasons for implementing digital forget-
ting in LLMs.

2.1.1 Privacy

ML models, including LLMs, are trained on vast amounts of data, often obtained from open
sources on the web. Misconfigured services sometimes include private data, like Personally
Identifiable Information (PII) or business data, that can be indexed by search engines and
freely accessed. These unintentionally public data may end up in the pre-training datas-
ets of LLMs. Additionally, private data may be used to fine-tune models and teach them
new downstream tasks. As an example, hospitals may fine-tune pre-trained models using
patients’ data to teach the models how to diagnose new patients.

General ML models have been shown to memorize and leak data from the training data-
set, and this also holds for LLMs. Membership inference attacks (MIA) (Shokri et al 2017;
Salem et al 2018; Carlini et al 2021) seek to determine whether some information was part
of the training set of a trained model. The vulnerability of models to such attacks can be used
to assess the risk of data leakage. Outlying data are especially at risk of being memorized
and leaked, which in the case of personal data may lead to privacy disclosure (Smith et al
2023).

2.1.2 Copyright protection

Digital forgetting for copyright protection is closely related to privacy, as in both cases
we do not want the generated text to include specific information. However, there is a key
distinction: whereas in copyright protection the goal is to avoid leakage of verbatim text,
in privacy protection one wants to avoid disclosing personal information no matter how it
is expressed.

A model that can answer questions about an individual and whose answers contain sen-
sitive details about them is infringing their right to privacy. However, the requirements of
copyright protection are different. Copyright laws do not protect ideas, but the exact form in
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which they are expressed.! Furthermore, some specific items might be protected by trade-
mark. Therefore, a model that can answer questions about some copyrighted work does not
necessarily infringe copyright law unless verbatim fragments of the work are returned (and
even in that case, the law includes provisions to lawfully quote protected works).

2.1.3 Model robustness

The whole LLM training pipeline includes pre-training from public data, fine-tuning with
public, crowdsourced, or proprietary data, and possibly further fine-tuning with RLHF,
which may also be public, crowdsourced, or closed. In all these phases of training, there is
a possibility to process low-quality information. Datasets used for pre-training may include
false, inconsistent, or outdated information. Datasets used for fine-tuning may be crowd-
sourced, which opens the door to malicious actors providing wrong information. RLHF
depends on human annotators, who rank model outputs based on usefulness and safety.
Rogue annotators may provide wrong information.

All these sources of outdated information, misinformation, outliers, noise, and malicious
reporting may influence the learning process and thus produce underperforming models
with potentially critical failures. Moreover, in the case of generative models, problems dur-
ing training may cause the models to hallucinate, although this may be an intrinsic feature
of generative LLMs caused by the random sampling of output tokens. Forgetting procedures
may be used to correct some of these issues.

2.1.4 Alignment with human values

LLM pre-training datasets are compiled from diverse, often uncurated sources such as
web pages, online encyclopedias, social media posts, and online book libraries. Some of
these sources may contribute content misaligned with current societal values, including
discriminatory language based on gender, race, ethnicity, sexual orientation, or age, often
manifesting as stereotypes or prejudices. Notably, studies have identified strong correlations
between pronouns (he/she) and different careers. Furthermore, these sources may include
hateful, violent, or harmful speech. Pre-training models on such data may not only perpetu-
ate these biased and harmful behaviors but even amplify them in some cases. Generative
models may also learn tasks that are not aligned with the predefined goals and which could
turn out to be harmful, such as how to build weapons.

ML models, including LLMs, must not only protect individual privacy rights, as dis-
cussed above, but also adhere to ethical values and principles, taking as a reference the
Universal Declaration of Human Rights (United Nations 1948), and also including laws and
social norms. Alignment with principles such as non-discrimination, fairness, benevolence,
and non-maleficence is of utmost importance. In addition, the EU Guidelines for Trust-
worthy Al (European Commission 2019) require that the machine learning models being
developed be always under human control and supervision, which means that any deviation
from such principles should be addressed (or addressable).

I"WIPO Copyright Treaty, Article 2: Scope of Copyright Protection — Copyright protection extends to expres-
sions and not to ideas, procedures, methods of operation or mathematical concepts as such. https:/ www
.wipo.int/wipolex/en/text/295166
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Therefore, alignment with ethical values may necessitate forgetting procedures aimed at
identifying and eliminating sources of discriminatory or harmful behavior.

2.2 Types of digital forgetting

In this section, we discuss the types of digital forgetting requests that can be found in pre-
vious surveys on general machine unlearning (Qu et al 2023; Xu et al 2023; Nguyen et al
2022; Shaik et al 2023). These surveys include forgetting requests for items, features/con-
cepts, classes, and tasks. Figure 1 visually summarizes these types of forgetting.

While discussing these types of requests, we will describe how they apply to the case of
natural language processing and language models.

Item removal requests. In the general ML case, item removal requests are concerned
with one or more specific data points or samples in the training data used to train the model.
Such requests are straightforward for models dealing with tabular or image data, where
data points are precisely defined. In the realm of tabular data, each row within a table is
considered a data point, with one of the attributes serving as the class label for classification
or regression. Likewise, in computer vision tasks, individual images are the designated data
points.

However, the distinction between items becomes less evident in NLP tasks and LLMs.
Whereas one might consider each token in a text dataset as an individual data point, these
tokens often lack meaning of their own. Consequently, in NLP data points can consist of
entire sentences or even whole documents, as the separation between meaningful units is
less neat than in tabular or image-based data scenarios.

Feature or concept removal requests. Requests for feature removal are concerned with
specific attributes about data points. This is well defined for tabular data, where attributes
correspond to one or more columns of the tables.

For images, the definition of what is a feature is less clear-cut, as features of images may
correspond to individual pixels, to information automatically extracted by the models to
achieve some predictions, or even be the classification targets in other cases. For example,
a model that classifies images of dogs and cats may internally extract features that repre-
sent the shape of the ears to make a decision. Therefore, a feature is information about a
data point, which may or may not be common to other data points and that serves to par-
tially describe these data points (even if these descriptions are only meaningful within the
models).

Task 1 Task 2
Record Attribute 1 Attribute 2 Attribute 3

Class Label | Class Label
1 a w 1 Positive Technology
2 b X m Negative '~ Health
3 © y n Positive Finance
4 d Z o Negative Environment

Item removal | ‘ Feature removal | ‘ Class removal ‘ | Task removal

Fig. 1 Types of digital forgetting
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In the case of NLP, features may be defined as words or tokens with strong connections®
to other specific words or tokens of interest (such as an identity). This information may be
spread across different sentences and documents. An example, related to privacy protection,
could be that of a request in which all information related to a data subject is required to be
removed from a model. Where features apply to a broad range of items, we refer to them
as concepts.

Class removal requests. Class removal requests consist in removing all information
about a whole class from a model. These requests are quite natural for models used to iden-
tify people. For example, in facial recognition, each of the classes corresponds to a single
individual, and data points in the class are images of said individual. Thus, removing one
class amounts to making the model unable to identify a person that the model could previ-
ously identify.

Class removal requests can be directly translated to NLP classification tasks, such as
sentiment analysis. In this case, removing a class requires making the model unable to rec-
ognize sentences of a given sentiment, either by removing all sentences that belong to the
class, or by making the model classify them as a different class.

However, for generative models, each class corresponds to a word or token in the vocab-
ulary of the model, and removing it could directly impact the capabilities of the model.

Task removal requests. As described in previous sections, LLMs are pre-trained on
large text datasets with generic tasks, such as next-word prediction or masked language
modeling. After pre-training, models are fine-tuned to teach them different tasks, such as
summarization, sentiment analysis, code writing, conversational text generation, etc. Task
removal requests attempt to make the fine-tuned LLMs forget one or more of the tasks that
the model has been taught to perform.

2.3 Requirements of digital forgetting

Regardless of the reason or type of forgetting request, we can define a series of general
requirements ensuring that the forgetting procedure is carried out correctly and the resulting
model still performs adequately. This is the purpose of this section, but first, we introduce
some preliminary definitions.

A dataset D consists of samples {z;, yi}fil, where N is the size of the dataset, x; are
token sequences, and y; the true labels. Note that in self-supervised training, used for most
pre-training tasks in LLMs, the labels y; do not need to be explicitly defined. For example,
in next-token prediction y; is the token immediately following the sequence x; in the text.
However, during fine-tuning, labels are expected to be explicitly provided. A forget dataset
Dy C D is the set of samples to be forgotten. The retain set is defined as D, = D \ Dy.

A learning algorithm A(D) is a probabilistic algorithm that outputs a model given a train-
ing dataset D. Due to the probabilistic nature of A(-), we cannot ensure that running the
learning algorithm twice on the same dataset will return the same model. However, we can
define a probability distribution P(4(D)) over all possible models returned by the learning
algorithm when trained on the same dataset D. Additionally, we can define Dist(-, ) as the
distance between two probability distributions. An example of such a distance is the Kull-
back-Leibler (KL) divergence.

2 A strong connection between tokens could be interpreted as closeness in the embedding space, or as strong
attention values between them.
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A forgetting algorithm F(Dy, A(D)) is a (probabilistic) algorithm that returns a model
in which the influence of the samples in Dy has been removed from A(D). Definitions
of unlearning by Nguyen et al (2022); Xu et al (2023) include D as a parameter of the
unlearning mechanism (as in F'(D, Df, A(D))), but access to D is not always feasible.
For example, a service provider that leverages a foundation model such as Llama2 to offer
some service (possibly after some additional fine-tuning) does not have access to the data
used by the party that conducted the pre-training. However, the service provider may still
be required by law to fulfill forgetting requests. For the sake of generality, we will abstain
from including D as a parameter for forgetting, although D may be used in some procedures.

When implementing digital forgetting in ML models (and in LLMs in particular), the
following requirements should be taken into consideration.

Forgetting guarantees. An essential requirement for any forgetting procedure, whether
in the conventional scenario of search engines or with large language models, lies in the
ability to demonstrate the fulfillment of a forgetting request, particularly when such fulfill-
ment is a legal obligation. A forgetting guarantee serves as a theoretical proof, offering
assurance that the content associated with a forgetting request has been forgotten, accompa-
nied by a level of certainty. This ensures a transparent and accountable process in meeting
legal requirements and reinforces the credibility of the forgetting mechanism. Nguyen et
al (2022) refer to two levels of guarantees, exact and approximate. Xu et al (2023) further
expand approximate forgetting into strong and weak forgetting, where strong forgetting is
equivalent to the definition of approximate forgetting by Nguyen et al (2022), and weak for-
getting only applies to the outputs of the model. However, most of the literature on unlearn-
ing mechanisms provides no provable guarantees, relying instead on empirical evaluation
or auditing.

e FExact forgetting. A forgetting algorithm F(Dy, A(D)) provides an exact forgetting
guarantee if

Dist(P(F(Dy, A(D))), P(A(D\ Dy)) =0,

where P(-) denotes probability distribution. From this definition, we can conclude that
retraining from scratch on the retain set D, is a straightforward approach to exact unlearn-
ing, since P(A(D,)) = P(A(D \ Dy))

o Approximate forgetting. A forgetting algorithm F'(Dy, A(D)) provides an approximate
forgetting guarantee, if

Dist(P(F(Dy, A(D))), P(A(D\ Dy)) < t,

for an acceptable threshold 7. Nguyen et al provide a definition for e-certified forgetting,
inspired by differential privacy. Given € > 0 and a sample z € D,

Pr(F(z, A(D))) _
= PrAD\2)

676

® Weak/No guarantees. The forgetting guarantees described above may not be attainable
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in all cases, because achieving them or computing them is unfeasible. In these cases,
we can refer to empirical evaluation or auditing to provide a level of risk reduction (that
is, how much the risk of the model remembering the undesired item has been reduced).
These evaluations will depend on the type of forgetting request that needs to be dealt
with. When requests are related to privacy or copyright protection, the difference in
membership inference vulnerabilities can serve as a measure of risk reduction. If the
forgetting request involves corrections of biases in the models, fairness metrics can be
used. Finally, if some task needs to be forgotten, specific task benchmarks can be used.
Refer to Sect. 5.3 for different evaluation mechanisms.

Retaining of performance. Whatever the method used for forgetting, the resulting models
should retain much of the performance of the original model with respect to the same met-
rics and benchmarks. Note that if a given task is removed from the resulting model, some
specific benchmarks may no longer be applicable. Xu et al (2023) consider two performance
metrics for classifiers, namely consistency and accuracy. Consistency is defined as the level
of agreement between a model resulting from a forgetting procedure and a model trained
only on the retain dataset. Accuracy is defined in a standard way, by evaluating the model
resulting from a forgetting procedure on the retain dataset. While these metrics may not be
directly applicable to generative models, other metrics, such as perplexity,’ could be used to
compare unlearned and retrained models.

Runtime and scalability. When serving forgetting requests, especially if triggered by
privacy concerns or by the application of the right to be forgotten, it is important that the
forgetting procedure can be executed promptly. Article 17 of the GDPR requires in para-
graph 1 that “the controller shall have the obligation to erase personal data without undue
delay”; additionally, paragraph 2 indicates that such procedures should be carried out “tak-
ing account of available technology and the cost of implementation”. Thus, it is important
that forgetting algorithms can be executed in a timely manner, so that no personal informa-
tion is accessible for longer than needed (to minimize potential harm to individuals). Other
types of forgetting requests, such as those seeking to delete copyrighted material, correct
biases or remove tasks may not be so urgent.

A different, but related property is scalability, meaning how many forgetting requests
can be processed simultaneously and how that affects the runtime and the utility of both the
resulting model and the forgetting procedure.

3 Approaches to digital forgetting in LLMs

We next delineate the main approaches to digital forgetting in LLMs. These approaches
(as illustrated in Fig. 2) are each suitable for different phases of the LLM pipeline, going
from data pre-processing and privacy-preserving model pre-training, which are suitable
approaches when models can be retrained from scratch, to machine unlearning, prompt
engineering and post-processing

3Perplexity is an information-theoretic measure of uncertainty in the value of a sample from a discrete prob-
ability distribution. In language models, perplexity measures how well a language model predicts a text
sample. It is calculated as the average number of bits per word a model needs to represent the sample.
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Pre-train

&

Privacy-preserving
Pre-training

Original Training Data

S—

Data Pre-processing Machine Unlearning

Fig. 2 Pipeline for training (top) and forgetting (bottom) in large language models

Data pre-processing and model retraining. Carefully choosing the data to be included
in the pre-training and fine-tuning phases is a sensible and recommended approach to pre-
vent any unwanted behavior from the models, be it from a privacy, a copyright, or an align-
ment perspective.

A second potential approach to limit the amount of private information in the training
text is to perform text anonymization, also called text redaction or sanitization. Tradition-
ally, redaction has been manually carried out by human experts. However, with the improve-
ment of artificial intelligence mechanisms, some automated approaches have been proposed.
Most approaches are based on named-entity recognition (either rule-based or ML-based)
(Lison et al 2021). More more sophisticated approaches assess the sensitiveness of terms by
leveraging the information theory (Sanchez and Batet 2016, 2017), or the semantics embed-
ded in language models (Hassan et al 2019, 2023). In both types of approaches, sensitive
items in the text are identified and then either removed or generalized.

A third approach based on data pre-processing is deduplication (Kandpal et al 2022). This
consists in finding replications of the same text within the training corpus and deleting any
duplicates. What constitutes a duplicate can be parameterized in terms of length. Duplicate
documents tend to be more vulnerable to membership inference attacks, as shown by Carlini
et al (2021); Nasr et al (2023). Thus, deduplication can be an effective mechanism against
memorization (which may lead to privacy, copyright, robustness, and alignment issues).

According to the properties described above, retraining models that exclude the data to
be forgotten yields an exact forgetting guarantee. However, the cost in time and resources of
retraining models from scratch makes this option unattractive in the short term, especially if
forgetting requests have to be executed urgently.

Privacy-preserving model pre-training. Using privacy-preserving ML mechanisms
may limit the influence of any single data point on the model. In this case, instead of pro-
tecting the data, we use some training mechanism that ensures privacy. Mechanisms such as
differentially private stochastic gradient descent (DP-SGD) (Abadi et al 2016) and private
aggregation of teacher ensembles (PATE) (Papernot et al 2018) have been used in the last
years to train privacy-preserving machine learning models.

As in the previous case, this approach will provide not only exact guarantees of unlearn-
ing, but provable guarantees of privacy. The application of these methods, however, will in
most cases degrade the utility of the resulting models, and the resources and time needed for
model training can be even higher than for retraining from scratch.

Machine unlearning. Given the high cost and time required to train LLMs, retrain-
ing them from scratch to eliminate undesirable behaviors is often an impractical endeavor.
Currently, there is a growing trend in the literature to adopt the unlearning approach as an
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efficient means for digital forgetting in LLMs. Methods that attempt to remove undesirable
knowledge or behaviors from models that have already undergone pre-training (and maybe
also fine-tuning) without retraining those models from scratch are called machine unlearn-
ing mechanisms. These mechanisms rely on further fine-tuning, often with adversarial
objectives, on the identification of parameters that are correlated with unwanted informa-
tion and their modification, and on parameter arithmetic. Sections 4.1 and 4.2 below cover
machine unlearning mechanisms of this kind.

These methods offer a wide range of forgetting guarantees, utility levels of the resulting
models, and implementation costs.

Prompt engineering. Specific prompts to trained LLMs can be used to further steer the
models’ behavior after fine-tuning. These methods do not cause any changes to the model
parameters and can in some cases be bypassed by inputting contradicting prompts. How-
ever, carefully crafted prompts inserted at the beginning of a conversation with a generative
model can prevent it from generating private, biased, or harmful information. For example,
Ustiin et al (2024) use the prompt (preamble) Does the following request contain harm-
ful, unethical, racist, sexist, toxic, dangerous, offensive or illegal content or intent? If yes,
explain that you do not engage in these types of requests. They find that their model rejects
up to 88% of such requests. Section 4.4 describes methods that use prompt engineering for
digital forgetting.

Post-processing. Other technical measures that can be applied to models accessible only
through an API are post-processing or filtering. After the models have generated an output
and before serving it to the user, the service provider can analyze the output to search for
unwanted generations, possibly using other LLM-based classifiers. Other approaches use
a memory of unwanted responses to identify and filter out such generations. Section 4.4
includes some of these approaches.

4 Survey on unlearning in LLMs

As discussed in Sect. 3, unlearning is the most general way to efficiently eliminate undesir-
able or to-be-forgotten knowledge from LLMs without the need for full retraining. In this
section, we conduct a comprehensive survey of unlearning methods applicable to LLMs,
and we propose a fine-grained classification of methods into four primary categories: global
weight modification, local weight modification, architecture modification, and input/output
modification methods. This classification is predicated on the reach and depth of the altera-
tions performed on the target models.

Global weight modification methods include those that have the potential to alter all
model parameters of the target model during the unlearning process. Conversely, local
weight modification methods are restricted to modifying a specific subset of parameters.
Architecture modification methods do not modify the parameters of the model, but intro-
duce additional trainable layers into the model’s architecture. Figure 3 shows a conceptual
illustration of the modifications associated with weight and architecture changes.

Finally, input/output modification methods do not make any changes to the model’s
architecture or parameters, and function exclusively by manipulating the inputs and out-
puts of the model. We further divide these primary categories based on how unlearning is
performed.
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Model Before
Unlearning

Architecture
Modification

Global-weight
Modification

Local-weight
Modification

: Weight modification

: Additional layer

Fig. 3 Conceptual illustration of weight/architecture modification

Global weight Local weight Architecture Input/output
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Fig. 4 Taxonomy of unlearning methods in LLMs

Figure 4 illustrates our proposed taxonomy of unlearning methods for LLMs, to be used
as a framework for this survey.

4.1 Global weight modification

In these methods (Bourtoule et al 2021; Jang et al 2022), every parameter of the model is
subject to modification during the unlearning process. Whereas global weight modification
methods offer a stronger unlearning guarantee compared to the other approaches, they often
entail substantial computational and time overheads, which renders them impractical for
LLMs in many cases.

4.1.1 Data sharding

This approach typically entails dividing the training data into multiple disjoint shards, each
corresponding to a subset of the overall data, and training a separate model for each shard
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(Bourtoule et al 2021; Liu and Kalinli 2023). These individual models can then be leveraged
to effectively remove data whose unlearning has been requested.

Bourtoule et al (2021) introduce SISA (Sharded, Isolated, Sliced, and Aggregated train-
ing) as a generic exact unlearning framework.

As depicted in Fig. 5, the training dataset is divided into S non-overlapping shards, each
containing R slices. For each shard, an independent model is trained by processing the
data slice by slice, saving a model checkpoint after each slice has been processed. During
inference, the predicted label is obtained by aggregating the individual predictions of each
model, such as in ensemble methods. When an unlearning request is received, the shard and
slice where the data point is located are identified. The data point (typically a sequence of
tokens in NLP tasks) is then removed from the this slice, and the model is retrained starting
from the last unaffected checkpoint onward. For instance, in Fig. 5, retraining would com-
mence from the checkpoint trained on Slices 1, which by construction ensures the model
forgets the data point to be unlearned. The main advantage of SISA is that it provides an
exact unlearning guarantee. This method can be applied to a wide range of ML tasks and
model architectures, including LLMs. However, SISA is not very practical for LLMs due to
the high computational/memory cost associated with model and checkpoint saving, retrain-
ing, and inference. Kadhe et al (2023) found that SISA can reduce fairness in LLMs and
adapted a post-processing fairness improvement technique to make it fairer.

Liu and Kalinli (2023) propose the leave-one-out (LOO) ensemble method to reduce
retraining cost and maintain utility at inference time. This method requires a base “stu-
dent” model trained on the entire dataset and a collection of M “teacher” models trained

M; : Shardi model

@: Aggregation
><: Slice of forget data

rrrrr »: Unlearning path

Original Training
Data

Shardy

i : Final Output O

Fig.5 Framework of SISA. Forgetting request processing in red
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on disjoint subsets of the training dataset. Upon receiving a forget request, a prediction
on the to-be-forgotten sequences is produced using the M — 1 models that do not include
the unwanted knowledge. The student model is then fine-tuned on the obtained soft labels.
While offering improved utility compared to SISA, this method’s unlearning guarantee for
the base model is approximate, and there is no guarantee for the teacher models. Moreover,
the process of predicting soft labels, aggregating them, and then fine-tuning the parameters
of the base model incurs significant computational overheads, particularly with LLMs.

4.1.2 Gradient ascent

Methods under this approach aim to move the model away from undesirable knowledge by
fine-tuning all model parameters to maximize loss on the related target tokens.

Given a set of target token sequences representing sensitive information, the method by
Jang et al (2022) runs a number of optimization steps negating the original training loss
function for those token sequences, therefore moving away from the minimum loss with
respect to such sequences.

The authors found that unlearning many samples at once substantially degrades the per-
formance of LLMs, and unlearning them sequentially can mitigate this degradation.

Gradient ascent (GA) and its variants only require the to-be-forgotten data and some-
times enhance the generalization capabilities of the model, as observed by Yoon et al (2023).
However, GA can cause the model to lose its understanding of the language (Eldan and
Russinovich 2023). Furthermore, the success of unlearning depends on the specific target
data and the domain of the to-be-forgotten data (Smith et al 2023).

To preserve the generation capability of LLMs, SeUL (Wang et al 2024) applies GA (Jang
et al 2022) to specific sensitive spans within the sequence instead of the entire sequence. The
sensitive spans are selected using two annotation methods: an online method which assumes
a token to be sensitive if it has a high perplexity score, and an offline method which employs
the in-context learning capabilities of LLMs to annotate such sensitive spans. While this
method allows for more utility-preserving, focused, and efficient unlearning compared to
GA (Jang et al 2022), the annotation methods may lack precision in identifying sensitive
tokens.

Yao et al (2023) observed that only applying GA as Jang et al (2022) do is insufficient
to effectively unlearn unwanted (mis)behaviors (e.g., harmful responses and hallucinations)
and that preserving a good retain performance is harder than unlearning, because the retain
performance greatly depends on the format of the retain data. Based on these observations,
the authors propose an unlearning method that minimizes three weighted loss functions. The
method involves updating the LLM during unlearning by jointly (1) applying GA on forget
samples, (2) forcing random outputs on forget samples, and (3) minimizing the KL diver-
gence between predictions of the original and unlearned models on retain samples. While
the method provides a better trade-off between unlearning and retaining utility, it requires a
large number of training epochs to unlearn forget data and maintain utility simultaneously.

4.1.3 Knowledge distillation
Methods under this approach treat the unlearned model as a student model that aims to

mimic the behavior of a teacher model with the desired behavior.
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Wang et al (2023) propose the Knowledge Gap Alignment (KGA) method as an unlearn-
ing technique for LLMs. KGA utilizes training data, data to be forgotten, and external data
for unlearning to produce an updated model that exhibits a similar behavior on forgotten
data as on unseen data while retaining utility on the remaining data. This is achieved by
aligning the “knowledge gap,” which refers to the difference in prediction distributions
between models trained with different data. Aligning the unlearned model’s behavior on the
forget data with unseen data is achieved by minimizing the difference in the distributions of
the unlearned model predictions on the forget data and the original model predictions on the
unseen data. The authors use the KL divergence to measure this difference. The main advan-
tage of this method lies in its generic nature, which allows it to be applied to various models
and tasks. However, the need to train two identical models and then fine-tune all model
parameters may limit its practicality and efficiency when applied to LLMs. Additionally,
the unlearning process requires the training data, the data to be forgotten, and other external
data with no overlapping with the training data. The utility of the unlearned model is highly
dependent on the sizes of the data to be forgotten and the external data.

4.1.4 Generic alternatives

This approach aims to achieve unlearning by fine-tuning all the model parameters to predict
generic alternatives instead of the to-be-forgotten tokens.

Eldan and Russinovich (2023) propose an unlearning method for erasing source-specific
target data from LLMs, namely the Harry Potter books. Their three-step method involves:

e Token identification through reinforced modeling. This process involves creating an
augmented model with a deeper understanding of the content that needs to be unlearned.
This is done by further fine-tuning the original model on the target data. Tokens with
significantly increased probability are identified, indicating content-related tokens that
should be avoided during generation.

e Expression replacement. Distinctive expressions in the target data are replaced by ge-
neric alternatives. The authors used GPT-4 to generate those alternatives automatically.
This helps approximate the next-token predictions of a model that has not seen the target
data.

e Fine-tuning. Armed with these alternative labels, the model undergoes fine-tuning to
erase the original text from the model’s memory and provides a plausible alternative
when prompted with its context.The authors demonstrated that the unlearned model
no longer generates or recalls content related to the target data, while its performance
on common benchmarks remains nearly unaffected. This method provides plausible al-
ternatives to unlearned tokens, which is important for maintaining the retain utility in
many scenarios. However, Shi et al (2023) found that models that underwent unlearning
with this approach could still output related copyrighted content. Another limitation is
that this approach relies on replacing unique terms with their generic alternatives, which
is challenging when extending it to non-fiction content.
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4.1.5 Reinforcement learning from human feedback (RLHF)

RLHF involves leveraging human feedback to guide the model’s learning process. It com-
bines reinforcement learning (RL) with human feedback to teach the model to generate text
that aligns better with human preferences and intentions.

Lu et al (2022) present Quark, which considers the task of unlearning undesired behav-
iors of a target LLM by fine-tuning the model on signals of what not to do. Quark starts with
a pre-trained LLM, initial training prompts, and a reward function to initialize a pool of
examples. Then, it alternates between quantization, learning, and exploration. In quantiza-
tion, the pool of examples is sorted according to the reward function and partitioned into
quantiles. For learning, the model is fine-tuned on the quantized data pool using a standard
language modeling objective and a KL penalty. During exploration, new generations are
added to the data pool by sampling from the model, which is conditioned on the tokens with
the higher rewards. The objective of the three-step process above is to teach the model to
generate texts of varying quality with respect to the rewards. At inference time, the sampling
is conditioned with the best reward token to steer toward desirable generations. Quark is
one of the well-known state-of-the-art controllable text generation methods that effectively
aligns the model output with human expectations (Daheim et al 2023). However, in addition
to its computational cost significantly increasing as the data pool size increases, the model
may still retain the sensitive information on its parameters.

4.2 Local weight modification

Unlike the previous methods, which were allowed to modify all model parameters, methods
in this category are restricted to a certain subset of model weights during unlearning.

4.2.1 Local retraining

This approach employs a selective retraining strategy, where only the model parameters
relevant to the unlearning targets are optimized, leaving the rest unaltered.

Yu et al (2023) introduce a gradient-based debiasing method called Partitioned Con-
trastive Gradient Unlearning (PCGU). PCGU systematically identifies and retrains specific
model weights responsible for biased behavior. The approach involves computing the gra-
dients for contrastive sentence pairs. The contrastive sentence pairs are pairs of sentences
where only a key demographic attribute is altered, for example, changing a gendered pro-
noun. The differences in the computed gradients are then ranked to select which weights in
the model contribute the most to the biased behavior of the model, and these weights are
subsequently retrained. The authors demonstrate that the method is effective both in mitigat-
ing bias for the gender-profession domain as well as in generalizing these influences to other
unseen domains. However, the work only addresses gender bias in masked LLMs and it
remains uncertain whether the proposed method can be generalized to other kinds of LLMs
and more complex social biases like race and social class discrimination.
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4.2.2 Task vector

These methods build on the idea that an LLM can be decomposed into task-specific vectors.
Then the vector of the task to be forgotten can be eliminated to achieve unlearning.

Ilharco et al (2022) introduce a novel paradigm for steering neural network behavior
based on task vectors. A task vector 7 is defined as the difference between the parameters of
a model 6}, fine-tuned on a specific task 7 and those of the corresponding pre-trained model
Opre (a model not yet trained on task 7). Employing 7 allows for selective modification of
the model’s behavior for task ¢ without significant impact on other tasks. This is done via the
negation and addition arithmetic operations: negating 7 allows forgetting knowledge related
to task # while adding it improves the model’s performance on ¢. Figure 6 illustrates how a
task vector 7 is obtained and how it is used for task forgetting via negation.

The authors show that this method can be used to improve the performance of the model
on multiple tasks by adding their vectors. However, it cannot handle forgetting discrete facts
or specific token sequences, which makes it more suitable for broader task-based modifica-
tions than for fine-grained ones.

By drawing inspiration from human cognitive processes and the task arithmetic in Ilharco
et al (2022), the authors of Ni et al (2023) propose a paradigm of knowledge updating called
F-Learning (Forgetting before Learning). Specifically, the target model is first fine-tuned
with the knowledge to be unlearned. Then, the difference of the parameters of the target and
the fine-tuned models is subtracted from the parameters of the target model. This process
is termed “old knowledge forgetting.” Finally, the unlearned model is fine-tuned with new
knowledge, constituting the “new knowledge learning” stage. However, as it happened with
Ilharco et al (2022), this method is not suitable for forgetting individual facts or sequences
of tokens.

4.2.3 Direct modification

Instead of gradient optimization of the original or additional parameters, this approach
locates and directly modifies the relevant parameters or neurons to achieve unlearning.
DEPN (Wu et al 2023) assumes that private information, such as usernames and contact
information, is encoded in specific neurons of the target LLMs. Based on that assumption,
the method first locates these neurons by using the integrated gradient method by Sunda-
rarajan et al (2017) and then sets their activations to zero to eliminate their influence on
the output. A privacy neuron aggregator is also introduced to handle multiple unlearning
requests. An analysis of the relationship between privacy neurons and model memorization
was also performed. The authors found that model size, training time, and frequency of
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occurrence of private data are all factors that have an impact on model memorization. As
the model memorization of private data deepens, the aggregation of privacy-related neu-
rons associated with those data becomes more obvious. This method is efficient, as it only
requires the forget set without fine-tuning. However, as the amount of forget data increases,
the utility of the model drops significantly because more neurons are deactivated. Also, the
authors found that including too many instances in a batch reduces the effect of forgetting.
Besides, the method evaluation on forgetting private information was limited to names and
phone numbers, due to the limited availability of datasets with a wide range of private data.
The authors acknowledge the necessity of expanding their dataset to improve the effective-
ness and relevance of their method.

Pochinkov and Schoots (2023) found that both feed-forward and attention neurons in
LLMs are task-specialized, and that removing certain neurons from them significantly
decreases performance on the forget task while hardly affecting performance on the other
tasks. Based on that, they introduce a selective pruning method for identifying and removing
neurons from an LLM that are related to a certain capability like coding or toxic generation.
Neurons are removed based on their relative importance on a targeted capability compared
to the overall model performance. This method is compute- and data-efficient in the iden-
tification and removal of task-specialized neurons. It can also be applied to remove other
harmful skills, such as toxic generation and manipulation. However, the method requires a
task-representative dataset and it is only effective for capabilities directly captured by these
datasets. Besides, its effectiveness depends on the separability of the capabilities of an LLM.
This method becomes less effective with models like Pythia (trained without dropout) and
on smaller LLMs.

4.3 Architecture modification

In addition to the computational burden, altering all or a substantial amount of the tar-
get model’s weights may degrade the model utility on the remaining data. To tackle these
issues, methods based on architecture modification add extra learnable parameters within
the model or use linear transformation in order to achieve efficient and utility-preserving
unlearning (Chen and Yang 2023; Limisiewicz and Marecek 2022).

4.3.1 Extralearnable layers

EUL (Chen and Yang 2023) integrates an additional unlearning layer into transformer struc-
tures after the feed-forward networks. For each forgetting request, an unlearning layer is
individually trained using a selective teacher-student objective. During the training of this
layer, the original parameters are frozen, and a joint unlearning objective is used. The design
of'this joint objective is such that it compels the unlearning layer to diverge from the original
model’s predictions on the forget data, while following it on the remaining data. A fusion
mechanism is also introduced to handle sequential forgetting requests. While this method
maintains the model utility on the retain set, it has its limitations. It does not constitute com-
plete forgetting, as removing the additional layers causes the old model to revert to its origi-
nal behavior on the data to be forgotten, thus contradicting privacy laws. Also, training an
additional layer is required to forget every unlearning request, which might not be scalable.
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Kumar et al (2022) propose two variants of SISA to improve its efficiency on LLMs:
SISA-FC and SISA-A. SISA-FC starts from a base model, pre-trained on a generic text
corpus, and then adds fully connected (FC) layers on top of it. Only the parameters from the
added layers are updated during retraining. This approach minimizes the overall retraining
time, as backpropagation of gradients occurs only in the final layers, and storage require-
ments are reduced to the weights of these additional parameters. However, the utility of the
model will be severely affected when compared to fine-tuning the entire model. SISA-A
tries to address this by training the model using the parameter-efficient adapter method
from Houlsby et al (2019), which injects learnable modules into the encoder blocks of the
transformer. The methods were evaluated on classification tasks with the BERT model with
no evaluation for forgetting performance. While SISA-A preserves the classification utility
of the resulting model better than SISA-FC, it entails more computational and storage costs
than SISA-FC. Unlike SISA, these proposed methods do not provide exact unlearning guar-
antees, and their retain accuracy is lower than that of SISA. However, the training time and
memory footprint of both methods is significantly lower than in SISA. A common drawback
of both SISA-FC and SISA-A is that the content of the generic text corpus (learned during
the pre-training phase) cannot be forgotten.

Zhang et al (2024a) introduce a method for combining parameter-efficient modules
(PEMs) to enhance the capabilities of LLMs. The method utilizes linear arithmetic opera-
tions to compose different PEMs in ways that address specific needs like distribution gen-
eralization, multi-tasking, unlearning, and domain transfer. The unlearning aspect of this
method employs negation operations to effectively remove or reduce undesired behaviors or
knowledge from a model-akin to a detoxification process. This unlearning operation entails
subtracting the parameters learned from a negative dataset from those learned from a stan-
dard dataset, resulting in a new unlearned PEM, thus enabling the model to “forget” these
behaviors. For example, a PEM trained on toxic data can be negated to serve as a plug-in
detoxifier, reversing its toxic effect.

4.3.2 Linear transformation

Belrose et al (2023) introduce LEACE, a closed-form method to prevent linear classifiers
from detecting a concept, such as word part-of-speech, with minimal change of represen-
tation. This is achieved by applying a procedure called concept scrubbing, which erases
all linear information about a target concept in every intermediate representation. LEACE
sequentially fits an affine transformation to every intermediate layer to erase the target
concept from its features while minimizing the distance from the original features. To fit
LEACE parameters, samples from the respective model pre-training distribution are used.
While this method can be used to improve fairness (e.g. preventing a classifier from using
gender or race as deciding criteria) and interpretability (e.g. removing a concept to observe
changes in model behavior), it has many limitations. It may degrade utility due to eras-
ing features irrelevant to the concept and it requires caching hidden states during training,
thereby leading to a substantial demand for memory. Also, its validation is limited to part-
of-speech, and its practical applicability is uncertain.

Gender information in representations of biased LLMs can be divided into factual gen-
der information and gender bias. Factual gender information encompasses grammatical or
semantic properties indicating gender in English texts, such as explicit gendered pronouns
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like “he” or “she”. Gender bias, on the other hand, refers to the model’s tendency to associ-
ate certain words with specific genders, like “nurse” being more correlated with women than
men. Limisiewicz and Marecek (2022) aim to mitigate the gender bias of a pre-trained LLM
by manipulating contextual embedding. They apply an orthogonal transformation to sepa-
rate lexical and syntactic information encoded in the model embedding. Then they filter out
the bias subspace from the embedding space and keep the subspace encoding factual gender
information. Although this method is efficient because it applies linear transformations on
the contextual embedding only, there is no guarantee that all bias-related dimensions will
be filtered. This is because the bias signal can be encoded non-linearly in LLMs and, even
when the whole bias subspace is removed, the information can be recovered in the next
layer of the model (Ravfogel et al 2020).

Leong et al (2023) propose a method for detoxifying LLMs by identifying and reversing
toxification trajectories in the internal model activations. The method operates in two stages
during inference: 1) generating internal activations for negative and positive prompts to
determine the “toxification direction,” and 2) linearly combining the target input’s activa-
tions with the negated difference from Stage 1 to produce non-toxic outputs. Whereas this
proposal is promising due to its simplicity and instance-level detoxification, it relies on
carefully crafted prompts, which raises concerns about its ability to mitigate complex forms
of bias and toxicity. Additionally, its effectiveness was primarily demonstrated on GPT-2,
which raises questions about its generality across different models.

4.4 Input/output modification

Methods in this category treat the models as a black-box and only require access to the
inputs and outputs of a model. This approach is specifically useful when the operator has
no access to the model weights, e.g., for products and services wrapping API-based models.
However, in the context of the right to be forgotten, input/output modification does not yield
any real privacy guarantee, as the models still retain the to-be-forgotten knowledge.

4.4.1 Input manipulation

In this approach, the data to be forgotten are deliberately altered or adjusted in a systematic
way to facilitate the process of unlearning.

Gallegos et al (2024) propose a prompting-based bias mitigation method that leverages
the zero-shot capabilities of LLMs to reduce biased stereotypical predictions and call it
zero-shot self-debiasing. Two techniques, self-debiasing via explanation and self-debiasing
via reprompting, are proposed. In the former, the model first explains invalid assumptions
in the answer choices, whereby it identifies potential stereotyping. Then, it answers the
question without stereotyping. In the second technique, the model first answers the question
as per the baseline approach. Then, it is reprompted to remove bias from its initial answer.

The authors demonstrate the ability of their method to decrease stereotyping in question-
answering over nine different social groups with a single prompt. Unlike traditional bias
mitigations, this method does not require any additional training data, exemplar responses,
fine-tuning, or auxiliary models, and thus it is a more efficient and practical solution for bias
mitigation. However, the method is task and context-dependent. It is designed for multi-
ple-choice questions, rather than for the more common open-ended question. Also, it uses
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manually created prompts, which limits its generalization to other biases. Future research
could focus on detecting biases in free text and also exploring automated prompt generation
to manage biases more effectively.

4.4.2 Information retrieval

The methods in this group aim to selectively extract or manipulate information from exter-
nal knowledge to shape the unlearning trajectory of LLMs.

SERAC (Mitchell et al 2022) utilizes a memory-based model editing approach that treats
an LLM as a black-box. It serves as a simple wrapper around the base model and consists
of three main components: an explicit cache of edits, an auxiliary scope classifier, and a
counterfactual model. When presented with a knowledge edit (which can be the unlearning
request), the wrapped model predicts a new input in two steps. Firstly, the scope classifier
assesses the likelihood of the new input falling within the scope of each cached edit. If
deemed within scope, the edit with the highest probability is retrieved, and the counterfac-
tual model provides a prediction based on both the new input and the retrieved edit. If the
new input is considered out-of-scope for all edits, the base model’s prediction is returned.
Although SERAC was evaluated on editing question answering, fact-checking, and dia-
logue generation, it can also be used to unlearn undesirable behaviors of LLMs and replace
them with desirable ones. This method is simple and easy to implement and requires no
modifications to the original model. Also, it can edit multiple models with different archi-
tectures. However, it may be prone to retrieval errors, such as noise and harmful content,
and knowledge conflict issues (Zhang et al 2024b). Further, it relies on an edit dataset for
training and may require more computational and memory resources in some settings.

To correct model errors via user interactions without retraining, MemPrompt (Madaan
et al 2022) pairs the model with a growing memory of recorded cases where the model
misunderstood the user intent. The system maintains a memory of the feedback as a set of
key-value pairs, where the key is a misunderstood input (e.g., question), and the value is its
correction. Given a new prompt, the system looks in the memory for a similar prompt to
check if the model has made a mistake on a similar prompt earlier. If a match is found, the
corresponding correction is appended to the prompt, and then the updated prompt is fed to
the model. In this sense, this approach can be seen as an instance of prompt engineering (Liu
et al 2023) which involves editing the prompts. The method was applied to lexical relations
like antonyms, word scrambling such as anagrams, and ethics, where user feedback is used
as the appropriate ethical consideration in natural language. While the method is efficient
and gives the end-user more control over the unlearning process, it might struggle with the
scalability of the memory or in maintaining utility as the volume of user interactions grows.
Also, its effectiveness highly depends on the quality of user corrective feedback and on the
success of matching the new input with its similar recorded one.

4.4.3 In-context learning
This approach exploits the in-context learning power of LLMs for unlearning.

To remove the impact of a specific training point on the model’s output, ICUL (Pawelc-
zyk et al 2023) constructs a specific context at inference time that makes the model classify
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it as if it had never seen the data point during training. The ICUL method involves three
steps:

1. Labelflipping. Given a forgetting request, the label on the corresponding training
point whose influence should be removed from the model is flipped, resulting in a new
template.

2. Addition of correctly labeled training points. Excluding the to-be-forgotten point, s
labeled example pairs are randomly sampled and added to the template from Step 1.

3. Prediction. The query input is added to the template, forming the final prompt, and the
model predicts the next token using a temperature of 0.

The label-flipping operation in Step 1 aims to remove the influence of a specific training
point on the model outcome. Step 2 aims to reduce the effect of the label flipping, with
the number of points s allowing for a trade-off between efficiency and utility. The ICUL
method was empirically evaluated on three classification datasets using a test called LiRA-
Forget, which was also introduced to empirically measure unlearning effectiveness. The
results demonstrate that ICUL can effectively eliminate the influence of training points on
the model’s output, occasionally outperforming white-box methods that necessitate direct
access to the LLM parameters and are more computationally demanding. While this method
is efficient and preserves the utility of the model, its effectiveness depends on the model’s
capacity for in-context learning. It is worth noting that its efficacy was only tested with text
classification tasks where the label-flipping process is applicable. Its effectiveness on other
tasks remains to be determined.

Table 1 summarizes and compares the LLM unlearning methods surveyed in this paper
under the types and requirements of digital forgetting discussed in Sect. 2.

5 Evaluation of unlearning in LLMs

In this section, we study the evaluation of unlearning in LLMs, including the datasets, mod-
els, and metrics employed by the surveyed works. Our analysis of metrics focuses on the
main aspects discussed in Sect. 2.3: (i) whether the model has effectively forgotten the
target knowledge, (ii) whether the model retained the rest of its capabilities, and (iii) the
computational cost of the forgetting process. Hereafter, these measures will be referred to as
forgetting, retaining, and runtime, respectively.

5.1 Datasets

A proper assessment of forgetting generally requires three different datasets, which we refer
to as forgetting training set, forgetting test set, and retaining test set. The two forgetting
sets are the unlearning counterparts of the training and test sets employed during training:
the forgetting training set comprises samples representing the knowledge that the model
should forget, whereas the forgetting test set facilitates the measurement of the forgetting
generalization. The retaining test set is typically disjoint from the forgetting sets and is used
to assess the utility of the unlearned model.
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Table 2 lists the forgetting datasets used by the surveyed methods. The “Forgetting tar-
get” column specifies the forgetting request type (as defined in Sect. 2.2) and a descrip-
tion of the undesired knowledge that has to be unlearned. Note that some authors select
combinations of undesired knowledge and forgetting request types that do not align with
real-world scenarios, although their choices might be justified for experimental purposes.
On the one hand, Wu et al (2023) and Borkar (2023) consider PII as items to be forgotten.
However, sensitive information should be treated as a concept to be forgotten, to preclude
the model from providing any details compromising privacy. For example, for an individual
born in Paris, even if the model does not generate the city name verbatim, it can disclose
that the birthplace is *The city of light’, the sobriquet of Paris. On the other hand, Eldan and
Russinovich (2023) experiment with forgetting a copyrighted corpus (Harry Potter books)
as a concept. This may be excessive to avoid copyright laws, for which it is sufficient not
to generate copies of the text. Forgetting copyrighted texts as ifems should be enough for
these cases.

Table 3 lists datasets used to assess the retaining of models. The “Retaining target” col-
umn specifies the preserved capability under evaluation. Note that the zsRE (Levy et al
2017) dataset and those subsequently listed were also employed for forgetting purposes
by the same authors (see Table 2). This is because the objective was to selectively for-
get a subset of samples, such as specific generations (i.e., private information in Enron
emails (Klimt and Yang 2004)), a concept (i.e., gender bias in Bias in Bios (De-Arteaga et
al 2019)) or a task (e.g., Python programming in CodeParrot GitHub Code (Tunstall et al
2022)), while retaining the rest of dataset-related skills. Several researchers choose widely
recognized benchmarks for LLMs (Eldan and Russinovich 2023; Jang et al 2022; Yao et al
2023; Pawelczyk et al 2023; Chen and Yang 2023) to evaluate the preservation of overall
capabilities. In contrast, a limited number of authors employ datasets with tasks that are
closely aligned with the knowledge intended for forgetting (Limisiewicz and Marecek 2022;
Belrose et al 2023; Pochinkov and Schoots 2023; Ni et al 2023). As it will be detailed in
Sect. 5.4, this strategy is taken because tasks that are similar but peripheral to the focus of
the forgetting process are expected to be the most affected by it.

5.2 Models

Table 4 reports the LLMs used by each of the surveyed methods. Models are sorted by their
number of parameters, that differ by as much as 3 orders of magnitude (i.e., from 11 million
to 30 billion parameters). LLMs are often released in various sizes to accommodate differ-
ent use cases. The table enumerates the specific sizes used, separated by commas. In cases
where multiple authors selected the same model but in different sizes, a row without the
model name is used. As suggested by Carlini et al (2021), larger models tend to memorize
more, and this makes them more challenging and interesting for evaluation. Notably, 8
works opted for models with over 1 billion parameters.

5.3 Forgetting evaluation
Most surveyed methods only offer approximate unlearning. Therefore, the forgetting suc-

cess must be evaluated empirically. This empirical evaluation is conducted by measuring
the model’s capabilities before and after the unlearning process via some metrics. Namely,
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Table 2 Datasets used for forgetting

Dataset name Forgetting target Paper/s
PKU-SafeRLHF (Ji et al 2023) Concept: Harmful Yao et al (2023)
generations

HaluEval (Li et al 2023a) Concept: Hallucinations Yao et al (2023)

RealToxicityPrompts (Gehman et al 2020) Concept: Toxicity Lu et al (2022); Ilharco et
al (2022)

Civil Comments (Borkan et al 2019) Concept: Toxicity Ilharco et al (2022)

Harry Potter Universe (Eldan and Russinovich  Concept: Related generations Eldan and Russinovich

2023) (2023)

WinoBias (Zhao et al 2018) Concept: Gender bias Limisiewicz and
Mareéek (2022)

WinoMT (Stanovsky et al 2019) Concept: Gender bias Limisiewicz and
Marecek (2022)

CrowsS Pairs (Nangia et al 2020) Concept: Gender bias Yu et al (2023)

Winogender Schemas (Rudinger et al 2018) Concept: Gender bias Yu et al (2023)

Bias in Bios (De-Arteaga et al 2019) Concept: Gender bias Belrose et al (2023)

StereoSet (Nadeem et al 2021) Concept: Stereotype bias Yu et al (2023)

English Universal Dependencies (Nivre et al Concept: Part-of-Speech Belrose et al (2023)
2020)

RedPajama (Computer 2023) Concept: Part-of-Speech Belrose et al (2023)
Training Data Extraction Challenge 4 Item: Specific generations Jang et al (2022)
Pile (Gao et al 2021) Item: Samples & Concept: Jang et al (2022); Belrose
PoS et al (2023); Pochinkov
and Schoots (2023)
Harry Potter and the Sorcerer’s Stone (Rowling Item: Copyright corpus Yao et al (2023)
2000)
SST2 (Socher et al 2013) Item: Samples Pawelczyk et al (2023)
Amazon polarity (Zhang et al 2015) Item: Samples Pawelczyk et al (2023)
Yelp polarity (Zhang et al 2015) Item: Samples Pawelczyk et al (2023)
IMDB (Maas et al 2011) Item: Samples Chen and Yang (2023)
SAMSum (Gliwa et al 2019) Item: Samples Chen and Yang (2023)
LEDGAR (Tuggener et al 2020) Item: Samples Wang et al (2023)
PersonaChat (Zhang et al 2018) Item: Samples Wang et al (2023)
IWSLT14 (Cettolo et al 2014) Item: Samples Wang et al (2023)
Enron emails (Klimt and Yang 2004) Item: Private information Wu et al (2023); Borkar
(2023)
zsRE (Levy et al 2017) Item: Old facts Ni et al (2023)
CounterFact (Meng et al 2022) Item: Old facts Ni et al (2023)
CodeParrot GitHub Code (Tunstall et al 2022)  Task: Programming Pochinkov and Schoots
(2023)

4https://github.com/google-research/Im-extraction-benchmark

the model’s capabilities related to the behavior the model is supposed to unlearn should
decrease. We can further evaluate whether the unlearning process can generalize through the
forgetting training and test sets. Considering the capabilities of LLMs for memorizing text
(Carlini et al 2021), it is possible that the forgetting process only works for samples in the
forgetting training set, and even a slight paraphrasing could be sufficient to obtain undesired
predictions.
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Table 3 Datasets only used for retaining

Dataset name Retaining target Paper/s

Wizard of Wikipedia (Dinan et al 2019) Dialogue Jang et al (2022)

Empathetic Dialogues (Rashkin et al 2019) Dialogue Jang et al (2022)

Blended Skill Talk (Smith et al 2020) Dialogue Jang et al (2022)

Wizard of Internet (Komeili et al 2022) Dialogue Jang et al (2022)

piqga (Bisk et al 2020) Q&A Eldan and Russinovich (2023);
Jang et al (2022)

COPA (Gordon et al 2012) Q&A Jang et al (2022)

ARC (Clark et al 2018) Q&A Jang et al (2022)

MathQA (Amini et al 2019) Q&A Jang et al (2022)

PubmedQA (Jin et al 2019) Q&A Jang et al (2022)

Truthful QA (Lin et al 2022) Q&A Yao et al (2023)

GAP Coreference (Webster et al 2018) Coreference Limisiewicz and Marecek (2022)

English Web Treebank (Silveira et al 2014) Dependency Limisiewicz and Marecek (2022)

WinoGrande (Sakaguchi et al 2020) Completion Eldan and Russinovich (2023);
Jang et al (2022)

HellaSwag (Zellers et al 2019) Completion Eldan and Russinovich (2023);
Jang et al (2022)

Lambada (Paperno et al 2016) Completion Jang et al (2022)

zsRE (Levy et al 2017) Completion Ni et al (2023)

CounterFact (Meng et al 2022) Completion Nietal (2023)

Pile (Gao et al 2021) Samples subset Jang et al (2022); Pochinkov and

SST2 (Socher et al 2013)

Amazon polarity (Zhang et al 2015)
Yelp polarity (Zhang et al 2015)
IMDB (Maas et al 2011)

SAMSum (Gliwa et al 2019)
LEDGAR (Tuggener et al 2020)
PersonaChat (Zhang et al 2018)
IWSLT14 (Cettolo et al 2014)
Enron emails (Klimt and Yang 2004)

CodeParrot GitHub Code (Tunstall et al 2022)

WikiText-103 (Merity et al 2016)
Bias in Bios (De-Arteaga et al 2019)

Samples subset
Samples subset
Samples subset
Samples subset
Samples subset
Samples subset
Samples subset
Samples subset
Generation
Generation
Generation
Classification

Schoots (2023)

Pawelczyk et al (2023)
Pawelczyk et al (2023)
Pawelczyk et al (2023)

Chen and Yang (2023)

Chen and Yang (2023)

Wang et al (2023)

Wang et al (2023)

Wang et al (2023)

Wau et al (2023); Borkar (2023)
Pochinkov and Schoots (2023)
Ilharco et al (2022)

Belrose et al (2023)

In the following, we examine the metrics employed by the surveyed works to measure

the attained level of forgetting:

o Dataset-specific metrics: Most papers (Eldan and Russinovich 2023; Jang et al 2022;
Yao et al 2023; Pawelczyk et al 2023; Chen and Yang 2023; Ni et al 2023; Pochinkov
and Schoots 2023) leverage the predefined performance metric of the forgetting dataset,
that is, the accuracy in a classification or completion dataset.

e Toxicity: Papers seeking to mitigate the toxicity of generated texts (Ilharco et al 2022;
Lu et al 2022) sometimes rely on off-the-shelf metrics, such as Perspective API* or Tox-

“https://github.com/conversationai/perspectiveapi
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Table 4 LLM:s used for forgetting

Model name Number of parameters Paper/s
ALBERT (Lan et al 2020) 1M Yu et al (2023)
DistilBERT (Sanh et al 2019) 67M Wang et al (2023)
BERT (Devlin et al 2019) 110 M Wu et al (2023); Yu et al (2023);
Limisiewicz and Marecek
(2022); Belrose et al (2023)
ELECTRA (Clark et al 2020) 110 M Limisiewicz and Marecek (2022)
RoBERTa (Liu et al 2019) 355M Pochinkov and Schoots (2023)
125M Yu et al (2023)
GPT-2 (Radford et al 2019) 117 M, 355 M, 774 M Ilharco et al (2022)
355M, 774 M Lu et al (2022)
Bloom (Scao et al 2022) 560 M, 1.1B Pawelczyk et al (2023)
Phi (Li et al 2023b) 1.5B Eldan and Russinovich (2023)
GPT-Neo (Black et al 2022) 125 M, 1.3B, 2.7B Jang et al (2022)
T5 (Raffel et al 2020) 223 M, 3B Chen and Yang (2023)

OPT (Zhang et al 2022)

Galactica (Taylor et al 2022)
Llama-2 (Touvron et al 2023b)
Pythia (Biderman et al 2023)

Llama (Touvron et al 2023a)

125 M, 1.3B, 6.7B

125 M, 1.3B, 2.7B
1.3B,2.7B

125 M, 1.3B, 6.7B

7B

160 M, 1.4B, 6.9B, 12B
160 M, 1.4B, 6.9B

7B, 13B, 30B

7B

Pochinkov and Schoots (2023)
Jang et al (2022)

Yao et al (2023)

Pochinkov and Schoots (2023)
Yao et al (2023); Ni et al (2023)
Belrose et al (2023)

Pochinkov and Schoots (2023)
Belrose et al (2023)

Eldan and Russinovich (2023)

icity.? These metrics involve training an LLM on a toxic dataset to predict the toxicity
score of input text.

Bias: Works addressing bias in LLMs (e.g., gender, race or stereotype) (Belrose et al
2023; Limisiewicz and Marecek 2022; Yu et al 2023) commonly rely on the bias-sen-
sitive prediction probability. For example, for pronoun prediction of a person with a
known occupation (e.g., doctor), probabilities for both pronouns are expected to be
50%. Under the premise of profession-induced gender bias, De-Arteaga et al (2019)
introduced the TPR-GAP metric, which assesses the difference (GAP) in the true posi-
tive rate (TPR) between the two genders for each occupation. On the same basis, Lim-
isiewicz and Marecek (2022) presented the relative gender preference (RGP) metric,
which can be roughly defined as the difference in gender probabilities for texts with and
without the profession name.

Generation: For undesired knowledge with no specific metrics, the evaluation often
focuses on how easily the model can generate that undesired knowledge. The evaluation
will depend on whether the forgetting process aims to avoid generating text that exactly
or approximately matches that of the forgetting request:

—  Exact generation: The goal is to prevent the model from generating verbatim copies
of the text to be forgotten. This is common in scenarios involving copyright. To that
end, the perplexity metric is often employed (Jang et al 2022; Yao et al 2023; Wu et
al 2023; Pochinkov and Schoots 2023). This approach is sometimes followed when

S https://github.com/unitaryai/Toxicity
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the objective is to avoid the generation of PII. Jang et al (2022) propose the extrac-
tion likelihood metric, which considers overlaps of n-grams, and the memorization
accuracy metric, for matching identical token sequences. They define unlearning
as complete when both metrics are lower than a threshold for the forgetting test
set. Wu et al (2023) adapt their metrics to the type of PII to be forgotten, such as
exposure for phone numbers and mean reciprocal rank for names. Note that most of
these evaluations do not use a forgetting test set, but focus on exact replicates. This
approach may not be enough to deal with privacy issues, since we should prevent
the generation of the targeted sensitive concept, not only the concrete way it is
expressed (unlike copyright).

— Similar generation: In this scenario, we consider any type of generations which
suggest that the model has been trained with undesired knowledge. For instance,
Wang et al (2023) measure output similarity with the text to be forgotten by using
the Jensen-Shannon Divergence (JSD), the Language model Probability Distance
(LPD), and the Proportion of instances with Decreased Language model Probabil-
ity (PDLP), while Yao et al (2023) leverage the BiLingual Evaluation Understudy
(BLEU) score. Eldan and Russinovich (2023), who aimed to forget the Harry Potter
universe corpora, opted for a more fine-grained evaluation, using a forgetting test
set curated to reflect knowledge of the Harry Potter books.

o Membership Inference Attack (MIA): A few authors (Wang et al 2023; Chen and
Yang 2023; Pawelczyk et al 2023) use the success of a MIA as a metric. This type of at-
tack aims to determine whether a piece of knowledge was used during the (pre-)training
of the model. See Shokri et al (2017); Yeom et al (2018) for a primer on MIAs, Carlini
et al (2021); Nasr et al (2023) for examples of black-box MIA on LLMs, and Patil et al
(2023) for an example of a white-box MIA on LLMs.

Among the surveyed works, we have found two main approaches for the evaluation of
forgetting. The first, a more realistic scenario contemplated by Jang et al (2022); Yao et
al (2023); Yu et al (2023); Limisiewicz and Marecek (2022), involves applying forgetting
techniques to a standard, publicly available, pre-trained LLM with pre-existing biases from
its training data. This approach has some constraints, notably that the undesired knowledge
must be well-represented in the pre-training dataset and that an external dataset may be
needed if the specific undesired data are not identifiable enough. Due to these limitations,
some researchers, such as Eldan and Russinovich (2023); Chen and Yang (2023); Borkar
(2023); Wu et al (2023); Wang et al (2023) prefer a second, more controllable but less real-
istic scenario, where forgetting is applied to an LLM fine-tuned with a dataset that includes
the undesired knowledge. This allows for better control over the process, with the original,
unaltered LLM serving as a baseline for comparison. However, this scenario risks unrealis-
tic results due to the potential overfitting on the undesired knowledge.

5.4 Retaining evaluation
The assessment of model retaining often involves evaluating the utility difference of the

LLM before and after the forgetting process on tasks different from the undesired knowl-
edge. The smaller the utility difference, the better the retention. Ideally, the retention evalu-
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ation should encompass all possible knowledge except that to be forgotten. Nonetheless,
this is unfeasible in most cases, given the wide range of capabilities that LLMs can learn.
Instead, researchers define the forgetting test set by selecting the subset of the most relevant
tasks for which utility should be retained.

In the following, we list the most prominent strategies used to measure the retained

utility:

General benchmarks. Eldan and Russinovich (2023), Wang et al (2023), and Jang et al
(2022) leverage well-established LLM benchmarks, such as those used for comparing
LLMs (Sakaguchi et al 2020; Zellers et al 2019; Paperno et al 2016; Bisk et al 2020).
These benchmarks assess the model’s capabilities in NLU, reasoning, and human-like
generation. The performance of the original and resulting models in these general tasks
is compared to assess retaining.

Related but different. A reasonable assumption is that knowledge conceptually close
to that to be forgotten will be the most affected by the unlearning process. Therefore, the
performance of the models in these domains may be an appropriate indicator of whether
the model is retaining the remaining capabilities or unlearning is affecting more than
just the undesired knowledge. Following this principle, several authors evaluate retain-
ing in domains related but different to the undesired knowledge (Yao et al 2023; Lu et al
2022; Limisiewicz and Marecek 2022; Belrose et al 2023; Chen and Yang 2023; Wang
et al 2023; Pawelczyk et al 2023; Wu et al 2023; Ni et al 2023; Pochinkov and Schoots
2023). The specific strategies employed differ in terms of closeness and/or relatedness
to the forgetting target:

—  Related dataset. Lu et al (2022); Yao et al (2023); Limisiewicz and Marecek (2022);
Ilharco et al (2022) choose datasets different from but related to those used for
unlearning. For instance, Lu et al (2022) measured toxicity, fluency and diversity in
the WritingPrompts dataset (Fan et al 2018) to measure the retaining of the model’s
writing capabilities when forgetting toxic generations from the RealToxicPrompts
dataset (Gehman et al 2020). Similarly, Yao et al (2023) leveraged BLEURT (Sel-
lam et al 2020) and the deberta-v3-large-v2 reward model® to compare the gen-
erations for Truthful QA (Lin et al 2022) questions by the original LLM with those
resulting from unlearning harmful Q&A pairs of PKU-SafeRLHF (Ji et al 2023).

— Same dataset but different samples. Chen and Yang (2023); Wang et al (2023);
Pawelczyk et al (2023); Ni et al (2023); Pochinkov and Schoots (2023) evaluate
retaining on the remaining samples of the same dataset used for unlearning. For
example, Pochinkov and Schoots (2023) forget Python code samples from Tunstall
et al (2022) while aiming to retain the remaining code samples.

—  Same dataset but different task. The forgetting dataset is used to measure the mod-
el’s capabilities in a task disjoint of that to be forgotten (Belrose et al 2023; Wu et
al 2023). For instance, the Bias in Bios dataset (De-Arteaga et al 2019) is employed
by Belrose et al (2023) for both forgetting gender bias and measuring retaining in
the job prediction task. Another example is provided by Wu et al (2023), who aim to
forget PII from the Enron dataset (Klimt and Yang 2004), and measure retaining as
the generation quality for the rest of the corpus.

®https:/huggingface.co/OpenAssistant/reward-model-deberta-v3-large-v2
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The utility degradation observed in these studies usually falls within the range of 1-5%,
although it can occasionally reach up to 20%. Jang et al (2022) and Pawelczyk et al (2023)
show that larger models tend to exhibit better utility retention.

5.5 Runtime evaluation

The runtime of unlearning methods should always be significantly lower than the runtime of
retraining the models from scratch, which is the baseline for unlearning. However, unlearn-
ing is rarely a fast procedure, since it usually involves costly training-related steps, such as
fine-tuning.

Several of the surveyed works explicitly report the runtime of their methods. Reported
values range from minutes (Wang et al 2023; Yao et al 2023; Limisiewicz and Marecek
2022; Jang et al 2022; Yu et al 2023) to hours (Chen and Yang 2023) or even longer than a
day (Lu et al 2022). However, directly comparing the runtime reported by different works
might be unfair, due to the different hardware configurations, models, and/or undesired
knowledge.

There are some workarounds to compensate for hardware discrepancies, although they are
not universally applicable. First, the runtime can be normalized to the most common GPU,
adjusting runtime from other GPUs based on their relative performance in deep learning,
as assessed through specific benchmarks. However, the substantial memory requirements
of LLMs often require multi-GPU configurations with the corresponding interconnections.
The latency of these interconnections also influences runtime, but this is rarely reported in
the literature. Second, for those methods whose time cost is predominantly determined by
fine-tuning, the number of epochs can be used as a more general indicator of cost. However,
this information is only reported by a subset of works (Eldan and Russinovich 2023; Chen
and Yang 2023; Jang et al 2022; Yao et al 2023; Yu et al 2023; Wu et al 2023; Ni et al 2023;
Ilharco et al 2022) and it can only be used when comparing identical models, data and for-
getting tasks, which is rarely the case.

6 Challenges and recommendations

This section outlines several challenges of machine unlearning we have identified when
considering the technical and legal requirements of digital forgetting and the surveyed
works. Our goal is to guide researchers and practitioners in: i) the identification and applica-
tion of unlearning techniques that are suitable to their needs; and ii) the evaluation of the
effectiveness of those techniques.

6.1 Managing forgetting request types

A first challenge for practitioners is how to process forgetting or unlearning requests. We
start with a description of general forgetting requests as implemented to comply with the
right of erasure described in the GDPR (European Parliament and Council of the European
Union, 2016).

The right to erasure in Article 17 of the GDPR states that: “The data subject shall have
the right to obtain from the controller the erasure of personal data concerning him or her
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without undue delay and the controller shall have the obligation to erase personal data with-
out undue delay [...]”. The regulation does not specify any form or information the data
subject has to provide to the data controller to exercise their right. Search engines, such as
Google Search, provide specific forms to exercise the right to be forgotten. In their forms,
Google requests the data subjects to identify, and then provide a list of URLs that contain
personal information about them, which specific search queries point to the documents of
interest, and the motivation for the erasure.” Therefore, the implementation of the right to be
forgotten revolves around removing documents that are present on the internet and contain
some personal information about the data subject from search results. This erasure does not
imply all information about a data subject has to be deleted from search results, but only that
information requested by the data subject.

How these requests translate to large generative models, and LLMs in particular, and
to requests other than those concerned with data privacy is a subject to be further studied,
but we should expect requests that include the problematic outputs of LLMs along with
the inputs (or prompts) that triggered them. Given that information, the model owner will
be able to determine the nature of the problematic outputs and decide whether the issue is
related to privacy or copyright, to the generation of non-factual or incorrect information, or
to the generation of outputs that are not aligned with human values, such as biased, toxic,
or harmful information.

The unlearning mechanisms surveyed in Sect. 4, along with other forgetting mechanisms
mentioned in Sect. 3 apply to different unlearning targets, with different guarantees, evalu-
ation methods, and costs. Thus, the choice of a forgetting or unlearning mechanism will
depend on the type of knowledge to be forgotten and on the balance of three, often conflict-
ing, properties, namely, the unlearning guarantees provided by the mechanism, the utility of
the resulting model, and the execution time of the solution.

We next summarize our findings on the available unlearning mechanisms, describing the
available options for each of the possible unlearning requests.

Forgetting procedures aimed at removing private information are covered by many of
the works we have surveyed. One of the reasons for that is that privacy has been a topic of
research for several years, and definitions of privacy originally thought for databases have
carried over into the machine learning field. Not surprisingly, the unlearning guarantees
defined by Nguyen et al (2022) and Xu et al (2023) are heavily inspired by differential pri-
vacy, and privacy attacks, such as membership inference attacks or reconstruction attacks,
have been used to measure the risk of privacy leaks and to evaluate the effectiveness of
unlearning. This has resulted in a very rich literature on unlearning mechanisms dealing
with private information, even in the context of LLMs. Therefore, practitioners can choose
from a wide range of methods, which include methods that provide exact guarantees but at
high computing cost, such as SISA (whose set-up cost is equivalent to that of retraining from
scratch, but which makes the processing of unlearning requests faster) as well as methods
offering no guarantees but fast execution, such as ICUL. Even when no ex ante guarantees
exist, evaluation of unlearning for privacy (which amounts to evaluating whether the model
knows a particular information) has been studied for years, and techniques such as MIAs
can be used for empirical evaluation (Carlini et al 2021; Nasr et al 2023). One of the main
challenges of unlearning private information is that most methods focus on unlearning items
or data points from the models. Whereas that might be enough to remove PII such as identi-

"Google’s Right to be Forgotten form — https://reportcontent.google.com/forms/rtbf
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fiers or specific sensitive information, it might not suffice for quasi-identifiers (attributes
of individuals that are not direct identifiers but that im combination can uniquely identify
an individual). Unlearning approaches that deal with this issue should not be devoted to
deleting specific information about individuals, but to removing any possible correlations
between someone’s identity and all the set of attributes that could describe that person.

Addressing copyright issues through unlearning is quite similar to the case of privacy. All
but one of the works we have surveyed that apply to privacy also apply to copyright issues,
as do guarantees, costs, and evaluation mechanisms and criteria. However, we find a distinc-
tion between forgetting or unlearning copyrighted material -needed when the rightholders
forbid any processing of their protected work by the developers of an LLM—, where the
approaches described above would apply, and ensuring that generative models do not output
copyrighted material, which could constitute plagiarism. In the latter case, an unlearning
procedure would just need to ensure that no verbatim fragments of a protected work are
generated by the LLM. There is, however, a right to quote works for the purposes of com-
mentary or criticism. Therefore, additional measures should be taken to make LLMs attri-
bute quotes accurately. This is an open problem that requires more study.

When forgetting requests refer to model robustness, where we include the removal of
factually incorrect information, fake news, or outdated information, we face a similar situ-
ation to that of privacy or copyright protection. Note that, according to the works we have
surveyed, methods that target items apply seamlessly to several of the issues we want to
correct using unlearning. The reason is that an item is a piece of data that can be as small
as a token or as big as a whole document. As above, choosing which mechanism to use will
depend on the desired guarantees and runtime.

Finally, we cover alignment issues, which include discrimination, the generation of toxic,
harmful, or hateful outputs, and the unlearning of unwanted capabilities. Regarding methods
that focus on fairness or the mitigation of biases and discrimination, our survey has revealed
that most studies focus on gender discrimination related to pronouns (e.g., “doctor” is more
frequently associated with “him” while “nurse” is more frequently associated with “her”).
While addressing this issue is crucial, we believe it represents a limited perspective on bias,
which in fact manifests across many more dimensions. Thus, we observe that more research
should be conducted in this domain, covering different aspects of discrimination and bias.
Addressing all potential biases in text documents could significantly impact the models’
retaining performance. Also, the lack of a clear definition or methodology for approaching
bias complicates the evaluation of bias mitigation efforts. Each type of bias —such as gender,
ethnicity, or race— may require unique evaluation datasets and methods. Furthermore, most
methods designed to correct biases offer little to no concrete guarantees, requiring practitio-
ners to continuously monitor and assess any potential biases present in their models. It may
be beneficial to discuss the need for standardized frameworks or benchmarks that could pro-
vide a more systematic approach to evaluate and address biases in Al models. An even less
concrete type of requests are those related to the generation of toxic, harmful, hateful, or hal-
lucinated content. These phenomena are difficult to define in many cases because of cultural
differences, the use of humor and sarcasm, the importance of context, etc. Methods that deal
with these issues are often based on further fine-tuning and input and output manipulation,
and therefore only provide at most weak guarantees of unlearning. For toxic and hateful
content, evaluation can be carried out leveraging other LLMs such as HateBERT.

@ Springer



Digital forgetting in large language models: a survey of unlearning... Page 33 of 41 90

We have observed that methods dealing with alignment issues (with the exception of the
generation of toxic content, which in some cases can be tackled with the same mechanisms
for privacy and copyright issues) have garnered less attention in the literature. As discussed
above, a possible reason is that defining what is and what is not undesirable knowledge
is difficult in the alignment scenario. Most methods, therefore, offer at most approximate
guarantees; even in this case, the empirical evaluation of the unlearning performance is not
well established.

6.2 Guarantees of forgetting

We now discuss the limitations of ex ante guarantees of forgetting.

The forgetting guarantees presented in Sect. 2.3 were mainly devised for general neu-
ral network classifiers. Although they can still be used for LLMs, some factors limit their
applicability. On the one hand, the guarantees refer to the parameters of the resulting models
after training or forgetting. This means that, for an ex ante guarantee of forgetting, a clear
approximation of the influence of every training sample on the model weights is known or
can be computed. Whereas this may be feasible for small or simpler models, the complexity
of LLMs can make such analyses difficult if not impossible.

On the other hand, although unlearning an image or a record is relatively straightforward
in typical machine unlearning, the complexity increases when dealing with text data in
LLMs. If the goal is to unlearn a text sequence containing sensitive information, not only is
identifying explicit sensitive data difficult, but identifying implicit sensitive data (data that
may allow sensitive inferences) is even more challenging. This challenge also applies when
unlearning copyrighted documents, especially in non-fiction texts, where identifying the
unique tokens associated with these documents becomes tedious. When the aim is to elimi-
nate model bias or hallucination, the complexity increases further. Bias is often widespread
and difficult to detect in training text data, as it appears in scattered patterns across many
examples in both explicit and implicit forms. Thus, unlearners often resort to identifying
biased concepts within internal model representations and addressing them at this level.
Similarly, addressing hallucinations poses a significant challenge, as they often stem from
multiple sources, making identification a nontrivial task.

6.3 Evaluation

Regarding the empirical evaluation of unlearning and retaining capabilities, we have found
that the surveyed works often use specific datasets, and this may lower the applicability
of many of these evaluations to the general case. To ensure the methods are not dataset-
specific, diverse datasets for the same target task must be used.

Unlearning in LLMs is more challenging than in traditional classification models due to
the vast output space of language models (their outputs are not just a class label), higher
efficiency requirements, and limited access to training data. This makes evaluations dif-
ficult. Currently, no de facto standard datasets exist to explicitly evaluate unlearning meth-
ods. Researchers typically assess these methods across diverse datasets based on individual
considerations.

Another challenge is that all methods are evaluated on English language datasets and
there is no evidence about their performance with other languages. More datasets on differ-
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ent unlearning applications are required to assess how well unlearning methods generalize
across different languages.

Furthermore, even if unlearning is motivated by concerns about private information leak-
age, the datasets used in the literature rarely contain sensitive information. To better validate
the effectiveness of unlearning for sensitive information, future research should use simu-
lated datasets with representative distributions of sensitive information.

6.4 Balancing forgetting requirements

In order for practitioners and operators of LLM-based services to comply with forgetting
requests, whatever their type and target, they can follow a tiered approach that balances the
runtime of the solutions (in order to comply with requests in a timely manner) against the
forgetting guarantees and the retain performance.

Input/output modification approaches, described in Sect. 4.4, along with output post-
processing methods, can be deployed almost instantly to steer the model behavior towards a
more desirable one without impacting the retain performance in any significant way. How-
ever, these approaches can only provide weak unlearning guarantees, which in some cases
can be reverted by users using carefully crafted prompts. Although these approaches can
serve as a fast hotfix to LLMs, they are only recommended as a short-term approach while
other, more robust but more costly, approaches are applied in parallel.

Unlearning methods based on local modifications or fine-tuning offer a better balance
between speed, unlearning guarantees, and utility of the unlearned models. All of the
surveyed methods in these categories offer approximate guarantees, which in most cases
should be sufficient to comply with forgetting requests, especially those related to privacy
and copyright issues (dealing with biases and the generation of harmful content is a more
complex issue). These methods can be used to consolidate changes made with the previous
approaches without the need to retrain the models.

A more definitive approach to complying with forgetting requests is to retrain the models
from scratch, applying any necessary data pre-processing or privacy-preserving training
techniques. Mechanisms such as SISA can also be applied in order to prepare for future
unlearning requests. All these approaches provide exact guarantees and a good utility of the
resulting models, but they require significant resources.

7 Conclusions

We have surveyed the state of the art in digital forgetting and machine unlearning in LLMs
from several points of view.

First, we have reviewed and characterized the motivation, the types, the requirements
and the main approaches to digital forgetting in LLMs. Next, we have conducted the most
comprehensive and up-to-date survey on unlearning methods for LLMs in the literature,
encompassing 22 works, most of them published in 2023 and 2024. Unlearning methods
have been organized according to a fine-grained taxonomy, which classifies them accord-
ing to the type of modification they perform on the model and their fundamental working
principle. We have also surveyed the way the proposed methods are evaluated for forgetting,
retaining and runtime; we have identified 28 datasets used for evaluation of forgetting, 31
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datasets used for evaluation of retaining, and 15 LLMs used by the surveyed methods (plus
size variations).

Finally, we have identified the most outstanding challenges of machine unlearning in
LLMs, and we have proposed recommendations for practitioners on how to choose specific
methods depending on their needs. We believe the scientific community and the profession-
als developing, managing, and deploying models can benefit from our recommendations on
how to apply machine unlearning methods to satisfy their needs, possibly imposed by the
existing regulations.
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