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Converting Fixed-Length Binary Strings Into
Constant Weight Words: Application on
Post-Quantum Cryptography

Mariano Loépez-Garcia

Abstract—This paper presents a new algorithm for encoding
binary strings of fixed-length into a word of constant Hamming
weight and constant length. The primary difference compared
to previous publications is that the proposed algorithm can be
directly applied to binary strings of fixed-length, without including
a variable number of random bits needed to ensure the success
of the encoding. The algorithm is useful for many post-quantum
encryption schemes, in which a constant weight word is required.
Additionally, a constant-time version of the algorithm is proposed,
in order to mitigate information leakage vulnerabilities that could
be exploited in potential timing attacks. An application based on
a post-quantum Classic McEliece cryptosystem, using different
security levels, is presented. Experimental results demonstrate the
feasibility and correctness of our approach along with its advan-
tages when compared with other solutions proposed in the past.

Index Terms—Security and privacy, code-based cryptography,
public key cryptosystem, post-quantum cryptosystems, theory of
computation.

1. INTRODUCTION

ITH the advent of quantum computers, featured by their
W outstanding computational capabilities, the security pro-
vided by the classical cryptographic algorithms is known to be
compromised. Aware of this threat, in 2017 the NIST (National
Institute of Standards and Technology) launched a call aimed
at proposing the future post-quantum standardization scheme
(PQQC), by finding an efficient cryptographic standard resistant
against attacks performed by quantum computers [1].

Classic McEliece is one of the candidate algorithms that is
currently in fourth round [2]. Such post-quantum public-key
encryption algorithm is suitable as a key-establishment method.
Itis based on the Niederreiter’s dual version of McEliece’s public
key encryption (PKE) that, additionally, provides IND-CCA2
security [3], [4]. Thus, Classic McEliece is proposed as a con-
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fidence key encapsulation mechanism (KEM) when distribut-
ing cryptographic keys through non-secure communications
channels.

BIKE and HQC are two additional post-quantum algorithms
presented to the NIST standardization project, that are also
being considered in fourth round. Both algorithms are based
on structure codes, and are suitable as a general-purpose KEM.
In July 2022, the NIST announced that at most one of these
two candidates would be selected for standardization at the
conclusion of the fourth round.

These three algorithms use a fixed-weight vector in one
of the steps involved in the key generation, encapsulation or
(de)capsulation stages. For instance, Classic McEliece begins
the key encapsulation process generating a uniform random
binary error-vector e € F3' of weight ¢ (the vector e has length
n and a ¢ number of ‘1”). Among other methods, the generation
of such fixed-weight vector can be accomplished through either
shuffling, rejection or a sorting method [5].

If the algorithm is employed just to encrypt an arbitrary
plaintext or a message of length L (not used as a KEM, but
as PKE), by using the Niederreiter’s dual version, the plaintext
should have the same features (length n and weight ¢) as the
binary vector e. Hence, if any plaintext is accepted, a decoder
must be included in order to transform such message into a fixed-
length constant weight word. Note that, when the algorithm is
wrapped within a KEM then, instead of using a shuffling method
or other, the vector e could be generated straightforwardly by
creating arandom word of length L, and including the previously
mentioned decoder to meet the requirements in terms of length
and weight.

There are some other applications in which it is necessary
to include an algorithm able of transforming a binary sequence
into a constant weight word. For instance, in the proposal made
by Kobara and Imai [6] to obtain IND-CCAZ2 security in a PKE
scheme, a function is included in order to convert an integer into
its corresponding error vector of length n and weight ¢. In fact,
LEDACTypt, one of the proposals submitted to the NIST PQC,
and considered as candidate until second round [7], [8], employs
this conversion.

The challenge of creating, from an arbitrary string of length
L, a new binary sequence with a predetermined length n and
Hamming weight ¢t was approached from two different perspec-
tives. The first solution is based on a combinational approach,
and it consists in mapping the set of binary words of length n

© 2024 The Authors. This work is licensed under a Creative Commons Attribution 4.0 License. For more information, see
https://creativecommons.org/licenses/by/4.0/


https://orcid.org/0000-0002-5556-233X
https://orcid.org/0000-0001-6374-171X
https://orcid.org/0000-0002-5674-4119
mailto:mariano.lopez@upc.edu
https://doi.org/10.1109/TDSC.2024.3524626

3064

and weight ¢ with the integers of the interval [0, <7Z> [[9]. Note

that, this encoding considers that L = log, " —‘ . The main

t
drawback of this map is that it requires the calculation of large
binomials coefficients, which have a quadratic complexity in
the input string length L. The second approach was presented
by Sendrier [10], proposing a run-length encoding based on
Golomb codes that provides linear complexity. However, the
length L of the input string varies depending on its value, and
then it is not clear how to stablish a lower and upper bound
for such length. Hence, in those applications in which L is
fixed to a constant value, the use of this solution could not be
straightforward.

Encoding and decoding of constant weight-words has also
been applied to code-based signature. In [20], authors proposed
the implementation of a signature scheme that provides re-
sistance against side channel attacks. Sendrier’s algorithm is
used to convert an input hash value into a n-bit vector with
constant weight. Similarly, a new method to construct code-
based signatures following the Lyubashevsky’s lattice-based
framework was proposed in [21]. Authors used the so-called
weight restricted hash functions, which are created by combining
collision-resistant hash functions with an encode algorithm that
is able of converting any message into a new string with fixed
Hamming weight.

Physically Unclonable Functions (PUF) can be used as an
authentication mechanism without the need to store secret keys.
However, PUFs can be affected by modelling attacks, where
malicious adversaries use machine learning to replicate the PUF.
In [22], a new method, that obfuscates the challenges using
XOR operations followed by a transformation into constant
weight vectors, is proposed. This transformation is based on
the enumerative encoding method (combinational approach)
introduced by Cover [9].

Constant weight encoding was also used in password-
authenticated key exchange (PAKE) protocols. In [23], au-
thors published the first post-quantum PAKE protocol based
on Ouroboros, a scheme that gathers the best properties of
the McEliece variant that uses moderate density parity-check
codes and Hamming Quasi-Cyclic cryptosystems. As in [20],
this proposal uses the Sendrier’s algorithm to create random
words with constant Hamming weight.

This papers presents a new algorithm aimed at creating con-
stant weight words that can be incorporated in some of the
algorithms presented to the NIST post-quantum standardization
project. This algorithm is specially well suited for cryptographic
algorithms based on correction error-codes. When compared to
previous publications, our main contribution is that the algorithm
works when the input string has a predetermined fixed-length
Lj; it has a linear computation complexity in L; and it runs in
constant time, so timing attacks can be avoided.

Next section resumes the main related works. Section III
describes our proposed algorithm for a constant weight word
encoding, and presents an implementation that allows its execu-
tion in constant time. Finally, experimental results are reported
and commented in Section I'V.
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II. RELATED WORKS AND PROBLEM STATEMENT
A. Notations and Conventions

For all post-quantum algorithms based on correction error-
codes, n denotes the code length and ¢ is the error-correction ca-
pability. C' = {1, O}L represents the input binary string of length
L that must be converted into a binary word A = {1,0}" of
length n and Hamming weight ¢. Additionally, such binary word
A can by represented by a ¢-tuple 6 = {01, .., 0, .., 0 } formed
by tintegers oy, being 6, € N, 1 < k < t. Eachinteger d, repre-
sents the number of zeros existing between each two consecutive
ones included in . For instance, if . = {01000100001001001},
where t =5 and n = 17, then § = {1, 3, 4, 2, 2}. Addition-
ally, A can also be represented by a different ¢-tuple of integers
v ={m.k. 7} being v, < ~; if k < j. Each -y, represents
the coordinates (index) of the ‘1’s in A. Using the same example,
~ would be {2, 6, 11, 14, 17}. Note that 6 = v, — Yx—1 — 1
being v, = 0. It is easy to prove that ZZZ O < (n—1t).
Additionally, Gol () is the Golomb coding of a positive integer
0. The characteristic of the Golomb coding is denoted as d.
Bin2CW is the algorithm that transforms a binary string C into
the constant weight word represented by the ¢-tuple 5. CW2Bin
is the opposite function, i.e., it converts a constant weight word
into a binary string C of length L. Finally, W, ; denotes the set
of binary words of length n and Hamming weight .

B. Previous Proposals

At the early 70s, Cover proposed one of the first solutions to
fix the problem of converting binary strings into constant weight
words [9]. This proposal is based on a combinatorial number
system, which is a mixed representation of natural numbers,
known as combinadics. As any non-negative integer ¢ can be
represented uniquely as sum of ¢ binomial coefficients, Covers
employed a simple method consisting in indexing the set W, ;
using the following mapping:

{m.vj.m} —is= (% t_ 1> +..+ (71 1_ 1> (1)

For instance, if A = {1010001}, theny = {1, 3, 7} (¢t =3
and n = 7) and i = 21 (ie., C = {10101},). The disadvan-
tage of this method is that the computation of i, involves the
calculation of ¢ binomial coefficients, which usually leads to a
lower performance in terms of execution time. In [30], Borisenko
etal. proposed a very efficient algorithm for generating binomial
coding words. By using a simple transformation that adds a
certain number of zeros or ones to the end of the word, the bino-
mial coding combinations can be easily converted into constant
weight words. Authors proved as the binomial numerical system
is a prefix code, it is well-defined and it is compact. However,
no additional information about how to find the inverse function
is given, i.e., finding the unique integer that corresponds to the
constant weight word, so that it would be necessary to calculate
t binomials coefficients as in the method proposed by Cover.

Sendrier proposes in [ 10] a method that avoids the calculation
of binomial coefficients. Let C' be the plaintext of length L that
should be converted into a constant weight word such as d (or A).
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001i011{1000010010
L ' I:I ' l:t I n: T :n I J
Gol(6,) Gol(8,) Gol(63) Gol(64) Gol(Ss)

v . . B v

8,=1 6,=3  8;=4 6,=2 0b5=2

Fig. 1. Representation of the input string C' as a concatenation of =5 Golomb
codewords (d = 4).

Algorithm 1: Binary String to Constant Weight Word
(Bin2CW).
Input: length n, weight t, binary string C
Result: a t-tuple § = {6;,..,8y,..,68:}
index=0, delta=0
while (t>0) do
if n<t then
C==7n——
d[index]=delta
delta=0, index++
else
d=best_d(n,t)
if read(C,1l) then
| n-=d, delta+=d
else
i=decodefd(d,C)
d[index]= d+i
n-=(i+l), t--
delta=0, index++

return (81,85, ++4 O¢)

As shown in Fig. 1, Sendrier proposes interpreting this plaintext
as the concatenation of ¢ Golomb codewords, each one repre-
senting the codification of a particular ;. For instance, using
the example presented before (i.e., § = {1, 3, 4, 2, 2} ), the
plaintext would be C' =0010111000010010, if the characteristic
parameter of the Golomb code d = 4 and L = 16. Note that in
this example L # n, which is the usual case.

Algorithms 1 and 2 represent the unfolded versions of
Sendrier’s algorithms as proposed in [12]. Algorithm 1 shows
the pseudocode used to obtain the ¢-tuple ¢ from the input string
C (i.e., Bin2CW), while Algorithm 2 represents the pseudocode
that performs the inverse transformation (i.e., CW2Bin).

As Golomb mentioned in [11], the value of d is chosen to
achieve the best compression rate. Sendrier proposed to adjust
this parameter in each recursive call used to calculate the value
of 0y. Thus, the function best_d(n, t) returns the optimal value
of d, that should be used in each iteration to obtain the maximum

compression rate bounded, in average, by the entropy logQ(TtL).

Such best value is given by

t—1 1
dm(n—Q) (1—21> (2)

In fact, in the experimental results presented in [10], the
efficiency defined as the quotient between L and the entropy
is close to 100%, which demonstrates the correctness when the
value of d is chosen as defined in (2).
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€=00i{101111000/010010
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dTZ dTZ d=21d=2 d=3 Bits not used
§,=0 8,=3 83=4 8,=0 85=1

A=1000100001101000

Fig. 2. Conversion of string C' into a constant weight word using Sendrier’s
algorithm (t = 5, n = 16).

Algorithm 2: Constant Weight Word to Binary String
(CW2Bin).
Input: length n, weight t, t-tuple § = {5, .., 8y, .-
Result: a Binary string C

index=1

while (t!=0 and n>t) do
d=best_d(n,t)
if 5[index]2d then
n-=d

d[index]-=d
write(C,1,1)
else
write (C,0,1)
u=log,(d)
write (C, encodefd(d[index]),u)
| n-= 5[index]+1
= t--, index ++

6}

return C

The function write (C,j, k), writes the integer j, using k
bits, into the string C and move forward the writing pointer k
positions. Analogously, read(C, k) returns the integer value of
the following k bits of the string C and it advances the reading
pointer by k positions. Function decodefd(d,C') returns the
integer value dj, that represents the codeword Gol(dy) using d as
parameter of the Golomb code, while encode fd(dy., d) performs
the opposite operation. The result of executing Algorithm 1
(Bin2CW), on the string C' shown in Fig. 1, is depicted in Fig. 2.
As can be seen, the last 3 bits are not used by the mapping
function, because the condition ¢ > 0 is violated in the ninth
iteration of the while- loop. The opposite circumstance can also
occur, namely, there may not be enough bits in C' to complete
the conversion. Thus, it can be concluded that the number of bits
needed to create the ¢-tuple & varies depending on the value of
those bits that form the binary sequence C.

In fact, Bin2CW described in Algorithm 1, is defined as a
function ®(C) : {1,0}" — 6 = {41, .., Ok, .., 6 } that performs
a mapping between a set of binary strings and a set of ¢ natural
integers ranged from 0 to (n — t¢). Table I shows this function
for n = 4 and ¢t = 2. Note as, (C) is a partial function that
is bijective on the elements ¢ which do have an image. Again,
as this table reveals, the domain of this function is a finite set
of bit strings whose length varies between 2 and 3 bits. Thus,
as it was pointed out by Sendrier, if any binary sequence C'
(e.g.,C' ="00") should be decoded into a sequence A of length
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TABLE I
FUNCTION ®(C):N=4,T=2

Input String t-tuple & A constant Length L of

C weight word | input string
“11” § ={2,0} A="0011" 2 bits
“101” §={11} A="0101" 3 bits
“001” § =1{1,0} A="0110" 3 bits
“10” 6§ =1{0,2} A="1001" 2 bits
“100” 6§ =1{0,1} A="1010" 3 bits
“000” § =1{0,0} A ="1100" 3 bits

n and weight 7, it might be necessary to add a few bits on C
(e.g., C ="000" or C'="100") in order to complete the last
letter of the ¢-tuple 6. In [8], Barenghi et al. stated the problem
from a similar point of view: the only way to determine if the
input string C' has an image, i.e., ®(C) # L, is computing the
inverse ®~1(§) on all combinations.

Additionally, as the function best_d(n,t) is recalculated in
each iteration, it is almost impossible to find analytically a
lower and upper bound for the number of bits L. Besides,
note as the value returned by (2) is a floating-point number,
which is rounded by the closest integer. The author proposed a
simplification by constraining the value of d to a power of two.
This way, the implementation of functions decode fd(d, C') and
encode fd(dy, d) is easier, leading to a reduction of the execution
time while the loss of coding efficiency is very limited.

In [13], [14] Heyse et al. used this approximation for d.
Additionally, to speed up the algorithm, the set of values taken
by d are store in a lookup table. However, this approach is
challenging to implement in applications in which the value
of n is high, since the memory needed to store such data is
approximately O(n).

Hu et al. proposed in [12] an implementation of the Sendrier’s
algorithms on FPGA, performing the calculation of best_d(n, t)
using fixed-point arithmetic. Additionally, their implementation
uses a BRAM memory just to store some pre-computed data.

An improved solution, that addresses the problem related to
the variability of L in the string C, was proposed by Barenghi
et al. in [8]. The value of d is not recalculated in each round,
being always constant. Now, a new string C’, that consists in
the concatenation of two sub-strings, is defined. The first sub-
string has a fixed-length L.,;,, and it corresponds to the shortest
number of bits needed to decode C” as the t-tuple §. The second
sub-string is formed by adding as many random bits as needed
to guarantee that Z’Zj 0 < (n —t). Thus, authors conclude
that if the value of d is bounded by

n—t
Lmin

glbmin/D71 —1 < d < (3)
any C’ can be successfully decoded. Note that, if Ly, is chosen
in such a way that it matches the length of the string C, then all
bits of C' will contribute to the calculation of the ¢-tuple J. The
drawback of this proposal is that, depending on the values of Ly,
and d, the efficiency decreases as n increases. Table II shows an
example based on a Classic McEliece KEM for different values
of d restricted to a power of two.
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TABLE I
EFFICIENCY AND PARAMETERS NEEDED USING THE METHOD PROPOSED IN [8]

Value d Value of n Efficiency = Lyyn/l0g, (7;)
32 n = 16,992 0,621
64 n = 33,888 0,558
128 n = 67,680 0,506
256 n = 135,264 0,464

Classic McEliece t = 96, Lmin = 528 category 3.

Thus, the main shortcomings of previous approaches can be
summarized in: i) the high computational cost when many bino-
mials coefficients need to be calculated, ii) the low efficiency of
some transformations, and iii) the input string C, that should be
converted into a constant weight word, has a variable bit length.
Note that, these limitations may become a problem in some
applications. For instance, in [27], facial biometric features are
protected by using a Classic McEliece post-quantum algorithm.
Such features are represented by a binary string b = {0, 1}K of
length K. As b can be any of the 2% possible combinations,
its Hamming weight does not match the value of ¢, so that
a direct encryption obtained by multiplying the parity check
matrix H and b is not possible. Note that, the length of the
biometric feature is fixed to K, and all bits of b (the whole
biometric feature) must be used to obtain 6 = {d1, .., Ok, .., Ot }-
If, in addition to these constraints, a low computational cost
and a high efficiency is demanded, previous approaches are not
suitable solutions. Instead, the encoding algorithm proposed in
this paper is designed to fulfil all these requirements.

III. PROPOSED ALGORITHM
A. Fundamentals of the Proposal

The aim of our proposed algorithm is that the number of bits
used to create the constant weight word A can be fixed in advance
to Lyyin. Such a value only depends on 7 and 7. As proven in [8],
if d was always constant, then the following inequality must hold
if at least L,,;, bits must be decoded

so that the minimum value for d,,;,, is given by
oy = 2182171 5)

Note as (4) only ensures that, even in the worst case given by
C = {O}L“““ ,atleast L, bits will be decoded. However, since
we are interested in the particular case in which this number is
constant and fixed to Ly, the following strategy is applied.
Let ReadBits be the number of bits used to decode the first
k Golomb codewords Gol(6;), j = 1..k. Thus, once Gol(d1) is
decoded ReadBits = (1 4 logs(dmin)). Then, in the following
iteration of the while-loop, the values of tand L,,;,, are updated to
(t — 1) and (Lyin — ReadBits), respectively. Next, duip is re-
calculated again using the updated values, so that it is guaranteed
that at least ( Ly, — ReadBits) bits will be used to decode the
remaining set of codewords Gol(dy) (2 < k < t) that still form
the string C. The same strategy is applied repetitively, until all
the Gol(dy,) are decoded. Algorithm 3 shows the modifications
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Algorithm 3: Proposed Binary String to Constant Weight
Word (Bin2CW) — Non Constant Time Version.

Input: length n, weight t, L, string C of length Luin
Result: a t-tuple § = {64,..,8y,..,8:}
index=0, delta=0, ReadBits=0
while (t>0) do
if (Lp;,-ReadBits<=0) then
t--, n--
d[index]=delta
delta=0, index++
else
d=dmin(t, (Ly;,~ReadBits))
if read(C,1l) then
| n-=d, delta+=d
else
i=decodefd(d,C)
d[index]= &+i
n-=(i+l), t--
delta=0, index++
ReadBits+=1+10g,(d)

return (3,,8,,.., ;)

Algorithm 4: Calculation of the Minimum Value for d as
Indicated in (5).

Input: weight t’, length L (L’ >0, t’>0)

Result: value for d,,;,

1lindex =ceil(L’'/t’)-1 //ceil(x) —
returns the smallest integer > = x

2 dpin = 1<<index //shift-left

3 return dp,;,

that have been included in the pseudocode. Now, best_d(n,t)
is substituted by the function dyin (¢, (Lmin — ReadBits)). As
defined in (5), this function returns the minimum value that d
should take. Its implementation is described in Algorithm 4.

As dpi, 18 by definition always a power of two, the imple-
mentation of functions encodefd a decodefd is easier and,
additionally, their computation is faster. Now, let’s find what
are the relationships between n and ¢ in order to ensure that
Algorithm 3 always works correctly for any input string of length
L1in. The main constraint is derived from the fact that the el-
ements 0 € N, 1 < k <t of any ¢t-tuple § = {01, .., 0k, .., 0t }
meet that ZZZ 5k < (n—t).

Lemma I: The all ones bit-string represented as C' = {1}7™»
is decoded as § = {dmax, 0, O,...,0}, where

Lmin Zmin_
6max<Lmin+2tt’7 n —‘> Q(Lt 1 I*t (6)

Proof: As C'is an all one bit-string then only d,,,,x 7 0, being
0r =0 (2 < k <t). As in each run of the while-loop only one
bit of C' is read, for each iteration the value of L,,;, decreases
in one unit. That leads to change d,,;, each ¢ iterations, except
for the first ones, depending on if L,,;, is an integer multiple of
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t.Letr, (1 <r <), be the first ones iterations, then

o ([ 2]) - (|2
RS

If Njter is the total number of iterations, as C' = {1}L“‘i“,
then Njier = Lpin. Additionally, as d,y;, is recalculated in each
iteration as indicated in (5), then we have that

j:Lmin .
5max: Z dj :7‘2"@]_1
j=1
Lin|_o
+t2[ pin ] - + o2t 2 8)

[£a]
Applying that 2% — 1 = E;zg_l 27, we conclude that

Lmin

Omax = (r+1) 2177

=t )

By substituting (7) in (9), expression (6) is obtained (q.e.d.).

Note as it is still necessary to ensure that 35 ="4 6 < (n —t)
for any C' = {1}Lm‘“. Hence, as 01 = dax and 9, =0 (2 <
k < t), then it should hold that 0,,,x < (n — t). Thus, using (6)
the minimum value for n can be obtained

Lin min]_
Nmin = 5max +t = (Lmin + 2t —1t [t—‘> Q(L t -1
(10)

which is the most important (and the only) constraint of the
proposed algorithm.

Lemma 2: If a bit-string C, can be decoded as § = {41, da,
0, .., 0}, then the following relation holds

61 + 52 S 5max (11)

Proof: A general string C, decoded as 6 = {01, 02,0, ...,
0}, has a general form represented by

Cy=11...10x..xzvzxx 11. lxxrr.cax (12)
—_—

T 1+4logs (d1) S
————

Gol(82)

Gol(61)

where “x” stands for bits that can be either one or zero. As (12)
shows, string C'; can be seen as the concatenation of two sub-
strings, G'ol(61) and Gol(d2), respectively. Note as the highest
values for §; and d, (worst case in (11)) are obtained when those
bits marked as “x’’ are all ones. Thus, let’s consider such a case

as the worst one, so C; becomes

Cy=11...1 01..1111 111111....1
—_——

r 1+logy(dy1) s

(13)

For the sake of clarity, the demonstration that the Golomb
decoding of C leads to a value of §; + J- that complies (11) is
annexed in Appendix 1.

Lemma 3: 1If a bit-string C5 can be decoded as 6 = {1, da,
J3,0,...,0}, then the following relation holds

51 + 52 + 63 S 5max (14)
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Proof: Now, the string C5 can be represented as the concate-
nation of two sub-strings

Cy = C91||Ca2 = 1.10x..xx 1..10x..xx 1..10x..xx,  (15)
—_— D o
w r S
Cgl C22

Let Cy5 be the sub-string that contributes to create the ele-
ments d5 and d3 of the t-tuple J, through the set of bits r and s,
respectively, and Cy; generates the element 6; from the first w
bits. Note as Cas plays the same role as C in (12). As it is stated
in (13), the worst case for Cao, namely Cl,, is given when its
contribution on (J2 + d3) is maximum, then

Chy=11...101..1111 111111....1
! 1+logy (d2) s

—_—
Gol(3}) Gol ()

(16)

where (5’2 and 43’ represent the decoding of Cas'. Since Cao’ is the
worst case, then 2 + d3 < d3’ + 03 and, as Cy = Cay ||Ca2’,
then it also holds that §; -+ 2 + d3 < 61 + 6o’ + 03'.

Additionally, we know that if C%, was an all one bit-string,
namely Cy, = (1)""*, then from (13) the worst case scenario
for Cy would be now

Cy=Chy||Cyy =11...101..1111 111111 ... .1
w' 1+logy(ds) r+s

a7

Gol () Gol(5y)

Now, if 41" and 05" represents the new encoding of C,
then 01 + 62’ + 03" < 61" + 85”. From Lemma 2, it holds that
01" + 02" < dmax. Thus, it holds that &, + ds + 03 < 61 +
92" + 63" < 01" + 62" < Omax (q.e.d)).

Theorem: For any arbitrary bit-string C' dedoded as § =
{61, 92, .., 0+ } always holds that

k=t
Z (;k S 5max
k=1

Proof: ~The theorem is proven by
Lemmas 1, 2 and 3.

Depending on the requirements of each particular application
any value of L,,;,, can be chosen. Thus, as (18) holds for any ¢, n
should be designed to be equal or higher than its minimum value
constrained by (10), which is the only condition to be satisfied
in order to achieve a fully-decodable code.

(18)

induction using

B. Properties of the Proposed Encoding

The proposed method for encoding is aimed at creating con-
stant weight words from a binary input string of a predetermined
fixed length L,,;,. Thus, the main property to be guaranteed is
that any string C' = {0,1}"™" has its corresponding image
® (C') = ¢ on the set W, ;. This property is always satisfied
n
t
thatp = &~ (§) is a partial function, i.e., the codomain of ®(C')
is a subset of W,, ;. However, the aim of the combinational
approach, or the Sendrier’s proposal, is to guarantee that any

because (10) if met. It is easy to prove that > 2Lmin g0
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Algorithm 5: Binary String to Constant Weight Word
(Bin2CW) Using Loop for (Non-Optimized Version).
Input: length n, weight t, L, string C of length Luin
Result: a t-tuple § = {5;,.., 5y, .., 6}

index=0, delta=0, ReadBits=0, bitstop=0

for (j=0; Jj<Lg,; j++) do
d=dmin(t, (Ly;,~ReadBits))
ug=log,(d)
bitread=read(cC, 1)
ReadBits++
if bitread=1 then
if bitstop=true then

u——
delta+=(1l<<u)
if u=0 then

r [index]=delta

delta=0, index++
t--, bitstop=false
else

delta+=d

5 [index]=d

L U=Uq

else

if (bitstop=false) then
bitstop=true

u=uy

else

Lu--

if (u=0) then
Lé[index]= delta, delta=0,

index++, t--, bitstop=false

n--

return (3,,%3,,.., 9d.)

element of W, ; can be indexed with an integer codified with
L = [logz (7;)—‘ bits. Thus, as 2& > (?), the codomain of
@ = @1 (§) is now the subset of binary words that can be rep-
resented with L bits. Note that, in mathematical terminology, the
objective of our proposal is to make the total function ® injective,

in contrast to the other approaches that are focused on .

C. Constant-Time Proposed Algorithm

In order to propose an implementation that can be executed
in constant time, it is necessary to remove the while-do loop
included in Algorithm 3. Since the number of bits read from
C is always constant, then the number of iterations is fixed to
Lmin allowing the use of for-do loop. Algorithm 5 shows the
first approach to achieve this goal. It should be noted that this
algorithm is not optimized, and it is only included for a better
understanding of the final constant time version. Since dy;y is
by definition a power of two, the decoding is very simple and is
included as part of the pseudocode.

However, there are still some issues to address before this
algorithm becomes constant time. The first one is the division
(%1 included in the assessment of d,,,;,,, while the second one is
due to the use of branches created by the if..then statements. The
former can be fixed by either, using a pre-computed lookup table
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Non-constant time code

k= (1<<3)

if ((a=0 and b=1)
d=e - f
if (teta=0)

k= (1<<d)

end

else
d=g+h
f=h+3j

end

Constant time equivalent code

or c=1) then

then

flag a=(IsZero(a) and IsNotZero (b))or IsNotZero (c)
d=flag a‘(e-f) + (l1-flag a) (g+h)

flag_b; flag a and IsZerg(teta)

k=flag b (1<<d) + (l-flag b) - (1<<3)

f=flag a-f+(1-flag a) - (h+3-3)

Fig. 3. Equivalence used to substitute the if..then statement by operations
executed in constant time.

or by implementing the long-division algorithm. The lookup ta-
ble is only feasible for moderate values of L,,;, and ¢, where the
available memory size allows the storage of the pre-computed
divisions. The long-division algorithm is slower, but does not
have memory space limitations. On the other hand, the if..then
statements can be substituted and executed in constant time if
the equivalence shown in the example code of Fig. 3 is used.
Function IsZero(a) returns true or false depending on whether
the integer a to be evaluated is zero or another value. The
implementation of such a function in constant time is based on
the rules and examples shown in [ 15]. The drawback of using this
equivalence is that all the arithmetic operations are performed
by the CPU, regardless of the result of the Boolean operation
carried out between a, b and c. Algorithm 6 presents the final
constant time version of our proposed algorithm.

IV. EXPERIMENTAL RESULTS

In this section, the experimental results related to the proposed
algorithm are presented. Performing a reliable measurement of
timing on a CPU may be difficult, since the processor is contin-
ually switching from one process to another. Timing depends,
among others, on factors such as the scheduling of processor
resources, timer interrupts or the use of cache memory by one
or several programs that can be executed concurrently [16], [17].

A. Results Using a Basic Microprocessor

In order to obtain timings not affected by all these issues,
we demonstrate the correctness of our findings by executing
the proposed algorithms in a basic microprocessor. We use an
Avnet 7A50T development board, which includes an Artix-7
xc7a50ftg256-1 FPGA and 256 MB DDR3 SDRAM. Using
Vivado 2019.1, a software suite developed by AMD for syn-
thesis and analysis of HDL, a simple version of Microblaze
soft microprocessor is implemented with 128 KB of data and
instructions RAM memory. No floating-point unit is included.
Only one single program is executed by the microprocessor and
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Fig. 5. Inter-quartile boxplots for the execution time of Algorithm 5 and 6.

no cache memory is used, so accurate results can be collected.
Additionally, an AXI-Timer peripheral is included. Its internal
register TCRO counts clock cycles, and it is used to obtain
the execution time results. Due to the limitation of memory
available, and since the aim of this test is just to serve as a proof
of concept that validates our proposal, the parameters chosen are
Lyin = 13, t = 3 and n = 64 (this value of n is based on (10)).
The boxplots of Figs. 4 and 5 show the statistics of the ex-
ecution time obtained for Sendrier’s algorithm, Algorithm 3,
Algorithm 5 and Algorithm 6, respectively. Such plots were
obtained testing the 2'2 = 8192 possible combinations related
to the input string. The extent of boxes corresponds to the
inter-quartile interval; the central mark represents the median,
whereas the bottom and top edges indicate the 25th and 75th
percentiles, respectively; and the whiskers are related to those
values that are 1.5 times or less than the inter-quartile interval
above and below the two quartiles.

In a pure constant-time implementation the length of the
inter-quartile interval should be null. In Fig. 4 the statistic for
the Sendrier’s algorithm is shown. Clearly, it is non-constant
time and it provides the highest inter-quartile width. As no
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Algorithm 6: Final Proposed Version of the Constant Time
Binary String to Constant Weight Word (Bin2CW).

Input: length n, weight t, L, binary string C of length Luin
Result: a t-tuple § = {64,.., 6k, .., 6}
index=0, delta=0, ReadBits=0, bitstop=0
for (j=0; j<Lp,7; j++) do
d=dmin(t, (Ly;,~ReadBits))
ug=log, (d)
bitread=read(c, 1)
ReadBits++
flag_zb=IsZero (bitstop)
u=flab_zb -u4+ (1-flab_zb) (u-1)
delta+= flag_zb -bitread-d+
(1-flag_zb) - (1<<u) -bitread
flag_u=IsZero (u)
flag_rb=IsZero (bitread)
S[index]=delta-[flag_u-((l-flag_zb) -
bitread+flag_rb)+bitread-flag_zb]
delta-=flag_u-delta-[(1-flag_zb) -
bitread+flag_rb]
index+=flag u-((1-flag_zb) -bitread+flag_rb)
t-=flag_u-((l-flag_zb) -bitread+flag_rb)
flag f=IsZero(flag_u)
bitstop=((1l-flag_rb) -flag f-(1-flag_zb))
or (flag_rb-flag_f)

n--

return (5,,08,,.., &)

floating-point unit is included as part of the microprocessor, a
fixed-point version of such algorithm was implemented. Even so,
it is the slowest and takes about 20499 clock cycles in average.
Algorithm 3, that makes the assessment of parameter d using
(5), is also non-constant time but it is the fastest one. This
is due to the fact that the calculation of (5) is very simple,
being its result always a power of two. As mentioned earlier,
Algorithm 5 is an improved version based on the use of a for-do
loop that ensures a fixed number of iterations. As Fig. 5 shows,
the length of the inter-quartile box is reduced to 8 cycles. This
low value is produced as a consequence of the branch logic
included in the algorithm through the use of if-then statements.
The right-hand box of Fig. 5 corresponds to the results for our
proposed constant time algorithm. Note as the execution time
is always constant for any of the 8192 possible combinations
of the input string. The boxplot becomes a straight line, being
the values for both quartiles 3441 clock cycles. Additionally,
in average it is only 12% slower than Algorithm 5, so the
introduction of the equivalences presented in Fig. 3 to avoid
the use of if-then statements is justified.

Finally, we checked as the number of bits read from the any
input string C' is always constant and equal to Ly, = 13 bits. To
achieve this aim, we used Algorithm 2 to reverse the process.
The output of function Bin2CW, represented by the t-tuple 4, is
used as input of the function CW2Bin, verifying that the same
input string C' with L = Ly, is obtained.

B. Results Using a Modern CPU

In order to validate our proposal in a modern CPU, all al-
gorithms are additionally run on an Intel Core 17-8700 CPU,
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clocked at 3.2 GHz and 16 GB of RAM memory. The imple-
mentation was performed writing the algorithms in ANSI C.
All benchmarks were run and compiled on a Windows 11 with
MinGW-W64-builds-4.3.5, and compilation options —march =
native —03. Timing results were obtained adapting the method
proposed by Intel in [16], but for C codes executed in a Windows
environment. Basically, the method in based on reading the
timestamp counter through the RDTSC and RDTSCP assembly
instructions. Additionally, the serializing CPUID instruction is
used as well, in order to avoid the out of order execution that
might lead to distorting measurements.

However, we observe as the load of the CPU, the lasts of
measures, and particularly data and instructions cache memory,
have a huge influence on the timing measurements. In order to
avoid misleading statistics influenced by such factors, we modify
the method proposed in [17] as follows:

1) Foreachinputstring, the proposed constant time algorithm

is executed 20 times.

2) A K-best scheme is adopted, and the average timing is
calculated by considering only the 3 lowest measures.
In this way, most outliers and measurements partially
affected by the previous factors are discarded.

3) The statistics are obtained collecting data for a total of N
random input strings.

4) Mean () and standard deviation (o) of the collected
N strings are calculated, and those measurements not
included in the range p+30 are eliminated. Thus, we
are considering that such removed values are out-
liers non-detected by the K-best scheme. This way,
the statistics are obtained using the 99,9% of the col-
lected measures, leading to more consistent and reliable
results.

We obtain measurements for Classic McEliece, using dif-
ferent parameters for n and ¢ that provide several levels of
post-quantum security. Substituting L, and ¢ in (10) the corre-
sponding value for 7 is assessed.

Fig. 6 shows the execution time when collecting 10° random
measurements. These pictures are obtained for the particular
case in which the value of n = 8792 and ¢t = 128, that pro-
vide maximum post-quantum security (Category 5). The upper
picture shows as the method is quite efficient, appearing just a
few outliers that are removed once the step 4 is applied (bottom
picture).

Once the measurements are collected, and to verify that our
proposed algorithm is constant time, a Welch t-student test was
performed [18]. Such test allows to check if the distribution
of two sets of data are statistically different. First, we collect
10° measurements using random strings of length L, and
one additional set using an all one input string. Note that such
string generates the t-tuple 6 = {dmax, 0, 0,...,0}, with only
one non-zero element, potentially creating the highest difference
between timing measurements. Afterwards, the Welch t-student
test is applied on the two sets of data. If the t-value obtained is
less than |¢| < 4.5 then the test fails to reject the null hypothesis
(the two timing distributions are equal). Figs. 7 and 8 shows
the t-statistic (absolute value) as the number of measurements
increases, for Algorithm 3 (non-constant time) and Algorithm 6
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Fig. 6. Execution time (in clock cycles) for the constant time algorithm

(Algorithm 6). Upper figure: including outliers; Bottom figure: removing outliers
after applying step 4 of the proposed method.
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Fig. 7. Welch’s t-test for different CPU loads using the non-constant time

algorithm (Algorithm 3). The value of |t is always higher than 4.5. Timing
leakage is detected.

(constant time), respectively. Each figure presents 5 simulations
that correspond to different CPU load conditions. Fig. 7 shows
as in all cases the lines surpass the 4.5 threshold, so there is a
strong statistical evidence that the distributions are different, so
that it is clear that Algorithm 3 is non-constant time (timing
leakage is detected). Yet, in Fig. 8, which shows the results
for our proposed constant time algorithm, the t-value is always
less than the threshold 4.5. Thus, once can conclude that the
algorithm is executed in constant time since both distributions
are indistinguishable, corroborating the results related to the
proof of concept previously presented in Figs. 4 and 5.

C. Comparison With Other Proposals

Table III shows the timing results for Classic McEliece when
using parameters that provide different security levels. Again,
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Fig. 8.  Welch’s t-test for different CPU loads using our proposal for constant
time (Algorithm 6). The value of || is always less than 4.5. No timing leakage
is detected.

Algorithm 3 (non-constant time) is the fastest version. It is
observed as Algorithm 6 (constant time version) is between
6% and 15% slower than Algorithm 5, corroborating again that
if-then statements can be removed with a low penalty on the
execution time. The efficiency of our proposal is constant for
any input string: about 81% for category 5; around 79% for
category 3; and 80% for category 1.

Table IV shows a comparison between the execution time
of our algorithm and the methods proposed in [5], [9] and [8]
for different post-quantum algorithms. Reported benchmarks
for the first method were obtained on an Intel 17-7700 clocked
at 3.6 GHz. Clearly, the combinational approach proposed by
Cover is the slowest one for all tested values of n and 1. Al-
gorithms proposed in [8] are public and available in [19]. We
run these public algorithms using the same values that were
proposed in [5] for n and ¢, but using the same CPU and
compiler options employed to run our proposal. The value of
Liin Was chosen to comply (3). However, when executing our
constant time algorithm, the value of L,,;, was selected to ensure
(10) along with providing maximum efficiency. Note as, when
using another operating system or compiler, results may differ
substantially.

The method proposed in [5] generates directly a random
constant weight binary string, that is not linked with any input
sequence. Thus, a fair comparison is difficult to carry out, since
no constraints are included in the input string, along with another
CPU with different performances was used. Then, extracting
quantitative results may lead to misleading conclusions. How-
ever, as it is shown in Table IV, it seems that results provided
by our constant time algorithm depend on the ratio (n/f), and
they improve as such ratio decreases. In fact, when (n/f) is
lower than 0.2 our algorithm is the fastest one. This conclusion
can be demonstrated as follows. Note as, the execution time of
our proposal depends on the number of iterations fixed by the
Sfor-loop (i.e., Liiy). If ¢ - [%} is approximated by Ly, then
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TABLE III
CLOCK CYCLES REQUIRED TO COMPUTE THE NON-CONSTANT (ALGORITHM 3 AND 5) AND CONSTANT TIME ALGORITHMS (ALGORITHM 6)

Category 5 Category 3 Category 1
Bin2CW n=8192, t=128, n=4608, t=96, n=3488, t=064,
Linin=768 Linin=528 Luin=365
Non-constant time 26,184 cycles 18,349 cycles 11,285 cycles
version (algorithm 3) (8.183 us) (5.734 ps) (3.527 ps)
Non-constant time 77,307 cycles 50,796 cycles 32,093 cycles
version (algorithm 5) (24.158 ps) (15.874 ps) (10.029 ps)
Constant time version 82,365 cycles 56,592 cycles 37,500 cycles
(algorithm 6) (25.739 ps) (17.685 ps) (11.719 ps)
. . Lmin
Efficiency="""m 0.8118 0.7904 0.7999
ng(t)
TABLE IV
COMPARISON AGAINST OTHER PROPOSALS USING DIFFERENT POST-QUANTUM ALGORITHMS. RESULTS GIVEN IN CLOCK CYCLES
Alg. Cat. n (bits) Ratio Rep. AND method Cover’s method [9] Method proposed by Our method
t (bits) (n/t) Drucker et al. [5] (Comb. approach) Berenghi et al [8] (constant time)
BIKE1 1 n=20,326 0.006 137,130 (cycles) 79,157,610 (cycles) 656,510 (cycles) 114,418 (cycles)
t=134 (Lnin=670, d=16) (Lnin=963)
BIKE1 5 n=32,749 0.004 189,791 (cycles) 144,586,930 (cycles) 728,590 (cycles) 129,105 (cycles)
=137 (Lmin=822, d=32) (Linin=1078)
BIKE1 5 n=65,498 0.004 426,333 (cycles) 736,269,120 (cycles) 1,277,620 (cycles) 264,792 (cycles)
t=261 (Lynin=1566, d=32) (Lmin=2078)
Lizard 1 n=536 0.261 2,377 (cycles) 841,290 (cycles) 650,560 (cycles) 27,102 (cycles)
=140 (Lnin=276, d=1) (Linin=268)
Lizard 5 n=1,024 0.195 5,072 (cycles) 2,269,620 (cycles) 878,880 (cycles) 49,605 (cycles)
t=200 (Lyin=400, d=2) (Lynin=456)
NTRUEn 1 n=443 0.322 2,006 (cycles) 653,090 (cycles) 616,590 (cycles) 22,690 (cycles)
t=143 (Lmin=286, d=1) (Lmin=222)
NTRUEn 5 n=743 0.322 3,414 (cycles) 1,537,350 (cycles) 1,065,380 (cycles) 40,395 (cycles)
=247 (Lmin=494, d=1) (Lwin=372)
NTRUPr 5 n=761 0.328 3,086 (cycles) 1,622,030 (cycles) 1,127,420 (cycles) 41,793 (cycles)
t=261 (Lyin=499, d=1) (Lyin=381)

(10) becomes

Mmin = (Lmin +2t—t [L?ln—‘) 2"@-‘71 ~t- 2’7@-‘

19)

and then

Lmin ~t- 10g2 (%)

Therefore, the expected execution time is O(t - logy(%)).
Hence, when comparing two measurements that shares the same
ratio (n/t), the relation between both timings is given by the
quotient between the values of ¢. This conclusion is corroborated
by the results obtained for BIKE1 (Category 5). Note as the
execution time of the second one is twice, that basically is the re-
lation between the values of 7 used in each case (261/137 = 1.9).

(20)

D. Discussion About Pros and Cons of the Proposal

The generation of constant weight words is currently part of
the implementation of the post-quantum algorithms BIKE and
HQC. As it was recently revealed in [24], a timing attack can be
performed because timing depends on the seed used to initial-
ize the pseudorandom generator. The same author, proposed a
variant of the Fisher-Yates shuffle algorithm to fix this problem
and to achieve secure implementations against timing and cache

attacks. On the other hand, after the recommendation made to the
authors of HQC, a modification was included in the fourth-round
version submitted to the NIST PQC [25], [26]. This variant is
based on the algorithm presented in [24], fixing the non-constant
time behavior of the earlier fixed-weight versions.

In terms of security, the main advantage of our proposal is that
is constant time for any input string of length L;,, so that timing
attacks cannot be performed successfully. However, its main
shortcoming is the dependency between L, 7 and ¢ as stated
in (10),1.e., not all combinations of these values are accepted. For
instance, if Classic McEliece is used to encrypt a facial biometric
feature coded with L,;, = 820 bits, then if = 128 it leads to a
value n >11520. Although, such code length is completely valid
and can be employed, in this particular case the system would be
somewhat oversized, since the maximum post-quantum security
can be achieved using only n = 8192.

E. Future Research Lines

Fault injections attacks are intended to alter the correct func-
tioning of a computing device by means of variations in the
power supply or clock frequency, overheating or exposing de-
vices to intense light, etc. These attacks, and their corresponding
countermeasures like error detection, are not studied in this pa-
per. Additionally, the proposed algorithm only works for binary
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alphabets. The extension to non-binary alphabets, or considering
injections attacks, could be a future research line to be explored.
The round 2 candidates announced in 2024 for Post-Quantum
digital signature, include two algorithms based on code-based
signatures [28], [29]. These schemes use algorithms to create
fixed-weight challenges. An additional potential research line,
focused on the application of our proposal to generate these
challenges, could be an interesting option to be considered.

V. CONCLUSION

We introduced a novel proposal for obtaining constant weight
words by encoding binary strings. Our main contribution is that
the input binary sequence has a fixed-length, is fully-decodable
(when the only constraint is met), it offers a high efficiency
and it runs in constant-time, preventing timing leakage. Our
algorithm is valuable for various post-quantum cryptosystems
or other applications in which a constant weight word is needed.

The Classic McEliece cryptosystem was chosen to validate
our findings, using several values of n and ¢ to achieve different
levels of security. A method to obtain confidence measures of
the execution time was proposed. Finally, by applying the Welch
t-student test to the collected data, we demonstrated that the
proposed implementation is constant time.
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