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Abstract—This work presents non-cloneable RFID tags to
protect products like wine, liquor, and oil from counterfeiting.
The tags have a unique spectral response created by combining
their shape and sheet resistance, using layers of conductive
material. A laser-induced graphene (LIG) layer is formed on a
cork substrate and then is electroplated to improve conductivity.

Two prototype scanners that read the tags’ electromagnetic
signatures are presented, which are compatible with wine bottles
and cork stoppers of different sizes. The first prototype relies on
rotating the object during measurements, whereas the second uses
four switched microstrip transmission lines as probes. Initial tests
with complex logo images show the feasibility of this technology.

I. INTRODUCTION

THE wine industry faces significant challenges from coun-
terfeit and adulterated products [1]. These fraudulent

practices defraud consumers, undermine the reputation and
economic stability of authentic wine producers, and pose
potential health risks. To combat this, advanced technologies
like holograms, QR codes, and RFID tags are employed.
Additionally, blockchain technology is increasingly being used
to track the supply chain and verify product authenticity.
Companies also invest in secure packaging designs that are
difficult to replicate.

Verifying the authenticity of an object involves more than
just identification. Although conventional passive RFID has
been suggested as an authentication solution [2], [3], most of
these tags are susceptible to cloning [4] being only [5] the ones
that support cryptographic authentication checks, which are
much more expensive than regular crypto-less tags. Numerous
anti-counterfeit technologies are documented in the literature,
since RFID tags can be easily stolen, lost or cloned by
attackers. For instance, concerning chip-based RFID, strategies
to make tags unclonable have been proposed, such as including
the development of physical unclonable functions (PUFs)
using fingerprints [6], [7] or embedding software/hardware
security features [4], [8]. On the other hand, there are also
several studies proposing various solutions to increase security
in chipless RFID tags and make their cloning more difficult
[9]–[12]. Most of these solutions are based on designing tags
with a specific radio frequency fingerprint and a high level
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of randomness. The works [13], [14] implement tags from
barcodes printed with ink or engraved on conductive sheets.
In [15], the fingerprints are based on the nano-structured com-
posite materials. In [9], security authentication is performed
by dipoles engraved on a rigid substrate, having a size like
that of a credit card. In [16], the authors propose two chip-
free solutions operating in two different frequency bands (RF
and THz), demonstrating that in both bands the geometric
tolerances derived from their manufacturing produced drifts
in the spectral responses. In work [17], tags are developed to
be embedded into the final product. These tags are based on
printing multiple coupled C-shaped characters. Another type
of printed tag is the one presented in [18]. A conventional C-
fold printed tag is proposed, optimized by introducing discrete
square box patterns along the arms of the C-fold disperser to
increase its sensitivity to inkjet printing. In [10], the use of a
chipless RFID tag based on concentric slot annular resonators
with dimensions like those of a QR code is proposed, whose
frequency response generates a unique identifier, since it
depends both on the geometry of the slot and is sensitive
to manufacturing tolerances and on the electrical properties
of the substrate. In [19], [20], several tags that act as an RF
fingerprint, thanks to the insertion of random wires inside a
dielectric sealant are presented. A similar procedure is used in
[21], which is based on the additive manufacturing technique.
Chipless tags based on near-field readable resonators have also
been proposed [22]. Finally, other works [23]–[25] use ML
and DL (Machine and Deep Learning) techniques to facilitate
the detection of the electromagnetic signatures of the tags and
thus retrieve the information.

Recently, laser-induced graphene (LIG) has garnered sig-
nificant attention for its application in sensing and in energy
storage devices, such as supercapacitors and batteries [26].
LIG is utilized to develop high-sensitive gas sensors [27],
biosensors for medical diagnostics, and flexible strain sen-
sors for wearable devices [28], [29]. While most research
uses polyimide [30], [31] as a precursor, other eco-friendly
substrates like wood [32] and cork [33], [34] can also be
employed.

In addition to the applications mentioned above, graphene
has been recently explored in some radiofrequency appli-
cations. Graphene coils for RFID applications manufactured
using spray printing techniques on a flexible substrate such
as textile have been presented in [35]. UHF RFID tags made
with LIG antennas have been proposed in [36], [37]. A flexible
UHF RFID sensor for triethylamine based on an interdigital
capacitor has been presented in [38], where the tag was
also manufactured with LIG using polyimide (Kapton) as a
precursor. Finally, the losses due to the LIG allow to improve
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the absorption of frequency selective surfaces (FSS) fabricated
on polyimide [39], [40] or wood [41].

In a previous work [34], the authors presented a method
to fabricate chipless tags engraved on cork stoppers for au-
thentication purposes. These tags have unique electromagnetic
signatures associated with multiple frequency resonances and
attenuations that can be measured by the reader. The strips
and images that form the tags are engraved directly on
the cork using LIG techniques, instead of using conductive
inks. However, since the conductivity of LIG is relatively
low compared to that of the conductors typically used in
radiofrequency applications, it is necessary to apply a nickel
electroplating process on the LIG traces to improve the quality
factor of the resonances, which also adds an additional degree
of randomness thanks to the different parameters selected in
the manufacturing process. Regarding the reader, an important
novelty of this work is the replacement of the mechanical
scanning system used in previous works [31] [34] by a static
system consisting in the sequential measurement of the tag
based on electronic switching. By measuring the transmission
coefficient of four microstrip probe lines located over the tag,
controlled by a microwave switch, and using a vector network
analyser (VNA), this work demonstrates that the measurement
throughput is increased, simplified, and shortened, making the
use of cumbersome mechanical readout systems unnecessary.
This improvement is shown in this paper by comparison to
results obtained with previous mechanical systems. In addition,
this study introduces criteria for the statistical classification of
tags based on the comparison of specific metrics with reference
data stored in a database. Tags that are not present in the
database are classified as counterfeit. To support this classifica-
tion, a threshold level is determined using boxplots generated
from previously stored tag measurements. This threshold can
be dynamically updated each time a new tag is added to the
database. In addition to the root mean square error (RMSE)
between tags, alternative metrics such as the correlation coeffi-
cient have also been explored in this work. Extending beyond
the previous work, this study further investigates sources of
error related to tag position and environmental influences, such
as variations in cork permittivity due to moisture absorption.

The remainder of the document is organized as follows:
Section II details the tag manufacturing process and the
proposed reader. Section III presents the experimental results.
Finally, Section IV offers some concluding remarks.

II. PROPOSED SYSTEM

The authentication system consists of three steps described
below and summarized in the block diagram in Fig. 1.

The first step is the manufacturing of the tag, which consists
of resonators engraved as a LIG image, printed directly with
a CO2 laser. The layout dimensions, shape, and materi-
als determine the resonance frequencies and electromagnetic
response. The laser parameters used in the manufacturing
process influence the conductivity and thickness of LIG layer.
While the resulting conductivity is relatively high and suitable
for many sensor applications, it is insufficient for resonators
requiring high-quality factors. The resonator is subjected to

electroplating processes for different time intervals to improve
its conductivity and achieve an additional degree of uncer-
tainty, depending on the thickness of the deposited metal layer
[31].

In the second step, the electromagnetic signature of the
tag is determined. It is characterized using a custom-designed
near-field reader compatible with wine bottles. Data are stored
in a database that will later be used to compare it with the tag
to be authenticated.

Finally, the last step is the checking of the tag by measuring
its EM signature and comparing it with the one stored in the
database in step 2. To this end, the root mean square error
(RMS) is used as a metric for the comparison between the
signature stored in the database and the measured signature of
the tag that has to be validated.

Fig. 1. Diagram of the proposed authentication system that includes the
manufacturing of the tag, its EM characterization, storage in the database,
and the verification step.

Tags manufactured with identical designs and parameters
are expected to show similar responses, with RMS errors being
lower than those obtained with different tags. Measurement
repeatability errors lead to variability in the RMS error. As
a result, the probability distribution of the RMS error can be
defined either considering a single tag (intra-tag) or several
tags (inter-tag) [17]. The intra-tag probability density function
represents the probability distribution of RMS errors between
measurements performed with the same tag class. On the
contrary, in the inter-tag probability density function, these
measurements are made between different types of tags. These
probability distributions are schematically shown in Fig. 2.
The assumption of a specific tag in the database - which will
allow its post identification - is determined when the measured
RMS error falls below a certain threshold. The selection of this
threshold directly affects the probability of error.

Excluding systematic errors, which should be treated as
outliers and are mainly attributed to inconsistencies in the
position of the tags inside the scanner, the main source of
error is measurement noise. This noise is associated with
calibration errors in the VNA and with the aging of the
calibration itself. Such errors, typically less than 0.05 dB
[42], which generally increase at higher frequencies, can
be estimated by comparing the measured S-parameters with
calibration standards. The calibration error associated with
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the VNA used in these measurements is typically less than
0.008 dB. Maintaining a stable temperature and performing
periodic VNA calibrations (e.g. every hour) can help reduce
or maintain this error at a nearly constant level. Once the
metric (RMS error in our case) is defined, the probability
density of the RMS error between a measurement and recorded
data for each tag pair can be evaluated. Since random errors
arise from a combination of several independent sources or
factors and frequencies, the central limit theorem suggests their
distribution can be approximated by a Gaussian probability
function [43], [44]. As the tags are distinct, the underlying
random processes are assumed to be independent. In that case,
only the mean and standard deviation are required to describe
the Gaussian probability function:

fij(RMSij) =
1

σij

√
2π

e
−

(RMSij−µij)
2

2σ2
ij (1)

where RMSij , µij , and σij are the RMS error, the mean
RMS error, and the standard deviation between tag i and tag
j, respectively.

By measuring tags multiple times, the standard deviation is
typically estimated to be 0.02 dB for intra-tag measurements
and 0.025 dB for inter-tag measurements. These values are
on the same order of magnitude as the calibration errors,
considering the increase due to calibration aging and repeata-
bility errors arising from minor residual angle misalignments.
Manufacturing repeatability also contributes to variability. If
each tag is considered unique, only random noise should be
considered. Tags manufactured with similar parameters are
expected to exhibit similar responses. Therefore, if grouped
within the same class, intra-tag errors primarily reflect man-
ufacturing repeatability and tolerances of the parameters that
characterize the material. Maximizing the difference between
the mean intra-tag and inter-tag RMS values is therefore
important to ensure the system’s robustness to systematic error
(e.g. positioning errors).

Fig. 2. Probability density function of the RMS error (in dB) for intra-tags
and inter-tags, including the threshold.

A. Tag Manufacturing

The tag manufacturing process has been described in detail
in [34] and is summarized in this section. A CO2 laser
engraver and cutter (FLUX Beambox 40W, Kontich, Belgium)
with a wavelength of 10.6 µm and a maximum power of
40 W is used for the LIG fabrication. The resolution of the
laser is 1000 dpi and its beamwidth is 50 µm. The average
power radiated over the cork is controlled by adjusting the
duty cycle with pulse width modulation (PWM). The LIG
on the cork is generated when the laser reaches a specific
irradiation energy threshold, initiating the formation of the
conductive graphene-derived material [33]. The conductivity
and morphology of LIG depend on the laser parameters, such
as the duty cycle (or equivalently, the average laser power) and
the scan speed [45].In this work, the laser beam is scanned
on the cork substrate at a speed of 20-24 mm/s with a duty
cycle of 10-14%. The combustion of the cork occurs at average
power levels that exceed these values.

Various types of cork stoppers exist, each tailored to specific
types of wine and their respective aging processes [46]. Thus,
the feasibility of using commercial cork as a precursor for
graphene has been investigated. Commercial stoppers from
AR Estrategias (Badajoz, Spain) were used in the study.
Cylindrical stoppers made of natural cork, composed of cork
powder and water-based glue of different grain sizes, have
been analysed. Type A and D corks are those with the smallest
and largest grain size, respectively (see photographs included
in Fig. 3). Raman spectroscopy is a widely used method for
characterizing LIG material [47].

Fig. 3. Normalized Raman spectrum for various types of cork stoppers,
all with similar sheet resistance. Stoppers are manufactured using a laser
with a 12% duty cycle, a speed of 24 mm/s, and a maximum power of 40
W. Characteristic peaks are observed at frequencies D, G, and 2D for each
type: (a) Cork A (Rs=13.8 Ω/sq), (b) Cork B (Rs=14.8 Ω/sq), (c) Cork C
(Rs=17.6 Ω/sq), and (d) Cork D (Rs=14.0 Ω/sq). A photo of each cork
stopper is displayed on the right for each case.

Test structures consisting of a 1 cm long and 2 mm wide
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strips were manufactured. Figure 3 shows the Raman spec-
trum measurements corresponding to different LIG samples
performed under the same conditions (duty cycle (12%) and
speed (24 mm/s)) for different kinds of cork stoppers [34].
They were obtained using Renishaw’s InVia confocal Raman
microscope. The Raman spectrum of graphene is characterized
by three peak frequencies (denoted as G, D, and 2D bands),
each of which provides information about its structure and
properties. The G peak at 1592 cm−1 denotes the primary
vibrational mode of graphene. The D peak at 1350 cm−1 is
commonly used to assess the level of disorder or defects in the
graphene structure. The 2D peak at 2685 cm−1 is sensitive to
the number of graphene layers and provides insights into the
electronic structure. A high 2D peak value in LIG indicates
the presence of well-ordered, multilayer graphene structures,
which are advantageous for applications requiring high electri-
cal conductivity and mechanical strength. The obtained 2D/G
ratio values are in the range of 0.4 to 0.6, while in all samples
D/G ratios less than 0.5 are observed, indicating a low presence
of defects.

The sheet resistance of the samples was measured with a
multimeter (Keysight Tech., model 34450A) using a special
probe designed with a flexible copper ribbon to avoid damag-
ing the LIG surface. The resistance of the wires was subtracted
to eliminate both the probe and the interconnection wire
contributions. Samples showing a higher ratio between the 2D
and G peaks indicate higher sheet resistances. To investigate
the optimal laser duty cycle, or equivalently, the average laser
power, the average sheet resistance, and its standard deviation
are measured as a function of the duty cycle. The results are
summarized in Table I. Sheet resistance decreases approxi-
mately linearly as a function of the duty cycle. Observations
indicate that for duty cycles above 12% (corresponding to an
average power of 4.86 W), the cork surface begins to burn.
Cork samples C and D, with larger grain sizes, show greater
variability between samples, attributed to their granulometry.
Therefore, the parameters chosen for tag manufacturing were
a duty cycle of 12% and a processing speed of 24 mm/s.

Duty cycle Type A Type B Type C Type D
10% 24 ± 1.0 25.8 ± 1.9 33 ± 2.9 43.5 ± 4.3
12% 17.7 ± 1.4 14.8± 1.0 17.6 ± 1.1 14.0 ± 0.8
14% 13.9 ± 1.2 4.5 ± 0.4 6.1 ± 0.6 8.9 ± 1.0

TABLE I
MEASURED SHEET RESISTANCE AND DEVIATION IN Ω/sq AS A FUNCTION

OF THE LASER DUTY CYCLE AND CORK TYPE.

To reduce the sheet resistance and improve the quality factor
of the resonances, specially in the higher frequency bands,
the LIG traces are nickel-plated. Although other metals can
be used, nickel electroplating provides good adhesion and
corrosion protection [48]. This additional step introduces more
variability into the manufacturing process, which increases the
complexity to clone the tag.

During the electroplating process, parts previously patterned
with LIG are connected to the cathode, while a nickel rod
serves as the anode. A nickel-plating solution from MARAWE
GmbH & Co. KG (Regensburg, Germany) consisting of nickel
sulphate, is used as the electrolyte. A DC power source (Agi-

lent E3632A model), configured as a current source, supplies a
constant current. During the electroplating process, the current
flowing through the solution is typically set between 20 mA
and 40 mA.

Since the conductivity of laser-induced porous graphene is
relatively low (reported values range from 200 to 2500 S/m
[47]), the effective conductivity of the embedded resonators
is mainly due to the high conductivity of nickel (1.43 · 107
S/m). Nickel begins to penetrate the porous structure of the
graphene, gradually covering the entire surface. As the nickel
layer covers the surface, its thickness increases, leading to
a faster decrease of the sheet resistance. The infiltration and
growth of the nickel layer can be observed in a vertical cross-
section, as shown in the Scanning Electron Microscopy (SEM)
image in Fig. 4.a. Energy-dispersive X-ray spectroscopy (EDS)
analysis is used to determine the layer composition. Fig. 4.b
shows the presence of carbon (red) and clearly reveals how
nickel (blue) gradually infiltrates through the porous structure
of the LIG.

Fig. 4. SEM images of type A cork fabricated with the following parameters:
duty cycle of 12% and 24 mm/s, electroplating time of 900 s with a current
of 23 mA: (a) cross-section of the interface corresponding to the ordered
multilayer structure of graphene and nickel layer showing the composition
(blue Nickel and red Carbon), (b) EDS Spectrogram

The effective conductivity is obtained from the weighted
average of the conductivities of LIG and nickel, weighted in
turn by their respective thicknesses (see Fig. 5). The effective
conductivity of the LIG and nickel layers as a function of
the electroplated thickness tp is modeled using the following
expression [34]:
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σ(tp) =

{
σLIGtLIG+σ1·tp

tLIG+tp
, tp ≤ tth

σ(tLIG)(tLIG+tth)+σ2·(tp−tth)
tLIG+tp

, tp > tth
(2)

where tLIG is the thickness of the LIG, which is 500 µm
(extracted from SEM images); tth is the threshold thickness for
modeling the roughness and porosity of the LIG surface. This
parameter is determined from the instant where the slope in the
sheet resistance changes and a value of 1.2 µm was obtained.
A value of the conductivity of the LIG (σLIG) of 2500 S/m
was considered from the measured DC sheet resistance. The
conductivities of the electroplated metal inside (σ1) and on
(σ2) the LIG are treated as fitting parameters. The fitted values
were σ1 = 5.5 ·106 S/m and σ2 = 1.02 ·107 S/m, respectively.
These values are lower than the bulk nickel conductivity, likely
due to the porosity and roughness of the electroplated surface.
The thickness tp is obtained from the electroplating time
determined by Faradays’s law [31], [34], [49]. This thickness
is proportional to the product of the electroplating time and
the electrical current that flows through the solution.

Fig. 5. Cross section schema used to compute the effective conductivity from
the parallel resistance of the different material layers. (a) Only LIG layer, (b)
for electroplating thickness tp < tth and (c) for electroplating thickness
tp > tth.

Fig. 6 shows the measured decrease of the sheet resistance
as a function of the electroplating time. Once the desired
thickness of the metal coating is reached, the cork stopper is
removed from the electrolyte bath, rinsed, and dried. Good
agreement has been obtained between the measured sheet
resistance and that modeled using the conductivity model.
Therefore, by controlling the electroplating time, it is possible
to manage the sheet resistance and, consequently, the quality
factor of the resonators (see [31]). In addition, the dependence
on electroplating time introduces a degree of randomness,
increasing the variability of the tags and making cloning
difficult if this parameter is unknown.

B. Scanner Design

The system is based on coupling a microstrip line, which
serves as a near-field probe of the tag When the conductive
traces of the tag are near the line, absorptions in the line
transmission coefficient occur at the resonance frequencies
of the tag. This coupling is due to both magnetic coupling,

Fig. 6. Comparison between measured and modelled sheet resistance as a
function of electroplating time at 23 mA. The inset shows the inverse of sheet
resistance.

which arises from mutual inductance, and due to capacitive
coupling, resulting from the capacitance between traces. De-
pending on the orientation and distance of the tag relative to
the line, certain resonance frequencies may not be detected.
The absorption level and bandwidth are influenced by the
distance, relative position of the line to the traces, the quality
factor and material loss. Figure 7 schematically illustrates
an example. Figure 8 shows a typical coupling mechanism
between a microstrip line and well-known resonators, as well
as their equivalent circuits around the resonance frequency
[50]. To excite different resonance frequencies, the relative
position of the line is changed, and since these frequencies are
not known, a broadband probe is required. In consequence,
two methods can be considered: mechanical scanning and
electronic scanning.

C. Mechanical scanner

The first scanning method involves moving the tag on the
line means of a linear actuator, and it was proposed in a
previous work [31]. Another possibility, more appropriate for
the application proposed in this paper, is to rotate the engraved
tag onto the bottle cap [34]. Figure 9 shows a photograph
of the setup developed with the mechanical rotating scanner.
A vector network analyzer (Agilent PNA E8364C) measures
the transmission coefficient (S21) between the two ends of
the microstrip through line used as probe (with two SMA
launch connectors at its ends). The microstrip line character-
istic impedance is 50 Ω manufactured on a 20-mil thickness
substrate (Rogers RO4003C). The tag under test is rotated by
means of a stepper motor that includes a gearbox connected to
a rotary table, allowing the VNA to scan the electromagnetic
response while rotating. An isolation 75 µm Kapton sheet is
used as a spacer between the probe line and the tag to ensure
a constant gap.

Experiments are conducted by rotating the tag in 10-degree
steps, acquiring 1601 points in the frequency range from 100
MHz to 12 GHz for each angle. Since only the magnitude
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Fig. 7. Schematic showing a tag of arbitrary shape printed on a substrate and
coupled to a microstrip transmission line: (a) top view, (b) Cross-section, (c)
Response of the transmission coefficient of the line in presence or absence
of the coupled tag. A thin dielectric (Kapton) spacer is inserted between the
microstrip line and the tag when the tag is printed on cork without protection,
to prevent short-circuits.

Fig. 8. Examples of different resonators coupled to a microstrip line and their
equivalent circuits: (a) ring resonator magnetically coupled to a line, (b) C-
shaped resonator magnetically coupled to a line, and (c) C-shaped resonator
electrically coupled to a line.

of S21 is needed, a scalar system (e.g., spectrum analyser
including a tracking generator) could also be used to reduce
costs. The S21 frequency response drops when the transmis-
sion line passes a position coupled to a resonance. Extending
the measured frequency range also reveals the presence of
multiple harmonics associated with these resonances.

The measured S21 parameter for each tag is stored in
a database to allow the future verification, which consists
of measuring the tag again using the same settings, and
comparing the new response to the one stored. In case of
mismatch, the tag is considered counterfeit.

Fig. 9. Photography of the experimental setup based on a mechanical rotating
scanner.

D. Electronic scanner

As an alternative to this mechanical approach proposed
in a previous work [34], which normally is embarrassing,
a novel method based on sequentially measuring the tag is
proposed. It is based on measuring with a VNA the trans-
mission coefficient of four microstrip probe lines located on
top of the tag, using microwave switches to select the line
that is measured. By reducing the number of measurements to
just four, using electronic switching and avoiding mechanical
rotation, measurement performance is increased. A proof of
concept setup developed to evaluate its performance is shown
in Fig. 10. The lines have been designed to be sufficiently
spaced to ensure they are decoupling and can excite resonators
in orthogonal orientations. The input and output of each line
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are connected to the VNA ports with two single-pole four-
throw (SP4T) switches. In this prototype, the commercially
available electromechanical SP4T RMM-SR001 (RelComm,
USA) switches are used. MMIC-based broadband switches
can be integrated into future prototypes to reduce loss associ-
ated with interconnections, as well as reduce switching time.
Similar to the mechanically rotating prototype, the microstrip
transmission lines’ characteristic impedance is 50 Ω and are
fabricated using a 20 mil thick substrate (Rogers RO4003C).
Additionally, a 3D-printed support has been designed to align
the tag to test various types of stoppers.

Fig. 10. Diagram of the switched scanner (top) and photograph of a cork
stopper aligned to the scanner (bottom).

Figure 11 shows a simulation example made with Keysight
PathWave Momentum. The ”F” logo with dimensions 10 mm
× 7 mm is centered over the four microstrip lines, as shown
in Fig. 11. A 75 µm Kapton sheet is again used as spacer
between the lines and the stopper. A 2-cm thick layer of
cork is added to simulate the bottle stopper, with a relative
permittivity of 1.5 and a loss tangent of 0.03 [51]. Simulations
are performed with and without (background) the logo. In
addition, the sheet resistance of the conductor logo is varied
to examine its influence on the results. Sheet resistances of
5 Ω/sq, 1 Ω/sq, 0.5 Ω/sq and 0.25 Ω/sq, corresponding
to electroplating times of 50 s, 150 s, 300 s, and 600 s,
are considered. The case of using copper(Cu) conductor is
also simulated as a reference (thickness 17 µm, conductivity
4.7 · 107 S/m). Fig. 12 shows the transmission coefficients
for each line. It is observed that the presence of conductive
materials on some of the lines significantly increases the
transmission loss. In the cases of lines 2, 3 and 4, resonances
were excited. The resonance frequency depends on the size
and shape of the conductive traces. The quality factor of these
resonances decreases rapidly as the sheet resistance increases,
which depends on the electroplating time. Line 3, on the other
hand, was hardly affected, except for an increase in losses

associated with the cork, since the metallic parts were far away
from this line. Line 3, being far from any strip, exhibits the
transmission coefficient of a simple transmission line without
resonance. In contrast, Lines 1 and 4 excite a single resonance,
associated with the open-ended stub at the lower edge of
the character. The coupling in Line 4 is stronger than that
in Line 1, resulting in a deeper notch. Line 2 excites two
resonances linked to the edges of the character ”F.” Due to the
similar lengths of these edges, the corresponding resonances
are very close and therefore overlap. However, for complex
images, identifying the origins of the resonance becomes more
difficult, and predicting the EM signature is more challenging.
These simulations demonstrate the ability of the proposed
scanner to detect electromagnetic signatures without the need
to rotate the sample.

Fig. 11. Layout of the simulated probe lines and “F” character.

Fig. 12. Simulated S parameters for each line without the tag (background)
and with the tag using different sheet resistances and copper conductor (Cu).
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III. EXPERIMENTAL RESULTS AND DISCUSSION

An example of the measurement of different tags using the
mechanical rotating scanner is shown in Fig. 13. The tags,
engraved on cork stoppers, feature three designs composed
of the letters A, F, R, plus the New York Yankees logo, to
consider a more complex design. The engraving is performed
with a duty cycle of 12% and a speed of 24 mm/s. To calibrate
the loss of the four lines, the measurement of the parameter
S21 without tag is used as a reference (background). This
background measurement is subtracted from the measurement
obtained with the tags, thereby correcting microstrip probe
line losses and enhancing the resonances. A method based
on calculating the root mean square (RMS) error of the
corrected S21 (in dB) is applied to classify the tags. The RMS
between two tags, i and j, can be computed using the following
expression:

RMS(i, j) =√√√√ 1

Na ·N

k=Na∑
k=1

n=N∑
n=1

|dB(|S21i(k, n)|)− dB(|S21j(k, n)|)|2

(3)

where N and Na are the number of measured frequencies
and angular positions, respectively.

Table II presents the computed error between pairs of tags
from Figure 13. The average of five measurements is shown. A
tag is identified if the RMS error is less than a threshold set at
3 ·10−2 dB (three times the difference between the same tag),
taking into account the uncertainty in the VNA measurement.
Table II demonstrates that tags can be perfectly distinguished
from each other.

Fig. 13. Corrected S21 measurements with the mechanical rotating scanner
of four different tags as a function of the frequency and angular position: (a)
Character A, (b) Character F, (c) Character R and (d) Logo NY.

Experimental results performed with the electronically
switched scanner are shown in Fig. 14. This figure shows
the corrected frequency response (subtracting the measurement
made without the tag) for each line. It is observed that in
certain lines some resonances are detected, while on others,

TABLE II
ROOT MEAN SQUARE (RMS) ERROR OF THE MEASURED S21 BETWEEN

TAGS SHOWN IN FIG. 13.

Tag a b c d
a 0.01 1.18 1.76 1.76
b 1.18 0.01 1.63 1.78
c 1.76 1.63 0.01 1.75
d 1.76 1.78 1.75 0.01

either because they are further apart or because they have
a very weak coupling, resonances are barely perceptible.
Specifically, two tags with the same shape (character F) but
with different electroplating times (100 s and 900 s) have
been measured. The metallization time was 900 s in the
remaining cases and the currents were 24 mA in all of them.
It was observed that resonance levels were weaker when
using tags with conductors having higher surface resistances,
due to the degradation of the quality factor and increased
losses. As a result, resonances at higher frequencies were not
detected in these tags. This introduces a degree of randomness
if the parameters used to create the tags are unknown. An
adhesive layer (e.g. PVA) or paint can be added over the LIG
metallization to conceal the printed image. If this tag were to
adhere to the protective plastic of the bottle, the shape would
be invisible, and if one tried to remove it, the metallization
would be partially destroyed, adding an additional security
mechanism that would make cloning the tags more difficult.
In these experimental measurements, a thin sheet of Kapton
has been used to simulate the wrapping. This dielectric layer
only causes a slight frequency shift in the resonances which
is not a drawback for this application. Table III compares the
RMS error, of the four lines, between the tags shown in Fig. 14
demonstrating that they are distinguishable despite only four
lines are used. The RMS is computed with (3) but in in this
case Na is the number of probe lines used in the measurement.
In these measurements, simple shapes such as characters have
been used as tags, but arbitrary complex images could also be
utilized.

TABLE III
ROOT MEAN SQUARE (RMS) ERROR OF THE MEASURED S21 BETWEEN

TAGS SHOWN IN FIG. 14.

Tag a b c d
a 0.01 0.96 1.18 0.63
b 0.96 0.01 1.05 0.75
c 1.18 1.05 0.01 0.87
d 0.62 0.75 0.87 0.01

To determine the optimal threshold, Fig. 15 presents a
boxplot obtained with MATLAB from a dataset of 10 measure-
ments taken on 20 different tags measured with the electron-
ically switched scanner. This graph shows the minimum and
maximum RSM error values. The bottom edge of the rectangle
indicates the first quartile (Q1), which is the value below
which 25% of the data fall. The center line represents the
median (or second quartile), and the top edge of the rectangle
provides information about the third quartile (Q3), or the value
below which 75% of the data falls. Two different classes
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Fig. 14. Corrected S21 measurements with the electronically switched scanner
of four different tags as a function of the frequency and angular position: (a)
Character P, (b) Character C, (c) Character F (100 s electroplating time), and
(d) Character F (900 s electroplating time). The electroplating time is 900 s
except for case (c) that is made with 100 s of electroplating time.

are analyzed: intra-tag and inter-tag. The intra-tag variability
considers the repeatability of the switches, the degradation
of calibrations over time, and minor alignment errors of the
tags in the scanner. In contrast, the inter-tag variability is
primarily due to differences in the electromagnetic signatures
of the tags, which are more significant than the intra-tag
variability, resulting in greater deviations. The results show
that the distributions of these classes do not overlap and
therefore, a threshold can be selected at approximately the
midpoint (around 0.3). In this dataset, the minimum level of
the boxplot is associated with tags that have an identical layout
but manufactured with different electroplating times. As new
tags are added, the threshold can be updated, because the box
plot is dynamically recalculated.

Fig. 15. Threshold determination based on the boxplot of the intra-tag and
inter-tag measured RMS error.

While the root mean square error is a reasonable magni-
tude for quantifying the similarity between electromagnetic
signatures, another distance-based metric could be used. The
authors have investigated the use of the correlation coefficient
between the measured data stored in the dataset. This metric
has been previously used in chipless applications [17] but

referred to far-field measurements. In that case, the correlation
coefficient was used to reduce the influence of multipath
interference, which is not present in near-field systems such as
the one proposed in this work. Fig. 16 shows the box plot of
the Pearson correlation coefficient. The correlation coefficient
between the same tags (intra-tag) is practically 1. However,
the inter-tag correlation coefficient is significantly lower, and
a threshold can be selected to separate both classes. Since
measurements are essentially different when resonances occur,
several frequency points contain similar values; therefore, this
set of points is correlated with other tags, resulting in relatively
high correlation coefficients. The correlation coefficient tends
to compensate for amplitude variations, which are important in
this application, because changes in manufacturing parameters
produce changes in the conductivity and in the quality factor,
and consequently in the depth of the resonances. Another
candidate to use as a similarity metric could be the joint
entropy of the spectrum [52]. The normalized power in each
frequency bin is treated as a probability distribution, and
the Shannon entropy of that distribution is then calculated.
In information theory, joint entropy measures the uncertainty
associated with two or more random variables taken together,
and it is used to measure the mutual information between
signals. However, applying this metric to distinguish intra-
tag from inter-tag characteristics proved unsuccessful. High
entropy values were obtained, but the difference between tags
was not sufficient. One possible reason that prevents a clear
classification is that certain parts of the spectrum, specifically
those corresponding to unexcited resonances, have similar
values in different tags. In addition to previous metrics, other
proposed algorithms to improve notch detection in chipless
RFID such as the dynamic time warping (DTW) for spectral
alignment proposed in [53] could be investigated in future
works.

Figure 17 presents the RMS error of five tags fabricated
with the same parameters, relative to a designated reference
tag. A ”F” character was printed in the tags which were made
using a 12% duty cycle, a 24 mm/s scanning speed, and a 900
s electroplating time at 23 mA. The observed repeatability of
the switched system is below 0.04 dB. This error, which arises
from manufacturing tolerances, measurement uncertainty of
the network analyser and residual misalignments, is notably
smaller than the approximate threshold of 0.3. Based on these
results, it can be concluded that tags manufactured using the
same cork type (to reduce the randomness due to the presence
of granules), with the same layout, and identical manufacturing
parameters cannot be distinguished by the system. However,
without prior knowledge of these specific parameters, it is
not possible to accurately replicate or clone the tag. This
opens the possibility of using identical tags to protect a series
of products. To further improve security, variations in the
manufacturing parameters can be introduced. However, these
variations result in tags that the system treats as different, and
therefore, their data must be stored and managed within the
database accordingly.

During the verification process, the tag must be placed in
the same position and orientation as when the EM signature
was recorded in the database. Alignment is achieved with a
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simple holder designed specifically for the bottle. A reference
marked on the bottle can be used as an angular alignment tool.

The sensitivity to angular misalignment is investigated in
Figure 18, which shows the relationship between the RMS
error and the angle of misalignment.As noted in [34], the
RMS error increases rapidly with increasing misalignment.
Consequently, if the misalignment exceeds ±30 degrees, the
rotated tag can be effectively treated as a new tag with a rotated
layout. In the mechanical rotating scanner, misalignment can
be compensated by calculating the RMS error between tags
by performing a circular shift of the data rows, which is
equivalent to rotating the tag one angular step for each shifted
row and searching for the angular position that minimizes the
RMS error. The angular step around the nominal position can
be reduced to improve resolution at the expense of a longer
measurement time. This two-step strategy, which involves
coarse alignment followed by fine alignment to determine the
optimal angular offset, can mitigate misalignment problems.

Fig. 16. Box plot of the correlation coefficient between intra-tags and inter-
tags.

Fig. 17. Root mean square (RMS) error as a function of tag number. All tags
are printed with the “F” character and manufactured with the same parameters
(12% duty cycle, 24 mm/s and 900 s of electroplating time at 23 mA).

The cork is composed of cells, whose cell walls are largely
made of suberin, a hydrophobic substance that naturally repels
water. This is why cork is often considered water-resistant.
However, cork is a porous material by nature, which allows it
to absorb moisture from the environment. As moisture content
increases, water molecules fill the cork’s cellular structure,
significantly affecting its electrical properties. In [54] it was
reported that the dielectric constant increased from 1.5 to

Fig. 18. Root mean square (RMS) error as a function of angular misalignment
of the tags in Fig. 13 using the mechanical rotating setup.

2.7 and the loss tangent increased from 0.015 to 0.04 when
comparing dry and wet cork, demonstrating the influence
of humidity on its dielectric properties. These changes can
introduce a small frequency shift into the electromagnetic
response of the tag due to the change in effective permittivity.
To evaluate the influence of moisture content, simulations have
been performed on a printed “F” tag with a sheet resistance
of 2.5 Ω/sq, considering different permittivities between 1.5
and 2.7, in which the cork loss tangent have also also been
increased from 0.015 to 0.04 to simulate the effect of increased
moisture. Fig. 19 shows that the RMS error increases up
to approximately 0.12 dB, which is bellow than the typical
threshold in the investigated dataset.

The scanner was placed in a climatic chamber (Memmert
ICH110L, Bremen, Germany), and the relative humidity was
changed between 20% and 80% according to the profile in
Fig. 20.a. A stopper marked with ”F” was measured over
time using the switched scanner, with simultaneous humidity
recordings with the network analyzer measurements. Fig. 20.b
shows the difference in RMS error relative to the initial mea-
surement. The maximum difference, attributed to variations
in the dielectric constant of the materials, was approximately
0.14 dB, consistent with simulation results. The experiment
revealed that the cork absorbed moisture, requiring a drying
period of approximately 1 hour.

Wine bottles are usually protected with a capsule whose
main function is to ensure a secure seal around the cork,
preventing air from entering the bottle and potentially affecting
both the quality and shelf life of the wine. The bottle cap-
sule will minimize the impact of moisture. Wine bottle caps
are typically made of various materials, each with specific
purposes such as sealing, aesthetic appeal, and protection.
Metal capsules, usually made of tin or aluminum, can interfere
with the scanner’s proper functioning and should therefore be
removed before analysis. In contrast, plastic capsules, such as
those made from Polyvinyl Chloride (PVC), introduce only a
slight alteration in the tag’s response, but they do not prevent
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the measurement with the scanner, so characterization can be
performed without removing PVC capsules.

Despite the protection offered by the capsule coating, an
additional layer can be introduced to further protect the LIG
surface and the electroplated layer of the engraved tags on
wine bottle stoppers. To make counterfeiting more difficult,
this additional layer, possibly made of resin or lacquer, could
contain dyes that hide the tag design. Additionally, the addition
of glue or other adhesives could help demonstrate product
tampering, causing the tag to break when the plastic is
removed. The inherently low permittivity (around 2-3) of these
thin dielectric layers would mainly cause shifts in resonant
frequencies, leading to a more unpredictable and distinctive
tag response.

Cork is highly compressible, mainly due to its cellular
structure, which consists of small, closed cells filled with
air. Under moderate pressure, cork can undergo significant
compression—up to 50–60% of its original volume—while
maintaining excellent elastic recovery, generally returning
to its original shape once pressure is released [55], [56].
Therefore, changes in the dimensions of the layout could be
expected before the stopper is inserted into the bottle and after
it is removed. To avoid this drawback, the characterization
must be done with the stoper inserted into the bottle. In
terms of thermal expansion, cork has a low coefficient of
thermal expansion, providing dimensional stability over a wide
temperature range. Its coefficient of linear thermal expansion
is generally in the range of 40 · 10−6K−1 [56], which means
that expansion is small with temperature changes. Therefore,
to best match real-world conditions, the tag characterization
with the scanner will be performed with the stopper inside the
bottle and, if possible (for plastic capsules), with the protective
capsule in place.

Fig. 19. Root mean square (RMS) error between tags printed with the “F”
character and sheet resistance of 2.5 Ω/sq as a function of permittivity as the
cork absorbed moisture. The loss tangent was linearly increased from 0.015
to 0.04.

IV. CONCLUSIONS

A method has been presented for creating unclonable tags
to combat wine bottles counterfeiting. The tags are designed
to have random resonance frequencies, and they have been
engraved on cork stoppers using the laser-induced graphene
(LIG) technique, followed by an electroplating process used

Fig. 20. (a) Measured relative humidity as a function of time. (b) Difference in
the measured Root mean square (RMS) with respect to the initial measurement
for a tag with character F as a function of time.

to adjust the quality factor of the resonators. Numerous man-
ufacturing parameters enhance security by adding to natural
production imperfections, making the tags difficult to be
cloned. Two readers have been designed. The first reader
is based on a mechanical rotating scanner. It is based on
the relative rotation between a microstrip probe line and the
tag with the help of a stepper motor, while the transmission
coefficient is measured by a VNA in scalar mode (only
magnitude information is used). In the second reader, scanning
speed is improved because mechanical scanning is replaced by
an electronic scanning, where four microstrip lines connected
to switches and are alternatively connected to the VNA ports.

The prototype based on the rotating mechanical scanner is
slower than the electronic one, even when reducing the number
of angular positions, because it requires to rotate and it is
more bulky. However, it allows spectrally richer electronic
signatures to be obtained. The bandwidth of the electronic
scanner is limited by the losses of the switch; however, there
are commercially-available broadband switch models based
on Monolithic Microwave Integrated Circuit (MMIC) that
could be used in this application. In both types of scanners,
aligning the tag with respect to a reference position marked
on the cap or bottle is critical to obtain repeatable results.
Taking these considerations into account, tags manufactured
with the same parameters show similar classification results.
Therefore, they would not require individual verification. How-
ever, statistically, tags that are more difficult to clone can be
incorporated (for example, by including layout obfuscation
or tamper techniques using a glue layer ), which should be
measured in each bottled unit, increasing the production time
of these bottles.

The near-field measurement of spectral signatures in the
near field enables the capture of broadband responses in a
repeatable manner, avoiding the standardization issues associ-
ated with far-field chipless RFID systems. These far-field sys-
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tems often encounter limitations due to regulations that restrict
transmitted power and frequency allocations, which also limit
their read range. Additionally, the matched transmission line
probes used in this work minimize radiated emissions, thereby
preventing interference with other systems. The experimental
results are really promising, showing the potential of this
technology for anti-fraud measures in brand protection.
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