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Large Language Models (LLMs) have gained prominence for their remarkable proficiency across various natural
language processing tasks. Recent studies have suggested their potential to outperform current text anonymiza-
tion methods, although an objective evaluation is needed to validate these claims. To address this issue, this

Ertl.\l/.z:cy work introduces a comprehensive evaluation framework that automatically assesses both privacy protection and
111 o1s . . . 2
Evaluyation utility preservation without relying on manually curated ground-truth data. Moreover, we conduct an in-depth

analysis of the LLM-based text anonymization methods proposed so far. Building on the strengths and limitations
we found, we propose a novel method to enhance anonymization quality. We also report extensive experimen-
tal comparisons between LLM-based approaches and a variety of previous techniques, including those based on
named entity recognition (NER), and those more oriented towards privacy-preserving data publishing (PPDP).
The results show that LLM-based approaches effectively outperform traditional methods in terms of privacy and
utility. Furthermore, we benchmark against manual anonymization, which performed poorly, thus highlighting
the limitations of using them as evaluation ground truth. Notably, our LLM-based method stood out by achieving
the best privacy protection, and the best privacy-utility trade-off.

1. Introduction

In an era where data serve as the cornerstone of innovation and
decision making, text emerges as one of the most prevalent and valu-
able sources of information. From healthcare to public administra-
tion and social networks, vast amounts of knowledge are stored in
textual form, fueling advances in research and practical applications
(Gutiérrez-Batista et al., 2018; Miao et al., 2024; Shu et al., 2024).
However, the inherent richness of textual data often encompasses per-
sonal and sensitive information, which, if improperly handled, could
result in privacy leakages. Regulatory frameworks such as the Euro-
pean General Data Protection Regulation (GDPR) require anonymiza-
tion of personal data before they can be released. Anonymization pre-
cludes linkage between sensitive information and the subjects to whom
the data refer, and thus brings the data outside the scope of the
GDPR.

However, anonymization of textual data is a complex issue. Text
data inherently carry nuanced, context-dependent information, mak-
ing the identification and mitigation of disclosure risks particularly
challenging (Csdnyi et al.,, 2021; Lison et al.,, 2021). In the past,
text anonymization has been mostly approached as a named en-
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tity recognition (NER) task, whereby named entities are detected
and masked because, due to their specificity, they are assumed
to encompass the most privacy-sensitive information. However, sev-
eral studies (Hassan et al.,, 2023; Lison et al.,, 2021; Sanchez &
Batet, 2016) have shown that NER-based methods offer weak pro-
tection due to the limited number of named entity types that they
support.

On the other hand, Large Language Models (LLMs)
(Brown et al.,, 2020; OpenAl, 2023; Reid et al.,, 2024; Touvron
et al.,, 2023) have recently emerged as powerful tools for text pro-
cessing and generation. They show advanced proficiency in tasks
such as natural language understanding and automated reasoning
which makes them attractive for addressing the challenges associated
with text anonymization (Wang et al., 2024). Early studies in this
line (Bubeck et al., 2023; Patsakis & Lykousas, 2023; Singhal et al.,
2024) suggest that LLMs might offer better protection than classic
NER-based methods. However, due to the lack of a common and
objective evaluation framework, the extent to which LLM-based
text anonymization outperforms existing methods, as well as the
influence of prompt variations on protected outcomes remains
unclear.
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1.1. Contributions

This paper presents the following contributions.

e We perform a critical analysis of the strengths and limitations
of LLM-based anonymization methods. Based on this analysis, we
propose an improved LLM-based anonymization through a refined
prompt design. Empirical results show that our prompt achieves
the best balance between privacy protection and utility preservation
across all analyzed methods, the best privacy protection in absolute
terms, and a performance that scales proportionally with the capa-
bilities of the underlying LLM.

e We propose a general and automatic evaluation framework for
text anonymization, which does not rely on manual annotations or
ground-truth data. We apply our evaluation framework to a vari-
ety of text anonymization methods, including state-of-the-art ap-
proaches based on LLMs and classical mechanisms based on NER. As
a result, we report clear and comparable performance figures that
highlight the benefits and drawbacks of the different approaches.

e We also compare automatic anonymization methods with manual
annotations, which have been considered as the gold standard for
text anonymization so far. We find that LLM-based approaches sig-
nificantly outperform them.

The rest of the document is organized as follows. Section 2 provides
background on LLMs, text anonymization and its evaluation. Section 3
analyzes the current state-of-the-art in LLM-based methods and presents
the proposed anonymization prompt. Section 4 describes our evaluation
framework. Experimental details and evaluation results are reported in
Section 5. The final Section 6 provides the conclusions and some lines
of future research.

2. Background
2.1. Large Language Models

Large Language Models (LLMs) are large neural networks with bil-
lions to trillions of parameters, typically built using the Transformer ar-
chitecture (Vaswani et al., 2017). These models generate sequences by
predicting the next token —representing a word or part of a word— one
step at a time, in an autoregressive manner. They are first trained on
vast and diverse corpus in a process called pre-training, enabling them
to learn complex linguistic patterns, acquire broad general knowledge.
Afterwards, they are fine-tuned to understand how to follow human-
made instructions. Once pre-trained and fine-tuned, LLMs can be guided
through natural language prompts to perform specific tasks. This ap-
proach has proven highly effective, often matching or even surpassing
human performance in a wide range of applications (Bubeck et al., 2023;
Gilardi et al., 2023; Tan et al., 2024).

Interacting with a LLM typically involves a conversational format,
alternating between the roles of User (the human participant) and As-
sistant (the model). Optionally, an initial predefined System prompt can
be included to set the overall behavior or tone of the model. For auto-
matic task solving, the standard approach is to start with a prompt de-
scribing the task and providing the task data (with User and/or System
role/s) and then use the Assistant response as solution. These prompts
may include examples of correct solutions that help the model to under-
stand what it is expected to do. Depending on the number of examples
provided, prompts/tasks are categorized as zero-shot (no examples), one-
shot (one example), or few-shot (a small number of examples). Both LLM
capabilities and prompt quality have a significant influence on response
accuracy.

2.2. Text anonymization methods

Anonymization aims to prevent the released data from being linked
to the subjects to whom the data are referred. To this end, it is nec-
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essary to mask identifying and quasi-identifying attributes (Hundepool
et al., 2012), often referred to as personal identifiable information (PIL).
Whereas identifiers (such as full names or IDs) uniquely distinguish in-
dividuals and thus directly reveal their identities, quasi-identifiers are
not unique for any individual, but can be by combination with other
quasi-identifiers (e.g., birth date + zip code). Text anonymization in-
volves suppressing identifiers and either suppressing or generalizing
quasi-identifiers. A related concept is de-identification, which is a re-
laxed form of anonymization that mainly focuses on suppressing identi-
fiers.

In textual data, any text span (i.e., individual words or set of words)
may act as a (quasi-)identifier. This, combined with the inherent com-
plexity of natural language, makes PII detection a major challenge for
text anonymization (Lison et al., 2021).

Most text anonymization methods rely on NER, by which the named
entities detected in the text are detected and suppressed or replaced
by their type (e.g., PERSON, LOCATION...) (Hassan et al., 2018; Huang
et al., 2020; Johnson et al., 2020; Mamede et al., 2016; Meystre et al.,
2010; Neamatullah et al., 2008; Yang & Garibaldi, 2015; Yogarajan
et al., 2018). However, NER-based methods rely on the fundamentally
flawed assumption that all PIIs are named entities (Hassan et al., 2023;
Lison et al., 2021; Sanchez & Batet, 2016), whereas (quasi-)identifiers
are not type-bounded. Furthermore, not all the named entities in a text
are (quasi-)identifiers, because they might not refer to the subject to
be protected, thereby leading to unnecessary masking that impairs the
utility of the anonymized text.

In contrast, methods within the privacy-preserving data publishing
(PPDP) field consider every text span as a potential PII (Fernandes et al.,
2019; Hassan et al., 2023; Mosallanezhad et al., 2019; Papadopoulou
et al., 2022; Sanchez & Batet, 2016; Staddon et al., 2007). This intrin-
sically offers better protection than NER-based methods, at the cost of
higher complexity and, sometimes, worse utility preservation. PPDP-
oriented methods often require extensive resources (e.g., knowledge
graphs encompassing all the concepts within the documents), produce
an output that does not preserve the document’s structure (e.g., bag of
words, word distributions), or suffer from scalability issues. Therefore,
most of them are not applicable to real-world scenarios (Fernandes et al.,
2019; Mosallanezhad et al., 2019; Papadopoulou et al., 2022; Sanchez
& Batet, 2016; Staddon et al., 2007).

The advent of LLMs has recently sparked interest in their potential
for text anonymization (Bubeck et al., 2023; Patsakis & Lykousas, 2023;
Singhal et al., 2024). As we detail in Section 2.1, in these approaches,
LLMs are prompted for PII detection. Depending on the prompt design,
a more NER-based or PPDP-oriented anonymization is obtained. Prelim-
inary results suggest that the extensive knowledge of pre-trained LLMs
effectively provides more nuanced and context-aware PII detection than
traditional approaches. However, the experimental evaluation reported
so far (Bubeck et al., 2023; Patsakis & Lykousas, 2023; Singhal et al.,
2024) lacks standardization due to being done ad hoc and with sig-
nificantly different evaluation data, metrics, and models. Moreover, no
comprehensive comparison of LLM-based methods has been reported
so far. Therefore, there is no solid evidence on how much better LLM-
based anonymization is and how different prompts affect the protected
outcome.

2.3. Evaluation

Data anonymization involves a trade-off: enhancing privacy reduces
the analytical utility of the protected outcomes. Anonymization meth-
ods aim to optimize this trade-off, often seeking to maximize utility for
a given privacy level. Thus, accurate privacy and utility evaluation is
required for data holders to make an informed decision on the method
to be used for their data release.

On the one hand, anonymization should prevent re-identification,
meaning that the protected data cannot be unequivocally associ-
ated with a subject’s identity. Thus, privacy evaluation metrics should
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measure the probability of re-identification. In tabular data, privacy
models such as k-anonymity (Samarati, 2001) guarantee an ex ante
upper bound for re-identification probability of % For methods with-
out formal privacy guarantees, an empirical evaluation of the resid-
ual re-identification risk is needed. For tabular data, the record link-
age re-identification attack is the most widespread measure of risk
(Abril et al., 2012; Domingo-Ferrer & Torra, 2003; Nin Guerrero et al.,
2007; Torra et al., 2006; Torra & Stokes, 2012). Record linkage aims
to link quasi-identifiers in the anonymized dataset to identified public
sources, which represent the background knowledge available to attack-
ers. Re-identification risk is quantified as the ratio of correctly linked
records.

Data utility preservation, on the other hand, is evaluated in tabular
data by accounting for differences (or errors) between the original and
anonymized data (Hundepool et al., 2012).

In contrast to the formal and objective evaluation of tabular data,
the evaluation of text anonymization has been carried out primarily
by comparing protected outcomes to human annotations (Hassan et al.,
2018; Huang et al., 2020; Johnson et al., 2020; Mamede et al., 2016;
Meystre et al., 2010; Neamatullah et al., 2008; Yang & Garibaldi, 2015;
Yogarajan et al., 2018). In this context, privacy protection and util-
ity preservation are indirectly measured by means of recall and preci-
sion information retrieval metrics. On the one hand, recall quantifies
the percentage of PIIs annotated by humans that the anonymization
method has masked, and it is used as a proxy of the level of privacy
protection attained. On the other hand, precision assesses the propor-
tion of PIIs masked by the method that were also labeled as PIIs by
humans. Because masked text spans that were not annotated by hu-
mans are deemed unnecessary, precision is considered as a measure
of utility preservation. However, these evaluation means are severely
limited (Lison et al., 2021; Manzanares-Salor et al., 2024). On the one
hand, human annotations are inherently imperfect, as we humans are
prone to errors and biases. Empirical evidence shows that such inaccu-
racies can result in non-negligible re-identification risks (Manzanares-
Salor et al., 2024). In addition, there is no such thing as a single
“ideal” anonymization, because several masking combinations of quasi-
identifiers may be equally valid to prevent re-identification. Further-
more, precision and recall do not account for the significantly different
influence that each (missed or overmasked) term might have on the
re-identification risk or on data utility. Last but not least, manual an-
notations are costly to produce and require the input of several human
experts.

Recently, some works (Nyffenegger et al., 2023; Patsakis & Lyk-
ousas, 2023) have proposed automatic privacy evaluations that use
the LLMs they leveraged for anonymization to re-identify the individ-
uals from the protected documents. While this approach directly targets
the evaluation of re-identification risk, it faces a significant limitation:
using the same tool for both anonymization and evaluation (i.e., the
LLM) introduces biases. For instance, (quasi-)identifiers missed during
anonymization might also be ignored during evaluation, leading to an
underestimation of re-identification risk. On the other hand, utility eval-
uation has been largely ignored by these works.

3. Analysis and enhancement of LLM-based anonymization
methods

This section examines the state-of-the-art in LLM-based PII detection.
Building on this analysis, we introduce a novel approach that aims to
improve current methods.

3.1. Analysis

In line with the discussion in Section 2.1, all LLM-based approaches
rely on crafting specific prompts to direct a pre-trained LLM in detecting
sensitive terms. In the following, we list and analyze the prompts pro-
posed in the literature. Note that the “[DOC_TO_PROTECT]” mark will
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be replaced by the document to protect in the experiments. Moreover,
for each sensitive term detected by the LLM, all its instances within the
document are masked by replacing them with the tag “SENSITIVE” to
generate the anonymized text.

e Man vs the machine (Patsakis & Lykousas, 2023): In this work,
the authors propose a short zero-shot prompt that uses both Sys-
tem and User roles. It offers a PPDP-oriented (rather than NER-
oriented) PII detection by asking the LLM to detect every token
potentially connected to the person to protect. This is equivalent
to detect all the individual’s attributes. Given the inherent uncer-
tainty about which attributes may serve as (quasi-)identifiers, the
choice of treating all attributes as PII is deemed privacy-strict,
as it prioritizes privacy to utility. The prompt also instructs the
model to structure the response as a JSON-formatted list (each ele-
ment is a detected sensitive term), which greatly simplifies response
parsing.

System: You are an efficient assistant. Keep your responses short
and provide no explanations.

User: Identify every token (including words, dates, and numerals)
in the provided person description that can be connected to the
person being talked about, such that if these tokens are removed
the resulting text is anonymised. Return these words as a JSON-
formatted list. The description of this person is: [DOC_TO_PROTECT]

Sparks (Bubeck et al., 2023): This study aims to explore the capa-
bilities of pre-trained GPT-4 (OpenAl, 2023) across various tasks,
including PII detection. To this end, the authors propose a zero-
shot NER-oriented prompt, describing the 8 PII types to identify,
along with some examples of them. While the approach covers a
broad range of PII types, it likely inherits the privacy-related limi-
tations standard of NER-based methods. The authors clearly denote
the text to protect with the word “STATEMENT”. For the response,

User: INSTRUCTIONS:

1. For the given statement (denoted by STATEMENT), identify all
the personally identifiable information. These include:

a. Names of people, including nicknames/aliases, usernames and
initials.

b. Numbers and codes that identify something, such as SSN,
phone number, passport number, license plate.

c. Places and locations, such as: cities, areas, countries, etc. or
named infrastructures (bus stops, bridges, etc.)

d. Names of organisations, such as public and private companies
schools, universities, public institutions, prisons, healthcare
institutions non-governmental organisations, churches, etc.

e. Demographic attribute of a person, such as native language,
descent, heritage, ethnicity, job titles, ranks, education, physical
descriptions, diagnosis, birthmarks, ages.

f. Description of a specific date (e.g., October 3, 2018), time (e.g,
9:48 AM) or duration (e.g., 18 years).

g. Description of a meaningful quantity, e.g., percentages and/or
monetary values.

h. Every other type of information that describes an individual
and that does not belong to the categories above

2. List these personally identifiable information as a JSON-
formatted list of strings.

TASK:

STATEMENT = ¢ ¢ [DOC_TO_PROTECT]’
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they instruct the model to “List these personally identifiable informa-
tion as a python list using the format ‘LIST:”.” and “Count the number
of personally identifiable information in LIST and present the outcome
using the format ‘COUNT:’.”. This non-detailed response format of-
ten results in inconsistencies, such as lists with varying delimiters
(e.g., hyphens, brackets, or line breaks) and additional details like
PII types or explanations. These variations complicate parsing due
to the lack of uniformity. To address this, we adopted a stream-
lined solution inspired by Patsakis and Lykousas (2023), which is
to replace the original instructions with a single directive for a
“JSON-formatted list of strings”. This subtle adjustment greatly sim-
plifies response parsing and ensures a fairer comparison by elimi-
nating the need for complex and error-prone parsing code. The final
prompt is:

Student de-identification (Singhal et al., 2024): The authors of
this work focus on de-identifying forum posts from students en-
rolled in massive open online courses. They frame it as a NER
task by using a one-shot prompt that enumerates the considered
PII types (without descriptions) and a example of a post. The ex-
ample illustrates the (low) protection required for de-identification
compared to the stricter requirements of anonymization (discussed
in Section 2.2), as only the hyperlink is detected while course
and company names are neglected. By focusing on de-identification
and aligning with a NER-based approach, this prompt is expected
to yield less private (but more utility-preserving) results, particu-
larly for documents other than forum posts. This serves as a base-
line to assess LLM capabilities under relaxed requirements. For the
response format, the request is to “Replace all removed PII with
‘[REDACTED]’. Ensure that the rest of the text remains unchanged, word
for word.”. Similarly to the original Sparks prompt (Bubeck et al.,
2023), this approach requires complex and error-prone parsing. Con-
sequently, as with the previous prompt, we slightly modify it to re-
quest a JSON-formatted list, also adapting the example. The final
prompt is:

User: Please return a JSON-formatted list with any personally
identifiable information (PII) of the provided text. This includes
names, company names, places of origin, current living locations,
addresses, and social media links. If the text does not contain any
PIL, return an empty list.

For example, if the input is:

Dear All, Youll find below a Linkedin group I just create
http://www.linkedin.com/groups?home = 12345&abcd = 789hm.
It will be held in English (as a second language) and is open
to any student of Coursera for the ‘Introduction to Financial
Accounting’. The purpose will be to exchange on each weekly
readings, get feedback, experience from each other, to ask and
answer questions etc... Link you soon! Let’s team work!

The output must be:
[¢ ¢http://www.linkedin.com/groups?home = 12345&abcd =
78%hm~’’]

Please repeat this process with the following text:
[DOC_TO_PROTECT]

3.2. Our prompt

Inspired by the aforementioned LLM-based approaches, we propose

a new prompt designed to enhance their effectiveness by strategically
integrating what we perceive to be their core strengths. Our prompt is
based on the hypothesis that these strengths can create synergies with
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each other, leading to measurable improvements over the current state-
of-the-art. Moreover, we mitigated some limitations in the current LLM-
based anonymization methods.

The core strengths of the different methods that we aim to leverage
are the following.

¢ One-shot: LLMs can generate reasonable responses with zero-shot
prompts, such as those found in Man vs the machine or Sparks.
However, using a one-shot prompt, like the one from Student de-
identification, often provides the LLM a better understanding of
the expected task. This approach makes it possible to provide a
fine-grained sample of the required protection, beyond achieving
anonymization. A well-crafted and comprehensive example is essen-
tial to ensure that the desired guidance is communicated effectively,
minimizing the risk of the LLM deriving incorrect conclusions. For
example, from the Student de-identification prompt, the model might
infer that only hyperlinks are really significant, which may not align
with the intended guidance. Consequently, we defined an example
for our prompt in line with the aforementioned plan of detecting all
individual’s attributes.

¢ Beyond NER limitations: NER-based approaches fall short in pri-
vacy protection as they are confined to named entities (see Sec-
tion 2.2). Despite the proficiency of LLMs in NER tasks, this
limitation makes NER unsuitable for comprehensive text anonymiza-
tion. Instead, the Man vs the machine prompt introduces a broader
strategy, aiming to detect (and subsequently mask) all attributes
of the individual to protect. Among these attributes, there are
the (quasi-)identifiers, so masking all of them should result in
anonymity. For our prompt, we consider it preferable to detect and
mask all attributes, which offers a robuster protection than NER-
oriented approaches.

e JSON-formatted response: The output must adhere to a well-
structured output format to ensure accurate and reliable parsing of
detected PII. The Man vs the machine prompt proposes using a JSON-
formatted list, with each element being a detected PIIL. This approach
minimizes parsing errors because of its standardized nature. More-
over, LLMs’ APIs such as OpenAI API allow to force the output to be
a valid JSON, streamlining the process. We will follow this approach
for our prompt.

Other secondary strengths we considered are the use of the System
role from the Man vs the machine prompt, and the clear notation of the
document to protect (e.g., “STATEMENT”) from the Sparks prompt.

Moreover, we addressed the following limitations of the current
LLM-based anonymization methods:

* Biased to NER: NER-based anonymization is the predominant ap-
proach to text anonymization (see Section 2.2). Consequently, it
is reasonable to expect that the vast majority of examples of text
anonymization available in the internet will be NER-oriented. Since
pre-trained LLMs derive much of their knowledge from internet data,
they are likely influenced by this bias, even if not instructed for NER-
oriented anonymization. To mitigate this issue, our prompt explicitly
instructs the model to consider all types of terms, rather than being
limited to named entity types.

¢ Neglecting occurrences: An in-depth analysis of anonymizations
generated by the Man vs the machine prompt revealed occasional
inconsistencies in the detection of different instances of the same
sensitive attribute. For example, detecting the term “training”, but
overlooking the term “coach”, even though both have a very sim-
ilar meaning. If the link with “training” is a (quasi-)identifying at-
tribute, such omissions will compromise anonymization, since any
missed term related to “training” will allow the attacker to exploit
the (quasi-)identifier. This issue likely arises because the LLM as-
sumes that identifying one term implicitly covers its equivalents. To
address this problem, our prompt emphasizes the need to detect all
occurrences of sensitive terms.


http://www.linkedin.com/groups?home=12345&abcd=789hm
http://www.linkedin.com/groups?home=12345&abcd=789hm
http://www.linkedin.com/groups?home=12345&abcd=789hm
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By integrating all the discussed aspects together, we propose the fol-
lowing prompt:

System: You are an expert assistant. Provide no explanations and
make your answers as long as required.

User: Identify every text span (including words, dates, and
numerals) in the provided TEXT that defines an attribute of the
corresponding person. Return them as a JSON-formatted list,
with the verbatim text spans of TEXT (including formatting)
corresponding to attributes. Ensure to capture all occurrences of
these text spans, including synonyms, analogues, variations and
specificities. Don’t be limited to named entities, any text span can
be an attribute.

TEXT:

It is believed that John Oldman was better as a coach than as an
athlete. In fact, many people think Smith would not have made it
as far as he did at the 2004 Olympics without Oldman’s training.
Oldman’s disappearance in 2007 remains a mystery.

Assistant: [ ‘John 0ldman’’, ‘‘coach’’, ‘‘athlete’’,

‘‘Smith’’, €‘2004’’, ¢‘Olympics’’, ‘‘Oldman’s’’,
‘‘training’’, ‘‘disappearance’’, ‘‘2007’’, ‘‘remains a
mystery’’]

User: TEXT:

[DOC_TO_PROTECT]

4. Evaluation framework

On the basis discussed in Section 2.3, there is a need for a text
anonymization evaluation framework directly grounded in privacy
and utility principles that enables unbiased automatic assessments.
Such a framework should incorporate a nuanced understanding of
the informational value of terms (fundamentally determined by their
semantics), and the fundamentals of re-identification. Moreover, by dis-
entangling the evaluation process from human annotations, it should
provide a more principled, objective, and practical approach to assess-
ing anonymization methods. In the following, we describe the design of
such a framework.

4.1. Privacy metric

Privacy protection is inversely proportional to the likelihood of re-
identifying individuals within anonymized data. This likelihood can be
assessed empirically by simulating a re-identification attack. For struc-
tured databases, it is standard to perform a record linkage attack, with
its accuracy serving as indicator of the re-identification risk (refer to
Section 2.3).

For textual data, Manzanares-Salor et al. (2024) introduces a text re-
identification attack (TRIA), which can be seen as the text equivalent of
record linkage. To the best of our knowledge, it is the first of its kind in
this regard. Both aim to link protected data (i.e., document or record)
with the individual they refer to, by leveraging the publicly available
background knowledge that might be exploited by attackers. This back-
ground knowledge ideally encompasses a superset of the individuals
referred to in the protected data. For example, if the protected docu-
ments are medical records from hospital patients, background knowl-
edge could include identified social media posts from the inhabitants of
the city where the hospital is located.

Regarding linkage, the (numerical or categorical) similarity mea-
sures used for classical record linkage are insufficient due to text in-
herent complexity. Subsequently, TRIA relies on a pre-trained language
model, which is further pre-trained and fine-tuned on the background
knowledge. The model acts as the linker, by predicting the individual
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from the background knowledge to whom most likely the (protected)
document refers.

A successful link occurs when the individual for a protected docu-
ment is correctly predicted, thereby re-identifying the document’s con-
tent. Therefore, the accuracy of TRIA for a set of protected documents
effectively measures the text re-identification risk (TRIR):

#Success ful links

TRIR =
#Links

(€3]

4.2. Utility metric

The utility of anonymized documents depends on how closely they
resemble the original data (see Section 2.3). Applying this notion to
textual data, we propose a utility metric that quantifies the amount
of the original document’s information that has been preserved in the
anonymized outcome.

In computational linguistics, the informativeness of a term -referred
to as its information content (IC)- can be derived by using Shannon’s
information theory (Shannon, 1948):

IC(t) = —log(prob(n) (2)

As a result, highly probable (or predictable) terms will be deemed less
informative, while less probable terms will provide more information.
The details of the probability calculation are outlined below.

The IC of a whole document can be defined as the sum of the IC
from all its terms. In the case of protected documents, the IC of pro-
tected terms is excluded because text anonymization methods typically
replace sensitive terms with generic placeholders (e.g., “PERSON”, “LO-
CATION”, “***”) that do not retain the original meaning. Based on this
principle, we define text information content (TIC) as follows:

TIC(D)= )’ IsNotProtected(t) - IC(t) 3)
teD
where IsNotProtected(t) is a binary function that returns O if the term 7
in document D is protected, and 1 otherwise.
To assess the proportion of information from the original document
that is preserved in the protected document, we define text preserved
information (TPI) as the ratio of their respective TICs:

TIC(P)

TPI(P,0)= TICO)

(€]
This ratio provides an intuitive measure of utility preservation.

To calculate the probabilities in Eq. (2), several methods have been
proposed in the NLP literature. These include leveraging word frequen-
cies within a corpus (Resnik, 1995) (even using the Web as a corpus
(Sanchez & Batet, 2016; Sanchez et al., 2013)) analyzing the number of
hypernyms and/or hyponyms in an ontology (Batet & Sanchez, 2020;
Seco et al., 2004), and assessing predictability with a language model
(LM) (Pilan et al., 2022). The latter leverages the general language un-
derstanding capabilities of LMs, to predict a term based on its context.
In this method, the context surrounding the target term (e.g., the sur-
rounding sentence) is provided to the model, with the target term re-
placed by the [MASK] token. The model then estimates the probability
of the target term based on this context. For multi-token text spans,
the minimum probability among the target term’s tokens is selected.
Notably, this method is the only one that considers compositionality,
which asserts that the meaning of an expression arises from the mean-
ings of its components and their combination rules. Additionally, it is the
only technique capable of estimating probabilities for arbitrary terms,
regardless of their presence in a specific corpus or ontology.

Given these advantages, we employ this approach to compute the
IC of text spans. However, it was designed to estimate the IC for only
a subset of terms, while Eq. (3) requires computing the IC for all text
spans in a document. Directly replacing all spans with [MASK] would re-
move the necessary context for accurate predictions. To overcome this,
we propose an alternating [MASK] substitution, by applying it to one
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out of every N terms while the rest provide context. Multiple predic-
tion passes shift the [MASK] placement. For example, using N = 2, two
passes are made: one masking odd terms and the other masking even
terms. Larger N values improve the quality of probability estimates (as
more context is considered) but increase computation time. The con-
crete implementation details used in the evaluations reported are given
in Section 5.2.

5. Evaluation results

In this section we provide a detailed description of the experimental
setup, and we report, compare, and discuss the evaluation results un-
der our proposed framework. Our evaluation covers a wide variety of
anonymization methods, together with an ablation study of our prompt
(see Section 3.2).

5.1. Dataset

As common evaluation data, we used the bibliographic abstracts
presented in Papadopoulou et al. (2022), which were extracted from
553 randomly selected Wikipedia biographies. Wikipedia biographies
are commonly employed as evaluation data for text anonymization due
to their high density of (quasi-)identifying terms (Hassan et al., 2023;
Lison et al., 2021; Sanchez & Batet, 2016; Sanchez et al., 2013; Stad-
don et al., 2007). Moreover, biographies in this dataset predominantly
feature relatively unknown individuals, such as World War II generals
or lower-division football players. This makes the subjects in question
unlikely to be familiar to pretrained LLMs, thereby presenting a more
realistic scenario in which the subjects to be protected have not been
significantly exposed to the LLM employed for anonymization.

Moreover, as far as we know, this is the largest domain-independent
dataset for text anonymization that includes manual annotations, which
is useful to have a human-based baseline for comparison. The anno-
tations were done by one NLP researcher and four undergraduate law
students. The annotators followed the carefully designed guidelines pre-
sented in Pilan et al. (2022). Importantly, they achieved high character-
level inter-annotator agreement, with Cohen’s « reaching 0.81 and
Krippendorff’s « measured at 0.73, both strong indicators of reliabil-
ity and annotation quality. The process involved identifying sensitive
terms, classifying them into semantic categories (such as person, date
or organization), and deciding whether masking was necessary to pro-
tect the subjects’ identities. The starting point were NER annotations
obtained with spaCy NER', but human annotators were instructed to
make any needed adjustments. The anonymization goal set for annota-
tors was to mask enough text to render the subject referred in the text
non-identifiable.

5.2. Implementation details

To enforce our privacy metric (TRIR), we scraped the Wikipedia
to obtain the bodies corresponding to the 553 abstracts in the eval-
uation dataset, which we used as background knowledge for the re-
identification attack. This defines a perfectly knowledgeable attacker
whose background knowledge precisely aligns with the individuals rep-
resented in the protected dataset. By doing so, we simulate a worst-case
scenario for privacy, which is the usual evaluation setting in the statisti-
cal disclosure control literature (Hundepool et al., 2012). Furthermore,
using this setting avoids making subjective assumptions about what con-
stitutes realistic background knowledge. We employed the implemen-
tation of TRIR available at https://github.com/BenetManzanaresSalor/
TextRe-Identification, with all hyperparameters set to default values.
This includes using the distilbert-base-uncased” model.

1 https://spacy.io/api/entityrecognizer
2 https://huggingface.co/distilbert/distilbert-base-uncased
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To compute our utility metric (TPI), we use a pre-trained BERT
language model (bert-base-uncased®) for estimating the IC of terms. To
determine the appropriate value for N, we tested multiple increasing
values, with the aim of balancing the accuracy and run time of the IC
(see Section 4.2). Results varied with increasing N from N =2to N =6,
after which further increments produced negligible differences while
significantly increasing runtime. Based on these findings, we set N = 6
for TPI computation.

Regarding the LLMs employed for anonymization, it is expected that
data holders will use the most advanced LLM that fits within their re-
source constraints. This is because the capabilities of LLMs are expected
to have a major impact on response quality (see Section 2.1). Conse-
quently, we selected a set of top-tier LLMs with different resource de-
mands. When choosing these models, we recognized the pivotal role of
OpenAlI“ in shaping the rapidly evolving field of LLM technology. Ope-
nAl often set the trend or peak to be surpassed, consistently achieving
the top ranking in Chatbot Arena (Chiang et al., 2024)°, with larger and
more sophisticated architectures. In fact, all LLM-based methods we an-
alyzed in this work leveraged OpenAl models in their original papers
(Bubeck et al., 2023; Patsakis & Lykousas, 2023; Singhal et al., 2024).
Subsequently, we selected three increasingly capable OpenAI models for
our experiments:

¢ GPT-3.5-Turbo-0125°: GPT-3.5-turbo is an evolution from the orig-
inal GPT-3 (Brown et al., 2020) presented in 2022, and it is currently
only accessible through an API. It was conceived as a fast, inexpen-
sive model for simpler tasks. In Chatbot Arena, GPT-3.5-turbo is cur-
rently placed at the bottom of the top 100, with capabilities slightly
better than Meta-Llama-3.2-3B-Instruct’ or Llama-2-70B-chat (Tou-
vron et al., 2023).
¢ GPT-40-mini-2024-07-18%: GPT-40-mini is the cost-efficient evolu-
tion of GPT-4 (OpenAl, 2023). It is presented as an affordable and
intelligent small model for fast, lightweight tasks. It currently ranks
near the bottom of the top 10 in Chatbot Arena, with capabilities
comparable to those of Gemini-1.5-Flash-002 (Reid et al., 2024) and
Llama-3.1-Nemotron-70B-Instruct®.
GPT-40-2024-09-03'0: GPT-40 is the most advanced evolution
of GPT-4 (OpenAl, 2023), and it serves as ChatGPT’s flagship
high-performance model for complex, multi-step, general tasks. In
Chatbot Arena, the model currently ranks at the top 3, with similar
capabilities to those of Gemini-2.0"!.

We leveraged the OpenAl API Python implementation'?, forcing
JSON as response format and using default values for the rest of hy-
perparameters (e.g., temperature = 1).

5.3. Non-LLM-based baselines

In addition to evaluate LLM-based methods, we also considered a va-
riety of non-LLM-based approaches to serve as baselines. These comprise
both NER-based and PPDP-oriented methods and tools:

e spaCy NER'®: The spaCy library offers an entity recognizer mod-
ule that has been employed for automatic text anonymization in

3 https://huggingface.co/google-bert/bert-base-uncased

4 https://openai.com/

5 https://lmarena.ai/

6 https://platform.openai.com/docs/models/gpt-3-5-turbo

7 https://ai.meta.com/blog/llama- 3- 2-connect- 2024-vision-edge-mobile-\
devices/

8 https://platform.openai.com/docs/models/gpt-4o0-mini

9 https://huggingface.co/nvidia/Llama-3.1-Nemotron-70B-Instruct
10 https://platform.openai.com/docs/models/gpt-40

11 https://blog.google/technology/google-deepmind/
google-gemini-ai-update-december-2024/

12 https://platform.openai.com/docs/api-reference/chat/create

13 https://spacy.io/api/entityrecognizer
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previous works (Hassan et al., 2023; Manzanares-Salor et al., 2024;
Papadopoulou et al., 2022). It allows for the detection of the fol-
lowing named entity types: ORG, PERSON, DATE, TIME (ie., times
smaller than a day), GPE (e.g, cities, regions, countries), LOC (i.e.,
non-GPE locations such as mountain ranges), LANGUAGE, EVENT
(e.g., wars), NORP (i.e., nationalities or religious or political group),
WORK_OF_ART (e.g., songs, films), PRODUCT (e.g, smartphone),
FAC (e.g., buildings), LAW (i.e., named documents made into laws),
ORDINAL, PERCENT, CARDINAL, QUANTITY and MONEY. In par-
ticular, we leveraged the en_core_web_lg neural model trained on the
Ontonotes v5 corpus (Weischedel et al., 2011).
Microsoft Presidio!*: This library is specifically designed for text
anonymization. It is based on NER and supports the following sensi-
tive entity types: PERSON, DATE_TIME, NRP (i.e., person’s national-
ity, religious or political group) and LOCATION.
Disclosure protection based on word embeddings (Hassan et al.,
2023): This PPDP-oriented method uses a Word2Vec (Mikolov et al.,
2013) model trained from scratch on a corpus that includes the
documents to be protected and, optionally, external documents
that provide general in-domain knowledge. The word embedding
model is designed to identify text spans that semantically resem-
ble individuals requiring protection. Since word embeddings cap-
ture the semantic relationships between words, terms more likely
contributing to re-identification are expected to appear close to an
individual’s name within the embedding space, because they will
have a tendency to co-occur. Words with a cosine similarity to the
individual’s name exceeding a user-defined threshold are consid-
ered as (quasi-)identifiers, and are subjected to masking. We trained
the Word2Vec model on the 553 biographies to be protected (in-
cluding both abstracts and bodies), alongside a corpus of 19,000
Wikipedia biographies, as proposed in the original paper (Hassan
et al.,, 2023). We employed the same similarity threshold (0.25)
used in the original paper’s experiments (which were also conducted
on Wikipedia biographies), and the public implementation available
at https://github.com/fadiabdulf/automatic_text anonymization. In
the remainder, this method will be referred to as Word2Vec. Requir-
ing only a basic word embedding model and (optionally) a set of
documents from a domain similar to those to be protected, this is
probably one of the most practical PPDP-oriented methods.
¢ k-anonymity-based on knowledge graphs (Papadopoulou et al.,
2022): A PPDP-oriented approach that leverages a knowledge graph
derived from Wikidata’s term distribution'® to enforce k-anonymity
on a set of documents. The method identifies terms that appear in
fewer than k documents as sensitive, and iteratively masks them un-
til all combinations of terms occur in at least k¥ documents. Term
masking can be done by using either a greedy approach, which masks
the least frequent terms first, or a random approach, which arbitrar-
ily selects sensitive terms for masking. The greedy technique is ob-
served to mask fewer terms overall, which may better preserve the
documents’ utility. We selected this technique and refer to it as k-
anonymity Greedy. Since the authors tested the methods on the same
corpus of 553 abstracts used here, we directly employed the results
they provided results (with k = 5). Note that effective protection us-
ing this PPDP-oriented approach requires a knowledge graph that not
only covers the domain of the documents but also the (quasi-)identi-
fiers of the individuals to protect. Developing such a resource beyond
the comprehensive and well-structured Wikipedia setting poses sig-
nificant difficulties and remains an open challenge for this particular
method.

In addition to the automatic approaches above, we also evaluated
the manual annotations from the evaluation dataset described in Sec-
tion 5.1.

14 https://github.com/microsoft/presidio
15 https://www.wikidata.org/
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Fig. 1. Privacy and utility evaluation of the considered anonymization methods.

The sensitive terms for PPDP-oriented methods were masked by re-
placing them with the tag “SENSITIVE”. For spaCy NER, Microsoft Pre-
sidio, and manual annotations, terms were masked by substituting them
with their semantic category label (e.g., PERSON, DATE), as it is stan-
dard in NER-oriented anonymization.

5.4. Results and discussion

As discussed in Section 2.3, anonymization methods should optimize
the trade-off between privacy protection and utility preservation. Thus,
a comprehensive evaluation requires the simultaneous analysis of both
variables, proving that a method is irrefutably better only if it provides
better privacy for the same utility or vice versa. On these bases, Fig. 1 de-
picts a graph with vertical axis for our privacy metric (re-identification
risk, i.e., TRIR) and horizontal axis for utility preservation (i.e., TPI). In
this way, each anonymization method is represented as a point in this
2D space. The lower the TRIR and the higher the TPI, the better. Note
also that a TRIR of 25 % does not imply that 1 of each 4 documents can
be unequivocally re-identified, but that 25 % of the attacker guesses are
correct, because the attacker has no way to know if a guess is correct or
not. In terms of probabilistic k-anonymity (Samarati, 2001; Soria-Comas
& Domingo-Ferrer, 2012), that would be equivalent to k = 4 (i = 0.25).
LLM-based methods are represented by three connected points, corre-
sponding to the three increasingly capable models listed in Section 5.2.
The dashed line represents the Pareto frontier, which highlights the
methods that achieved the most favorable balance between privacy and
utility.

First, we can see that LLM-based methods obtain better or similar
privacy protection for better or similar utility than any other approach,
being the primary constituents of the Pareto frontier. In other words,
prompting pre-trained LLMs outperforms or matches current non-LLM-
based approaches, including manual annotations. For example, Student
de-identification, for an equivalent TRIR, obtains a TPI between 15 % and
20 % greater than NER-based methods. In the same way, Sparks obtains
a TRIR between 5% and 12 % lower than spaCy NER or Manual anno-
tations with even slightly better TPI. The only exception to this Pareto
optimality is k-anonymity Greedy that, even if no direct comparison is
possible (no TRIR or TPI similar enough), it seems to provide the best
utility for TRIR =9 %. However, it should be noted that this method
requires a knowledge graph that contains all concepts of the corpus,
which is hardly feasible outside Wikipedia-based datasets.

Secondly, prompting proved to be more influential than the actual
LLM in use, with almost no overlap on the TRIR axis. When comparing
the prompts using the same LLM version, the differences range between
5% and 40 % for TRIR and between 2 % and 50 % for TPI. It is common
for a superior prompt using GPT-3.5-Turbo to obtain similar or even
better results than a worse prompt using the more advanced GPT-40
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Table 1
Example of anonymized outcomes of LLM-based methods. Each PII detected by each method is replaced by the word SENSITIVE.
Method Text
Original text Andrés Alejandro Palomeque Gonzalez (July 1, 1971 — March 22, 2009) was a Mexican luchador (Spanish for “masked professional wrestler”).

He is best known for appearing under the stage name Abismo Negro,
which is Spanish for “Black Abyss”, in the Asistencia Asesoria y Administracién (AAA) promotion.

Student de-identification

SENSITIVE (July 1, 1971 — March 22, 2009) was a Mexican luchador (Spanish for “masked professional wrestler”).

He is best known for appearing under the stage name SENSITIVE,
which is Spanish for “Black Abyss”, in the SENSITIVE promotion.

Sparks

SENSITIVE (SENSITIVE - SENSITIVE) was a SENSITIVE luchador (Spanish for “masked professional wrestler”).

He is best known for appearing under the stage name SENSITIVE,
which is Spanish for “SENSITIVE”, in the SENSITIVE promotion.

Man vs the machine

SENSITIVE SENSITIVE SENSITIVE SENSITIVE (SENSITIVE — SENSITIVE) was a SENSITIVE SENSITIVE (Spanish for “masked SENSITIVE wrestler”).

He is best known for appearing under the stage name SENSITIVE,
which is Spanish for “SENSITIVE”, in the SENSITIVE (SENSITIVE) promotion.

Our prompt

SENSITIVE (SENSITIVE — SENSITIVE) was a SENSITIVE SENSITIVE (Spanish for “SENSITIVE”).

He is best known for appearing under the stage name SENSITIVE,
which is Spanish for “SENSITIVE”, in the SENSITIVE (SENSITIVE) promotion.

model. Notably, these differences remain consistent in multiple runs of
each prompt. The average deviations over three runs were 1 % for TRIR
and 0.5 % for TPI, which are negligible compared to the differences ob-
served at prompt-level.

In any case, our prompt obtained the best results, with a better TPI for
an equivalent TRIR and the lowest TRIR. The closest competitor prompt,
Man vs the machine, obtained a similar TRIR (15 %) by using GPT-40
than our prompt with GPT-3.5-Turbo, but with a 5% worse TPI. In other
words, our prompt provides the best privacy-utility trade-off regardless
the LLM version in use. These outstanding results support the reasoning
in Section 3.2 about the strengths and limitations considered for the
definition of our prompt. Table 1 illustrates this superiority by comparing
the anonymized outcomes of all LLM-based methods. In particular, the
other methods missed several highly disclosive information, such as the
subject’s profession, birth date, and/or nationality.

It should be noted that, despite the fact that the usage of a more
capable LLM tended to improve the results, the actual benefits were
inconsistent between prompts. Ideally, improvement should be propor-
tional to the capabilities of the model (e.g, score increase in ChatBot
Arena (Chiang et al., 2024)). Nonetheless, Sparks obtained better re-
sults with GPT-3.5-Turbo than with GPT-40-mini, while GPT-40 pro-
duced the best results; besides, Man vs the machine and our prompt
benefited from the LLM’s capability increase, but improvement was
more noticeable when moving from GPT-3.5-Turbo to GPT-4o-mini
than from GPT-40-mini to GPT-40 (inversely to Sparks and Student de-
identification). This inconsistencies can be argued by the fact that LLM
capabilities vary greatly depending on the task (the general capabil-
ity reported in ChatBot Arena is an average across many heteroge-
neous tasks), and may find it harder or easier to follow a particular
prompt.

Interesting insights can be extracted from the analysis of the privacy
protection achieved by the different approaches. On the weaker protec-
tion side (i.e., TRIR greater than 35 %) we find Student de-identification,
NER-based methods (i.e., spaCy NER and Microsoft Presidio) and the man-
ual annotations. Moreover, spaCy NER and manual annotations do not
standout on utility preservation, even when compared to other non-
LLM-based approaches: their TPI values are only 10 % greater than those
of PPDP-based methods, which obtained TRIR figures more than 25 %
lower. Even though de-identification and NER-based techniques were
expected to provide limited protection (see Section 2.2), it is surprising
that the manual annotations fell into the same group. Their proximity to
spaCy NER (which was the starting point for the annotations) suggests
that humans did not consider that much additional masking was nec-
essary. This does not mean that the human annotations are flawed or
an unreliable representation of a human baseline. Rather, as suggested
in Manzanares-Salor and Sanchez (2025), this is probably due to the
inherent human difficulty in detecting quasi-identifiers, which requires

considering many information simultaneously: background knowledge
and all document terms. As a result, manual annotations may not be the
ideal ground truth for text anonymization.

The methods offering the best protection are LLM-based approaches
and the two PPDP-oriented techniques. We considered TRIR values
around 9 % or lower as robust since, according to El Emam (2013), it
has been explicitly endorsed by two independent health regulators ( Eu-
ropean Medicines Agency, 2014; Health Canada, 2019) that a strong
anonymity corresponds to a re-identification risk of approximately 9 %
or lower. In terms of the k-anonymity privacy model (Samarati, 2001),
which guarantees a re-identification probability of, at most, 1/k, this
risk corresponds to k = 11 or greater. These values are only reached
by the PPDP-based approaches and our prompt. Among these, the only

practical solutions (i.e., not requiring complex resources such as compre-
hensive knowledge graphs (Papadopoulou et al., 2022)) are our prompt
and Word2Vec. On the one hand, our prompt provides slightly better TPI
for a TRIR slightly lower than Word2Vec. On the other hand, any LLM-
based approach offers greater practicality, requiring only a pre-trained
LLM and a prompt, whereas Word2Vec involves training a word embed-
ding model from scratch by using the protected documents and, ideally,
additional domain-specific texts.

Regarding computational cost, Table 2 reports token usage for each
method-model pair. Token count offers a more stable and relevant met-
ric for evaluating computational cost, compared to latency or monetary
pricing, which are subject to frequent changes. In particular, latency
is often more affected by infrastructure (e.g, hardware allocation and
availability) than by the inherent computational requirements of the
model. For example, GPT-40-mini can be slower than GPT-4o0 in prac-
tice.

Consistent with earlier findings, differences in token consumption
are more pronounced between methods than between models. Both
Sparks and our prompt are the most token-intensive, while Student de-
identification and Man vs the machine use approximately 25 % and 35 %
fewer tokens on average, respectively. However, it should be noted that
our prompt excels in both privacy protection and utility preservation.
Given that anonymization for data release is a one-time task, the addi-
tional token cost is likely justified by the more robust outcomes. When
comparing models, generation tokens are a more meaningful metric
than prompt tokens, as the latter are largely consistent across mod-
els due to similar tokenizer architectures (e.g., they are identical for
GPT-40-mini and GPT-40). Generation tokens roughly correspond to the
number of terms identified as disclosive. Under this lens, GPT-40-mini
consistently generates fewer tokens than GPT-3.5-Turbo while gener-
ally achieving better anonymization quality. This suggests a more accu-
rate identification of quasi-identifiers and a better filtering of irrelevant
terms.
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Table 2
Average tokens (prompt + generation =
all method-model pairs.
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total) for anonymizing a document across

Method GPT-3.5-Turbo

GPT-40-mini GPT-40

Student de-identification 318 + 53 = 371

313 + 39 = 352 313 + 60 = 373

Sparks 388 + 97 = 485 386 + 89 = 475 386 + 118 = 504
Man vs the machine 207 + 117 = 324 202 + 105 = 307 202 + 123 = 325
Our prompt 352 + 146 = 498 345 + 124 = 469 345 + 146 = 491
-8-Our prompt  #-Our prompt w/o Example Our prompt w/o No NER limitation  -&-Our prompt w/o Occurrences 6. Conclusions
18
16 We have analyzed and evaluated, under a common and objec-
» tive framework, the state-of-the-art in (LLM-based) text anonymization.
Based on our results, we can draw the following conclusions:
12
. /\
T e NER-based approaches, which have dominated text anonymization
S —@®
L 4

TPH(%)

Fig. 2. Privacy and utility evaluation across ablations of our proposed prompt.
Starting from the rightmost point of each line, the models used are GPT-3.5-
Turbo, GPT-40-mini and GPT-4o, respectively.

5.5. Ablation study of our prompt

To assess the impact of each component of our prompt and confirm
that each one contributes meaningfully to its performance, we defined
the following ablated versions:

¢ Excluding example: Converts the task to a zero-shot setup by sup-

pressing the text about John Oldman and the example of the Assistant

response. That is, the ablated prompt uses only System and User roles.
¢ Excluding no NER limitation: Omits the instruction “Don’t be lim-
ited to named entities, any text span can be an attribute.”. As discussed
in Section 3.2, not explicitly asking to avoid this bias would likely
produce results closer to (weaker) NER-based anonymization.
Excluding occurrences: Omits the sentence “Ensure to capture all oc-
currences of these text spans, including synonyms, analogues, variations
and specificities”. As explained in Section 3.2, this instruction aims
to prevent the model from missing alternative terms related to sen-
sitive attributes (e.g., masking “ training” but not “coach”). Without
this guidance, we expect weaker anonymization due to leaving more
terms exposed for re-identification.

Fig. 2 depicts the results of the ablations above in comparison with
the complete prompt on the same basis as for Fig. 1, using three LLMs
of progressively greater capability.

The results indicate that both no NER limitation and occurrences ab-
lations yielded similar or worse results, often producing a higher TRIR.
In contrast, removing the example led to noticeably different outcomes.
First, TRIR values are consistently lower for an equivalent TPI. Despite
this could be considered an improvement, it also limited the lowest TRIR
to 9% versus 6% obtained by the nonablated prompt. Secondly, this
ablation altered the performance benefits across LLMs; as with Sparks,
GPT-40-mini’s results were worse than those from GPT-3.5-Turbo.

We can thus conclude that each component tested is shown to con-
tribute to privacy protection improvement (i.e., decrease TRIR) and/or
reaping the benefits of using a more capable LLM.

for the past two decades, are largely obsolete. These methods fail to
capture the notion of risk effectively, as they are not designed to un-
derstand what specific information (individuals, organizations, etc.)
needs protection. As a result, they offer non-configurable privacy
protection, which is likely insufficient for most data release scenar-
ios.

¢ In contrast, LLM-based approaches demonstrate a better ability to
assess and mitigate risks. These techniques are effective and straight-
forward to apply and require no external resources or complex
configurations. In addition, we have shown that prompts can be in-
crementally improved by leveraging the strengths observed in pre-
vious attempts. However, these methods are inherently limited in
their ability to configure the balance between privacy and utility.
Configuration comes from prompt engineering, a process that, while
accessible, often yields unpredictable results due to the opaque na-
ture of LLMs. They also lack mechanisms to provide ex ante guar-
antees about the level of privacy achieved. As a result, tailoring or
controlling the outcomes to align with the desired anonymization
requirements is mainly an empirical process.

o As has been observed in other NLP-oriented tasks (Gilardi et al.,
2023), manual annotations for text anonymization are not competi-
tive against LLMs. This highlights the need to step away from manual
methods, both for text anonymization and for privacy/utility evalu-
ation.

e Given the suboptimal protection provided by manual annotations,
using them as evaluation ground truth, as has been done so far, is far
from ideal. Instead, automated and purpose-built metrics to measure
the actual residual re-identification risk or the observed analytical
utility —an approach widely adopted in the statistical disclosure con-
trol literature for structured databases over the past three decades—
are far more desirable. This kind of metrics enable more objective,
consistent, and reproducible evaluations of anonymization methods.

In conclusion, the field of text anonymization is evolving rapidly,
with LLM-based methods paving the way for more effective and nuanced
approaches.

However, significant challenges persist, such as the need for em-
pirical experimentation and evaluation and the lack of formal privacy
guarantees for protected results. Prompt design is also mostly empir-
ical in the literature. Designing prompts within principled optimiza-
tion frameworks that explicitly account for both privacy and utility
goals is a challenging but promising avenue for research. Moreover,
there is a pressing need for more diverse and representative text
anonymization datasets —covering cross-domain, multilingual, long-
form, and co-reference-intensive texts— to evaluate the robustness and
generalizability of anonymization methods.
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