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throughout the entire process.

This paper introduces a simple and efficient method for generating Goppa polynomials used in post-quantum
cryptography based on any variant of the McEliece algorithm. The approach demonstrates that such polynomials
can be constructed more rapidly by multiplying several low-degree polynomials that satisfy specific properties. It

is also proven that employing these polynomials does not compromise the code’s error-correcting capability or over-
all security. The proposed method is especially advantageous when high-order Goppa polynomials are required. As

a proof of concept, we present an application for user identification that combines cryptography and iris biometrics.
In this system, encrypted versions of iris templates are securely stored. Using the homomorphic property of McEliece,
recognition can be performed within the encrypted domain, ensuring that biometric data remains confidential

Keywords Post-quantum cryptography, McEliece, Biometrics, Iris recognition

1 Introduction

Goppa binary codes were introduced in the early 1970s
as a particular family of linear codes [1]. Robert J.
McEliece utilized this type of error-correcting codes as
the foundation of his original public-key cryptosystem
[2, 3]. In this algorithm, the plaintext is transformed into
a codeword using a scrambled and permuted version of
a generator matrix of size (k x n). The codeword is then
masked with an error vector of length », which ran-
domly flips some bits to produce the final ciphertext. The
decryption process involves recovering the original code-
word by removing the error vector introduced during
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encryption. The error-correction capability of the code
is determined by the degree ¢ of the Goppa polynomial,
which corresponds to the maximum number of non-zero
bits (Hamming weight) that can be included in the error
vector. The parameters of the McEliece cryptosystem are
represented by the tuple (#, &, £).

An interesting variation of this algorithm was intro-
duced by Niederreiter, who used Reed-Solomon codes
(GRS) [4]. This variant offers faster software and hard-
ware implementations, along with a shorter key size.
However, in the early 1990s, Sidelnikov and Shestakov
demonstrated that Niederreiter’s proposal was inse-
cure when using GRS codes [5]. Other studies proposed
replacing Goppa codes with algebraic-geometric, Reed-
Muller, Gabidulin, or even low-density parity-check
codes [6-9]. Nevertheless, all these variants proved to be
either inefficient or less secure than the original McEliece
proposal [10-13].
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Unlike other cryptographic algorithms, McEliece has
demonstrated its security over time and remains unbro-
ken when certain parameters are properly chosen. A
summary of the main non-quantum attacks proposed
by various authors over the past 40 years can be found
in [14]. Considering some key-size optimizations, it
can be noted that, after all these efforts, a security level
of 2° can be achieved with a key size of approximately
(co + 0(1))b%(Ig b)? bits.

Quantum computers have become a significant threat
to classical cryptography. Aware of this issue, in 2016,
the NIST (National Institute of Standards and Tech-
nology) issued a call to the international community
to submit proposals for a new quantum-resistant pub-
lic-key cryptographic standard [15]. In the first round,
three proposals used McEliece, or its dual variant
Niederreiter, as the basis for developing post-quantum
algorithms: Classic McEliece [14], LEDACrypt [16],
and NIST-KEM [17] (NTS-KEM and Classic McEliece
merged after the second round). This convergence is
not surprising, since McEliece remains secure even
against quantum attacks based on Grover’s algorithm
[18, 19]. This algorithm reduces the attack complexity
to roughly its square root, meaning that executing such
an attack on a hypothetical quantum computer can
achieve a security level of 2? if the key size is increased
to approximately (4co + 0(1))b?(Ig b)? bits. The NIST
call for proposals defines several security strength cat-
egories [15]. For example, in Classic McEliece, param-
eters like n = 8192, k = 6528, and ¢ = 128 are chosen
to provide maximum security (category 5); for the
same category, NTS-KEM proposes parameters such as
n = 8192, k = 6424, and t = 136. Both algorithms uti-
lize binary Goppa codes, with the degree-¢ Goppa poly-
nomial being a key part of the secret key. Codes based
on McEliece have been subjected to nearly all known
attacks, demonstrating their robustness and consist-
ency to date. Therefore, selecting an appropriate Goppa
polynomial is one of the most critical steps in the key-
generation process.

Post-quantum cryptographic algorithms were pri-
marily designed as general-purpose key-encapsulation
mechanisms (KEM), intended for securely exchanging or
distributing cryptographic keys over insecure communi-
cation channels. However, McEliece and its dual variant
Niederreiter have found applications beyond KEM. For
example, Arjona et al. proposed a post-quantum biom-
etric authentication system that uses Classic McEliece
to encrypt facial recognition features [20]. Additionally,
Canto-Navarro et al. presented an FPGA implementation
of a very fast version of the original McEliece algorithm,
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utilizing parameters such as n = 32768, k = 16388, and
t = 1092 [21]. As demonstrated in these publications,
the choice of cryptosystem parameters is influenced not
only by the desired security level but also by other fac-
tors, such as the length of biometric features or their
encoding.

This paper presents a method for finding Goppa poly-
nomials based on the multiplication of N low-degree
irreducible polynomials. The main contribution is that
this method reduces the computational cost by a factor
of N? compared to the previous proposal made in the
Classic McEliece post-quantum algorithm. Additionally,
when compared to NTS-KEM, a significant improve-
ment is achieved with a reduction factor that depends on
the value of N, m, and ¢. This is especially useful in appli-
cations where the number of errors to be corrected (the
value of ¢) is high. The paper also analyzes the security
of the proposed method and demonstrates that, for the
commonly chosen values of (1, &, t), the security level is
not compromised.

This paper is organized as follows. Section 2 reviews
the previous methods used to find Goppa polynomi-
als. Sections 3 and 4 introduce the foundation of our
proposed approach and a discussion about its security,
advantages, and disadvantages. In Sec. 5, we present an
application based on iris recognition that incorporates
the McEliece cryptosystem as part of an identity verifi-
cation process. Finally, Sect. 6 reports and discusses the
experimental results.

2 Previous works and problem statement

2.1 Basic definitions

This section introduces the fundamental concepts and
basic theory related to Goppa binary codes, as well as
the methods proposed in the literature for finding Goppa
polynomials.

Definition 1 A Goppa polynomial G(x) is defined
as a degree-t polynomial over the extension field Fym
(or GF(p')), being p prime, and a set of points (so-called
support) L = {a1,..,a,} S Fpm such that G(a;) # 0 for
all 1 <i < n. As we are interested in binary codes then
p = 2. Hereafter, we denote the Goppa polynomial G(x)
as:

t
G =go+@x+gx” +..+g1x' ' +al =D g’
i=0

(1)
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with g; € Fam and g; = 1 to ensure that the polynomial is
monic.

Definition 2 For every vector ¢ = {c1,..,c,} € F} the
syndrome polynomial of ¢ is defined as:

n

=3

i=1

2)

Definition 3 A binary Goppa code I'(L, G(x)), defined
by a Goppa polynomial G(x) and its support L, is the set
of all vectors ¢ such that:

C ={(c1,.rcn) €Ty 1 Sc(x) =0 (mod G(x))}  (3)

This code has a dimension k = n — mt, being n = 2",
and a minimal distance d = 2¢ + 1. This means it can
correctuptot = L%J errors.

In the Classic McEliece cryptosystem, and in some
hardware-software implementations of the original
scheme, the Goppa polynomial G(x) is chosen to be irre-
ducible over the field GF(2") [14, 21, 22]. However, this
constraint is not strictly necessary, since in general it is
enough if G(x) is separable without linear factors [17, 23].
In such case, we say that I'(L, G(x)) is a binary separable
Goppa code.

Definition 4 A polynomial G(x) over a finite field E is
separable if all its roots are distinct in an algebraic clo-
sure of E.

1 Theorem 1

LetI'(L, G(x)) be a binary Goppa code in which the de-
gree of G(x) is t. Thus, if G(x) is a separable polynomial
without linear factors then the minimum distance d of
such a code is 2t + 1.

1 Proof
The proof of this theorem can be found in [23].

Since irreducible polynomials are a subset of the set
of separable polynomials without linear factors, all algo-
rithms that use G(x) as irreducible are perfectly valid.
In fact, in the original McEliece, as well as in Classic
McEliece and almost all proposals made in the past, this
was the most common choice.

2.2 Finding Goppa polynomials
There are several proposals in the literature for finding
monic Goppa polynomials, depending on whether the
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goal is to find an irreducible or a separable polynomial
without linear factors. This section provides a summary
of these methods and describes the algorithms included
in the proposed approaches.

2.2.1 Random irreducible polynomial

Basically, this method involves creating a polynomial
G(x) over GF(2™) with coefficients chosen at random.
Afterwards, the irreducibility of such a polynomial is
checked. If the test fails, a new polynomial with differ-
ent random coeflicients is generated, and the process
is repeated until a successful result is obtained. This
method is employed by cryptographic software packages
available in [24, 25], and it has also been used in several
papers proposing FPGA implementations of McEliece
[21, 22, 26]. The algorithm used to test the irreducibility
of G(x) is based on the IEEE Standard Specification for
Public-Key Cryptography (see Algorithm 1) [27].

Algorithm 1 Check if polynomial G(x) is irreducible

Require: Input: polynomial G(z) with coefficients in GF(2™)
Ensure: Output: true if G(z) is irreducible; otherwise return false
1: d < degree of G(x)
2 u(z) < x
3: for i =1to [d/2]| do
4: for j =1 tom do
u(z) < u(z)? mod G(x)
6 end for
7: f(z) <= GCD(u(z) + z,G(x)) (GDC = Greatest Common Divisor)
8 if f(z) # 1 then
9: return False
10: end if
11: end for
12: return True

As mentioned in [28, 29], the probability § of randomly
selecting a monic irreducible polynomial of degree ¢ is
roughly § = 1/¢. This implies that, on average, about
¢ trials are needed to find a suitable polynomial (see (5)
in Sect. 4.1.1). However, as Algorithm 1 shows, this test
involves complex operations, including the computa-
tion of the greatest common divisor, which results in a
high computational cost. In fact, for large values of ¢, this
method should be avoided if feasible execution time is
required.

2.2.2 Minimal irreducible polynomial

This method is described in detail in [30] and is the
algorithm used in Classic McEliece [14]. Essentially, it is
based on a deterministic approach that allows for find-
ing a monic irreducible polynomial of degree ¢ with an
extremely high probability of success and at a relatively
low computational cost. Additionally, the paper presents
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a very fast FPGA implementation of the complete key-
generation algorithm. An extended FPGA implementa-
tion of the entire Classic McEliece cryptosystem can also
be found in [31-33].

Definition 5 Let I be a finite field and let E|FF be a field
extension. Then, o € E is algebraic on F if and only if it
exists a polynomial g(x) € F[x]such that g(o) = 0.

Definition 6 Let [F be a finite field, E|F a field extension
and o € E an algebraic element on F. Then, the minimal
polynomial of « is the polynomial of lowest degree g(x),
with coefficients in F, such that g(«) = 0. The minimal
polynomial is irreducible and any other polynomial that
has & as root is multiple of g(x).

Let H(x) = Zf’:o h;x' be a monic degree-t irreduc-
ible polynomial. By Definition 6, the minimal poly-
nomial G(x) of a random element B(x) = f;é Bix!
(note that 8 has degree (¢ — 1)) over an extension field
GF(2"™)[x]/H (x), is defined as the monic non-zero poly-
nomial of lowest degree having coefficients in GF(2")
such that G(B(x)) = 0. The minimal polynomial is always
of degree t and irreducible if it exists [30]. The method
consists of three steps:

1. Find ¢ random values B; € GF(2™) and create the
random element B(x) = Zf;é Bix'.

2. Since G(B(x)) = 0, a system of ¢ linear equations and
¢t unknowns (the coefficients g;, 0 <i < (¢ — 1)) can
be created.

3. Solve the system by Gaussian elimination and find
the t coefficients (unknowns) g;, 0 <i < (t — 1) of
G(x).

The advantage of this method is that it uses very simple
operations based on linear algebra and it provides a ran-
dom monic degree-¢ irreducible polynomial with a prob-
ability close to 1 [34].

2.2.3 Separable Goppa polynomial

In [17], instead of requiring irreducibility as a necessary
condition, the authors proposed using of monic separa-
ble polynomials (i.e., square-free) without linear factors.
Therefore, to be G(x) a valid Goppa separable polyno-
mial, the following two properties must be met (see
Algorithm 2):
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Algorithm 2 Find a separable Goppa polynomial G(x)

Require: Input: field GF(2™), degree t of the polynomial G(z).
Ensure: Output: G(z)

1: START:

2. fori=0tot—1do

3: G(i) = ((short)random()) & (00..0011..11) (G(i) = g;)
16- m

4: end for "

4
w G =1 (Gt) =) )
6: F = additive FFT(G(z), GF(2™)) being F = {G(a1),G(az2), ..., Glan)}
7. fori=0ton—1do

8 if F(i) =0 then

9: goto START;
10: end if
11: end for

12: SetZero(D(x))

13: for i =0 to [t/2] —1 do
14: D(2i) =G(2i +1)

15: end for

16: f(z) < GCD(G(z), D(x))
17: if deg(f(z)) < 1 then

18: return G(z)

19: else

20: goto START

21: end if

1. G(x) has no roots in the field GF(g) (g =2"),
ie, for all the elements of its support vector
L={ay,..,0,} CFym it must be satisfied that
G(a;) # 0. An efficient and fast method to evaluate
this condition is by means of the additive FFT algo-
rithm [30, 35, 36]. This algorithm evaluates a poly-
nomial at all elements in the field GF(2™) with an
asymptotic time complexity of O(2"loga(¢)).

2. G(x) has no repeated roots. Then, it holds that such
polynomial and its derivative are relative prime, so
that the greatest common divisor between them is 1,
ie., GCD(G(x), %G(x)) = 1. An interesting advan-
tage is that the derivative of G(x) only contains even
powers. As shown in [17], this property is because
the field has characteristic 2, so that the deriva-
tive can be directly estimated by simply applying
D) = £Gw) = LI giaa.

In [34] it is shown that, when ¢ is not very small, the
chance of non-divisibility of a random monic degree-t
polynomial  can lz)e roughly , estimated by
£=(1-— %)q(l — q%)(q /21 — q%)(q -D/3 ..., As
lim (1— 1)1 = 1/e and jy, q - 1 )«-o/k _ 1, then, if g is enough
q—>00 q—>0o0 q
large, the expression of & is dominated by the first factor,
so that it can be approximated by 1/e. Some interesting
conclusions, corroborated experimentally, can be drawn
from this result:
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1. The first term of &, ie., (1 — %)q ~ e~ 1 =0.367879,
corresponds to the probability that there are no lin-
ear factors dividing a uniform-random monic degree-
¢t polynomial. Note that this property is tested by
means of the additive FFT function (see Algo-
rithm 2), which checks if G(«;) # 0. Thus, in average,
the additive FFT should be executed 2.7183 times
before passing to the second step in which the GCD
is used.

2. As the rest of the terms of & tend to 1, it means that
the GCD algorithm should be executed only once
with a probability extremely close to 1.

Therefore, as the additive FFT can be run very quickly,
the whole algorithm is quite efficient offering a relative
good performance in terms of execution time.

3 Separable polynomials implemented

by the product of irreducible polynomials
3.1 Theoretical foundations
We propose a new algorithm for obtaining separable pol-
ynomials without linear factors merging the two methods
presented in Sects. 2.2.2 and 2.2.3.

1 Theorem 2

Let B be an algebraic element over a field F, and let
gi(x),i=1,2,..., M be a set of M monic irreduc-
ible polynomials that have 8 as common root. Then,
gi®) =g =...=gmx)

1 Proof

Let h(x) € Flx] be a monic irreducible polynomial.
Let’s assume h(x) as the minimal polynomial of B. Then,
by Definition of minimal polynomial stated in Defini-
tion 6, h(x) divides any polynomial in Flx] that has
B as root. In particular, h(x) divides all polynomi-
als gi(x), 1 <i <M. As all gi(x) are irreducible, then
hx) = g1(x) = &) = ... = gu ). O

Definition 7 Let Fy» be a finite field. If g;(x) is an irre-
ducible polynomial over Fyx then it is separable.

1 Theorem 3

Let g;(x) be a set of N different minimal polynomials
over a field Fom, each one related to a different alge-
braic element 8;,i = 1,2, ..., N. Then, the polynomial
Gx) = Hfi 1 & (%) is a monic separable polynomial with-
out linear factors.
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1 Proof

(=) By Definition 6, gi(x) are irreducible monic polynomi-
als and uniques for each B;. As stated in Definition 7, these
polynomials are separable, since g;(x) € Fom[x], being Fom
a finite field. Then, the polynomials g;(x) are irreducible,
separable and different.

(&) Lets assume the opposite assumption, that is
Gx) = Hi\il gi(x) is not a separable polynomial. Then, it
means that G(x) has repeated roots, so that the individual
polynomials g;(x) must have common roots in the alge-
braic closure of Fon. By Theorem 3, there exist polynomi-
als such that g = gj, k # j, which is a contradiction since
all the polynomials g;(x) are different. O

Note that, as all polynomials g;(x) described in Theo-
rem 3 are irreducible, then G(x) become a monic poly-
nomial without linear factors nor repeated roots (i.e.,
separable).

3.2 Proposed method

The method proposed in this paper is based on finding
the Goppa polynomial G(x) by using Theorem 3. Note
that, each of the N irreducible polynomials g;(x) has a
degree-t;, 1 <i < N, being Zfil t; = t, where it is pos-
sible that ; # t;, k # j. Although it is not strictly neces-
sary, in order to make the method simpler we take ¢; = ﬁ,
being ¢ an integer multiple of N. The steps to follow are
the following:

1. Generate (f/N) random values B, € GF(2"),
0<p< (ﬁ — 1) and create the first algebraic ele-
ment Br(x) = Zj:;l BpxP-

2. Repeat the first step (N — 1) times, in order to
generate t}leilremaining set of algebraic elements
Bi(x) = Z;y:o BpxP, 2 <i<N. For each of the
(N — 1) iterations, new random values 8, € GF(2")
are generated.

3. For each iteration i, being i> 1, check that
Bi(x) # Bi(x), Vj|1=<j<i Ifnot, find a new alge-
braic element B;(x) until this condition is met.

4. For each algebraic element S;(x), apply the algo-
rithm described in Sect. 2.2.2 and find the set of N
monic degree-(¢t/N) irreducible polynomials g;(x),
1<i<N.

5. Find the Goppa separable polynomial with-
out linear factors as the product of all g;(x),

ie,Gw) =[T¥, g®).

Figure 1 shows a flow diagram presenting all the steps
involved to generate the ¢-degree separable Goppa poly-
nomial without linear factors.
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i=1

B Generate:
p t

i=i+1

Generate:
gi(x)

Generate:
N

6 = Jow

i=1

Fig. 1 Flow diagram of the proposed method

3.3 Performance of the proposed method

The main advantage of our proposal is that the execution
time required to find the Goppa polynomial is signifi-
cantly reduced compared to the three methods described
in Sect. 2.2. Although the results depend on the values of
n and ¢, they are generally quite similar across methods,
except for the approach based on finding random irre-
ducible polynomials, which tends to be slower.

For a degree-t polynomial, the ¢ linear equations arising
from the condition G(8(x)) = 0 are obtained by perform-
ing (t — 1) multiplications between two polynomials over
the extension field GF(2"")/h(x), where h(x) is typically
chosen as a monic degree-t irreducible polynomial. Usu-
ally, and when possible, /(x) is selected as a binary trino-
mial or pentanomial to reduce computational complexity.
A comprehensive list of such binary polynomials can be
found in [37].

Furthermore, since multiplying two degree-(t —1)
polynomials has a computation complexity O(t — 1)?,
it follows that the total execution time for these multi-
plications is proportional to o (¢ — 1) (here o means
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“proportional to”). In our proposed method, these
multiplications are performed on the extension field
GF(2™)/pi(x), where p;(x) is a degree-(ﬁ) irreducible
polynomial (again, preferably chosen as a binary trino-
mial or pentanomial). Since this process is repeated N
times, once for each g;(x), then the total execution time
scales proportionally to o (N (% — 1)?) = (£ — N)* /N>

Additionally, solving a linear system of ¢ equations via
Gaussian elimination takes time proportional to oc £3. It
is simple to prove that N linear systems, each one consist-
ing in t/N equations, can be resolved in an execution time
x N(t/N)® = t3/N?.

Finally, we must account for the extra time needed to
multiply all the polynomials g;(x). To optimize this pro-
cess, polynomial multiplications are ordered from lowest
to highest degree. If N is a power of two and ¢ is not very
small, then the total execution time is approximately pro-
portional to tﬁ Ziff 212if N > 2.

Figure 2 presents a simulation for different values
of N when ¢t = 512. As observed, for N < 4 —the typi-
cal case— the total execution time is primarily domi-
nated by the Gaussian elimination algorithm. Since this
algorithm’s complexity is approximately proportional
to t3/N?, then the proposed method could theoretically
reduce the execution time by a factor of about N2 com-
pared to the method described in Sect. 2.2.2.

4 Discussion about the proposed method
4.1 Security analysis
4.1.1 Irreducible versus separable polynomials
This section analyzes the security based on the num-
ber of possible Goppa polynomials that can be obtained
using any of the methods proposed in Sects. 2 and 3.

The number N;(¢) of monic irreducible polynomials of
degree ¢ over a finite field GF(q) is given by Gauss’s for-
mula [38]:

1 1
Nyi(®) = - quu(j) =D w@dg? g

d|t d|t

where ¢ = 2" and 1 : N — {—1,0, 1} is the Mobius func-
tion defined by u(d) = (—1)" if d is a product of r distinct
primes, and u(d) = 0 otherwise (1 (1) = 1). Here, d runs
over the set of all positive divisors of ¢, including 1 and ¢.
Without loss of generality, this formula is usually approx-
imated by :

mt

7
Nty ~ — = — 5
a(®)~ . (5)
Note that, since there are 2 monic polynomials of
degree t, the probability of randomly finding an monic

irreducible polynomial is 1/¢.
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Fig. 2 Execution time when finding a monic separable Goppa polynomial using different values of N (number of polynomials) andt = 512

As demonstrated in [34], when ¢ is not very small, the
use of monic squarefree polynomials without linear factors
increases the security level by logz(é) ~ log, (t) — 1.44
bits. Therefore, defining Ny (¢) as the number of monic
degree-t squarefree polynomials without linear factors, the
following expression can be deduced using (5):

. . t mt
Ny ~ Nt 27 ©)
e e e
being e the Euler’s constant. Note that Ny (¢) > Ny (¢),
so there are more squarefree polynomials without linear
factors than irreducible polynomials given that (assum-
ingt > 2):

Ng(®) ¢
Nyi(t) e

>1 (7)

If, as described in Section 3.2, our proposal is simpli-
fied by imposing that all polynomials g;(x) have the same
degree, i.e., t; = ﬁ, and assuming that the random values
Bp used to generate each g;(x) are independent of one

another, then the number of distinct monic squarefree
polynomials N, (t) of degree ¢ without linear factors that
can be obtained using our approach is given by:

N-1 L mt mt mt

2 X 2N 2N 2N
=TT (% 1) = (5 ) (5 -2} (5 -+1)

i=0 N N N

Z3

LAY ®)
mt N
=2 <?)
Then,
Ngo(®) (NN
Ni() ”t< t> ®)
and
Ny _ (NN
Nos(0) Ne( t) (10

Usually, £ > N and ¢ > e, s0 Ny (¢) is smaller than both
Nyi(t) and Ny (t). Table 1 shows some results for Ny, (£),
Nys(t), and Ng;(2) using different values of m, t and N. In

Table 1 Number of irreducible and separable polynomials without linear factors for different values of N

m=13,t=128

m=13,t=256 m=14,t=512

Value of N 2 4 8 2 4 8 2 4 8
N ([) _ 2mr<ﬂ)N 21652 21644 21632 23314 23304 23288 27152 27140 27120

gsr (1) = 7
N ([) _ o 21662.56 23326.56 27166.56

gs e
qu(t) o 21657 23320 27159

-t
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all cases, the security against a brute-force attack aimed
at finding the polynomial G(x) is at least 1632 bits, which
is significantly higher than the 256-bit security provided
by the entire McEliece post-quantum algorithm. There-
fore, requiring all polynomials g;(x) to have the same
degree could be a reasonable constraint when standard
McEliece parameters are used.

4.1.2 Fault injection and side-channel analysis attacks

As mentioned before, McEliece is resistant to crypta-
nalysis attacks aimed at finding the input plaintext from
the ciphertext, given only the public key, and assuming
the input message is chosen randomly. However, physi-
cal attacks target the physical implementation of cryp-
tographic devices in order to obtain the private key or
the plaintext [39, 40]. These attacks fall into two main
categories: fault injection attacks (FI), which intention-
ally cause errors in the normal operation of the device
through lasers, electromagnetic pulses, or voltage
glitches, and side-channel analysis (SCA) attacks, which
observe power consumption or electromagnetic emis-
sions to extract secret information. There are a large
number of publications on FI and SCA attacks applied to
the McEliece cryptosystem, targeting the key generation,
encapsulation (incl. encrypting), and decapsulation (incl.
decrypting) stages [41, 42].

Brinkmann et al. proposed in [43] an SCA attack to
recover the private key during the computation of the
parity-check matrix H using the Gaussian elimination
algorithm. The attack is performed on Classic McEliece
running on an ARM microprocessor. As a countermeas-
ure, it was proposed to increase the value of m, as well
as ¢, to maintain overall security. However, this also
increases the size of the public key, making this approach
impractical. A more effective countermeasure involves
randomly changing the invertible matrix S before com-
puting the public key. This way, the Gaussian elimination
is not applied solely to H, but also to S-H, so it is nec-
essary that the multiplication of both matrices does not
leak any relevant information.

Recent publications have focused on attacks targeting
the encapsulation stage to recover the input message. In
[44], a laser fault injection is used during the syndrome
computation to corrupt specific instructions. The mes-
sage can be recovered in a few seconds if the matrix
multiplication is computed in N instead of Fy. However,
this attack it not successful if the encryption algorithm
is optimized to make optimal use of the machine word
capacity. The same authors proposed an improved ver-
sion resistant to SCA attacks, which analyzes power con-
sumption traces using machine learning techniques [45].
Additionally, they proposed a countermeasure based on
masking the error vector to change its Hamming weight.

(2025) 2025:30 Page 8 of 15

Most physical attacks focus on the decapsulation
stage. Lahr et al. presents in [46] an attack that exploits
the leakage information from the electromagnetic field
(EM) generated in an FPGA implementation of Clas-
sic McEliece. The described attack requires, on average,
fewer than 600 measurements to recover the plaintext.
Similarly, Guo et al. showed in [47] both an FPGA and
ARM Cortex M4 implementation of the same algorithm.
The power consumption is analyzed during the computa-
tion of the additive FFT used to evaluate the error locator
polynomial, and only 800 traces are necessary to recover
the key. Recently, Gan et al. presented in [48] a fully pro-
tected implementation of Classic McEliece against both
SCA and FI attacks. The proposal is intended to secure
vulnerable operations, such as additive FFT and Gaussian
elimination. This goal is achieved by including Gaussian
noise generators, randomized clock modules, redun-
dancy countermeasures, and inserting random delays in
the input signals.

However, to the best of our knowledge, none of these
attacks have focused on the generation of the Goppa
polynomial. Note that all the methods described in
Sect. 2 rely on the use of random numbers that change
each time the process is executed. Therefore, extracting
relevant information from the analysis of the correlation
between traces and consumption models becomes dif-
ficult. However, note that G(x) is defined as the product
of N irreducible polynomials g;(x) of degree (%), which
are computed by solving a linear system of (ﬁ) equations
using Gaussian elimination. Since this operation has been
the target of several attacks in previous publications, a
future research line could focus on including some of the
countermeasures cited in [48], and evaluating their effec-
tiveness in different hardware implementations of our
proposed method.

4.2 Pros and cons of the proposed method

An interesting discussion is presented in [34], regarding
the pros and cons of using irreducible versus separable
monic degree-t polynomials without linear factors. In
general, all the advantages and disadvantages mentioned
in that paper are applicable to the method proposed in
this document. The primary argument for continuing to
use irreducible polynomials is the high level of security
they provide, supported by numerous security analyses
conducted over time on the original McEliece crypto-
system. Another advantage is that finding an irreducible
polynomial is straightforward, as it involves computing
minimal polynomials via linear algebra. The only sig-
nificant benefit cited for using separable polynomials is
the larger number of available square-free polynomials
without linear factors, which can yield approximately
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log,(t) — 1.44 (non constrained case) bits of additional
security.

Since our method relies on separable monic degree-¢
polynomials, it shares, in principle, the same advantages
and disadvantages discussed above. However, two addi-
tional benefits can be highlighted: first, our approach is
clearly faster than any of the previous methods, which
can be a substantial improvement when working with
large values of t. Second, our proposal is as simple as
the method described in [30] for finding irreducible
polynomials, since it involves repeatedly computing
minimal polynomials of lower degree using basic linear
algebra techniques.

Most FPGA hardware implementations use a Gauss-
ian systemizer to generate the Goppa polynomial
and the public key through the parity check matrix
H [26, 30]. An optimal implementation of this mod-
ule is essential, as it consumes a significant portion
of the logical resources required by the key genera-
tion stage. Note that Gaussian systemization is applied
in step 4 of our algorithm to find the coefficients g; of
each monic irreducible polynomial g;(x). The imple-
mentations proposed in [26, 30] are based on an array
of processors that perform simple operations on rows
and columns. The number of processors in the array
depends on the size of the matrix to be systemized, i.e.,
it depends on the degree of the polynomial g;(x). Note
that, using our proposal, this degree is ¢; = £/N. There-
fore, it is expected that the size of the Gaussian system-
izer (FPGA resources) can be reduced compared to an
equivalent implementation that directly computes the
Goppa polynomial G(x) of degree ¢ (method proposed
in Sect. 2.2.2, case N = 1).

However, there are certain applications where the
use of our method might present limitations when the
product (m - t) is not very high. For example, the imple-
mentation of Classic McEliece that provides lower
security (category 1) uses the parameters m = 12,
n = 3488, and t = 64 [14]. If the value of N is chosen
to be 8, the irreducible polynomials g;(x) will have a
degree t; = 8. Note that there are only 2°3 irreducible
polynomials of that degree. Therefore, to preserve secu-
rity above 256-bits, the value of N should be smaller,
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leading to an execution time similar to that provided by
some of the methods described in Sect. 2.2.

5 Application on biometric cryptosystems

5.1 Background

One of the main objectives of biometric cryptosystems is
to generate cryptographic keys of arbitrary length from
biometric features. The primary challenge lies in manag-
ing the intra-class variation that naturally occurs between
two samples of the same biometric trait. Since biom-
etric data are inherently noisy, a perfect match is quite
rare and unlikely. The robustness of many cryptographic
functions depends on the accuracy of key reproduction,
as even a single bit change can produce a completely dif-
ferent output. Therefore, linking cryptographic keys to
noisy biometric features remains an open problem, with
ongoing research proposing various improvements.

These issues have been extensively studied in numer-
ous publications, with the architecture proposed in [49]
being one of the most widely accepted schemes. The
fuzzy commitment scheme combines error-correcting
codes with cryptography: the former addresses the noisy
nature of biometric data, while the latter ensures that the
biometric information keeps the key secret. An improved
version of this scheme was introduced in [50], which uses
iris biometrics as an example. The iris is encoded into a
2048-bit string generated using the well-documented
algorithm developed by Daugman [51-54].

Differences between two iris samples from the same
eye can generally be categorized into two types: first,
random bits caused by camera noise or iris distortion;
second, burst errors resulting from specular reflections,
undetected eyelashes, or eyelids. To address these error
types, the fuzzy commitment scheme employs a two-
layer error correction network [50]. Random errors are
corrected using a Hadamard code, while burst errors are
handled with a Reed-Solomon code. This scheme is illus-
trated in Fig. 3 and operates as follows:

1. The error-correcting encoding network consists in
a Reed-Solomon and Hadamard codes, whereas in
the error-correcting decoding the order is reversed,
including a Hadamard and Reed-Solomon code.

XOR XOR
K Error-correcting | fenc /TN Buock Smartcard /] Ountock | Error-correcting X
Encoding ANV B10ck Decoding
I Hash(K)
Les Is

Fig. 3 Fuzzy scheme proposed in [50] for biometric key generation
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2. A random key K is generated. This key is encoded
with the error-correcting network that adds some
redundancy, obtaining 0., = Encoding (K).

3. Then, Oy is Xored with a sample J,¢¢ of the iris code
of an specific user. Note that, the key is now pro-
tected and cannot be recovered without knowing the
iris code.

4. The result Ok, and a hash of K, are stored in a
smartcard.

5. During the decoding phase, the user presents a
fresh iris sample I; and provides the data stored in
the smart card. This new sample is Xored with 6;,.,
obtaining 6 uiock = Oenc @ Irer © Is

6. Note that, I,y @ I; is a vector in which those bits
that disagree between the two samples are set to one.
If the error correcting capability of the code is well
selected, then it will be able to remove these bits,
providing the value of O¢y.

7. Afterwards, the error-correcting mechanism is
applied in reverse mode in order to obtain K.

8. Finally, the hash(K) is calculated and, if it matches
the stored hash(K), the derived key is considered cor-
rect.

Using Hadamard and Reed-Solomon codes, it is pos-
sible to correct the approximately 10-20% of bits that
typically differ between iris codes from the same eye.
Conversely, the disagreement rate between iris codes
from different eyes is around 40—60%. However, in some
cases, the statistical distributions of bits that disagree for
the same eye versus different eyes overlap [53], making
the selection of an appropriate error-correcting thresh-
old (or parameter) a critical issue. In the scheme pro-
posed in [50], a false rejection rate (FRR) of 0.47% and
a false acceptance rate (FAR) of 0% are achieved with a
key length of 140 bits. This key length may be insufficient
to meet current security standards required by crypto-
graphic protocols. Moreover, the performance of this
scheme depends not only on the number of errors but
also on how well the Hadamard and Reed-Solomon codes
are designed—specifically, whether their error-correction
capabilities are appropriately chosen to handle both ran-
dom and burst errors.

An alternative approach was presented in [20], which
uses facial recognition as the biometric feature. Dur-
ing user enrollment, the facial biometric is encoded
using a Classic McEliece post-quantum encryption algo-
rithm, and the encrypted feature is stored in a database.
During verification, a new facial sample is captured and
encrypted with the public key. The encrypted data from
enrollment and verification are then XORed. The error-
correction capability of Classic McEliece (determined by
the degree t of the Goppa polynomial) is set so that if both
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facial features originate from the same person, the num-
ber of differing bits is less than or equal to ¢, allowing cor-
rect identification via the secret key. Otherwise, the user is
considered an impostor. Since facial features are encoded
into a bit-string of 348 bits, additional bits are appended
to form an extended vector—by adding (n — 348) bits—
and a secret permutation is included to enhance secu-
rity. The appended bits ensure a Hamming weight (HW)
higher than ¢, providing protection against impersona-
tion attempts. With these parameters, the resulting rec-
ognition rates (FAR and FRR) are quite meaningful. This
scheme primarily targets user identification rather than
generating biometric keys. If facial features are replaced
with iris codes, however, the value of ¢t must be signifi-
cantly increased to accommodate higher error rates.

5.2 Proposed scheme

Our proposal is based on a fuzzy commitment scheme
that enables user identification while also generating
a cryptographic key derived from the biometric fea-
ture. This represents a significant difference compared
to [50], where the biometric data is used solely to reveal
the key. The goal is to demonstrate an application that
requires a high value of ¢. Therefore, having a fast method
for constructing the Goppa polynomial is highly ben-
eficial to reduce the overall execution time when gen-
erating McEliece keys. Let the private key be denoted
as ©® = (G(x),a1,a9,...,a,), where G(x) is the Goppa
polynomial and (&1, a2, . .., @) is its support vector. The
parity check matrix in systematic form is represented as
H = (I,_;|V), with the public key being W. The scheme
is illustrated in Fig. 4 and operates as follows:

1. The enconding and decoding subroutines are based
on the post-quantum Classic McEliece algorithm
with parameters n = 16384, m = 14, k = 6864, and
t = 680.

2. During the enrollment phase, an iris image is cap-
tured and its 2048-bit iriscode . is extracted. Then,

Iyf is randomly permuted using a permutation secret
vector P, creating a new error-vector I,ef of length
16,384 bits. This permutation simply redistributes
the bits set as 1. Note that HW (I,,¢) = HW(I,ef)
The Hash of vector Iref represents the biometric key
K= Hash([,ef) The use of P is important, because
then K can be replaced if it is suspected that such a
key was compromised.

3. Next, Iref is encoded using the parity check matrix H
(public key). The result Cp = H I,ef and the Hash(lref)
are stored in a database or in a smart card. Note that
full privacy and protection are provided for every
user, as only encrypted information about the iris
code is stored.
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Fig. 4 Cryptobiometric system for identification and biometric key generation

4. At the verification phase, a fresh iris image is cap-
tured and its iriscode I is extracted. This iriscode is
permuted using the vector P, generating the error-
vector I and, using the public key W, the codeword
Cy= HI is computed.

5. Now the Homomorphic property of McEliece is used.
Depending on whether the result of the enrollment
process was stored in a database or a smart card, c; is
Xored with Co, obtaining ¢ = A, @ il = A, @ L)

6. In the simplest version of Daugman’s algorithm, the
user is accepted or rejected depending on the result
of the hamming distance HD defined as:

|1s © Lrer |
2048

L @ Tl
2048

HD = (11)

HD represents the fraction of disagreeing bits between
two irises [51]. An usual threshold for HD is about
HD1pyy = 0.332, 1., those iriscodes that disagree in less
than 680 bits are considered authentic; otherwise are
labeled as impostors. Thus, as the value of ¢ = 680 was
selected to match a HD of 0.332 (¢t = 2048 - HD1y,y),
after decrypting C using the private key ®, only authen-
tic users will be decoded correctly. Once (7, @ 1,) is
recovered, using Iiitis easy to obtain Iref and straight-
forwardly & = Hash(,). Note that it is not possible to
decrypt 7, using the private key without knowing I
This is because, as mentioned by Daugman in [55], the
average Hamming weight of an iris code is 1024, which
is higher than the correction capability ¢ of the Goppa
code. Therefore, the iris template stored in the database
or on a smart card remains completely secure, even if
the private key is compromised.

7. Finally, it is checked if K = K, and depending on the
result the user is identified as authentic (and the key
K is correct) or rejected as impostor.

An interesting characteristic of the proposed scheme
is its ability to generate cryptographic keys of any length.

A Shake-256 hash function was selected for this purpose,
but any other standard hash function could be used. An
additional advantage over the scheme presented in [50] is
that the positions of bits that disagree between iris codes
can be distributed arbitrarily within the error vector.
Consequently, the location of random bits or the length
of bit sequences corresponding to burst errors does not
influence the false acceptance rate (FAR) or false rejec-
tion rate (FRR).

6 Experimental results

6.1 Database

A synthetic database of iris codes was generated using
the hidden Markov model (HMM) proposed in [55]. The
statistical distributions of cross-comparisons between
these iris codes closely match the HD scores obtained
from actual iris images. The database comprises 2000 dis-
tinct 2048-bit iris codes, which were used to evaluate our
proposed cryptobiometric system.

6.2 Performance

Experimental results were obtained using an Intel Core
i7-8700 CPU clocked at 3.2 GHz and 16 GB of RAM. The
implementation was developed by coding all algorithms
in ANSI C. Additionally, all functions related to opera-
tions over the field GF(2") were programmed to accept
m, n, and ¢ as parameters. In other words, these opera-
tions were not optimized for specific parameter values,
as is typically done in publicly available software for
Classic McEliece or NTS-KEM. This approach allows
multiple results to be obtained by running the same soft-
ware with different parameters, at the cost of increased
execution time.

All benchmarks were executed and compiled on Win-
dows 11 using MinGW-W64-builds-4.3.5, with com-
pilation options set to -march=native -O3. Since the
code does not utilize vector instructions, optimizations
such as -msse2 or -mavx2 were not included. Execution
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Table 2 Goppa polynomial execution time (ms), m = 13,n = 8192

t=128 t=256 t=384
Value of N 1 2 4 1 2 4 1 2 4
Proposed method 29.99 7.82 2.30 235309 60.45 16.81 796.31 202.90 57.02
Classic McEliece® 29.99 23531 796.31
NTS-KEMP 16.53 100.59 324.82
Random search 11,853 195,100 2427874

@ Described in [30]
b Described in [17]

times were measured by reading the timestamp counter
via the RDTSC and RDTSCP assembly instructions. To
prevent out-of-order execution from distorting meas-
urements, the CPUID instruction was serialized before
reading the timestamp.

First, the execution time (in milliseconds) for generat-
ing the Goppa polynomial was measured using methods
from NTS-KEM, Classic McEliece, random search, and
our proposed approach. Table 2 presents these results
for various values of N and ¢. The McEliece parameters
are chosen to ensure at least maximum security (cate-
gory 5, with m = 13 and n = 8192). Each measurement
was averaged over 1000 runs of each algorithm.

As observed, for this specific set of parameters, the algo-
rithm for finding separable Goppa polynomials described
in NTS-KEM is faster than the method proposed in Clas-
sic McEliece. This performance gap becomes slightly more
pronounced as t increases. However, when N > 2, our
proposed method is clearly faster for all values of ¢. Specif-
ically, for N = 4, the speed-up factors are approximately
x7.18,%5.98, and x5.69 for ¢t = 128,t = 256, and t = 384,
respectively. It is worth noting that, compared to Classic
McEliece, the execution time of our method is reduced by
roughly a factor of N2, as expected. Finally, this table also
shows the execution time when an irreducible polynomial
is found at random. In the best case, this time is on the
order of seconds, which aligns with the theoretical predic-
tions discussed in Sect. 2.2.1. Therefore, since on average
the complex GCD algorithm must be run approximately
1/t times, this approach becomes impractical for real-
world applications.

Table 3 presents similar results using the parameter
set required by the iris cryptobiometric system shown
in Fig. 4 (t = 680, n = 16384, m = 14, and k = 6864).
Once again, our proposed method yields the best per-
formance when N > 2, achieving an acceleration fac-
tor of approximately x4.84 compared to NTS-KEM.
Similarly, when compared to the method proposed in
Classic McEliece (N = 1), this factor is around x14.39,
which is very close to the theoretical value of N2 = 16.

Table 3 Execution time (in clock cycles) when computing the
Goppa polynomial fort = 680

Method N=1 N=2 N=4
Proposed method 1.12533-10'0 2.88163 - 10° 7.81986 - 108
Classic McEliece® 1.12533.10'0

NTS-KEMP 3.78807 - 10°

@ Described in [30]
bDescribed in [17]

Table 4 provides detailed results for the main processes
involved in encryption and decryption algorithms.
Figure 5 illustrates the distribution of Hamming dis-
tance (HD) scores between unrelated (different eyes)
and related (same eye) iris codes, including seven rota-
tions. As discussed in [53] and [55], these distributions
can be well-modeled by fractional binomial distributions,
represented by the solid curve shown in the figure. The
resulting false rejection rate (FRR) and false acceptance
rate (FAR) depend on the threshold value chosen for
HD when using expression (11). It is important to note
that since t and HD are fully correlated, selecting a value
for ¢ is equivalent to setting the threshold HD7py,. This

Table 4 Execution time (in clock cycles) for encryption and
decryption. Parameters:t = 680,m = 14,n = 16384, k = 6864,
andN =4

McEliece encryption

Product Co = Hlyer 260593582 (81.435 ms)
McEliece decryption

Product i and — C = A(s @ Tr) 19606185 (6.127 ms)
Extended binary parity check matrix — Hpy 263631440 (82.385 ms)
Syndrome computation He, (C|0) 19606185 (6.127 ms)
Berlekamp algorithm 19638590 (6.137 ms)
Error Locator (additive FFT) 19638590 (5.334 ms)
Total time decryption 320170762 (100.053 ms)
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Hamming distances for authentics and imposters
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Fig. 5 Hamming distances for authentics and imposters users, allowing seven different degrees of eye or head tilt

relationship is demonstrated in Table 5, which shows the
corresponding FRR and FAR rates for different values of
t. Therefore, the use of McEliece does not affect the over-
all accuracy of the recognition process, so that the same
FRR and FAR rates are obtained when compared with the
non-protected scheme.

7 Conclusion

In this paper, we present a novel method for obtain-
ing monic degree-t separable Goppa polynomials
without linear factors. Such polynomials form part of
the secret key in all cryptographic algorithms based
on McEliece or its variants. Our main contribution is

Table 5 False rejection rate (FRR) and false acceptance rate (FAR)
depending on the threshold value HD,4 chosen for HD, being

t = 2048 - HD7pg4. Values obtained using the theoretical binomial
distributions shown in Fig. 5

HD1hg t = 2048 - HDrhg  FRR (%) FAR (%)

0.3203 656 1.19-1072 187-1073
0.3242 664 735.1073 135.1073
03281 672 441.1073 244.1073
0.3320 680 158-1073 3.58.1073
03359 688 932-107* 517-1073
0.3398 696 780107 5691073
0.3437 704 536-107% 7.20-1073

that the proposed method is faster than any previous
approach, achieving speed-up factors greater than x7.1
when using the parameters for n and ¢ specified in Clas-
sic McEliece. Additionally, experimental results cor-
roborate that this factor is proportional to the square of
the number N of polynomials used in the computation.
When compared to NTS-KEM, a substantial enhance-
ment is also observed. This improvement becomes
particularly significant as the value of ¢ increases. Fur-
thermore, we demonstrated an application based on
an iris biometric cryptosystem. The system employs a
fuzzy commitment scheme, enabling the creation of
biometric keys of arbitrary length and verifying user
identity through iris codes. Moreover, biometric tem-
plates can be stored securely, thereby enhancing user
privacy and protecting against attacks aimed at stealing
confidential biometric data.
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