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SUMMARY

Synthetic data generation is a promising approach for sharing data for secondary purposes in sensitive sec-

tors. However, to meet ethical standards and legislative requirements, it is necessary to demonstrate that the

privacy of the individuals upon which the synthetic records are based is adequately protected. Through an

expert consensus process, we developed a framework for privacy evaluation in synthetic data. The most

commonly used metrics measure similarity between real and synthetic data and are assumed to capture

identity disclosure. Our findings indicate that they lack precise interpretation and should be avoided. There

was consensus on the importance of membership and attribute disclosure, both of which involve inferring

personal information. The framework provides recommendations to effectively measure these types of dis-

closures, which also apply to differentially private synthetic data if the privacy budget is not close to zero. We

further present future research opportunities to support widespread adoption of synthetic data.

THE BIGGER PICTURE Synthetic data generation offers a potential solution to provide high-quality data

while preserving privacy, thereby acting as a research and innovation accelerator across sectors. The idea

is to train models, often leveraging artificial intelligence, to learn the statistical properties of real data and

generate synthetic data from these models. Synthetic data should consequently not have a one-to-one map-

ping to real data. To prevent residual privacy vulnerabilities, we need a standardized evaluation for synthetic

data. This study presents expert consensus recommendations for evaluating privacy in synthetic data. A

standardized evaluation can facilitate the adoption of synthetic data generation, contribute to better access

to and sharing of data, and ultimately promote the use of data for secondary research purposes, innovation,

reproducibility, and transparency.

Patterns 6, 101320, October 10, 2025 © 2025 The Author(s). Published by Elsevier Inc. 1
This is an open access article under the CC BY license (http://creativecommons.org/licenses/by/4.0/).
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INTRODUCTION

Data access for secondary analysis remains a challenge,1 some-

times taking months,2,3 with success rates of, for example, ob-

taining data for meta-analysis projects ranging from 0% to

58%.3–8 To address access challenges, there is growing interest

in using synthetic data generation (SDG) techniques to enable

broader sharing of data for research and analysis.9–20 In health

research, for example, synthetic datasets have been made

available for research, including the National COVID Cohort

Collaborative (N3C) of the US National Institutes of Health,21

the Centers for Medicare & Medicaid Services Data Entrepre-

neur’s Synthetic Public Use files, synthetic cardiovascular

and COVID-19 datasets available from the Clinical Practice

Research Datalink (CPRD) in the United Kingdom,11 cancer

data from Public Health England (Simulacrum), synthetic vari-

ants of the French public health system claims and hospital

dataset (SNDS), and synthetic microdata from Israel’s National

Registry of Live Births.22 Furthermore, the authors of several

studies have recently been making synthetic variants of data

used in their research papers publicly available to enable open

science.23–26

Such broad sharing of synthetic datasets requires strong as-

surances that the privacy of individuals is protected. Unlike sta-

tistical disclosure control methods that create protected data by

perturbing original data or reducing their detail,27–30 synthetic

data are generated by sampling records from a distribution

learned during model training.31 It is thereby grounded in the

original data but should not preserve a one-to-one mapping

between the synthetic records and real individuals. For this

reason, one might naively conclude that synthetic data have a

low disclosure vulnerability. However, if the SDG model, for

example, overfits the original data, then an adversary may still

be able to learn sensitive information about individuals. There-

fore, a privacy assessment is still needed to demonstrate that

the generated synthetic datasets do indeed have low disclosure

vulnerability.

In certain domains, such as the healthcare sector, a privacy

assessment of synthetic data is of particular importance consid-

ering the sensitive nature of the data and the more significant

potential harm that would arise from privacy breaches. However,

a recent review showed that privacy is not always assessed

when SDG is used as a privacy enhancing technology for health-

care data.32 These and other authors33,34 posit that the lack of

consensus on how to measure privacy vulnerabilities in synthetic

data may have contributed to those vulnerabilities not being

evaluated at all. Similarly, various calls for developing privacy

frameworks and standards for synthetic health data have just

recently been published.35–37

Therefore, there is a need to assess and reach a consensus on

the current work on privacy evaluation in synthetic data. Such a

consolidation will enable the comparison of SDG methods, facil-

itate the development of standardized benchmark datasets and

software, support decisions on sharing synthetic data, and

establish greater regulatory certainty for synthetic data.

The objectives of this study were therefore to develop a

consensus framework for how to evaluate privacy vulnerability

in synthetic data. Key terms used throughout this study such

as ‘‘SDG’’ or ‘‘privacy vulnerability’’ are defined in Table 1. The

approach taken in the study was to convene a global panel of pri-

vacy experts who contributed to two objectives:

(1) the critical analysis of privacy metrics and evaluation

practices in synthetic data based on the current body of

work, to identify their strengths and weaknesses and

(2) the development of consensus-based recommendations

on how to evaluate privacy in synthetic data.

During our critical analysis (first objective), it became clear to

us that many of the proposed privacy metrics do not provide

an interpretable vulnerability estimate for synthetic data. Rather

than identifying a single ‘‘best’’ metric, we focus on recommend-

ing good practices for the use and interpretation of privacy

metrics that are currently used in practice to measure relevant

vulnerabilities in synthetic data. We also discourage metrics

and practices lacking meaningful interpretability and outline di-

rections for future research. While the focus of this manuscript

is on the consensus recommendations (second objective), we

also report findings from the critical analysis (objective 1) that

directly informed the development of the framework. The full crit-

ical analysis is available as a stand-alone report.47

RESULTS

The synthetic data privacy literature typically refers to the three

disclosure concepts as indicated in Table 1: identity disclosure,

membership disclosure, and attribute disclosure. A wide variety

of metrics have been used to evaluate these concepts in syn-

thetic data.32,48–50 Most of them can be classified into metrics

that measure membership or attribute disclosure. Metrics that

evaluate record-level similarity often do not explicitly define the

type of disclosure they target, but there are examples where it

has explicitly been used to approximate identity disclosure.51,52

Parameters such as the privacy (loss) budget used in the context

of differentially private SDG (DP-SDG) to characterize the privacy

of synthetic data do not fit into any of these categories and can

therefore be seen as a stand-alone category.

Within each category, multiple different metrics have been

described in the literature. The recommendations presented in

this paper were developed through a systematic consensus pro-

cess (Delphi study), preceded by a literature-informed critical

analysis of these metrics. This critical analysis justified the

development of proposed recommendations, referred to as

statements, which were presented to the panelists in the Delphi

rounds. The analysis itself was provided to the panelists as a

background report throughout the study (available in Pilgram

et al. on the Open Science Frameworf, OSF47).

The statements were related to the four categories of privacy

metrics (i.e., identity disclosure, membership disclosure, attri-

bute disclosure, and DP) as well as overarching considerations.

During the Delphi rounds, each statement was accompanied by

an explanation to provide more clarity and relevant definitions.

Panelists indicated their agreement with each statement on a

five-point Likert scale, with 1 indicating ‘‘strongly disagree’’

and 5 indicating ‘‘strongly agree.’’ Some statements underwent

adjustments throughout the study process based on the panel-

ists’ feedback, as reflected in statement version numbers (see

Figure 1). Most changes involved rephrasing that incorporated

ll
OPEN ACCESS Article

2 Patterns 6, 101320, October 10, 2025



parts of the explanations into the statements themselves,

without altering their meaning. However, some statements

were omitted, while others were introduced (details are provided

for each statement in Tables S1–S17).

Critically, each statement needed to be consistent in its mean-

ing across at least two consecutive Delphi rounds as part of the

stopping criterion. The stopping criterion was response stability,

which was the lack of statistically significant (i.e., p > 0.05) group

differences between two successive rounds as measured by the

Wilcoxon matched-pairs signed rank test in line with other Delphi

studies.53,54 This was reached after the third round. The state-

ments were then analyzed for consensus and agreement (see

Figure 6 for how these criteria were defined). For most state-

ments in the third round (10 of 11), the panelists’ scorings indi-

cated a consensus on agreement. These statements became

the recommendations R1–R10 as presented in this paper. There

was only 1 statement of 11 with consensus on uncertainty. All

statements that were rated in the final round are given with their

agreement levels in Table 2.

DISCUSSION

In this section, we explain the consensus recommendations and

situate them within the broader landscape of privacy evaluation

in synthetic data. Rather than separating results from discussion,

we embed each recommendation from Table 2 within its relevant

discussion topic, accompanied by context drawn from its

statement evolution, from the panelists’ feedback during the

study process, from the literature, and from our critical

analysis (also referred to as the detailed analysis report47). This

integrated approach captures both the consensus recommen-

dations and the underlying rationale that informed each

recommendation.

The section is organized to reflect the steps in privacy evalua-

tion, from threat modeling to specific disclosure concepts and to

the interpretation of metrics and decision making.

Threat modeling

Privacy metrics are computed by the data custodian and are

often based on simulating an attack by an adversary while utiliz-

ing the resources available to the data custodian. This requires

making assumptions about the adversary as part of the threat

modeling process.38 However, privacy metrics in synthetic

data often lack explicit threat models but make implicit assump-

tions through their design choices around the adversary’s back-

ground knowledge, their motivations, constraints, and targets.

These are discussed below.

Table 1. Definition of key terms

Adversary

An adversary is an ‘‘individual or unit that can, whether intentionally or

not, exploit potential vulnerabilities.’’38 The goal is to identify an

individual or infer personal information about him or her. The

adversary is often conceptualized as the anticipated data recipient.39

Attribute disclosure

Attribute disclosure is when an adversary can infer sensitive

information about a target individual based on a dataset’s

attributes.27,40,41

Direct identifier

A direct identifier is an attribute that uniquely identifies an individual

(e.g., Social Security number).38 We assume that direct identifiers

are not part of the training dataset.

Identity disclosure

Identity disclosure is concerned about correctly assigning an identity

to a record in a dataset and encompasses the idea of singling out or

linking records.38,42

Membership disclosure

Membership disclosure is the ability of an adversary to determine that

a target individual was in the original dataset used to train the SDG

model (i.e., a member of the training dataset).43

Privacy

In this paper, we mean informational privacy, which is concerned with

whether personal information is disclosed, rather than the potential

harm that may result from such disclosure.

Privacy metric

A privacy metric refers to a specific implementation to measure

privacy in synthetic data, typically defined in a single paper. This

encompasses underlying assumptions (e.g., about the adversary),

methodological design (e.g., how an attack is mimicked by the data

custodian), and the vulnerability reporting (e.g., the performance

measurements). A metric is relative if it calculates vulnerability in

relation to a baseline.

Privacy vulnerability

Privacy vulnerability is a measure of the likelihood of a privacy

violation as a characteristic of the data.44 This is distinct from ‘‘risk,’’

which includes contextual factors such as the likelihood of an

attack.45

Quasi-identifiers

Quasi-identifiers (QIs) are attributes in a dataset that are assumed to

be known by an adversary (i.e., background knowledge). They are

available to the adversary from public sources of information,

because the adversary has access to non-public sources of

information, and/or the adversary is an acquaintance of the target

individual and has private background information about the

individual.38 Attributes that can be used to infer QIs are also

considered QIs.45

Sensitive attributes

Sensitive attributes are the attributes that contain personal

information about a target and are not considered to be direct

identifiers or QIs. Typically, all remaining attributes are treated as

sensitive attributes.45

Synthetic data generation

There are multiple ways that synthetic data can be generated. The

term synthetic data generation (SDG) as used in this paper involves

the training of a generative model on real data and the generation of

fully synthetic data in the form of tabular individual-level data where

one row corresponds to an individual.

Table 1. Continued

Target

A target refers to a specific data subject or individual that the

adversary is attempting to identify or infer personal information about.

The attack or target dataset is the dataset of all targets.46

Threat modeling

Privacy metrics often mimic an attack by an adversary while utilizing

the resources available to the data custodian. This requires making

assumptions about the adversary, which is referred to as the threat

modeling process.38
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The adversary’s background knowledge

Quasi-identifiers (QIs) are the de facto assumption of the adver-

sary’s background knowledge in line with the International

Organization for Standardization (ISO) standard on ISO/IEC (In-

ternational Electrotechnical Commission) 27559.38 Many metrics

base their calculation on entire records and thereby assume that

all attributes are QIs and that this full set of attributes is leveraged

by the adversary when attacking the synthetic data (see the

report47). This assumption is rarely made explicit, yet the explicit

documentation of QIs is necessary for interpreting the metric

values.

A concern that is often raised in the context of QIs and was

also expressed by some panelists (see the qualitative analysis

in Table S1) is the subjectivity and inter-individual variability

introduced by assumptions on the adversary’s background

knowledge. While this concern is valid, it should be noted that

guidance for determining QIs has been published,45,55 and the

alternative of using all attributes is itself an assumption, namely

that every attribute is known and utilized by the adversary.

Some authors note that this would account for the worst-case

scenario. However, it is also important to recognize that using

all attributes does not necessarily result in the highest privacy

vulnerability as calculated by the metrics. In the report, we con-

ducted a simulation that illustrates how a metric for membership

disclosure based on entire records did not result in a higher

vulnerability than one based on a subset of attributes.47 In fact,

we observed that the more attributes were considered, the lower

the estimated membership vulnerability on average. This

observation was consistent across multiple datasets. A similar

observation was made by Giomi et al.56 when evaluating attri-

bute disclosure. To properly explore a worst-case scenario,

one would therefore need to evaluate all possible subsets of at-

tributes and identify the subset with the largest vulnerability. This

is rarely done in practice and would, in fact, quickly become

computationally problematic.

By basing privacy metrics for synthetic data on carefully

selected QIs, our recommendation R1 allows for a more realistic

vulnerability estimate and ensures transparency around the as-

sumptions underlying privacy evaluation.

Motivation, constraints, and targets

An adversary’s motivation and constraints are further compo-

nents of threat modeling that are often implicitly assumed in

the calculations of privacy vulnerability. There are a variety of

motivations that can drive an adversary38,45,55,57–59 closely

Figure 1. Statement evolution throughout the study

Statements were formulated in the literature-informed critical analysis (i.e., the report) and refined throughout the rounds based on the panelists’ comments. Each

statement was assigned with an identifier (e.g., S1), and version numbers (e.g., S1.1) were added in case of minor changes. The hatched statements are the ones

that either underwent major changes resulting in a treatment as new statement or were omitted entirely. Details for each statement are provided in the

supplemental information.
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linked to who their targets are likely to be but also how con-

strained they are.

In this context, we observed that privacy vulnerability is often

calculated for a pre-selected subset of targets.56,60–62 The

selected targets are then labeled as ‘‘vulnerable’’ targets.60,61,63

For example, ‘‘members of minorities’’ have been used as

selected targets.60 The idea is, again, to account for the worst-

case scenario, assuming that these are the ones experiencing

the maximum disclosure vulnerability. Such an a priori assump-

tion is, however, not necessarily true.56,62 A minority (or rare) re-

cord may be rare in its QIs—thereby more vulnerable to identity

disclosure—yet have common or weakly correlated sensitive

attributes, making it less vulnerable to attribute disclosure. It

depends on the dataset, its correlational structure, and the

vulnerability being examined. Consequently, our consensus

recommendation R2 is to not pre-select a subset of ‘‘vulnerable’’

records. Estimating the maximum disclosure vulnerability across

a synthetic dataset always involves calculating vulnerability for

Table 2. Statements in the third (final) Delphi round

Number Statement Agreement, median (IQR)

Consensus on agreement

R1 S1.1: disclosure vulnerability metrics should be based on quasi-

identifiers. These may vary depending on the data context (e.g.,

can still be all attributes) and are ascertained by the data

controller.

4 (0)

R2 S2: disclosure vulnerability metrics should not be calculated on a

pre-selected subset of ‘‘vulnerable’’ records but for all of the

records.

5 (1)

R3 S3.1: stand-alone similarity metrics (i.e., that are not part of the

attribute or membership disclosure) should not be used to report

privacy in synthetic data.

4 (1)

R4 S4.1: membership disclosure vulnerability should be evaluated

only when the assumptions of the current metrics hold, which is

that the adversary would learn something new for targets drawn

from the same population as the training dataset.

4 (0)

R5 S16.1: because the F1 score, which is commonly used in

membership disclosure metrics, is prevalence dependent, it

needs to be reported relative to an adversary guessing

membership.

5 (1)

R6 S7: meaningful attribute disclosure vulnerability applies only to

individuals who are in the dataset (i.e., members). Penalizing

accurate prediction on individuals who have not been part of the

dataset (i.e., group privacy) requires a broader ethical framework.

5 (0)

R7 S8: a relative attribute disclosure vulnerability that takes a non-

member baseline into account is meaningful.

5 (0)

R8 S9: in attribute disclosure vulnerability, a relative vulnerability

higher than its threshold is only considered as unacceptably high

when the absolute vulnerability is higher than its threshold.

4 (0)

R9 S17.1: the privacy budget ε is not an adequate metric to report

disclosure vulnerability unless it is set to a value close to 0. Even

when differential privacy methods are used, disclosure

vulnerability would still need to be evaluated using the same

metrics as those applied to non-differentially private

synthetic data.

5 (1)

R10 S11.1: when evaluating a specific trained SDG model, disclosure

vulnerability metrics need to be reported both for individual and

multiple synthetic datasets (e.g., averaged across them and

variation).

5 (1)

Consensus on uncertainty

NA S13.2: as an anchor for membership disclosure vulnerability, a

relative F1 score vulnerability (i.e., Frel value) of 0.2 is suggested.

3 (1)

These statements were rated by the panelists in the final round. Each statement was complemented by a brief explanation within the online tool and has

a unique identifier with version numbers (e.g., S1.1), if applicable (see supplemental information). The Likert scale from 1 to 5 reflected the agreement

level. For each statement, the median level of agreement across all panelists and its interquartile range (IQR) were calculated. Consensus was assumed

with an IQR≤1, and agreement with a median level of agreement >3. Consensus on agreement was achieved in 10 statements (i.e., IQR≤1 and median

level of agreement >3). These are considered to be recommendations and numbered R1–R10. One statement (S13.2) had a consensus on uncertainty

(i.e., IQR ≤1 and median of 3) and cannot be seen as a recommendation.
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each record in the first instance. Limiting the evaluation to a

pre-selected subset introduces selection bias and may overlook

targets with higher vulnerability than the selected ones.

Identity disclosure

Identity disclosure occurs when an individual’s identity can be

assigned to a record (see Table 1). SDG generates data that re-

flects the statistical properties of the training dataset without

preserving any direct link between a synthetic and a real record.

This means SDG should protect against identity disclosure by

design. However, SDG models can, for example, overfit and

thereby reveal an identity so that identity disclosure vulnerability

may still be relevant in synthetic data. In the following, we

discuss two approaches that have been used to approximate

identity disclosure: record-level similarity and replicated

uniques.

Record-level similarity

Record-level similarity metrics are the most prevalent metrics to

measure privacy in synthetic data.32 They assess the distance

between the training and synthetic data. This distance can serve

as a metric by itself,64,65 meaning that closeness is then consid-

ered as an indicator of high vulnerability. It can also be compared

against a baseline.49,66,67 Record-level similarity metrics,

however, fail to adequately account for identity disclosure in

synthetic data for three main reasons. First, similarity between

a synthetic and a training record does not necessarily imply pri-

vacy vulnerability.66,68 If the identity disclosure vulnerability of

the training record is very small, then similarity would not neces-

sarily indicate elevated disclosure vulnerability. Second, the

metrics typically do not account for scenarios where the same

synthetic record is closest to multiple training records, which

may reflect a different vulnerability than being closest to one re-

cord. Third, similarity based on QIs does not imply similarity in

sensitive attributes. If the sensitive attributes of the synthetic re-

cord differ from those in similar training records, then an identity

disclosure claim may not be meaningful. In light of these main

limitations, the consensus recommendation R3 discourages

the use of record-level similarity as stand-alone metrics.

Replicated uniques

A specific way to measure identity disclosure is through unique-

ness.45 For synthetic data, metrics derived from replicated

uniques (i.e., records that are unique in the training data and

replicated in the synthetic data) have been proposed as identity

disclosure metrics.56,69 We did not consider replicated uniques

in the report and the consensus study, since they were not

mentioned32,48,50 or mentioned but classified as record-level

similarity49 in the underlying systematic reviews. Nevertheless,

we want to highlight some of their characteristics. One challenge

is a recurrent topic in the privacy literature, which is that a unique

record in a dataset may or may not be unique in the popula-

tion.45,68,70 This is relevant in situations where the training data

are drawn from a larger population. A holdout dataset, as pro-

posed by Giomi et al.,56 is unlikely to adequately account for

the population, as results heavily depend on how much of the

population is captured in this holdout dataset (i.e., its size).

Also, the metrics’ interpretation can be difficult when synthetic

records that are identified as replicated uniques in terms of their

QIs differ in sensitive attributes from the training records. This

comes back to the issue of meaningful identity disclosure claims

as discussed in the context of record-level similarity. Impor-

tantly, vulnerability can still be unacceptably high for non-unique

records. Thus, uniqueness metrics can only provide a lower

bound in terms of identity disclosure vulnerability.

Membership disclosure

Membership inference is a classification task with the labels being

a member of the training dataset versus being a non-member.

There are two main approaches in the literature to calculate mem-

bership disclosure vulnerability in synthetic data: one is to mimic an

adversary who matches targets from an attack dataset to synthetic

records (i.e., partitioning methods) and would give a membership

guess when there is a match,43,67,71–78 and the other is to mimic

an adversary who trains a classifier, typically with the support of

shadow models, and would give a membership guess when the

target is classified as ‘‘member’’ by this model.49,60,62,79–84 The

main concern with current metrics for both approaches is their in-

ternal inconsistency of assumptions, whereby components of

conflicting threat models are simultaneously leveraged.

Assumptions in narrative and metric

As mentioned previously, the definition of potential targets is a

relevant component of threat modeling. The implicit or explicit

assumption of current metrics for membership disclosure is

that the adversary draws targets from the same population the

training dataset is sampled from.43,60,62,72,75–77,79–91 The attack

dataset includes some records that are part of the training data

(i.e., members) and some that are not (i.e., non-members), but

all records are drawn from the same population the training data-

set was sampled from. If this population is, for example, individ-

uals with HIV, then all targets in the adversary’s attack dataset

are HIV+ and membership status does not reveal this character-

istic to the adversary because it is already known to the adver-

sary. We call this scenario A (see Figure 2A).

At the same time, an often-used narrative for calculating mem-

bership disclosure vulnerability is the scenario where an adver-

sary infers information about the population (e.g., individuals

with HIV) through membership disclosure (e.g., in an HIV training

dataset).62,75,88,91 In this scenario, referred to as scenario B (see

Figure 2B), targets must be drawn from a different population

(e.g., individuals with and without HIV). Unlike scenario A, targets

are then HIV+ or HIV− , and the membership status can reveal the

positive HIV status to the adversary.

Current metrics for membership disclosure vulnerability oper-

ationalize scenario A while telling the narrative of scenario B,

meaning that the threat model is not consistent.62,75,88,91 These

two scenarios, however, differ in the number of members that are

included among the adversary’s targets, meaning that the

maximum possible success rate of the adversary can vary.

This variation can be substantial, as shown in an example simu-

lated attack included in our detailed report.47

This means that using metrics that operationalize scenario A to

report on scenario B can be misleading. This is reflected in the

consensus recommendation R4, which calls for aligning the

membership disclosure metric’s assumptions with the specific

threat model under investigation.

Prevalence-aware interpretation: A naive

membership guess

Membership disclosure is a binary classification task, and

another concern relates to the use of classification performance
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measurements that build upon the confusion matrix (e.g., preci-

sion, recall, or F1 score) without acknowledging their sensitivity

to prevalence.72,75–77,79,81,82,89 Most membership disclosure

metrics build an attack dataset that includes 50% members

(i.e., prevalence)72,75–77,79,82,85 or use another arbitrary fixed

value.71,81,86 If, however, targets are drawn from the same pop-

ulation that the training dataset is sampled from (i.e., scenario A),

then the expected member prevalence is the sampling fraction of

the training dataset.43

A prevalence-aware baseline can then ensure meaningful

interpretation of confusion matrix-based metrics such as the

F1 score. This can be an adversary who guesses membership

without leveraging the synthetic data (i.e., naive baseline) as pro-

posed by El Emam et al.43 The naive baseline would be 1.0 when

the training dataset is identical with the population (i.e., sampling

fraction of 1) and gets close to zero the smaller the sampling frac-

tion. The F1 score can be standardized by this baseline and is

then a relative metric (i.e., Frel) given the incremental vulnerability

introduced by the synthetic data. This approach is affirmed in our

consensus recommendation R5. It is important to note that this is

a specific recommendation tied to prevalence-dependent met-

rics, which are commonly used in practice. Other metrics that

report, for example, the area under the receiver operating curve

(AUROC) offer a more universal interpretation, with 0.5 corre-

sponding to the naive membership guess, meaning that an

explicit adjustment would not be required. The evolution of

related consensus statements (see Tables S5–S7 and S14) re-

flects the challenge in interpreting membership disclosure met-

rics with respect to the chosen performance measurement.

These discussions in the context of membership disclosure

triggered a broader question of performance measurements

Figure 2. Different adversary’s attack data-

sets

In these scenarios, the training (original) dataset

consists of people with HIV. It is randomly drawn

from an HIV population. In scenario (A), the attack

dataset is randomly drawn from the same popu-

lation as the training data (e.g., young people with

HIV in Ottawa, Canada). This means all targets are

individuals with HIV. In scenario (B), the attack

dataset is randomly drawn from a superpopulation

(e.g., all young people in Ottawa) and contains

targets with and without HIV. In scenario (B),

membership status can reveal the HIV status to

the adversary.

throughout the study process. A

performance measurement can implicitly

reflect the motivations and constraints of

an adversary as it may ignore incorrect

(i.e., false positive) or missed (i.e., false

negative) disclosure claims. This influ-

ences the final vulnerability estimate

and its interpretation. Although perfor-

mance measurement is an integral

component of a privacy metric, this

aspect of design choice (e.g., AUROC

versus F1 score) remains largely unex-

plored in the privacy literature. For

example, the F1 score is, as mentioned, commonly used to

report membership disclosure vulnerability.43,75,79 It uses recall

and precision to describe classification performance and ignores

the portion of true negatives.92 While this seems reasonable in

the case of membership disclosure, where a consideration of

true negatives could inflate the vulnerability value, the equal

weighting of precision and recall should be informed by the

threat model: if false positives are costly, then precision must

have more weight than recall (e.g., F0.5 score). In attribute

disclosure vulnerability (see below), the situation is even more

complex: the prediction task can be categorical (i.e., classifica-

tion) or continuous (i.e., regression). For example, with a binary

sensitive attribute (i.e., binary classification), an adversary can

be interested as much in true negatives as in true positives.

Then, precision, recall, or the F1 score are not a good choice.

Also, performance metrics derived from the confusion matrix

(e.g., precision, recall, or the F1 score) rely on probability thresh-

olds and are sensitive to class prevalence,92–94 further compli-

cating their interpretation in privacy evaluation. Other perfor-

mance metrics like the AUROC are threshold independent but

do not account for the associated costs that come with a spec-

ified threat model. As the space of performance measurements

is large, and the implications of each choice have yet to be exam-

ined, it was not part of our consensus process. However,

we identified it as a relevant gap and potential direction for

future research so that recommendations can eventually be

formulated.

Attribute disclosure

Attribute inference can be viewed as a prediction task in which

an adversary uses their background knowledge (i.e., QIs) to
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predict a sensitive attribute for their target. They leverage

the synthetic data to train the prediction model. In the

literature, a multitude of models have been used to solve this

task,56,60,61,63,95,96 where the model’s prediction performance

on the targets is commonly interpreted as a measure of attribute

disclosure vulnerability.

The scope of attribute disclosure vulnerability

A fundamental challenge in attribute disclosure that we identified

is that inferring a sensitive attribute is not a privacy violation

per se. In fact, such inferences can occur even in the absence

of any data being disclosed or without the target being part of

a disclosed dataset (i.e., non-member). Model training and pre-

diction are common tasks in scientific investigations, whether

they are academic or commercial, and accurate predictions

are the very aim of such investigations. The commonly used

practice of interpreting high prediction accuracy as a privacy

violation72,76,96,97 implies that we should not retain important

relationships in synthetic data. However, these relationships

are important for generating generalizable knowledge about

the underlying population. Such knowledge is very valuable,

for example, in preventive medicine, where it can reduce mortal-

ity and improve health outcomes. However, it can also lead to

harm, particularly when sensitive or stigmatizing patterns are re-

vealed. In response, some authors have proposed that the

concept of privacy can be extended to collective or group pri-

vacy in the context of big data.98,99

From a technical perspective, however, group privacy is pri-

marily concerned about the harm that results from data release

and goes beyond what privacy metrics are designed to capture

or mitigate. This is not to say that the release of data, its analysis,

and knowledge generation cannot be harmful to non-members.

On the contrary, fair and responsible data release and use re-

quires ethical considerations beyond individual privacy, ad-

dressing potential collective and group harms. This perspective

is also acknowledged in regulatory guidelines on SDG.100–102

Such considerations are consequently relevant but extend

beyond what privacy metrics are aiming at (and are capable

of). Reflecting this distinction, our consensus recommendation

R6 states that meaningful attribute disclosure vulnerability ap-

plies only to individuals who are part of the dataset (i.e., mem-

bers). Penalizing accurate prediction on individuals who have

not been part of the dataset (i.e., group privacy) requires a

broader ethical framework.

Knowledge generation: A non-member baseline

A major challenge that follows is to disentangle attribute infer-

ence that occurs from being part of a dataset from the inference

due to being part of the population where the dataset is drawn

from.44,68,103–105 The idea is to make sure that being a member

in a dataset does not increase the likelihood of an adversary

gaining sensitive information about an individual such that every-

thing that can be learned about the individual can also be learned

without them being a member of the training dataset. To make

that distinction, metrics have been proposed that quantify how

being part of the dataset affects the correct inference of attri-

butes about an individual and assign this value as a measure

of disclosure (e.g., the metric proposed in Taub et al.61 in the

‘‘differential confidentiality’’ notion or the metric in Stadler

et al.60). However, a more computationally efficient approach is

to establish a non-member baseline and compare this baseline

to the information gained about members (e.g., Francis and

Wagner and Giomi et al.44,56). The incremental prediction perfor-

mance is then interpreted as a measure of attribute disclosure,

which provides a meaningful interpretation as affirmed in our

consensus recommendation R7.

Interpretation beyond random guessing

The incremental or relative attribute disclosure vulnerability

compared to a non-member baseline is not sufficient to guide

decision-making processes since the accuracy of the learned in-

formation (i.e., absolute prediction accuracy) matters from the

perspective of both the adversary and the target individuals.

Therefore, it is not only the difference from the non-member

baseline, but also where the difference is within the range of

the scale matters. It may, for example, be acceptable that there

is a difference in prediction performance in cases where the ac-

curacy of the learned information remains low and is no better or

even worse than a random guess.

Consider a simple example where the sensitive attribute is bi-

nary (e.g., diagnosis or no diagnosis). If the AUROC is 0.4 for

members and 0.1 for non-members, then the difference between

them is arguably large but both values are worse than a random

guess. The absolute values, in this case, indicate that this is not

an attribute disclosure. However, if the member AUROC was 0.9

and the non-member AUROC was 0.6, the difference is the

same, but the high member AUROC would suggest that an ad-

versary learns the diagnosis with high accuracy. Our consensus

recommendation R8 emphasizes this aspect. Metrics may use

other performance measurements than AUROC, but the same

principles apply: attribute disclosure is meaningful only when

predictions outperform both a non-member baseline and a

random guess.

DP

DP is a framework that can be and has been applied to

SDG.22,106–108 In DP-SDG, the parameter ε (or privacy budget)

is typically interpreted as a measure of privacy. This parameter,

or more precisely eε, is a relative quantification of how much the

results of a mechanism—in our case, SDG—are allowed to differ

when one record is changed in the dataset. This means that the

privacy budget translates exponentially into changes in the re-

sults. With a budget close to 0, analytical output from the data

hardly changes regardless of whether any particular individual

is in the data. Such a small privacy budget can give the mathe-

matical guarantee that privacy is preserved.109 If the privacy

budget becomes large, however, theoretical privacy presump-

tions cannot be easily translated into empirical privacy.110

More broadly, the interpretation of the privacy budget is tied to

its unit of privacy103 and is likely to depend on the implementa-

tion.111 This leads to the question of what should be considered

a small ε and whether there exists any ε other than 0 with a clear

privacy interpretation. Definitions of small ε largely vary across

academia. For example, Muralidhar et al. make use of an ε of

1.0,111 Stadler et al. implement an ε of 0.1,60 Li et al. state that

4 is an empirically reasonable value,86 Rosenblatt et al. consider

an ε < 3.0 as low,108 and Hayes et al. report an ε < 10 as accept-

able.81 Industrial and government applications also have ε values

that vary from 0.1 (e.g., Rogers et al.112) to above 18 (e.g., Abowd

et al.113), and the just recently published Guidelines for Evalu-

ating Differential Privacy Guarantees by the US National Institute

ll
OPEN ACCESS Article

8 Patterns 6, 101320, October 10, 2025



of Standards and Technology acknowledges that setting the

parameter ε remains an open question.114 Given the current

lack of interpretability of large ε values, the consensus recom-

mendation R9 highlights that privacy in terms of membership

and attribute disclosure still needs to be evaluated empirically

(unless ε is set to a value close to 0). Such an empirical privacy

evaluation in DP-SDG has, for example, be done in Stadler

et al., 60 Abowd et al.,104 and Adams et al.115

Metric interpretation and decision-making

Privacy metrics are ultimately meant to inform decisions. These

decisions may involve benchmarking or optimizing SDG models

or making binary release decisions for one or multiple synthetic

datasets. Each type of decision requires different considerations

about how metrics are applied and interpreted.

Stochasticity of the process

SDG is a generative process with stochastic variability in its

output. Stochasticity has been shown to be relevant in the utility

evaluation of synthetic data,116 where it has been recommended

to average across 10 synthetic datasets to reach a plateau.117

However, the impact of stochasticity is not limited to utility.

Our consensus recommendation R10 highlights that when

evaluating the vulnerability of a trained SDG model rather than

a synthetic dataset, it is more appropriate to report the

aggregate vulnerability (average and standard deviation) across

multiple synthetic datasets from the same model. However, if the

decision-making scenario is data release, then the disclosure

vulnerability for the specific synthetic dataset(s) may be the

most relevant. Given that it is not always possible to determine

a priori the exact decision-making scenario, it can be prudent

to have both types of results.

Thresholds

Whether a privacy vulnerability metric is absolute or relative,

whether it is the F1 score, the AUROC or another performance

measurement, having a threshold (or anchor value) to compare

against is necessary to interpret the metric and for decision-mak-

ing. This is particularly true for binary release decisions where

thresholds are needed to determine whether a vulnerability met-

ric’s value is too high or acceptable. Such a value depends on

the context and needs to be informed by the sensitivity of the

data, potential harm, and appropriateness of consent and notice.

A widely adopted approach to set thresholds is to rely on prece-

dents. For example, precedents have been used to set thresholds

for (absolute) identity disclosure vulnerability with anonymized

data.38,118,119 Similarly, the Singapore regulatory guidelines on

SDG present precedents from identity disclosure, even while

acknowledging that such values may not be directly applicable

to vulnerabilities in synthetic data.100

In membership disclosure, a value of 0.2 has been used to

evaluate the relative Frel for membership disclosure vulnerability

by some authors.14,43,73 Whether or not this should be a recom-

mendation remained uncertain in our study (see statement S13.2

in Table 2).

In attribute disclosure, there were no thresholds established in

the literature, but it is commonly understood that models are

generally not capable of performing as well on unseen data as

they do on the training data.120–122 Consequently, it is likely

that a difference from the non-member baseline (i.e., unseen

data) will always remain,56,60 and an acceptable deviation must

be agreed on. Considerations for deriving such a threshold

may be based on experiences with performance measurements

more generally (see an example for AUROC in the report47).

While we included thresholds based on these considerations

as initial statements in the Delphi study, we ultimately omitted

them, acknowledging that the supporting evidence was not

directly related to privacy (see Tables S16 and S17). In general,

more empirical precedents are needed, especially given the

large space of performance measurements. This is a relevant

area for future research with significant practical implications.

Overall summary

The aim of our study was to establish standardized practices to

evaluate privacy in synthetic data through recommendations

based on a critical analysis of privacy metrics used in the literature

and agreed upon by experts in a formal consensus process. Mem-

bership disclosure and attribute disclosure vulnerability were iden-

tified to be the most suitable for evaluating privacy in synthetic data

while the use of record-level similarity was discouraged. Also, DP

synthetic datasets would require the same privacy evaluation as

non-DP datasets (if ε was not close to zero).

Most published metrics on membership and attribute

disclosure either rely on assumptions that must be validated

for the specific use case, are not interpretable by themselves,

or make use of an inappropriate baseline. As a practical guid-

ance, the first step in applying any privacy metric in synthetic

data should therefore be an explicit threat model. This model

can inform metric choice and configuration of parameters.

The need for threat modeling became particularly relevant in

membership disclosure where current metrics implicitly or

explicitly cover one specific threat model that may not corre-

spond to the one under evaluation. Only if the threat models align

are current metrics able to give a realistic estimate for vulnera-

bility. Figure 3 offers practical steps to avoid common pitfalls

and improve the use and interpretation of commonly used

Figure 3. Practical guidance to calculate membership disclosure

vulnerability

Steps to avoid common pitfalls and enhance the proper use of commonly used

membership disclosure metrics (e.g., in El Emam et al. and Yan et al.43,71).
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membership disclosure metrics (e.g., the metric by El Emam

et al.43 or Yan et al.71).

Metrics that quantify attribute disclosure vulnerability come

with the challenge of disentangling attribute inference that arises

from being part of a dataset from that which arises from being part

of the population where the dataset is drawn from. Figure 4 pro-

vides a practical solution to this challenge and offers further steps

to improve the use and interpretation of current attribute disclo-

sure metrics (e.g., the metrics by Giomi et al.56 or Taub et al.61).

Future work

Our recommendations are based on the practical reality of how

privacy metrics are commonly used and how their application

can be improved. As highlighted throughout this study, there

are specific opportunities for further research to improve the

framework. Crucial points that need to be addressed are as

follows.

(1) Adversarial strategies. In synthetic data, an adversary can

be motivated to leverage subsets of QIs or use general-

ized attributes—such as reducing a 3-digit diagnosis

code to its 2-digit parent—instead of relying on the com-

plete set. A comprehensive analysis of different strategies

is needed to account for worst-case scenarios.

(2) Performance measurements. The choice of performance

measurement can considerably influence the final vulner-

ability estimate. This has not been examined in the litera-

ture. Also, current metrics of attribute disclosure often

focus on classification, but regression is another relevant

task in attribute disclosure and should be explicitly ad-

dressed.

(3) Thresholds. Precedents can provide a valuable resource

to inform thresholds and thereby facilitate the wide adop-

tion of SDG. Future research and experience with syn-

thetic data can inform the choice of threshold values.

(4) Identity disclosure metrics. Identity disclosure can be

strictly interpreted as establishing a link between a record

and a real identity. There is, however, currently no metric

available that provides a meaningful application for syn-

thetic data.

(5) Membership disclosure metrics. There is a gap in current

membership disclosure metrics in terms of providing cor-

rect vulnerability estimates for different threat models.

(6) Attribute disclosure metrics. There are many ways to

model prediction tasks and to quantify their prediction

performance. Standardizing prediction models would

provide results that can be comparable across studies.

Furthermore, the current framework should be operationalized

and implemented in practical settings to gain experience with

its strengths and weaknesses.

Limitations of the study

There are several limitations to this study that we wish to high-

light. While our Delphi design is justified and based on respective

guidance, we cannot ultimately exclude that there was group

bias in our study or forced consensus (due to a misconception

by some panelists that the stopping criterion was related to

consensus). Also, qualitative results may vary depending on

the researcher who carries out the analysis.123 In this sense,

we cannot exclude that there may have been further key topics

that have not been identified but could have prompted refine-

ment of the statements or the report. Also, the qualitative anal-

ysis informed the rephrasing, omission, or introduction of state-

ments. Under an ideal process (as noted by the RAND

guidelines), the statements should not be adjusted to comply

with the iteration criterion.124 It is, however, common practice

in modified designs, and the incorporation of the panel’s feed-

back is mentioned as an integral component of the consensus-

building process according to other guidance.125,126

We do not recommend specific privacy metrics (i.e., imple-

mentations) but good practices for realistically calculating

vulnerability. For all reviewed metrics, we identified challenges

and drawbacks that are provided in detail in the report (see the

report47). The present paper helps to improve metrics that are

currently in use, but the development of metrics was outside

the scope of the study. Real-world case studies based on

improved metrics are therefore left for future research. We also

did not address the question of how the SDG process can be

optimized to mitigate disclosure.

Finally, other modalities such as image or text were not

considered. While our recommendations for good practice

very likely hold for these modalities as well, quantification of

disclosure vulnerability can differ in material ways so that further

considerations apply.

METHODS

Study process

The typical process to achieve expert agreement involves a liter-

ature review, followed by a report and a formal consensus

method. Such processes have been used widely in health

Figure 4. Practical guidance to calculate attribute disclosure vulner-

ability

Steps to avoid common pitfalls and enhance the proper use of current attribute

disclosure metrics (e.g., Giomi et al. and Taub et al.56,61). A, performance

measurement (i.e., AUROC); m, members; nm, non-members.
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research, for example, to develop guidelines or to decide on

important fields of research.124,126–130 As a formal consensus

method, we conducted a Delphi process as it aims at free choice

while preventing personal bias and dominance (‘‘halo effect’’).

We applied a modified Delphi design as follows.

(1) Round 0: develop a report on privacy metrics that is

reviewed by the panelists, formulating most relevant find-

ings into clear statements (i.e., proposed recommen-

dations).

(2) Round 1: scoring the statements generated in round 0.

(3) Rounds 2-n: re-scoring the statement after controlled

feedback with a minimum of n = 2 until the stopping crite-

rion is met.

This process followed the respective guidelines124–129,131 and

is depicted in Figure 5.

The overall study process lasted from February 2024 until

November 2024. Three scoring rounds were required to meet

the stopping criterion. The participation rate was 100% in all Del-

phi rounds.

Expert panel

The choice of the panel is known to heavily impact a consensus

study’s results.124,132 For this study, an expert panel of 13 individ-

uals was set up. It has been argued that panelists should

reflect the diversity of the topic.124 While privacy indeed is a multi-

disciplinary topic, the purpose of this consensus study was to

evaluate existing privacy metrics for synthetic data from a tech-

nical perspective. Consequently, the panelists were expected

to have a high level of technical expertise in privacy metrics to un-

derstand, discuss, and give opinions from a technical perspec-

tive. Consistent with that scope, we did not include laypeople

or other professions such as members of ethics committees.

We used a mixed recruitment strategy for the panel.124 Identifi-

cation of experts can be done, for example, through objective

criteria such as a literature review or subjective criteria such as a

colleague’s recommendation. In this study, the following criteria

were used to select experts for the panel: editorial board member

of Transactions on Data Privacy during the period 2019–2024 and

consistent conference committee membership ofPrivacy in Statis-

tical Databases during the period 2019–2024. The journal Transac-

tions on Data Privacy was chosen due to its outstanding role in

communicating high-quality findings in data privacy technologies.

Privacy in Statistical Databases is a key conference attracting a

global audience in the field of data privacy. It was sponsored by

the United Nations Educational, Scientific, and Cultural Organiza-

tion Chair in Data Privacy. Both resources are very focused on

technical privacy topics, and their members are representative of

the respective research community. We identified 11 experts ac-

cording to this criterion and invited them by e-mail to participate

in the panel. We extended this approach by including recommen-

ded experts. These were nominated by the initially identified ex-

perts or by the study’s coordinators. For these additional nomi-

nated experts, we confirmed that they have published scholarly

work relevant to our topic in the last 5 years. In this way, an addi-

tional 9 experts were identified and invited to participate. Of those

20 experts who were identified, 13 responded positively to the invi-

tation to participate in this study. This is within the range of typical

panel sizes reported in the literature.124,133

Literature-informed critical analysis (round 0)

The literature-informed critical analysis focused on ways to

assess privacy vulnerability in synthetic data. Instead of con-

ducting yet another systematic review on privacy metrics in syn-

thetic data in round 0, we used four recently published reviews

on the evaluation of synthetic data32,48–50 and conducted a

critical analysis built upon their findings. This critical analysis is

provided as a report on OSF.47 In the report, four categories (i.

e., record-level similarity, membership disclosure, attribute

disclosure, DP) were defined, illustrated through exemplar met-

rics, and this was followed by a critical appraisal.

Figure 5. Study process

Four literature reviews on the evaluation of synthetic data served as a starting point to identify commonly used privacy metrics.32,48–50 Their primary literature was

reviewed, and various additional simulation experiments conducted to better understand their behavior. Panelists reviewed and revised the report (round 0), and

regulators were invited to comment on the report. Statements were then created from the report’s conclusions and rated by the panelists in Delphi rounds

(round 1-n).
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As suggested by Fitch et al.,125 we included broad feedback into

round 0. This was collected from the panelists as well as from ex-

perts from six privacy and health regulators that have done work on

synthetic data privacy. These experts were from Canada, Italy,

Singapore, South Korea, the United Kingdom and the United

States. They did not participate in the Delphi rounds, and their

views did not represent their agency or imply endorsement.

The report was used to identify the most relevant questions on

privacy metrics in synthetic data, formulated as statements (i.e.,

proposed recommendations), and served as background mate-

rial for the panelists during the entire study process (available

on OSF47).

Scoring rounds and analysis

In the scoring rounds, panelists indicated their level of agreement

to the statements on a five-point Likert scale, which is commonly

used in Delphi studies.132 Comments could be provided to give

explanations for the indicated level of agreement. The scoring

rounds were conducted online using the Welphi software and

were pilot tested within the coordinator’s research lab beforehand.

Throughout all Delphi rounds anonymity was maintained.

After each round, responses were analyzed both quantitatively

and qualitatively. Relative frequency distributions, median, and

interquartile range (IQR) were calculated. Panelists received a

personalized statistical summary with the relative frequency dis-

tribution of responses of the previous round alongside their own

previous response.124 Comments were analyzed with two objec-

tives. The first objective was to refine the statements and the

report in between the rounds, and the second was to identify

counterarguments. Details of the qualitative analysis and its re-

sults are given in Tables S1–S17.

Stopping criterion

The stopping criterion was defined a priori as group stability. We

did not use consensus as the stopping criterion to avoid forced

consensus and to account for scenarios where plurality (i.e., no

consensus) might be a stable outcome.53,126,134 We therefore

checked for significant group differences between two succes-

sive rounds by the Wilcoxon matched-pairs signed rank test

consistent with other Delphi studies.53,54 Stability was then

defined as p > 0.05. As soon as all statements achieved stability,

no further round of re-scoring was initiated.124

Consensus measurement

Consensus in the literature has been defined in various ways, with

criticisms highlighting that multiple definitions fail to distinguish be-

tween stability, consensus, and agreement.53,126,132,135,136 In our

study, consensus was measured after stability was achieved and

included both determining (1) whether a consensus exists and (2)

whether agreement was observed. The IQR has been proposed

as an objective way to determine whether consensus is

achieved.53 Consensus was defined as a maximum 1.0-point

range of the IQR and non-consensus (i.e., stable plurality) as

a more than 1.0-point range.53 In those statements where

consensus was achieved, the median was used to determine the

type of consensus (i.e., agreement, uncertainty, or disagree-

ment).125 The agreement definition in Fitch et al.125 was adapted

to the five-point Likert scale as shown in Figure 6. All methods

were defined a priori.

Evolution of statements

With the panelists’ feedback, statements were refined during

the rounds. This is depicted for each statement in detail in

Tables S1–S17. Figure 1 illustrates how the statements evolved.

The identifier (e.g., S1) serves as a unique label for each state-

ment throughout the study. When a statement was rephrased

without a change in meaning (i.e., a minor change), it retained

its original label with a version number added (e.g., S1 becomes

S1.1). If the meaning of the statement changed substantially (i.e.,

a major change), then it was treated as a new statement and

assigned a new identifier.

Importantly, each statement needed to be consistent in its

meaning across at least two consecutive rounds as part of the

stopping criterion. This means that, for example, statements

could only undergo minor adjustments to be considered in the

stability assessment. Substantially changed statements were

treated as newly introduced statements that would require

another round as part of the stopping criterion.

RESOURCE AVAILABILITY

Lead contact

Requests for further information and resources should be directed to and

will be fulfilled by the lead contact, Khaled El Emam (kelemam@

ehealthinformation.ca).

Materials availability

This study did not generate new unique reagents.

Data and code availability

We used publicly available as well as confidential data for the simulations in the

report.47 The data sources are listed alongside the simulations on OSF: https://

doi.org/10.17605/OSF.IO/QAHUV,137 and access can be requested directly at

the source. The lead contact can be contacted for further information or sup-

port to gain access. All original code for our simulations has been deposited on

OSF137 as of the date of publication.
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98. Mühlhoff, R. (2021). Predictive privacy: towards an applied ethics of data

analytics. Ethics Inf. Technol. 23, 675–690. https://doi.org/10.1007/

s10676-021-09606-x.

99. Mantelero, A. (2017). From Group Privacy to Collective Privacy: Towards

a New Dimension of Privacy and Data Protection in the Big Data Era. In

Group Privacy: New Challenges of Data Technologies, L. Taylor, L.

Floridi, and B. van der Sloot, eds. (Springer International Publishing),

pp. 139–158. https://doi.org/10.1007/978-3-319-46608-8_8.

100. Personal Data Protection Commission Singapore (2024). Privacy

Enhancing Technology (PET): Proposed Guide on Synthetic Data

Generation. Report No.: Version 1.0. https://www.pdpc.gov.sg/-/

media/files/pdpc/pdf-files/other-guides/proposed-guide-on-synthetic-

data-generation.pdf.

101. UK Information Commissioner’s Office (ICO) (2023). Guidance on

Privacy-Enhancing Technologies. https://ico.org.uk/for-organisations/

uk-gdpr-guidance-and-resources/data-sharing/privacy-enhancing-

technologies/.

102. Personal Information Protection Commission of South Korea (2024). Guide

for Generating and Utilizing Synthetic Data. https://www.pipc.go.kr/np/

cop/bbs/selectBoardArticle.do?bbsId=BS217&mCode=G010030000&

nttId=10915.

103. Dwork, C., Smith, A., Steinke, T., and Ullman, J. (2017). Exposed! A

Survey of Attacks on Private Data. Annu. Rev. Stat. Appl. 4, 61–84.

https://doi.org/10.1146/annurev-statistics-060116-054123.

104. Abowd, J.M., Adams, T., Ashmead, R., Darais, D., Dey, S., Garfinkel, S.

L., Goldschlag, N., Kifer, D., Leclerc, P., Lew, E., et al. (2023). The 2010

Census Confidentiality Protections Failed, Here’s How and Why.

Preprint at arXiv. https://doi.org/10.48550/arXiv.2312.11283.

105. Boudewijn, A., and Ferraris, A.F. (2024). Legal and Regulatory

Perspectives on Synthetic Data as an Anonymization Strategy. J. Pers.

Data Prot. L. 17, 17–31. https://journal.pdps.ge/doc/18-32.pdf.

106. Hyrup, T., Lautrup, A.D., Zimek, A., and Schneider-Kamp, P. (2025). A

systematic review of privacy-preserving techniques for synthetic tabular

health data. Discov. Data 3, 5. https://doi.org/10.1007/s44248-025-

00022-w.

107. Kohli, N. (2024). Differentially Private Synthetic Microdata. A Practical

Guide (UNHCR). https://microdata.unhcr.org/index.php/synthetic-data.

108. Rosenblatt, L., Liu, X., Pouyanfar, S., de Leon, E., Desai, A., and Allen, J.

(2020). Differentially Private Synthetic Data: Applied Evaluations and

Enhancements. Preprint at arXiv. https://doi.org/10.48550/arXiv.

2011.05537.

ll
OPEN ACCESS Article

16 Patterns 6, 101320, October 10, 2025

https://arxiv.org/abs/2001.09346
https://doi.org/10.1145/3636424
https://doi.org/10.14778/3231751.3231757
https://doi.org/10.1007/978-3-030-76663-4_6
https://doi.org/10.1007/978-3-030-76663-4_6
https://doi.org/10.48550/arXiv.1705.07663
https://doi.org/10.1145/3460120.3485338
https://doi.org/10.48550/arXiv.2211.06550
https://doi.org/10.1007/978-3-031-51476-0_19
https://doi.org/10.1007/978-3-031-51476-0_19
https://doi.org/10.48550/arXiv.2302.12580
https://doi.org/10.48550/arXiv.2302.12580
https://doi.org/10.1038/s41746-023-00834-7
https://doi.org/10.1038/s41746-023-00834-7
https://doi.org/10.48550/arXiv.2208.08114
https://doi.org/10.1145/3372297.3417238
https://doi.org/10.1145/3372297.3417238
https://doi.org/10.1109/SP.2017.41
https://doi.org/10.1109/SP.2017.41
https://doi.org/10.1109/ICDIS55630.2022.00063
https://doi.org/10.1145/3359115.3359124
https://arxiv.org/abs/2409.12391v1
https://doi.org/10.1093/biostatistics/kxr008
https://arxiv.org/abs/2412.10288v1
https://doi.org/10.1145/3374664.3375722
https://doi.org/10.1145/3374664.3375722
https://doi.org/10.1007/978-3-031-57978-3_18
https://doi.org/10.1007/978-3-031-57978-3_18
https://doi.org/10.2196/23139
https://doi.org/10.1007/s10676-021-09606-x
https://doi.org/10.1007/s10676-021-09606-x
https://doi.org/10.1007/978-3-319-46608-8_8
https://www.pdpc.gov.sg/-/media/files/pdpc/pdf-files/other-guides/proposed-guide-on-synthetic-data-generation.pdf
https://www.pdpc.gov.sg/-/media/files/pdpc/pdf-files/other-guides/proposed-guide-on-synthetic-data-generation.pdf
https://www.pdpc.gov.sg/-/media/files/pdpc/pdf-files/other-guides/proposed-guide-on-synthetic-data-generation.pdf
https://ico.org.uk/for-organisations/uk-gdpr-guidance-and-resources/data-sharing/privacy-enhancing-technologies/
https://ico.org.uk/for-organisations/uk-gdpr-guidance-and-resources/data-sharing/privacy-enhancing-technologies/
https://ico.org.uk/for-organisations/uk-gdpr-guidance-and-resources/data-sharing/privacy-enhancing-technologies/
https://www.pipc.go.kr/np/cop/bbs/selectBoardArticle.do?bbsId=BS217&mCode=G010030000&nttId=10915
https://www.pipc.go.kr/np/cop/bbs/selectBoardArticle.do?bbsId=BS217&mCode=G010030000&nttId=10915
https://www.pipc.go.kr/np/cop/bbs/selectBoardArticle.do?bbsId=BS217&mCode=G010030000&nttId=10915
https://doi.org/10.1146/annurev-statistics-060116-054123
https://doi.org/10.48550/arXiv.2312.11283
https://journal.pdps.ge/doc/18-32.pdf
https://doi.org/10.1007/s44248-025-00022-w
https://doi.org/10.1007/s44248-025-00022-w
https://microdata.unhcr.org/index.php/synthetic-data
https://doi.org/10.48550/arXiv.2011.05537
https://doi.org/10.48550/arXiv.2011.05537


109. Dwork, C., and Roth, A. (2013). The Algorithmic Foundations of

Differential Privacy. Theor. Comput. Sci. 9, 211–407. https://doi.org/10.

1561/0400000042.

110. Dwork, C., Kohli, N., and Mulligan, D. (2019). Differential Privacy in

Practice: Expose your Epsilons! J. Priv. Confid. 9, https://doi.org/10.

29012/jpc.689.

111. Muralidhar, K., Domingo-Ferrer, J., and Martı́nez, S. (2020). E-Differential

Privacy for Microdata Releases Does Not Guarantee Confidentiality (Let

Alone Utility). In Privacy in Statistical Databases, J. Domingo-Ferrer and

K. Muralidhar, eds. (Springer Nature Switzerland), pp. 21–31. https://doi.

org/10.1007/978-3-030-57521-2_2.

112. Rogers, R., Cardoso, A.R., Mancuhan, K., Kaura, A., Gahlawat, N., Jain,

N., Ko, P., and Ahammad, P. (2020). A Members First Approach to

Enabling LinkedIn’s Labor Market Insights at Scale. Preprint at arXiv.

https://arxiv.org/abs/2010.13981.

113. Abowd, J., Ashmead, R., Cumings-Menon, R., Garfinkel, S., Heineck, M.,

Heiss, C., Johns, R., Kifer, D., Leclerc, P., Machanavajjhala, A., et al.

(2022). The 2020 Census Disclosure Avoidance System TopDown

Algorithm. Harv. Data Sci. Rev. Special Issue 2: Differential Privacy for

the 2020 U.S. Census. https://doi.org/10.1162/99608f92.529e3cb9.

114. Near, J., Darais, D., Lefkovitz, N., and Howarth, G. (2025). Guidelines for

Evaluating Differential Privacy Guarantees (National Institute of

Standards and Technology). https://doi.org/10.6028/NIST.SP.800-226.

115. Adams, T., Birkenbihl, C., Otte, K., Ng, H.G., Rieling, J.A., Näher, A.-F.,
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