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Abstract—Federated learning (FL) allows multiple users to
collaboratively train global machine learning models by keeping
their data sets local. However, the existing privacy-preserving
FL schemes suffer from several limitations, e.g., loss of accu-
racy, high communication/computation cost, failure to support
dynamic users, and insecurity against collusion attacks. To solve
these limitations, we propose a lightweight privacy-preserving
FL scheme based on a dual-server architecture. Our scheme
involves only lightweight cryptographic operations, i.e., hash and
symmetric encryption operations, and it has low communication
overhead. Thus, it is computationally lightweight and round-
efficient. Further, it allows users to join/quit an FL task and it is
accuracy-lossless. We formally prove that our scheme remains
secure even in case of collusion attacks. In particular, if an
attacker colludes with one of the servers and all the users who
participate in an FL task except two, the privacy of user gradients
stays unviolated.

Index Terms—Privacy preservation, lightweight cryptography,
secure aggregation, federated learning.

I. INTRODUCTION

Machine learning (ML) is playing an increasingly important
role in AI due to its widespread applicability to very diverse
areas such as, e.g., medical research [32] or autonomous
driving [10]. ML is used to make predictions, classifications
and other analyses. The mainstream approach to obtaining a
high-performance ML model is to train it on a centralized
data set resulting from the collection of large amounts of data.
However, in many scenarios, data are often distributed among
different users who are unwilling to share their own data sets or
cannot share them due to legal reasons. For example, hospitals
are usually reluctant to share their data sets with a third party
for model training, because they must protect the privacy of
their patients. Thus, training ML models without centralizing
data sets from multiple users is a very relevant endeavor.

For the above reasons, federated learning (FL) [20], [24],
[28], [35] has gained great attention from both academia
and industry. A typical FL architecture consists of a server
(usually called aggregation server) and a set of users with
their respective data sets whose aim is to collaboratively train a
high-performance ML model, known as global model, through
multiple rounds of joint local training by the users, who do
not exchange their raw local data. In each training round,
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each user obtains the latest global model from the server and
trains it on its local data set to obtain its local model and
the corresponding local gradient. The local gradients of the
users are also known as model updates and users send them
to the server to generate an updated global model. Although
FL avoids the need for users to share their local data, the
local gradients sent by a user to the server may leak sensitive
information on the user’s data set [7], [21], [29], [39]. Thus,
the gradients of honest users should be protected. This paper
focuses on gradient privacy.

Designing a privacy-preserving FL scheme that protects
gradient privacy is a challenging task, especially if one wants
the scheme to be collusion-resistant and efficient in terms
of computation and communications. We note that most of
the existing proposals [4], [22], [25], [30], [31] are not
computationally lightweight or round-efficient, since they rely
on costly cryptographic techniques. Some schemes certainly
achieve efficient privacy-preserving FL by adding noise to the
users’ local gradients, but this results in a loss of accuracy
of the final global model. We also observe that a privacy-
preserving FL scheme should be able to accommodate the
dynamic nature of user participation: indeed, new users may
join the FL task and existing users may quit.

A. Related Work

In existing privacy-preserving FL schemes, gradient privacy
is usually addressed using differential privacy (DP) or crypto-
graphic schemes, i.e., secure multi-party computation (MPC).

In DP-based privacy-preserving FL schemes [1], [2], [8],
[12], [14], [18], [33], [36], each user adds random noise to its
local gradient before sending it to a server for aggregation.
As discussed above, noise injection in DP-based privacy-
preserving FL causes loss of accuracy.

In MPC-based schemes [4], [11], [25], [37], users can
jointly train a global model without revealing intermediate in-
formation during the whole training process. Most MPC-based
schemes assume there exists a single server that iteratively
collects users’ local gradients and updates the global model. In
existing proposals, costly cryptographic primitives are usually
employed, e.g., garbled circuits [13], [23], [27], secret sharing
[15], [26] or homomorphic encryption [37], [38]. For instance,
the scheme in [4] applies secret sharing to ensure gradient
privacy and it requires four rounds of interaction among
the users and the server within each training round. This
leads to high communication and computation costs. Another
example is [25], which uses the Paillier additive homomorphic
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encryption scheme and incurs significant message expansion
as well as high computation and communication overheads.

The dual-server privacy-preserving FL architecture was re-
cently introduced to address poisoning attacks in FL [19].
This scheme assumes two non-colluding servers, but it is not
round-efficient and it employs costly cryptographic techniques.
Thus, it is not suited for large-scale FL. We notice that most
existing privacy-preserving FL schemes are designed in the
semi-trusted model, in which the users and the server(s) are
assumed to be honest but curious. In this paper, we also
focus on security in the semi-trusted model. We also note
that a notion related to FL is collaborative model learning
(CML). Recently, several dual-server privacy-preserving CML
schemes have been proposed [30], [31]. However, unlike FL,
they require the users’ data to be uploaded to the servers
in an encrypted form, which results in high communication
cost. Further, these proposals rely on costly cryptographic
primitives, e.g., homomorphic encryption, oblivious transfer
and/or secret sharing. Therefore, these CML schemes are not
lightweight.

B. Our Contribution

The existing privacy-preserving FL schemes suffer from
high communication/computation cost, accuracy loss, failure
to support dynamic users, and insecurity against collusion at-
tacks. We propose a lightweight privacy-preserving FL scheme
to address these limitations.

In our scheme, we apply a dual-server FL architecture with
two servers Sα and Sβ . These servers and the users are
assumed to be semi-trusted. An FL task, aimed at training
a global model and consisting of multiple training rounds, is
initialized by Sβ . Each user can decide to join or quit an
FL task at any time. When a user joins the task for the first
time, it should establish a shared secret key using a secure
key agreement scheme with each of the servers. Then, in
each training round, each user can train its local model and
generate a local gradient based on its data set and the latest
global model. The gradient of each user is partitioned into two
shares that are then masked. A user’s mask is generated using
its shared secret key and a hash function, and the combined
length of the two masked shares is the same as that of the
gradient. The user sends one masked share to Sα and the other
to Sβ . Each server aggregates the masked shares into a masked
aggregated share. Sα sends its masked aggregated share to
Sβ . With Sα’s masked aggregated share and that generated by
itself, Sβ generates an updated global model via de-masking,
which it securely sends to the users by protecting it under a
secure symmetric encryption scheme.

Our scheme is lightweight, since it relies on hash functions
and symmetric encryption to guarantee gradient privacy, and
there is almost no message expansion. A key agreement
scheme is certainly needed, but only used when a user joins an
FL task for the first time. Further, multiple rounds of interac-
tions among the users and the servers are not required within
each training round. Therefore, our scheme is also round-
efficient. Further, our scheme is dynamic because it allows
users to join or quit an FL task at any training round. Our

scheme is also lossless in terms of accuracy, because no noise
is added to users’ gradients. The above claimed properties are
demonstrated through comparisons and experiments.

As to privacy, we use a simulation-based approach to prove
that our scheme ensures gradient privacy even under collusion
attacks. In particular, we prove that gradient privacy stays
unviolated even if an attack involves a collusion of one of
the two servers with all the users who participate in an FL
task except two.

C. Organization

The remainder of this paper is organized as follows. Sec-
tion II contains background. In Section III, we propose our
lightweight privacy-preserving FL scheme. A comprehensive
security analysis of the proposed scheme is shown in Section
IV. The efficiency of our scheme is evaluated in Section V.
Finally, Section VI gathers the conclusions.

II. BACKGROUND

In this section, we introduce the architecture of our system,
our design goals, the required cryptographic primitives, and
our notation.

A. System Architecture

Figure 1 illustrates the system architecture, which involves
the certification authority (CA), server Sα, server Sβ and the
users. These entities can be described as follows:

• CA is a trusted authority. It is used to generate the system
parameters and issue public-key certificates to the rest of
entities in the system (i.e., users and servers), so that they
can communicate securely.

• Users hold their respective local data sets. When an FL
task is first initialized (by Sβ), any user can join the FL
task for the joint training of a global model. In each
round of an FL task, a user trains its local model and
generates a local gradient based on its own data set and
the latest global model. Further, the user generates two
masked shares of its gradient, one of which it sends to
Sα and the other to Sβ . Users can join or quit an FL task
at any training round.

• Sα collects the masked shares of the gradients from the
users at each round of an FL task to generate a masked
aggregated share, which it sends to Sβ .

• Sβ initializes an FL task, i.e., it generates the initial
global model and the related parameters. It is also re-
sponsible for updating the global model. To do this, Sβ
aggregates the masked shares of gradients from the users
in each round to generate a masked aggregated share.
With the masked aggregated share generated by itself and
the masked aggregated share from Sα, Sβ generates an
updated global model. For each round an FL task, the
users participating in the task have to obtain the latest
global model from Sβ .
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Fig. 1: System architecture

B. Design Goals

We assume the entities (i.e., users and servers) in the system
to be semi-trusted and the two servers not to collude with each
other. However, we do consider collusions among one server
and a set of users. The worst attack we consider is one in
which an attacker can corrupt one of the two servers and all
the users who participate in an FL task except two. Our goal
is to design a privacy-preserving FL scheme that is secure
against such a large collusion. The scheme has to ensure the
following properties:
• Gradient privacy. Even in the large collusion attack

mentioned above, an attacker should be unable to learn
the content of an uncorrupted user’s local gradient that is
sent to the servers.

• Lightweight computation. The efficiency of our scheme
should be comparable with that of a plain FL scheme,
that is, a scenario where there is a single server and all
entities are fully honest/trusted, in which case no security
mechanisms are needed.

• Dynamic user behavior. An FL task involves multiple
rounds to train a global model. In real-word applications,
users may join or quit at any moment. A privacy-
preserving FL scheme should support user joining or
quitting.

• Round efficiency. The users and the servers should not
be required to run multiple rounds of interaction within
each FL training round.

• Lossless accuracy. The accuracy of a final global model
trained using our scheme should be comparable with
that attained using plain FL without security mechanisms
among trusted entities.

C. Key Agreement

Our scheme involves a secure key agreement scheme KA =
(KA.setup(λ),KA.gen(params, pi),KA.agree(pi, pj))
whose algorithms are as follows:
• KA.setup(λ): On input a security parameter λ, this

algorithm generates the public parameters params.
• KA.gen(params, pi): This algorithm allows an entity pi

to generate its private-public key pair (dskpi , d
pk
pi ).

• KA.agree(pi, pj): This algorithm allows an entity pi with
private-public key pair (dskpi , d

pk
pi ) and an entity pj with

private-public key pair (dskpj , d
pk
pj ) to negotiate a shared

secret key.
As stated in [6], a secure key agreement scheme should

satisfy the key indistinguishability property which guarantees
that, given a key in the secret key space of the key agreement
scheme, an attacker cannot distinguish whether the key was
generated using the above KA.agree algorithm or is a random
value. In other words, the distribution of a shared secret key
generated by a secure key agreement scheme is random. In
our scheme, a secure key agreement scheme will be used by
a user and a server to generate a shared secret key.

D. Hash Functions
Let H : {0, 1}∗ → {0, 1}τ be a hash function that maps

elements x from {0, 1}∗ (binary strings of arbitrary length)
into elements y from {0, 1}τ (binary strings of length τ ). A
secure hash function should satisfy collision resistance.

Definition 1 (Collision Resistance): For any probabilistic
polynomial-time adversary A, a hash function H is collision-
resistant if A’s advantage

AdvCR
H,A(λ) = Pr

[
(x, x′)← A(H) :

x 6= x′ ∧H(x) = H(x′)

]
is negligible.

It is stated in [3] that cryptographic hash functions are com-
monly referred to as the ideal realization of random oracles
whose output distributions are uniform ones. Therefore, we
assume that the output distribution of a hash function is also
uniform.

E. Symmetric Encryption Scheme
A symmetric encryption scheme SE = (Ek,Dk) consists

of an encryption algorithm Ek and a decryption algorithm Dk
which are defined as follows:
• E takes as input a secret key k and a message m ∈
{0, 1}∗, and outputs a ciphertext c. We denote this by
c← Ek(m).

• D takes as input a secret key k and a ciphertext c, and
outputs a message m in the message space or an error
symbol ⊥. We write this as m = D(c).

A symmetric encryption scheme should satisfy correctness,
that is, Dk(Ek(m)) = m. Further, the ciphertext distribution
of a secure symmetric encryption scheme SE is assumed to
be uniformly random.

F. Notations
Let M1 and M2 be two matrices that have the same row

dimension. We define M1 tM2 to be the horizontal matrix
concatenation operation.

Let M be a m× n matrix. (M1,M2)← P l(M) is defined
to be the matrix partition operation. It partitions M into an
m × l matrix M1 and an m × (n − l) matrix M2 such that
M =M1 tM2.

Assume the range of the elements in an m×n matrix is R.
We use the notation M ← Rm×n to define the operation of
choosing a random m × n matrix M such that each element
of it is randomly selected from R. We write M ∈ Rm×n if
M is an m× n matrix with each element in R.
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III. THE PROPOSAL

In a typical FL task, each user has to upload its local
gradient to the server(s) for global model updating in each
training round. As noticed in Section I, an adversary can make
inferences on a user’s local data if he can get the local gradient
of the user. Thus, the privacy of gradients should be protected.
The scheme proposed in this section addresses this issue.

A. High-Level Description

As discussed in Section I-A, DP-based schemes for the
protection of gradient privacy in FL cause a loss of model
accuracy. Since we aim to achieve lossless protection, we do
not employ DP in our scheme. Our scheme can be viewed as
an MPC-based one and it can be described in terms of three
stages: system setup, FL initialization, and training. These
stages are graphically represented in Figure 2 and sketched
next:

S S

FL initializationCA

System setup

Training
System parameters 

and private-public 

key pairs

Masked aggregated 

share

Quit

Users

Join

Masked shares of 

users’ gradients
Latest global model

Fig. 2: High-level description of our scheme

• System Setup: The CA generates and publishes the
system parameters. In addition, the CA also issues and
certifies private-public key pairs for the servers and users
in the system.

• FL Initialization: Sβ initializes an FL task which aims
to train a global model, i.e., it generates the initial global
model and the related parameters. Each user that wants
to join the task has to obtain the initial global model and
the related parameters, and also establish a shared secret
key with each of the servers using a secure key agreement
scheme.

• Training: The users and servers train a global model in
multiple training rounds. Each round consists of three
steps, one for user initialization, another for training and
masking by the user, and yet another for masked gradient
aggregation and de-masking by the server.

In the following sections, we describe the above three stages
in detail.

B. System Setup

CA chooses the secure key agreement scheme KA =
(KA.setup(λ),KA.gen(params, pi), KA.agree(pi, pj)) and
generates the system parameters as follows:

1) Execute KA.setup(λ) to generate the parameters
params.

2) Select a secure symmetric encryption scheme SE = (Ek,
Dk).

3) Set pub = (KA,SE , params) as the system parameters.
Each entity pi (a user or a server) in the system has to

execute KA.gen(params, pi) to obtain its private-public key
pair dskpi , d

pk
pi .

C. FL Initialization

A model/gradient in FL can be represented as multiple ma-
trices with different dimensions. Further, a high-dimensional
matrix can be expressed as multiple two-dimensional matrices.
For simplicity, in our scheme we assume that a model/gradient
is represented as a two-dimensional matrix. However, our
protocol can be easily extended to the case where multiple
matrices are used to represent a model/gradient.

For an FL task, suppose that the global model is represented
as an m × n matrix Mfed〈t〉 with each element (usually a
floating point number) in R, where t is initially set to be
1. When the FL task is first initialized, server Sβ has to
select an initial global model Mfed〈t〉 ← Rm×n, secure hash
functions HS : {0, 1}∗ → {0, 1}ι, HM : {0, 1}∗ → Rm×l,
HM′ : {0, 1}∗ → Rm×(n−l) and the related training parame-
ters tparams (e.g., the learning rate, the number of the local
epochs and the training batch size), where ι ≥ λ, 1 < l < n.

Let the local data set of user ui be Di and let Mi〈t〉 ←
LT(Mfed〈t〉,Di, tparams) be the training algorithm whereby
ui obtains its local model Mi〈t〉.

D. Training

This stage consists of multiple rounds. Each round goes
through three steps: i) user initialization; ii) user training and
masking; and iii) server aggregation and de-masking. Figure
3 depicts a training round.

Users

S

S

User Training 

and Masking: (1), (2)

Server Aggregation and De-masking: (3), (4)

User Initialization

Join

Partition and Masking (2) 

Local Train (1)

Aggregation (3) 

Aggregation (3) 

De-masking (4) 

Fig. 3: Steps of a training round: (i) user initialization, (ii)
user training and masking (with sub-steps (1) and (2)) and
(iii) server aggregation and de-masking (with sub-steps (3)
and (4)).

Step 1: User Initialization. This step is only run by users
who join an FL task for the first time. A new user ui
needs to establish two shared secret keys with Sα and Sβ .
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Specifically, ui and Sα run KA.agree(ui, Sα) to generate
the key kαi 〈t〉, while ui and Sβ run KA.agree(ui, Sβ)

to generate the key kβi 〈t〉. These two shared secret
keys will be used by ui to generate its masks. Then
Sβ sends Ekβi 〈t〉(Mfed〈t〉||HS||HM||HM′||tparams)
to ui, who decrypts this ciphertext to obtain
Mfed〈t〉||HS||HM||HM′||tparams.
Step 2: User Training and Masking. This step is run by
the users to generate masked gradients and the corresponding
shares of the masked gradients. Each user ui runs the following
two sub-steps: (1) local training, and (2) partition and masking.
Let the current global model received from Sβ be Mfed〈t〉,
let kαi 〈t〉 be the current secret key shared by ui and Sα, and
let kβi 〈t〉 be the current secret key shared by ui and Sβ . Then
ui runs the two sub-steps as follows:

1) Local Train: ui runs

Mi〈t〉 ← LT(Mfed〈t〉,Di, tparams)

to obtain its local modelMi〈t〉. Then the user computes
its local gradient

Gi〈t〉 ←Mi〈t〉 −Mfed〈t〉.

By our definition, Gi〈t〉 is an m× n matrix.
2) Partition and Masking: ui first partitions its local gradi-

ent into two shares and then masks them. Specifically,
ui does:

a) Run
(Gαi 〈t〉, G

β
i 〈t〉)← P l(Gi〈t〉)

to generate the shares

Gαi 〈t〉 ∈ Rm×l

and
Gβi 〈t〉 ∈ Rm×(n−l).

b) Generate masks

Kα
i 〈t〉 ∈ Rm×(n−l)

and
Kβ
i 〈t〉 ∈ Rm×l,

where Kα
i 〈t〉 = HM′(kαi 〈t〉), Kβ

i 〈t〉 =
HM(kβi 〈t〉) can be pre-computed by ui. Note that
the mask Kα

i 〈t〉, resp. Kβ
i 〈t〉, can be also pre-

computed by Sα, resp. Sβ , since the server knows
the shared key kαi 〈t〉, resp. kβi 〈t〉.

c) Generate the masked shares of the gradient as

Gαi 〈t〉 = Gαi 〈t〉+Kβ
i 〈t〉

and
Gβi 〈t〉 = Gβi 〈t〉+Kα

i 〈t〉.

d) Send the masked share Gαi 〈t〉 to Sα, and send
Gβi 〈t〉 to Sβ . The data set size ξi〈t〉 of ui is sent
to both servers.

e) Update the shared secret keys by computing

kαi 〈t+ 1〉 ← HS(kαi 〈t〉)

and

kβi 〈t+ 1〉 ← HS(kβi 〈t〉).

Observe that, by our setting, Sα cannot get Gαi 〈t〉
by removing Kβ

i 〈t〉 since it does not know Kβ
i 〈t〉.

Similarly, Sβ cannot get Gβi 〈t〉.

Step 3: Server Aggregation and De-masking. This step
is performed by the servers and consists of two sub-steps:
(3) aggregation, and (4) de-masking. The two servers run as
follows:

3) Aggregation: In this sub-step, the two servers aggregate
the masked shares from the users to obtain their respec-
tive masked aggregated shares. Since we assume users
may quit an FL task, the two servers have to agree on a
user set. Let Z〈t〉 be the set of users that send masked
shares and data set sizes to the servers. Let the data set
size of user ui ∈ Z〈t〉 be ξi〈t〉. Both servers compute

ξ〈t〉 =
∑

ui∈Z〈t〉

ξi〈t〉.

• If the server is Sα, it first computes

Gα〈t〉 =
∑

ui∈Z〈t〉

ξi〈t〉
ξ〈t〉
Gαi 〈t〉,

Kα〈t〉 =
∑

ui∈Z〈t〉

ξi〈t〉
ξ〈t〉

(−Kα
i 〈t〉),

and then generates the masked aggregated share

G̃α〈t〉 ← Gα〈t〉 tKα〈t〉.

Sα sends G̃α〈t〉 to Sβ . Then Sα updates its shared
secret key to be kαi 〈t+ 1〉 ← HS(kαi 〈t〉).

• Else if the server is Sβ , it first computes

Gβ〈t〉 =
∑

ui∈Z〈t〉

ξi〈t〉
ξ〈t〉
Gβi 〈t〉,

Kβ〈t〉 =
∑

ui∈Z〈t〉

ξi〈t〉
ξ〈t〉

(−Kβ
i 〈t〉),

and then generates the masked aggregated share

G̃β〈t〉 ← Kβ〈t〉 t Gβ〈t〉.

Sβ updates its shared secret key to be

kβi 〈t+ 1〉 ← HS(kβi 〈t〉).

4) De-Masking: With G̃α〈t〉 generated by Sα and G̃β〈t〉,
Sβ can obtain an updated global model. It first computes
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GΣ〈t〉 = G̃α〈t〉+ G̃β〈t〉. It is easy to verify that

GΣ〈t〉 = G̃α〈t〉+ G̃β〈t〉
= Gα〈t〉 tKα〈t〉+Kβ〈t〉 t Gβ〈t〉

=
∑

ui∈Z〈t〉

ξi〈t〉
ξ〈t〉
Gαi 〈t〉 t

∑
ui∈Z〈t〉

ξi〈t〉
ξ〈t〉

(−Kα
i 〈t〉)

+
∑

ui∈Z〈t〉

ξi〈t〉
ξ〈t〉

(−Kβ
i 〈t〉) t

∑
ui∈Z〈t〉

ξi〈t〉
ξ〈t〉
Gβi 〈t〉

=
∑

ui∈Z〈t〉

ξi〈t〉
ξ〈t〉

((Gαi 〈t〉+Kβ
i 〈t〉) t (−Kα

i 〈t〉))

+
∑

ui∈Z〈t〉

ξi〈t〉
ξ〈t〉

((−Kβ
i 〈t〉) t (Gβi 〈t〉+Kα

i 〈t〉)

=
∑

ui∈Z〈t〉

ξi〈t〉
ξ〈t〉

(Gαi 〈t〉 tG
β
i 〈t〉)

=
∑

ui∈Z〈t〉

ξi〈t〉
ξ〈t〉

Gi〈t〉.

Then Sβ can compute the updated global model as

Mfed〈t+ 1〉 ←Mfed〈t〉+GΣ〈t〉.

For ui ∈ Z〈t〉, Sβ encryptsMfed〈t+1〉 under kβi 〈t+1〉
and sends it to ui, who can decrypt and obtainMfed〈t+
1〉.

The above three steps will be repeated until the accuracy of
the global model is high enough or the maximum number of
rounds/training time is reached.

Whereas the existing MPC-based schemes for protection of
gradient privacy in FL result in large communication and/or
computational overheads, it is easy to see that our scheme
incurs no message expansion and involves only lightweight
operations. Using two servers does not entail a significant
overhead increase. See Section V for experimental evidence
on performance.

IV. SECURITY ANALYSIS

In this section, we examine the security of our scheme. We
first prove an auxiliary theorem, and then we use it in the
proof of the main security result.

A. An Auxiliary Theorem

In our scheme, the local gradient of each user is partitioned
into two shares which are then masked to generate two
masked shares one of which is sent to Sα and the other
to Sβ . The following auxiliary theorem proves that if the
gradients of the users are partitioned into two matrices (shares)
and respective uniformly random masks are added, then the
masked gradient shares obtained by an attacker look uniformly
random, conditioned on the aggregate result of these masked
gradient shares being equal to the aggregate result of the
users’ gradient shares. In other words, the masks hide the
information about the users’ individual gradients, except for
their aggregation.

Theorem 1: Suppose U〈t〉 is a set that consists of honest
users, the data set size of user ui ∈ U〈t〉 is ξi〈t〉, Gi〈t〉 =
Gαi 〈t〉 t G

β
i 〈t〉 (as defined in Section III-D), where Gαi 〈t〉 ∈

Rm×l, Gβi 〈t〉 ∈ Rm×(n−l). Let ζ|U〈t〉|〈t〉 =
∑|U〈t〉|
i=1 ξi〈t〉;

∗, ◦ ∈ {α, β}, ∗ 6= ◦; l̃ ∈ {l, n − l}; G∗i 〈t〉 ∈ Rm×l̃
be a matrix generated by a user ui ∈ U〈t〉 and sent to
S∗; {K◦i 〈t〉 ∈ Rm×l̃}1≤i≤|U〈t〉| be uniformly random masks
owned by S◦ and {R∗i 〈t〉 ∈ Rm×l̃}1≤i≤|U〈t〉| be uniformly
random matrices s.t.∑

ui∈U〈t〉

ξi〈t〉
ζ|U〈t〉|〈t〉

(R∗i 〈t〉+ (−K◦i 〈t〉))

=
∑

ui∈U〈t〉

ξi〈t〉
ζ|U〈t〉|〈t〉

G∗i 〈t〉.
(1)

For each user ui ∈ U〈t〉, we have

G∗i 〈t〉+K◦i 〈t〉 ≡ R∗i 〈t〉, (2)

which denotes that the distributions of G∗i 〈t〉 + K◦i 〈t〉 and
R∗i 〈t〉 are identical.
Proof. Define LHSi = G∗i 〈t〉 + K◦i 〈t〉, RHSi = R∗i 〈t〉
for i ∈ {1, .., |U〈t〉|}, LS|U〈t〉| =

∑
ui∈U〈t〉

ξi〈t〉
ζ|U〈t〉|〈t〉

(R∗i 〈t〉 +

(−K◦i 〈t〉)), RS|U〈t〉| =
∑

ui∈U〈t〉

ξi〈t〉
ζ|U〈t〉|〈t〉

G∗i 〈t〉. We prove the

theorem by induction.
Base Case: |U〈t〉| = 1. According to Equation (1), we have
R∗1〈t〉 = G∗1〈t〉+K◦1 〈t〉, i.e., LHS1 = RHS1. Obviously, the
distribution of LHS1 is identical to the distribution of RHS1.
Thus, we have LHS1 ≡ RHS1.
Induction Step: Assume the theorem holds when |U〈t〉| = ω.
In other words, we have LHSi ≡ RHSi for i ∈ {1, .., ω}
when LSω = RSω .

Define

U ′〈t〉 = U〈t〉;
U〈t〉 = U ′〈t〉 ∪ {uω+1};
RN|U ′〈t〉| =

∑
ui∈U ′〈t〉

ξi〈t〉
ζ|U〈t〉|〈t〉

G∗i 〈t〉;

LN|U ′〈t〉| =
∑

ui∈U ′〈t〉

ξi〈t〉
ζ|U〈t〉|〈t〉

(R∗i 〈t〉+ (−K◦i 〈t〉));

δ1 = RNω −RSω;
δ2 = LNω − LSω.

According to Equation (1), we require LSω+1 = RSω+1,
i.e., LNω + ξω+1〈t〉

ζω+1〈t〉 (R
∗
ω+1〈t〉 + (−K◦ω+1〈t〉)) = RNω +

ξω+1〈t〉
ζω+1〈t〉G

∗
i 〈t〉. Since LNω = δ2+LSω , RNω = δ2+RSω , we

have

δ2 + LSω +
ξω+1〈t〉
ζω+1〈t〉

(R∗ω+1〈t〉+ (−K◦ω+1〈t〉))

= δ1 +RSω +
ξω+1〈t〉
ζω+1〈t〉

G∗ω+1〈t〉.

Since we assume LSω = RSω , we have

δ2+
ξω+1〈t〉
ζω+1〈t〉

(R∗ω+1〈t〉+(−K◦ω+1〈t〉)) = δ1+
ξω+1〈t〉
ζω+1〈t〉

G∗ω+1〈t〉.

Let δ = ζω+1〈t〉
ξω+1〈t〉 (δ2 − δ1). We have

R∗ω+1〈t〉+ δ = G∗ω+1〈t〉+K◦ω+1〈t〉.
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Thus, the distribution of R∗ω+1〈t〉 + δ is identical to the
distribution of G∗ω+1〈t〉+K◦ω+1〈t〉. Since δ is a fixed matrix
and R∗ω+1〈t〉 is a uniformly random matrix, the distributions
of R∗ω+1〈t〉 and R∗ω+1〈t〉+δ are the same. Therefore, we have

G∗ω+1〈t〉+K◦ω+1〈t〉 ≡ R∗ω+1〈t〉,

and LHSi ≡ RHSi for i ∈ {1, .., ω + 1}.
Conclusion: By induction, the theorem follows.

B. Security Proof

In this section, we prove the security of our scheme via
the simulation-based approach, also called the real-ideal world
paradigm [5], [9], [17]. For a scheme in the real world,
where an attacker can corrupt a participant, the attacker’s view
contains the input and output of the corrupted participant and
all the messages received from other participants. In the ideal
world, although an attacker (simulator) can also corrupt a
participant, its view only contains the input and output of the
corrupted participant since ideally the attacker cannot obtain
any other information. If the attacker achieves the same attack
effect in the real world as it achieves in the ideal world,
then we say the execution of our scheme in the real world
is indistinguishable from the execution in the ideal world. In
other words, the scheme in the real world is secure.

Theorem 2: Assuming that at most one server and all users
participating FL but two can be corrupted, the joint view of
corrupted participants in the real world is indistinguishable
from the joint view of participants in the ideal world (limited
to their own inputs and outputs). Hence, our scheme is secure.

Proof : Let Z be the set of potential users and {Sα, Sβ}
be the set of servers. Since we assume the two servers will
not collude, an adversary can corrupt at most one of them. Let
P〈t〉 ⊆ Z be the subset of users participating in the t-th round
and let C〈t〉 be the subset of users who have been corrupted
until the t-th round of the FL task. Here if a user is corrupted
in the t-th round of an FL task, then it is also corrupted in the
following rounds. Further, for the t-th round of an FL task,
we require that at least two of the users in P〈t〉 should be
honest, i.e, |P〈t〉 \ C〈t〉| ≥ 2.

We construct a simulator that makes a series of successive
modifications (from Hyb0 to Hyb6) to our scheme in the
real world such that the joint views of participants in any
two successive modified schemes are computationally indis-
tinguishable.
Hyb0: The execution of this hybrid scheme is exactly the

same as the real execution of our scheme, which means that
the joint view of corrupted participants in Hyb0 is identical
to the joint view of corrupted participants in the real world.
Hyb1: In our scheme, we assume that server Sα and server

Sβ are not colluding. In other words, an adversary cannot
corrupt both of them. We first consider that the server Sα is
corrupted by an adversary, while Sβ is not. Let the honest
entities form the set {Sβ} ∪ P〈t〉 \ C〈t〉. This hybrid is
the same as Hyb0, except that the simulator will not run
the KA.agree(ui, Sβ) algorithm to generate the secret kβi 〈t〉
(t = 1) for a honest user ui ∈ P〈t〉 \ C〈t〉 and the server Sβ
in the user initialization step. Instead, the simulator chooses

a uniformly random value rβi 〈t〉 as the secret. Since the key
agreement scheme chosen is provably secure, the shared key
generated by this scheme is indistinguishable from a uniformly
random value. In other words, the distributions of kβi 〈t〉 and
the uniformly random value rβi 〈t〉 are identical. The security of
the selected key agreement scheme guarantees that this hybrid
is indistinguishable from the previous one.

If Sβ is corrupted by an adversary but Sα is not, instead of
running the KA.agree(ui, Sα) algorithm with Sα in the user
initialization step to generate the secret kαi 〈t〉, the simulator
chooses a uniformly random value rαi 〈t〉 as the secret. Similar
to the above case, the security of the chosen key agreement
scheme guarantees that this hybrid is indistinguishable from
the previous one.
Hyb2: We first consider the case in which Sα is corrupted

while Sβ is not. This hybrid is the same as Hyb1, except that,
for the user initialization step, the simulator will not send
the ciphertext Erβi 〈t〉(Mfed〈t〉||HS||HM||HM′||tparams)
(t = 1) to each user. Instead, it will choose a uniformly
random value RrE〈1〉 as the ciphertext. Since the ciphertext ob-
tained by a secure symmetric encryption scheme is uniformly
random, Erβi 〈t〉(Mfed〈t〉||HS||HM||HM′||tparams) and
RrE〈1〉 have identical distributions. Therefore, this hybrid is
indistinguishable from the previous one.

In case Sβ is corrupted by an adversary but Sα is
not, the simulator will select a random value RkE〈1〉
as the ciphertext, instead of sending the ciphertext
Ekβi 〈t〉(Mfed〈t〉||HS||HM||HM′||tparams) (t = 1) to each
user. Similar to the above case, the security of the chosen
symmetric encryption scheme guarantees that this hybrid is
indistinguishable from the previous one.

Hyb3: We first analyze the case in which Sα is corrupted
but Sβ is not. Note that, in Hyb1, we only replace kβi 〈1〉 (i.e.,
t = 1) with a random value rαi 〈1〉 in the user initialization step.
In this hybrid, when t ≥ 2, the simulator will not generate the
secret kβi 〈t〉 shared between ui ∈ P〈t〉 \ C〈t〉 and Sβ in the
(t−1)-th round of the training stage by using the hash function
HS. Instead, the simulator chooses a uniformly random value
rβi 〈t〉 and sets kβi 〈t〉 = rβi 〈t〉. Since the output of a secure hash
function is uniformly random, kβi 〈t〉 is indistinguishable from
a uniformly random value. Thus, the distributions of kβi 〈t〉 and
the uniformly random value rβi 〈t〉 are the same. Therefore, this
hybrid is indistinguishable from the previous hybrid.

In case Sβ is corrupted by an adversary but Sα is not, the
simulator behaves analogously as described in the previous
paragraph. It chooses a uniformly random value rαi 〈t〉 as the
secret held by ui ∈ P〈t〉 \ C〈t〉 and Sβ in the (t− 1)-th round
of the training stage. By an argument similar to the one in the
previous paragraph, the security of the hash functionHS being
used guarantees that this hybrid is indistinguishable from the
previous hybrid.

Hyb4: We first analyze the case in which Sα is corrupted
while Sβ is not. This hybrid is the same as Hyb3, except that,
for the user initialization step, the simulator will not send
the ciphertext Erβi 〈t〉(Mfed〈t〉||HS||HM||HM′||tparams)
(t ≥ 2) to each user. Instead, it will choose a uniformly random
value RrE〈t〉 as the ciphertext. Since the ciphertext obtained by
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a secure symmetric encryption scheme is uniformly random,
RrE〈t〉 and Erβi 〈t〉(Mfed〈t〉||HS||HM||HM′||tparams) have
identical distributions. Therefore, this hybrid is indistinguish-
able from the previous one.

In case Sβ is corrupted by an adversary and Sα is not, the
simulator will send a random value RkE〈t〉 instead of sending
the ciphertext Ekβi 〈t〉(Mfed〈t〉||HS||HM||HM′||tparams)
(t ≥ 2) to each user. Similarly as argued above, the security of
the chosen symmetric encryption scheme guarantees that this
hybrid is indistinguishable from the previous one.

Hyb5: We first consider that Sα is corrupted while Sβ is
not. This hybrid is the same as Hyb4, except that, for the
t-th round of training stage, the simulator will not generate
the mask Kβ

i 〈t〉 shared between Sβ and ui ∈ P〈t〉 \ C〈t〉
in the user training and masking step by using hash func-
tion HM. Instead, the simulator selects a uniformly random
matrix γβi 〈t〉 and sets Kβ

i 〈t〉 = γβi 〈t〉. Since the output of a
secure hash function is uniformly random, the mask Kβ

i 〈t〉 is
indistinguishable from a uniformly random matrix. Hence, the
distributions of Kβ

i 〈t〉 and γβi 〈t〉 are identical. Therefore, this
hybrid is indistinguishable from the previous one.

The case in which Sβ is corrupted but Sα is not is similar
to the above one. Instead of using the hash function HM′
to obtain the mask Kα

i 〈t〉, the simulator selects a uniformly
random matrix γαi 〈t〉 as the mask. Using analogous arguments
as above, this hybrid is indistinguishable from the previous
one.
Hyb6: We first consider that Sα is corrupted by an adversary

whereas Sβ is not. This hybrid is the same as Hyb5, except that
the simulator will not send {Gαi 〈t〉 + Kβ

i 〈t〉}ui∈P〈t〉\C〈t〉 to
Sα. Instead, the simulator chooses uniformly random matrices
{Rαi 〈t〉}ui∈P〈t〉\C〈t〉 that satisfy∑
ui∈P〈t〉\C〈t〉

ξi〈t〉
ξ〈t〉

(Rαi 〈t〉 −K
β
i 〈t〉) =

∑
ui∈P〈t〉\C〈t〉

ξi〈t〉
ξ〈t〉

Gαi 〈t〉,

and sends them to Sα. We have to prove that the distribution
of Rαi 〈t〉 is indistinguishable from that of Gαi 〈t〉 +Kβ

i 〈t〉 in
Hyb3.

Let U〈t〉 ← P〈t〉 \ C〈t〉, ∗ ← α, ◦ ← β. According to
Theorem 1, we have

Gαi 〈t〉+Kβ
i 〈t〉 ≡ R

α
i 〈t〉,

which means that Rαi 〈t〉’s distribution is identical to the
distribution of Gαi 〈t〉+K

β
i 〈t〉 in Hyb5. Therefore, this hybrid

is indistinguishable from the previous one.
If the server Sβ is corrupted but Sα is not, instead of

sending {Gβi 〈t〉 + Kα
i 〈t〉}ui∈P〈t〉\C〈t〉 to Sβ , the simulator

selects uniformly random matrices {Rβi 〈t〉}ui∈P〈t〉\C〈t〉 that
satisfy∑
ui∈P〈t〉\C〈t〉

ξi〈t〉
ξ〈t〉

(Rβi 〈t〉 −K
α
i 〈t〉) =

∑
ui∈P〈t〉\C〈t〉

ξi〈t〉
ξ〈t〉

Gβi 〈t〉,

and sends them to Sβ .
Let U〈t〉 ← P〈t〉 \ C〈t〉, ∗ ← β, ◦ ← α. According to

Theorem 1, we have

Gβi 〈t〉+Kα
i 〈t〉 ≡ R

β
i 〈t〉,

Hence, this hybrid is indistinguishable from the previous one.
Since the simulator completes the simulation in Hyb6 by

invoking only the input and output of the corrupted partici-
pants, the execution of our scheme in Hyb6 is the same as in
the ideal world. Thus, we have completed the construction of
the simulator and performed the modification of our scheme
from the real world to the ideal world. Therefore, we can say
that the joint view of corrupted participants in the real world is
indistinguishable from the joint view of corrupted participants
in the ideal world. This completes the security proof.

V. PERFORMANCE EVALUATION

In this section, we evaluate the performance of our
scheme through comparison and experiments. For the ex-
periments, we employed PyTorch as our platform. We
used a PC with an Intel(R) Xeon(R) Silver 4114 CPU
@2.2GHz, 64G RAM and an Titan-V graphics card.
For the sake of reproducibility, the code of our ex-
periments is available at https://github.com/Don-Chung/
Lightweight-Privacy-Preserving-Federated-Learning.

A. Comparison of Properties

In this section, we compare our scheme with several state-
of-the-art privacy-preserving FL schemes with regard to the
properties listed in Section II-B. Since our focus in on the
semi-trusted model, we limit our comparison to schemes in
that model (see Table I).

The scheme in [1] is DP-based. Although it is lightweight,
round-efficient and dynamic, it entails loss of model accuracy.
Further, no formal security proof is provided for this scheme.
The schemes in [4], [25] and ours are lossless in terms of
accuracy, because they are all MPC-based. Yet, [4], [25] are
not lightweight, because the former relies on a costly secret
sharing technique, whereas the latter uses additive homomor-
phic encryption to guarantee gradient privacy. Thus, both of
these schemes incur high computation and communication
overheads. Further, [25] does not include a security proof and
[4] is neither fully dynamic nor round-efficient. In conclusion,
only our scheme achieves all the properties defined in Section
II-B. Note that, although our scheme is MPC-based, it remains
lightweight because it only relies on hash functions and
symmetric cryptography to protect the privacy of a user’s local
gradient.
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Fig. 4: Comparison of communication costs
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TABLE I: Comparison of properties

Schemes Scheme in [1] Scheme in [4] Scheme in [25] Our scheme

Architecture Single-server Single-server Single-server Dual-server
Privacy-preserving approach DP-based MPC-based MPC-based MPC-based

Lossless accuracy % ! ! !

Lightweight computation ! % % !
Dynamic user behavior Join + Quit Quit Join + Quit Join + Quit

Round-efficient ! % ! !
Security proof - Simulation-based - Simulation-based

B. Comparison of Computation and Communication Costs

In this section, we experimentally evaluate the computation
and communication costs of our scheme. We take as baseline
for comparison the plain FL scheme (trusted scenario, no
privacy-preserving countermeasures needed), because it is the
most efficient. Since a global model (and hence the local
gradient of a user) consists of multiple matrices, in what
follows we use the total number of elements in these matrices
as the model size. Note that each element is a floating point
number. In our experiments, the global model size ranged from
50,000 to 250,000.

Figure 4 shows the communication costs of our scheme
and the plain FL, where S denotes the server in the plain
FL. In our scheme, in each training round, each user has to
generate two masked shares of a local gradient which are sent
to Sα and Sβ , respectively. However, we note that the total
length of the two masked shares is the same as that of the
corresponding local gradient. Further, Sα has to send a masked
aggregated share to Sβ and Sβ has to send an encrypted global
model to the users. Compared with the plain FL, the cost of
sending a masked aggregated share from Sα to Sβ represents
a communication overhead. It is easy to see in Figure 4 that
the total communication overhead of our scheme (first four
bars for each model size) is slightly higher than that of the
plain FL (last two bars for each model size).

Regarding the computational cost, we assume that the cost
of each user to generate a local gradient in our scheme is the
same as that in the plain FL. Therefore, we will not show
that cost here. We concentrate on the additional computation
overhead of our scheme due to the adoption of cryptographic
primitives. We note that the shared secret keys can be pre-
updated by the servers/users in our scheme and that our
key update mechanism involves only lightweight operations.
Hence the cost of updating the shared secret keys is not
considered in our experiments, where the number of users was
set to be 10, 40, 70 and 100.

Figure 5 shows the relationship between the global model
size and the average computation overhead of a user/server
in each round, where S(plain FL) denotes the computation
overhead of a server in the plain FL. We do not represent the
computation cost for a user in the plain FL, because the user’s
only cost is to generate its local gradient, which is not counted,
as justified above. As shown in Figure 5, as the global model
size grows, the computation cost grows linearly. Also, as the
number of users grows, the computation cost at the servers
also grows. In contrast, as it could be expected, the number of

users does not influence the cost for an individual user. The
important feature is that the computation cost for the servers
in our scheme is only slightly higher than the computation
cost of a server in the plain FL.

C. Model Accuracy

In this section, we evaluate the model accuracy of our
scheme. In our experiments, we used the FMNIST1 and
CIFAR102 data sets, from which we randomly drew the local
data sets of users. We trained a 4-layer fully-connected neural
network model on the FMNIST data set [34], and a VGG-16
neural network model (composed of 13 convolutional layers
and 3 fully-connected layers) on the CIFAR10 data set [16].
For the experiments on FMNIST, we set the training batch size
to 128, the learning rate to 0.01, the number of local epochs to
5, and we adopted the SGD optimizer. For the experiments on
CIFAR10, we set the training batch size to 128, the learning
rate to 0.001, the number of local epochs to 5 and we adopted
the Adam optimizer.

We first compare the model accuracy of our scheme in
the static case with that of the plain FL scheme. In the
experiments, the number of training rounds ranged from 1 to
50, and the number of users was set to 10, 40, 70 and 100.
Figure 6 shows the results. It can be seen that the accuracy
of our scheme is almost identical to that of the plain FL. This
also implies that our scheme is lossless.

Next, we evaluated the impact of accommodating a dynamic
user behavior on the model accuracy. In our experiments, the
number of training rounds ranged from 1 to 50, and the average
number of users in a training round was set to 10, 40, 70 and
100. In each training round, we allowed up to 10% of the
users to join or quit the FL task.

The results of our experiments are reported in Figure 7. It
turns out that the model accuracy of our scheme in the dynamic
case is very similar to the model accuracy in the static case.
Thus the impact of users joining or quitting on the accuracy
is very limited.

VI. CONCLUSIONS

In this paper, we have proposed a privacy-preserving FL
scheme using a dual-server FL architecture. Thanks to this
architecture, our scheme only needs to employ lightweight
cryptographic techniques to protect the privacy of a user’s

1https://www.kaggle.com/code/digvijayyadav/fmnist-nn-and-cnn/notebook
2https://www.kaggle.com/c/cifar-10
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Fig. 5: Computation overheads of the users and servers in the plain FL and in our scheme. (a) 10 users. (b) 40 users. (c) 70
users. (d) 100 users.
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Fig. 6: Global model accuracy of the plain FL and our scheme. (a) 10 users. (b) 40 users. (c) 70 users. (d) 100 users.
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Fig. 7: Impact of dynamic on global model accuracy in our scheme. (a) 10 users on average. (b) 40 users on average. (c) 70
users on average. (d) 100 users on average.

local gradient and it achieves a low communication overhead.
Further, in our scheme, each user can decide to join/quit an
FL task at any time and no noise is added to the user’s gra-
dients. Regarding privacy, we have given a formal proof that
our scheme preserves gradient privacy even under collusion
attacks.
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